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1. Introduction

Some | Pv6 gateway devices that enable delivery of Internet services
in residential and snmall-office settings nay be augnented with
"sinple security" capabilities as described in "Local Network
Protection for | Pv6" [RFC4864]. |n general, these capabilities cause
packets to be discarded in an attenpt to nake | ocal networks and the
Internet nore secure. However, it is worth noting that sone packets
sent by legitimte applications may al so be discarded in this
process, affecting reliability and ease of use for these
applications.

There is a constructive tension between the desires of users for
transparent end-to-end connectivity on the one hand, and the need for
| ocal -area network administrators to detect and prevent intrusion by
unaut hori zed public Internet users on the other. This docunent is

i ntended to highlight reasonable limtations on end-to-end
transparency where security considerations are deened inportant to
pronote | ocal and Internet security.

The reader is cautioned always to remenber that the typica
residential or small-office network adm ni strator has no expertise
what soever in Internet engineering. Configuration interfaces for
rout er/ gateway appliances narketed toward them should be easy to

understand and even easier to ignore. |In particular, extra care
shoul d be used in the design of baseline operating nodes for
unconfigured devices, since nost devices will never be changed from

their factory configurations.
1.1. Special Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Additionally, the key word "DEFAULT" is to be interpreted in this
docunent as pertaining to a configuration as applied by a vendor,
prior to the admi nistrator changing it for its initial activation

1.2. Use of Normative Keywords
NOTE WELL: This docunent is not a standard, and conformance with
it is not required in order to claimconformance with | ETF
standards for IPv6. It uses the normative keywords defined in the
previous section only for precision.

Particular attention is drawn to recommendati on REC-49, which calls
for an easy way to set a gateway to a transparent node of operation
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2. Overview

For the purposes of this docunent, residential |Internet gateways are
assuned to be fairly sinmple devices with a limted subset of the ful
range of possible features. They function as default routers

[ RFC4294] for a single local-area network, e.g., an Ethernet network,
a W-Fi network, or a bridge between two or nore such segnents. They
have only one interface by which they can access the Internet service
at any one tinme, using any of several possible sub-IP nechanisns,

i ncluding tunnel s and transition nechanisns.

In referring to the security capabilities of residential gateways, it
is reasonable to distinguish between their "interior" network, i.e.
the | ocal -area network, and their "exterior" networks, e.g., the
public Internet and the networks of Internet service providers. This
docunent is concerned only with the behavior of IP packet filters
that police the flow of traffic between the interior |IPv6 network and
the exterior IPv6 networks of residential Internet gateways.

The operational goals of security capabilities in Internet gateways
are described with nore detail in "Local Network Protection for |Pv6"
[ RFCA864], but they can be summari zed as foll ows.

0 Check all traffic to and fromthe public Internet for basic
sanity, e.g., filter for spoofs and m sdirected (sonetines called
"Martian") packets [ RFC4949].

o Allowtracking of application usage by source and destination
net wor k addresses and ports.

o0 Provide a barrier against untrusted external influences on the
interior network by requiring filter state to be activated by
traffic originating at interior network nodes.

o0 Allow manually configured exceptions to the stateful filtering
rul es according to network adm nistrative policy.

o |Isolate |ocal network DHCPv6 and DNS resol ver services fromthe
public Internet.

Prior to the wi despread availability of IPv6 Internet service, hones
and snmall offices often used private | Pv4 network address real ns

[ RFC1918] with Network Address Translation (NAT) functions depl oyed

to present all the hosts on the interior network as a single host to
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the Internet service provider. The stateful packet filtering
behavi or of NAT set user expectations that persist today wth
residential |1Pv6 service. "Local Network Protection for |Pv6"

[ RFC4A864] recommends applying stateful packet filtering at
residential |IPv6 gateways that conforns to the user expectations
already in place

Conventional stateful packet filters activate new states as a side

ef fect of forwarding outbound flowinitiations frominterior network
nodes. This requires applications to have advance know edge of the
addresses of exterior nodes w th which they expect to conmunicate.
Several proposals are currently under consideration for allow ng
applications to solicit inbound traffic fromexterior nodes w thout
advance know edge of their addresses. Wile consensus within the

I nternet engineering community has energed that such protocols are
necessary to inplenent in residential |Pv6 gateways, the best current
practice has not yet been established.

2.1. Basic Sanitation

In addition to the functions required of all I1Pv6 routers [RFC4294],
residential gateways are expected to have basic stateless filters for
prohibiting certain kinds of traffic with invalid headers, e.g.
"Martian" packets, spoofs, routing header type code zero, etc. (See
Section 3.1 for nore details.)

Conversely, sinple Internet gateways are not expected to prohibit the
devel opnent of new applications. |In particular, packets with end-to-
end network security and routing extension headers for nobility are
expected to pass Internet gateways freely.

Finally, Internet gateways that route nulticast traffic are expected
to inmplenent appropriate filters for nulticast traffic to limt the
scope of nulticast groups that span the demarcati on between
residential networks and service provider networks.

2.2. Internet Layer Protocols

As virtual private networking tunnels are regarded as an unacceptably
wi de attack surface, this docunment recomends that the DEFAULT
operating node for residential 1Pv6 sinple security be to treat
CGeneric Packet Tunneling [ RFC2473] and similar protocols as opaque
transport layers, i.e., inbound tunnel initiations are denied and

out bound tunnel initiations are accepted.

| Psec transport and tunnel nodes are explicitly secured by

definition, so this docunment reconmends that the DEFAULT operating
node permt IPsec. To facilitate the use of |Psec in support of |Pv6
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mobility, the Internet Key Exchange (IKE) protocol [RFC5996] and the
Host Identity Protocol (H P) [RFC5201] should also be pernmitted in
t he DEFAULT operating node.

2.3. Transport Layer Protocols

| Pv6 sinple security functions are principally concerned with the
stateful filtering of the Internet Control Message Protocol (I CWVPV6)
[ RFC4443] and transport layers |like the User Datagram Protocol (UDP)
[ RFCO768], the Lightweight User Datagram Protocol (UDP-Lite)

[ RFC3828], the Transm ssion Control Protocol (TCP) [RFC0793], the
Stream Control Transm ssion Protocol (SCTP) [ RFC4960], the Datagram
Congestion Control Protocol (DCCP) [RFC4340], and potentially any
standards-track transport protocols to be defined in the future.

The general operating principle is that transport layer traffic is
not forwarded into the interior network of a residential |Pv6 gateway
unless it has been solicited explicitly by interior transport
endpoints, e.g., by nmatching the reverse path for previously
forwarded outbound traffic, or by matching configured exceptions set
by the network administrator. All other traffic is expected to be

di scarded or rejected with an | CMPv6 error nessage to indicate the
traffic is adm nistratively prohibited.

3. Detail ed Reconmmendati ons

This section describes the specific reconmendati ons made by this
docunent in full detail. Section 4 is a sunmary.

Sonme recommended filters are to be applied to all traffic that passes
through residential |Internet gateways regardl ess of the direction
they are to be forwarded. Oher recommended filters are intended to
be sensitive to the "direction" of traffic flows. Applied to
bidirectional transport flows, "direction" has a specific nmeaning in
this docunent.

Packets are said to be "outbound" if they originate at nodes | ocated
in the interior network for exterior destinations, and "inbound" if
they arrive fromexterior sources with interior destinations.

Flows are said to be "outbound” if the originator of the initia
packet in any given transport association is an interior node and one
or nore of the participants are located in the exterior. Flows are
said to be "inbound" if the originator of the initial packet is an
exterior node and one or nore of the participants are nodes on the

i nterior network.
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3.1. Stateless Filters

Certain kinds of I Pv6 packets MUST NOT be forwarded in either
direction by residential Internet gateways regardl ess of network
state. These include packets with nulticast source addresses,
packets to destinations with certain non-routable and/or reserved
prefixes, and packets with deprecated extension headers.

O her stateless filters are recomended to inplenent ingress
filtering (see [RFC2827] and [ RFC3704]), to enforce multicast scope
boundaries, and to isolate certain |ocal network services fromthe
public Internet.

REC-1: Packets bearing nulticast source addresses in their outer |Pv6
headers MJUST NOT be forwarded or transmitted on any interface.

REC- 2: Packets bearing nulticast destination addresses in their outer
| Pv6 headers of equal or narrower scope (see "|IPv6 Scoped Address
Architecture" [RFC4007]) than the configured scope boundary | evel of
t he gateway MJST NOT be forwarded in any direction. The DEFAULT
scope boundary | evel SHOULD be organi zation-1ocal scope, and it
SHOULD be configurable by the network adm ni strator.

REC- 3: Packets bearing source and/ or destination addresses forbidden
to appear in the outer headers of packets transnmitted over the public
Internet MJUST NOT be forwarded. |In particular, site-local addresses
are deprecated by [RFC3879], and [ RFC5156] explicitly forbids the use
of address bl ocks of types |Pv4-Mapped Addresses, | Pv4-Conpatible
Addr esses, Docunentation Prefix, and Overlay Routable Cryptographic
Hash I Dentifiers (ORCH D).

REC- 4: Packets bearing deprecated extension headers prior to their
first upper-1layer-protocol header SHOULD NOT be forwarded or
transmitted on any interface. |In particular, all packets wth
routi ng extension header type 0 [ RFC2460] preceding the first upper-
| ayer-protocol header MJUST NOT be forwarded. See [RFC5095] for
addi ti onal background.

REC-5: CQut bound packets MJUST NOT be forwarded if the source address
in their outer |Pv6 header does not have a unicast prefix configured
for use by globally reachable nodes on the interior network.

REC- 6: | nbound packets MJUST NOT be forwarded if the source address in

their outer |1 Pv6 header has a gl obal unicast prefix assigned for use
by gl obally reachabl e nodes on the interior network.
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REC-7: By DEFAULT, packets with unique |ocal source and/or
destination addresses [ RFC4193] SHOULD NOT be forwarded to or from
the exterior network.

REC-8: By DEFAULT, inbound DNS queries received on exterior
i nterfaces MJUST NOT be processed by any integrated DNS resol ving
server.

REC-9: | nbound DHCPv6 di scovery packets [RFC3315] received on
exterior interfaces MJUST NOT be processed by any integrated DHCPv6
server or relay agent.

NOTE WELL: Nothing in this docunent relieves residential Internet
gat eways, when processing headers to identify valid sequences of
upper -1l ayer transport packets, fromany of the requirenents of the
"Internet Protocol, Version 6 (l1Pv6) Specification" [RFC2460],

i ncluding any and all future updates and revisions.

3.2. Connection-Free Filters

Sone I nternet applications use connection-free transport protocols
with no rel ease senantics, e.g., UDP. These protocols pose a speci al
difficulty for stateful packet filters because nost of the
application state is not carried at the transport level. State
records are created when comunication is initiated and are abandoned
when no further comunication is detected after sone period of tine.

3.2.1. Internet Control and Managenent

Recommendations for filtering | CMPv6 nessages in firewall devices are
descri bed separately in [ RFC4890] and apply to residential gateways,
with the additional recomrendation that incoming "Destination

Unr eachabl e" and "Packet Too Big" error nmessages that don’t match any
filtering state shoul d be dropped.

REC-10: |1 Pv6 gateways SHOULD NOT forward | CMPv6 "Desti nation
Unr eachabl e" and "Packet Too Bi g" nessages containing | P headers that
do not match generic upper-layer transport state records.

3.2.2. Upper-Layer Transport Protocols

Residential |Pv6 gateways are not expected to prohibit the use of
applications to be devel oped using future upper-|ayer transport

protocols. In particular, transport protocols not otherw se
di scussed i n subsequent sections of this document are expected to be
treated consistently, i.e., as having connection-free semantics and

no special requirenents to inspect the transport headers.
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In general, upper-layer transport filter state records are expected
to be created when an interior endpoint sends a packet to an exterior
address. The filter allocates (or reuses) a record for the duration
of communi cations, with an idle tinmer to delete the state record when
no further communi cations are detected.

One key aspect of how a packet filter behaves is the way it eval uates
the exterior address of an endpoint when applying a filtering rule.

A gateway is said to have "endpoint-independent filtering" behavior
when the exterior address is not eval uated when mat chi ng a packet
with a flow A gateway is said to have "address-dependent filtering"
behavi or when the exterior address of a packet is required to natch
the exterior address for its flow

REC-11: If application transparency is nost inportant, then a
stateful packet filter SHOULD have "endpoi nt-independent filtering"
behavi or for generic upper-layer transport protocols. |If a nore
stringent filtering behavior is nost inportant, then a filter SHOULD
have "address-dependent filtering" behavior. The filtering behavior
MAY be an option configurable by the network administrator, and it
MAY be independent of the filtering behavior for other protocols.
Filtering behavior SHOULD be endpoi nt i ndependent by DEFAULT in

gat eways i ntended for provisioning wthout service-provider
nmanagenent .

REC-12: Filter state records for generic upper-|ayer transport
protocol s MUST NOT be deleted or recycled until an idle timer not

| ess than two minutes has expired w thout having forwarded a packet
mat ching the state in some configurable anbunt of time. By DEFAULT,
the idle timer for such state records is five ninutes.

The Internet security community is never conpletely at rest. New
attack surfaces, and vulnerabilities in them are typically

di scovered faster than they can be patched by normal equipnrent
upgrade cycles. [It’s therefore inportant for vendors of residentia
gat eway equi pnent to provide automatic software updates to patch
vul nerabilities as they are discovered.

REC-13: Residential |Pv6 gateways SHOULD provi de a conveni ent means
to update their firnmmvare securely, for the installation of security
pat ches and ot her manuf acturer-recomended changes.

Vendors can expect users and operators to have differing viewpoints
on the nmaintenance of patches, with sone preferring automatic update
and sone preferring manual procedures. Those preferring autonatic
update may al so prefer either to downl oad froma vendor site or from
one managed by their network provider. To handle the disparity,
vendors are advised to provide both manual and autonmatic options. In
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the automatic case, they would do well to facilitate
pre-configuration of the downl oad URL and a neans of validating the
software i mage, such as a certificate.

3.2.3. UDP Filters

"Networ k Address Transl ati on (NAT) Behavi oral Requirenents for

Uni cast UDP" [ RFC4787] defines the terninology and best current
practice for stateful filtering of UDP applications in | Pv4d wth NAT,
whi ch serves as the nodel for behavioral requirements for sinple UDP
security in IPv6 gateways, notw thstanding the requirements rel ated
specifically to network address translation

An interior endpoint initiates a UDP flow through a stateful packet
filter by sending a packet to an exterior address. The filter

all ocates (or reuses) a filter state record for the duration of the
flow The state record defines the interior and exterior IP
addresses and ports used between all packets in the flow.

State records for UDP flows remain active while they are in use and
are only abandoned after an idle period of sone tine.

REC-14: A state record for a UDP fl ow where both source and
destination ports are outside the well-known port range

(ports 0-1023) MUST NOT expire in less than two minutes of idle tine.
The value of the UDP state record idle tiner MAY be configurable

The DEFAULT is five minutes.

REC-15: A state record for a UDP fl ow where one or both of the source
and destination ports are in the well-known port range (ports 0-1023)
MAY expire after a period of idle tine shorter than two nminutes to
facilitate the operation of the | ANA-registered service assigned to
the port in question

As [ RFC4787] notes, outbound refresh is necessary for allow ng the
interior endpoint to keep the state record alive. Inbound refresh
may be useful for applications with no outbound UDP traffic.

However, allow ng inbound refresh can allow an attacker in the
exterior or a m sbehaving application to keep a state record alive
indefinitely. This could be a security risk. Also, if the process
is repeated with different ports, over tine, it could use up all the
state record nenory and resources in the filter

REC-16: A state record for a UDP fl ow MJST be refreshed when a packet

is forwarded fromthe interior to the exterior, and it MAY be
refreshed when a packet is forwarded in the reverse direction
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As described in Section 5 of [ RFC4787], the connection-free semantics
of UDP pose a difficulty for packet filters in trying to recognize
whi ch packets conprise an application flow and which are unsolicited.
Various strategi es have been used in | Pv4/ NAT gateways with differing
effects.

REC-17: |f application transparency is nost inportant, then a
stateful packet filter SHOULD have "endpoi nt-independent filtering"
behavior for UDP. |If a nore stringent filtering behavior is nost
important, then a filter SHOULD have "address-dependent filtering"
behavior. The filtering behavior MAY be an option configurable by
the network adnministrator, and it MAY be i ndependent of the filtering
behavi or for TCP and other protocols. Filtering behavior SHOULD be
endpoi nt i ndependent by DEFAULT in gateways intended for provisioning
wi t hout service-provi der nanagenent.

Appl i cation mechani sms nmay depend on the reception of | CVMPv6 error
nmessages triggered by the transnission of UDP nessages. One such
mechani smis path MIU di scovery [RFC1981].

REC-18: If a gateway forwards a UDP flow, it MJST al so forward | CMPv6
"Destination Unreachabl e" and "Packet Too Bi g" messages containing
UDP headers that match the flow state record.

REC-19: Receipt of any sort of |ICMPv6 nessage MJUST NOT termi nate the
state record for a UDP flow.

REC-20: UDP-Lite flows [ RFC3828] SHOULD be handled in the sane way as
UDP fl ows, except that the upper-layer transport protocol identifier

for UDP-Lite is not the same as UDP; therefore, UDP packets MJUST NOT

match UDP-Lite state records, and vice versa

3.2.4. |Psec and Internet Key Exchange (I|KE)

The Internet Protocol security (IPsec) suite offers greater
flexibility and better overall security than the sinple security of
stateful packet filtering at network perinmeters. Therefore,
residential |Pv6 gateways need not prohibit |IPsec traffic flows.

REC-21: In their DEFAULT operating node, |Pv6 gateways MJST NOT
prohi bit the forwarding of packets, to and fromlegitimte node
addresses, with destination extension headers of type "Authentication
Header (AH)" [RFC4302] in their outer |P extension header chain.
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REC-22: In their DEFAULT operating node, |Pv6 gateways MJST NOT
prohi bit the forwardi ng of packets, to and fromlegitimte node
addresses, with an upper-layer protocol of type "Encapsul ating
Security Payload (ESP)" [RFC4303] in their outer |IP extension header
chai n.

REC-23: If a gateway forwards an ESP flow, it MJUST also forward (in
the reverse direction) | CMPv6 "Destination Unreachable" and "Packet
Too Bi g" nessages contai ning ESP headers that match the flow state
record.

I nternet Key Exchange (I KE) is a secure nechani smfor perforning
mut ual aut hentication, exchangi ng cryptographic material, and
establishing | Psec Security Associ ati ons between peers. Residentia
| Pv6 gateways are expected to facilitate the use of |Psec security
policies by allow ng i nbound | KE fl ows.

REC-24: In their DEFAULT operating node, |Pv6 gateways MJST NOT
prohi bit the forwarding of any UDP packets, to and fromlegitimte
node addresses, with a destination port of 500, i.e., the port
reserved by I ANA for the Internet Key Exchange (IKE) protoco

[ RFC5996] .

REC-25: In all operating nodes, |Pv6 gateways SHOULD use filter state
records for Encapsul ating Security Payload (ESP) [ RFC4303] that are

i ndexable by a 3-tuple conprising the interior node address, the
exterior node address, and the ESP protocol identifier. In
particul ar, the |1 Pv4/ NAT nethod of indexing state records al so by the
security paraneters index (SPI) SHOULD NOT be used. Likew se, any
mechani smt hat depends on detection of Internet Key Exchange (I1KE)

[ RFC5996] initiations SHOULD NOT be used.

The Host ldentity Protocol (HIP) is a secure nechani smfor

est abli shing host identity and secure comuni cati ons between

aut henti cated hosts. Residential |Pv6 gateways need not prohibit
i nbound HI P fl ows.

REC-26: In their DEFAULT operating node, |Pv6 gateways MJST NOT
prohi bit the forwardi ng of packets, to and fromlegitimte node
addresses, with destination extension headers of type "Host ldentity
Protocol (HI P)" [RFC5201] in their outer |IP extension header chain.

3.2.5. Mobility Support in IPv6
Mobility support in IPv6 [RFC3775] relies on the use of an
encapsul ati on nechanismin fl ows between nobil e nodes and their

correspondent nodes, involving the use of the Type 2 | Pv6 Routing
Header, the Honme Address destination header option, and the Mbility
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extension header. In contrast to nobility support in IPv4, nobility
is a standard feature of |IPv6, and no security benefit is generally
to be gai ned by denyi ng comuni cations with either interior or
exterior nobile nodes.

Not all usage scenarios of nobility support in IPv6 are expected to
be conpatible with | Pv6 sinple security. |In particular, exterior
nobi | e nodes are expected to be prohibited from establishing bindings
with interior correspondent nodes by the filtering of unsolicited

i nbound Mobility Header nessages, unless they are the subject of an

| Psec security policy.

REC-27: The state records for flows initiated by outbound packets
that bear a Hone Address destination option [RFC3775] are

di stingui shed by the addition of the honme address of the flow as well
as the interior care-of address. |Pv6 gateways MJUST NOT prohibit the
forwardi ng of any inbound packets bearing type 2 routing headers,
which otherwise match a flow state record, and where A) the address
in the destination field of the |IPv6 header matches the interior
care-of address of the flow, and B) the Honme Address field in the
Type 2 Routing Header matches the hone address of the flow

REC- 28: Valid sequences of Mobility Header [RFC3775] packets MJST be
forwarded for all outbound and explicitly permtted i nbound Mbility
Header fl ows.

REC-29: If a gateway forwards a Mobility Header [RFC3775] flow, then
it MUST also forward, in both directions, the IPv4 and | Pv6 packets
that are encapsulated in |IPv6 associated with the tunnel between the
hone agent and the correspondent node.

REC-30: If a gateway forwards a Mobility Header [RFC3775] flow, then
it MIST also forward (in the reverse direction) |ICVMPv6 "Destination
Unr eachabl e" and "Packet Too Bi g" nessages containing any headers
that match the associated flow state records.

3.3. Connection-Oiented Filters

Most Internet applications use connection-oriented transport
protocols with orderly rel ease semantics. These protocols include
TCP, SCTP, DCCP, and potentially any future | ETF Standards-Track
transport protocols that use such semantics. Stateful packet filters
track the state of individual transport flows and prohibit the
forwardi ng of packets that do not match the state of an active flow
and do not conformto a rule for the automatic creation of such
st at e.
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3.3.1. TCP Filters

An interior endpoint initiates a TCP flow through a stateful packet
filter by sending a SYN packet. The filter allocates (or reuses) a
filter state record for the flow The state record defines the
interior and exterior |IP addresses and ports used for forwarding al
packets for that flow

Some peer-to-peer applications use an alternate nethod of connection
initiation termed "simultaneous-open" ([RFCO793], Figure 8) to
traverse stateful filters. |In the sinultaneous-open node of
operation, both peers send SYN packets for the same TCP flow. The
SYN packets cross in the network. Upon receiving the other end' s SYN
packet, each end responds with a SYN-ACK packet, which also cross in
the network. The connection is established at each endpoint once the
SYN- ACK packets are received

To provide stateful packet filtering service for TCP, it is necessary
for a filter to receive, process, and forward all packets for a flow
that conformto valid transitions of the TCP state machine

([ RFCO793], Figure 6).

REC-31: All valid sequences of TCP packets (defined in [ RFC0793])
MUST be forwarded for outbound flows and explicitly permtted i nbound
flows. In particular, both the nornal TCP 3-way handshake node of
operation and the sinultaneous-open node of operation MJUST be

support ed.

It is possible to reconstruct enough of the state of a TCP flow to
al | ow forwardi ng between an interior and exterior node, even when the
filter starts operating after TCP enters the established state. In
this case, because the filter has not seen the TCP w ndow scal e
option, it is not possible for the filter to enforce the TCP w ndow

i nvari ant by droppi ng out-of -w ndow segnents.

REC- 32: The TCP wi ndow i nvariant MJUST NOT be enforced on flows for
which the filter did not detect whether the w ndow scal e option (see
[ RFC1323]) was sent in the 3-way handshake or sinultaneous-open

A stateful filter can allow an existing state record to be reused by
an externally initiated flowif its security policy pernmts. Severa
different policies are possible, as described in [ RFC4787] and
extended in [ RFC5382].

REC-33: If application transparency is nost inportant, then a
stateful packet filter SHOULD have "endpoint-independent filtering"
behavior for TCP. |If a nore stringent filtering behavior is nost
important, then a filter SHOULD have "address-dependent filtering"

Wyodyat t I nf or mat i onal [ Page 14]



RFC 6092 Sinmple Security in | Pv6 Gateway CPE January 2011

behavior. The filtering behavior MAY be an option configurable by
the network adninistrator, and it MAY be independent of the filtering
behavi or for UDP and other protocols. Filtering behavior SHOULD be
endpoi nt i ndependent by DEFAULT in gateways intended for provisioning
wi t hout service-provider nmanagenent.

I f an i nbound SYN packet is filtered, either because a correspondi ng
state record does not exist or because of the filter’s nornal
behavior, a filter has two basic choices: to discard the packet
silently, or to signal an error to the sender. Signaling an error

t hrough | CMPv6 nessages allows the sender to detect that the SYN did
not reach the intended destination. D scarding the packet, on the
other hand, allows applications to perform sinultaneous-open nore
reliably. A nore detailed discussion of this issue can be found in
[ RFC5382], but the basic outconme of it is that filters need to wait
on signaling errors until simnultaneous-open will not be inpaired.

REC- 34: By DEFAULT, a gateway MJST respond with an | CVPv6
"Destination Unreachable" error code 1 (Comunication wth
destination adm nistratively prohibited) to any unsolicited inbound
SYN packet after waiting at | east 6 seconds w thout first forwarding
t he associ at ed out bound SYN or SYN ACK fromthe interior peer.

A TCP filter maintains state associated with in-progress connections
and established flows. Because of this, a filter is susceptible to a
resour ce- exhaustion attack whereby an attacker (or virus) on the
interior attenpts to cause the filter to exhaust its capacity for
creating state records. To defend against such attacks, a filter
needs to abandon unused state records after a sufficiently |ong

peri od of idl eness.

A common net hod used for TCP filters in | Pv4/ NAT gateways is to
abandon preferentially flow state records for crashed endpoints,

foll owed by closed flows and partially open flows. A gateway can
check if an endpoint for a session has crashed by sending a TCP keep-
al i ve packet on behalf of the other endpoint and receiving a TCP RST
packet in response. |If the gateway cannot determ ne whether the
endpoint is active, then the associated state record needs to be
retained until the TCP flow has been idle for sone tine.

Note: An established TCP flow can stay idle (but live)
indefinitely; hence, there is no fixed value for an idle-tineout
that accommodates all applications. However, a large idle-tineout
nmoti vated by recomendations in [RFCL122] and [ RFC4294] can reduce
t he chances of abandoning a live flow
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TCP flows can stay in the established phase indefinitely wthout
exchangi ng packets. Sone end-hosts can be configured to send keep-
alive packets on such idle flows; by default, such packets are sent
every two hours, if enabled [RFC1122]. Consequently, a filter that
waits for slightly over two hours can detect idle flows with keep-
alive packets being sent at the default rate. TCP flows in the
partially open or closing phases, on the other hand, can stay idle
for at nost four mnutes while waiting for in-flight packets to be
del i vered [ RFC1122].

The "established flowidle-tineout” for a stateful packet filter is
defined as the mninumtine a TCP flow in the established phase nust
remain idle before the filter considers the associated state record a
candi date for collection. The "transitory flowidle-tinmeout" for a
filter is defined as the mininumtinme a TCP flowin the partially
open or closing phases nmust remain idle before the filter considers
the associated state record a candidate for collection. TCP flows in
the TIME-WAIT state are not affected by the "transitory flow idle-

ti meout" paraneter.

REC-35: If a gateway cannot deternine whether the endpoints of a TCP
flow are active, then it MAY abandon the state record if it has been
idle for sonme tinme. |In such cases, the value of the "established
flowidle-tineout” MJST NOT be |ess than two hours four mnutes, as
di scussed in [RFC5382]. The value of the "transitory flow idle-
timeout" MJST NOT be | ess than four minutes. The value of the idle-
ti meouts MAY be configurable by the network adm nistrator

Behavi or for handling RST packets or TCP flows in the TIME-WAIT state
is left unspecified. A gateway MAY hold state for a flowin the
TIME-WAI T state to accommodate retransni ssions of the [ast ACK
However, since the TIME-WAIT state is comonly encountered by
interior endpoints properly closing the TCP flow, holding state for a
closed flow can limt the throughput of flows through a gateway with
limted resources. |[RFC1337] discusses hazards associated with

TI ME-WAI T assassi nation

The handl i ng of non- SYN packets for which there is no active state
record is left unspecified. Such packets can be received if the

gat eway abandons a live flow, or abandons a flowin the TIME-VWAIT
state before the four-mnute TIME-WAIT period expires. The decision
either to discard or to respond with an | CMPv6 "Desti nation
Unreachabl e" error code 1 (Conmunication with destination

adm nistratively prohibited) is left up to the inplenentation

Behavi or for notifying endpoi nts when abandoning live flows is left

unspecified. When a gateway abandons a live flow, for exanple due to
a tineout expiring, the filter MAY send a TCP RST packet to each
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endpoi nt on behal f of the other. Sending a RST notification allows
endpoi nt applications to recover nore quickly; however, notifying
endpoi nts mi ght not always be possible if, for exanple, state records
are lost due to power interruption.

Several TCP nechani sns depend on the reception of | CMPv6 error
messages triggered by the transnission of TCP segnents. One such
nmechani smis path MIU di scovery, which is required for correct
operation of TCP

REC-36: If a gateway forwards a TCP flow, it MJST also forward | CMPv6
"Destination Unreachabl e" and "Packet Too Bi g" nessages containing
TCP headers that match the flow state record.

REC- 37: Recei pt of any sort of |CWMPv6 nmessage MJUST NOT terninate the
state record for a TCP fl ow.

3.3.2. SCITP Filters

Because Stream Control Transm ssion Protocol (SCTP) [RFC4960] fl ows
can be term nated at multiple network addresses, |IPv6 sinple security
functions cannot achieve full transparency for SCTP applications. In
mul ti path traversal scenarios, full transparency requires

coordi nation between all the packet filter processes in the various
pat hs between the endpoint network addresses. Such coordination is
not "sinple", and it is, therefore, beyond the scope of this
reconmendat i on.

However, some SCTP applications are capable of tolerating the

i nherent unipath restriction of IPv6 sinple security, even in

mul tipath traversal scenarios. They expect connection-oriented
filtering behaviors sinmlar to those for TCP, but at the |evel of
SCTP associ ations, not stream connections. This section describes
specific recommendations for SCTP filtering for such traversa
scenari 0s.

An interior endpoint initiates SCTP associations through a statefu
packet filter by sending a packet conprising a single INIT chunk
The filter allocates (or reuses) a filter state record for the
association. The state record defines the interior and exterior IP
addresses and the observed verification tag used for forwarding
packets in that association.

Some peer-to-peer SCTP applications use an alternate nethod of
association initiation, termed "sinultaneous-open", to traverse
stateful filters. In the simultaneous-open node of operation, both
peers send INIT chunks at the sane tinme to establish an association
Upon receiving the other end’s INIT chunk, each end responds with an
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I NI T- ACK packet, which is expected to traverse the sane path in
reverse. Because only one SCTP association nay exi st between any two
net wor k addresses, one of the peers in the sinmultaneous-open node of
operation will send an ERROR or ABORT chunk along with the I Nl T- ACK
chunk. The association is established at each endpoint once an

I NI T- ACK chunk without an ERROR or ABORT chunk is received at one
end.

To provide stateful packet filtering service for SCIP, it is
necessary for a filter to receive, process, and forward all packets
for an association that conformto valid transitions of the SCTP
state machi ne ([ RFC4960], Figure 3).

REC-38: All valid sequences of SCTP packets (defined in [ RFC4960])
MUST be forwarded for outbound associations and explicitly permtted
i nbound associations. In particular, both the normal SCTP

associ ation establishnment and the sinultaneous-open node of operation
MUST be support ed.

If an inbound INIT packet is filtered, either because a correspondi ng
state record does not exist or because of the filter’s nornma
behavior, a filter has two basic choices: to discard the packet
silently, or to signal an error to the sender. Signaling an error
through | CMPv6 nessages allows the sender to detect that the INT
packet did not reach the intended destination. Discarding the
packet, on the other hand, allows applications to perform

si nul t aneous-open nore reliably. Delays in signaling errors can
prevent the inpairnment of the sinultaneous-open node of operation

REC- 39: By DEFAULT, a gateway MJST respond with an | CMPv6
"Destination Unreachable" error code 1 (Comunication wth
destination adm nistratively prohibited), to any unsolicited inbound
INIT packet after waiting at |east 6 seconds without first forwarding
the associated outbound INNT fromthe interior peer.

An SCTP filter nmintains state associated with in-progress and

est abl i shed associ ations. Because of this, a filter is susceptible
to a resource-exhaustion attack whereby an attacker (or virus) on the
interior attenpts to cause the filter to exhaust its capacity for
creating state records. To defend against such attacks, a filter
needs to abandon unused state records after a sufficiently |ong

peri od of idl eness.

A common net hod used for TCP filters in | Pv4/ NAT gateways is to
abandon preferentially sessions for crashed endpoints, followed by

cl osed associ ations and partially opened associations. A simlar

met hod is an option for SCTP filters in | Pv6 gateways. A gateway can
check if an endpoint for an association has crashed by sending
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HEARTBEAT chunks and | ooki ng for the HEARTBEAT ACK response. |f the
gat eway cannot deterni ne whether the endpoint is active, then the
associ ated state record needs to be retained until the SCTP

associ ation has been idle for sonme tine.

Not e: An established SCTP association can stay idle (but live)
indefinitely; hence, there is no fixed value of an idle-tineout
that accommodates all applications. However, a large idle-tineout
nmoti vated by recomendations in [ RFC4294] can reduce the chances
of abandoning a live associ ation.

SCTP associ ations can stay in the ESTABLI SHED state indefinitely

wi t hout exchangi ng packets. Sonme end-hosts can be configured to send
HEARTBEAT chunks on such idl e associations, but [RFC4960] does not
specify (or even suggest) a default tine interval. A filter that
waits for slightly over two hours can detect idle associations wth
HEARTBEAT packets being sent at the sane rate as nost hosts use for
TCP keep-alive, which is a reasonably sinmlar systemfor this
purpose. SCTP associations in the partially open or closing states,
on the other hand, can stay idle for at nost four mnutes while
waiting for in-flight packets to be delivered (assuning the suggested
SCTP protocol parameter values in Section 15 of [RFC4960]).

The "established association idle-tineout" for a stateful packet
filter is defined as the mininumtime an SCTP association in the

est abl i shed phase nust renain idle before the filter considers the
corresponding state record a candidate for collection. The
"transitory association idle-timeout" for a filter is defined as the
mnimumtinme an SCTP association in the partially open or closing
phases nust remain idle before the filter considers the correspondi ng
state record a candidate for collection

REC-40: |If a gateway cannot deternine whether the endpoints of an
SCTP associ ation are active, then it MAY abandon the state record if
it has been idle for sone tine. |In such cases, the value of the
"establi shed association idle-tineout” MJST NOT be | ess than

two hours four minutes. The value of the "transitory association
ide-tineout" MJUST NOT be |less than four mnutes. The value of the
idle-tineouts MAY be configurable by the network adm nistrator

Behavi or for handling ERROR and ABORT packets is |left unspecified. A
gateway MAY hold state for an association after its closing phases
have conpleted to accomopdate retransni ssions of its final SHUTDOWN
ACK packets. However, holding state for a closed association can
limt the throughput of associations traversing a gateway wth
limted resources. The discussion in [RFC1337] regarding the hazards
of TIME-WAIT assassination is rel evant.
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The handl i ng of inbound non-INT packets for which there is no active
state record is left unspecified. Such packets can be received if

t he gateway abandons a live flow, or abandons an association in the
closing states before the transitory association idle-tineout

expires. The decision either to discard or to respond with an | CMPv6
"Destination Unreachable" error code 1 (Communication wth
destination adm nistratively prohibited) is left to the

i mpl enent ati on.

Behavi or for notifying endpoi nts when abandoning |live associations is
I eft unspecified. Wen a gateway abandons a |ive association, for
exanple due to a tineout expiring, the filter MAY send an ABORT
packet to each endpoint on behalf of the other. Sending an ABORT
notification allows endpoint applications to recover nore quickly;
however, notifying endpoints m ght not always be possible if, for
exanpl e, state records are |lost due to power interruption

Several SCTP nechani sns depend on the reception of | CMPv6 error
messages triggered by the transnission of SCTP packets.

REC-41: If a gateway forwards an SCTP association, it MJST al so
forward | CMPv6 "Desti nati on Unreachabl e" and "Packet Too Big"
messages contai ning SCTP headers that match the association state
record

REC- 42: Receipt of any sort of |CWPv6 nessage MJUST NOT terninate the
state record for an SCTP associ ati on

3.3.3. DCCP Filters

The connection semantics described in the "Datagram Congestion
Control Protocol (DCCP)" [RFC4340] are very sinilar to those of TCP
An interior endpoint initiates a DCCP flow through a stateful packet
filter by sending a DCCP- Request packet. Sinmultaneous-open is not
defined for DCCP

In order to provide stateful packet filtering service for DCCP, it is
necessary for a filter to receive, process, and forward all packets
for a flowthat conformto valid transitions of the DCCP state
machi ne ([ RFC4340], Section 8).

REC-43: All valid sequences of DCCP packets (defined in [RFC4340])
MUST be forwarded for all flows to exterior servers, and for any
flows to interior servers that have explicitly pernmtted service
codes.
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It is possible to reconstruct enough of the state of a DCCP flow to
al |l ow forwardi ng between an interior and exterior node, even when the
filter starts operating after DCCP enters the OPEN state. Also, a
filter can allow an existing state record to be reused by an
externally initiated flowif its security policy permts. As wth
TCP, several different policies are possible, with a good discussion
of the issue involved presented in [ RFC4787] and extended in

[ RFC5382] .

I f an i nbound DCCP- Request packet is filtered, either because a
correspondi ng state record does not already exist for it or because
of the filter’s normal behavior of refusing flows not explicitly
permtted, then a filter has two basic choices: to discard the packet
silently, or to signal an error to the sender. Signaling an error

t hrough | CWPv6 nessages allows the sender to detect that the

DCCP- Request did not reach the intended destination. Discarding the
packet, on the other hand, only delays the failure to connect and
provi des no neasurabl e security.

A DCCP filter nmaintains state associated with in-progress connections
and established flows. Because of this, a filter is susceptible to a
resour ce- exhausti on attack whereby an attacker (or virus) on the
interior attenpts to cause the filter to exhaust its capacity for
creating state records. To prevent such an attack, a filter needs to
abandon unused state records after a sufficiently long period of

i dl eness.

A common nethod used for TCP filters in | Pv4d/ NAT gateways is to
abandon preferentially sessions for crashed endpoints, followed by
closed TCP flows and partially open flows. No such nmethod exists for
DCCP, and flows can stay in the OPEN phase indefinitely wthout
exchangi ng packets. Hence, there is no fixed value for an idle-

ti meout that accommodates all applications. However, a large idle-
ti meout notivated by recommendations in [ RFC4294] can reduce the
chances of abandoning a live fl ow.

DCCP flows in the partially open or closing phases can stay idle for
at nost eight mnutes while waiting for in-flight packets to be
delivered

The "open flow idle-tinmeout” for a stateful packet filter is defined

as the mnimumtine a DCCP flow in the open state nust remain idle
before the filter considers the associated state record a candi date
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for collection. The "transitory flowidle-tineout" for a filter is
defined as the mininmumtinme a DCCP flow in the partially open or

cl osing phases nust renmain idle before the filter considers the
associ ated state record a candidate for collection. DCCP flows in
the TIMEWAIT state are not affected by the "transitory flow idle-

ti neout" paraneter.

REC- 44: A gateway MAY abandon a DCCP state record if it has been idle
for some time. In such cases, the value of the "open flow idle-
timeout” MJST NOT be | ess than two hours four minutes. The val ue of
the "transitory flow idle-tinmout” MJST NOT be | ess than eight

m nutes. The value of the idle-tinmeouts MAY be configurable by the
net wor k admi ni strator

Behavi or for handling DCCP- Reset packets or flows in the TIMEWAIT
state is left unspecified. A gateway MAY hold state for a flowin
the TIMEWAIT state to accommpdate retransm ssions of the |ast

DCCP- Reset. However, since the TIMEWAIT state is conmonly
encountered by interior endpoints properly closing the DCCP fl ow,
hol ding state for a closed flow can limt the throughput of flows
through a gateway with linmted resources. [RFC1337] discusses
hazards associated with TIME-WAI T assassination in TCP, and simlar
hazards exist for DCCP.

The handl i ng of non-SYN packets for which there is no active state
record is left unspecified. Such packets can be received if the

gat eway abandons a live flow, or abandons a flowin the TIMEWAI T
state before the four-mnute 2MSL period (two tines the naxinmum
segrment lifetine [ RFC4340]) expires. The decision either to discard
or to respond with an I CVPv6 "Destination Unreachable" error code 1
(Conmmuni cation with destination adm nistratively prohibited) is |eft
up to the inplenentation

Behavi or for notifying endpoi nts when abandoning live flows is left
unspecified. When a gateway abandons a live flow, for exanple due to
a tineout expiring, the filter MAY send a DCCP- Reset packet to each
endpoi nt on behal f of the other. Sending a DCCP-Reset notification
al | ows endpoi nt applications to recover nore quickly; however,

noti fying endpoints night not always be possible if, for exanple,
state records are |lost due to power interruption

Several DCCP nechani sns depend on the reception of | CMPv6 error
nmessages triggered by the transnission of DCCP packets. One such
nmechani smis path MIU di scovery, which is required for correct
operati on.
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REC-45: If an Internet gateway forwards a DCCP flow, it MJST al so
forward | CWPv6 "Destinati on Unreachabl e" and "Packet Too Big"
nmessages contai ni ng DCCP headers that match the flow state record.

REC- 46: Receipt of any sort of |ICMPv6 nessage MUST NOT term nate the
state record for a DCCP fl ow.

3.3.4. Level 3 Multihom ng Shim Protocol for |Pv6 (Shing)

While IPv6 sinple security is applicable to residential networks with
only one Internet service provider at a tinme, the use of the Level 3
Mul ti homi ng Shim Protocol for IPv6 (ShinB) [RFC5533] is necessary for
conmmuni cations with sone mnul ti homed exterior destinations. No
speci al recomendations are made in this docunment for processing the
Shi m6 nessage format (protocol 140) beyond the reconmendations in
Section 3.2.2. The content of the Shinb payl oad extensi on header may
be i gnored.

REC-47: Valid sequences of packets bearing Shinb payl oad extension
headers in their outer |IP extension header chains MJST be forwarded
for all outbound and explicitly pernitted flows. The content of the
Shi m6 payl oad extensi on header MAY be ignored for the purpose of
state tracking.

3.4. Passive Listeners

Some applications expect to solicit traffic fromexterior nodes

wi t hout advance know edge of the exterior addresses of their peers.
This requirement is nmet by |IPv4/ NAT gateways, typically by the use of
either the NAT Port Mappi ng Protocol [NAT-PWMP] or the Universal Plug
and Play Internet Gateway Device [UPnP-1GD] standardi zed device
control protocol. On |IPv4/ NAT networks connected by gateways w t hout
such services, applications nust use techniques |ike Session
Traversal Utilities for NAT (STUN) [ RFC5389] to obtain and maintain
connectivity, despite the translation and filtering effects of NAT.

Whil e NAT for IPv6 is unlikely to be used in nost residentia

gat eways, the sinple security functions recommended by this docunent,
and their filtering effects, are derived from conparabl e functions
already in widespread use on the IPv4 Internet. A simlar barrier to
communi cati on at passive listeners is a natural outcone of the

depl oynent of NAT for IPv6. To avoid the need for |Pv6 applications
to use techniques like STUN for opening and mai ntaini ng dynam c
filter state, something sinmilar to NAT-PMP and UPnP-1GD, but wi thout
actual ly supporting NAT, could be deployed. Alas, no consensus has
yet emerged in the Internet engineering conmmunity as to what is nost
appropriate for residential |IPv6 usage scenari 0s.
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One proposal that has been offered is the Application Listener

Di scovery Protocol [WOODYATT-ALD] docunent. It renmains to be seen
whet her the Internet Gateway Device profile of the Universal Plug and
Play protocol will be extended for I1Pv6. Oher proposals of note

i ncl ude the M ddl ebox Communi cation Protocol [RFC5189] and the Next
Steps in Signaling franework [ RFC4080]. Until a consensus energes
around a specific nethod, the foll owi ng recormendati ons are the best
gui dance avail abl e.

REC-48: Internet gateways with I Pv6 sinple security capabilities
SHOULD i npl enent a protocol to permt applications to solicit inbound
traffic without advance know edge of the addresses of exterior nodes
with which they expect to communicate.

REC-49: Internet gateways with IPv6 sinple security capabilities MJST
provide an easily selected configuration option that pernmits a
"transparent node" of operation that forwards all unsolicited flows
regardl ess of forwarding direction, i.e., not to use the IPv6 sinple
security capabilities of the gateway. The transparent node of
operation MAY be the default configuration

In general, "transparent node" will enable nore flexibility and
reliability for applications that require devices to be contacted
inside the honme directly, particularly in the absence of a protoco
as described in REC-48. Operating in transparent node nay cone at
t he expense of security if there are IPv6 nodes in the hone that do
not have their own host-based firewall capability and require a
firewall in the gateway in order not to be conproni sed

3.5. Managenent Applications

Subscri ber - managed residential gateways are unlikely ever to be
conpl etely zero-configuration, but their adm nistrators will very
of ten possess no particular expertise in Internet engineering. In
general , the specification of nanagenment interfaces for residential
gateways is out of scope for this docunent, but the security of
subscri ber- managed gateways nerits special attention here.

REC-50: By DEFAULT, subscriber-nmanaged residential gateways MJUST NOT
of fer managenent application services to the exterior network
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4. Sunmary of Reconmendati ons

This section collects all of the recommendati ons nade in this

docunent

REC- 1

REC- 2

REC- 3

REC- 4

REC- 5

REC- 6

REC- 7

Wyodyat t

into a convenient |ist.

Packets bearing nulticast source addresses in their outer
| Pv6 headers MUST NOT be forwarded or transnmitted on any
i nterface.

Packets bearing nulticast destination addresses in their
outer I Pv6 headers of equal or narrower scope (see "I|Pv6
Scoped Address Architecture" [RFC4007]) than the configured
scope boundary | evel of the gateway MJST NOT be forwarded in
any direction. The DEFAULT scope boundary | evel SHOULD be
organi zation-1ocal scope, and it SHOULD be configurabl e by

t he networ k adni ni strator.

Packets bearing source and/or destination addresses forbidden
to appear in the outer headers of packets transmtted over
the public Internet MUST NOT be forwarded. |In particular
site-1ocal addresses are deprecated by [ RFC3879], and

[ RFC5156] explicitly forbids the use of address bl ocks of
types | Pv4- Mapped Addresses, |Pv4-Conpati bl e Addresses,
Docunent ation Prefix, and Overlay Routabl e Cryptographic Hash
I Dentifiers (ORCH D).

Packet s bearing deprecated extension headers prior to their
first upper-layer-protocol header SHOULD NOT be forwarded or
transmitted on any interface. |In particular, all packets
with routing extension header type 0 [ RFC2460] preceding the
first upper-layer-protocol header MJUST NOT be forwarded. See
[ RFC5095] for additional background.

Qut bound packets MUST NOT be forwarded if the source address
in their outer |Pv6 header does not have a unicast prefix
configured for use by globally reachabl e nodes on the
interior network.

I nbound packets MJUST NOT be forwarded if the source address
in their outer |Pv6 header has a gl obal unicast prefix
assigned for use by globally reachabl e nodes on the interior
net wor K.

By DEFAULT, packets with unique |ocal source and/or

destination addresses [ RFC4193] SHOULD NOT be forwarded to or
fromthe exterior network
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By DEFAULT, inbound DNS queries received on exterior
i nterfaces MJUST NOT be processed by any integrated DNS
resol ving server.

I nbound DHCPv6 di scovery packets [ RFC3315] received on
exterior interfaces MUST NOT be processed by any integrated
DHCPv6 server or relay agent.

| Pv6 gat eways SHOULD NOT forward | CMPv6 "Desti nation

Unr eachabl e" and "Packet Too Bi g" nessages containing IP
headers that do not match generic upper-layer transport state
records.

If application transparency is nost inportant, then a
stateful packet filter SHOULD have "endpoi nt-i ndependent
filtering" behavior for generic upper-layer transport
protocols. |If a nore stringent filtering behavior is nost
important, then a filter SHOULD have "address-dependent
filtering" behavior. The filtering behavior MAY be an option
configurable by the network administrator, and it MAY be

i ndependent of the filtering behavior for other protocols.
Filtering behavior SHOULD be endpoi nt i ndependent by DEFAULT
in gateways intended for provisioning wthout service-

provi der managenent.

Filter state records for generic upper-|layer transport
protocol s MUST NOT be deleted or recycled until an idle tinmer
not |less than two minutes has expired w thout having
forwarded a packet matching the state in some configurable
anmount of tine. By DEFAULT, the idle tiner for such state
records is five minutes.

Resi dential |Pv6 gateways SHOULD provi de a conveni ent means
to update their firmmvare securely, for the installation of
security patches and ot her manufacturer-recommended changes.

A state record for a UDP fl ow where both source and
destination ports are outside the well-known port range
(ports 0-1023) MUST NOT expire in less than two m nutes of
idle tine. The value of the UDP state record idle tiner MAY
be configurable. The DEFAULT is five m nutes.

A state record for a UDP fl ow where one or both of the source
and destination ports are in the well-known port range

(ports 0-1023) MAY expire after a period of idle time shorter
than two minutes to facilitate the operation of the | ANA-

regi stered service assigned to the port in question

I nf or mat i onal [ Page 26]



RFC 6092

REC- 16

REC- 17

REC- 18

REC- 19

REC- 20

REC- 21

REC- 22

REC- 23

Wyodyat t

Sinmple Security in | Pv6 Gateway CPE January 2011

A state record for a UDP fl ow MIUST be refreshed when a packet
is forwarded fromthe interior to the exterior, and it MAY be
refreshed when a packet is forwarded in the reverse
direction.

If application transparency is nost inportant, then a
stateful packet filter SHOULD have "endpoi nt-i ndependent
filtering" behavior for UDP. |If a nore stringent filtering
behavior is nost inportant, then a filter SHOULD have
"addr ess-dependent filtering" behavior. The filtering
behavi or MAY be an option configurable by the network
adm nistrator, and it MAY be independent of the filtering
behavi or for TCP and other protocols. Filtering behavior
SHOULD be endpoi nt independent by DEFAULT in gateways

i ntended for provisioning wthout service-provider
nmanagenent .

If a gateway forwards a UDP flow, it MJST also forward | CMPv6
"Destination Unreachabl e" and "Packet Too Bi g" nessages
cont ai ni ng UDP headers that match the flow state record

Recei pt of any sort of |ICMPv6 nmessage MUST NOT termi nate the
state record for a UDP fl ow

UDP-Lite flows [ RFC3828] SHOULD be handled in the sane way as
UDP fl ows, except that the upper-layer transport protoco
identifier for UDP-Lite is not the same as UDP; therefore,
UDP packets MJUST NOT match UDP-Lite state records, and vice
ver sa.

In their DEFAULT operating node, |Pv6 gateways MJST NOT
prohi bit the forwardi ng of packets, to and fromlegitimate
node addresses, with destination extension headers of type
"Aut henticati on Header (AH)" [RFC4302] in their outer IP
ext ensi on header chai n.

In their DEFAULT operating node, |Pv6 gateways MJST NOT
prohi bit the forwardi ng of packets, to and fromlegitimate
node addresses, with an upper-layer protocol of type
"Encapsul ating Security Payload (ESP)" [RFC4303] in their
outer |IP extension header chain.

If a gateway forwards an ESP flow, it MJUST also forward (in
the reverse direction) |CWv6 "Destination Unreachabl e" and
"Packet Too Bi g" nessages containing ESP headers that natch
the flow state record
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In their DEFAULT operating node, |Pv6 gateways MJST NOT

prohi bit the forwarding of any UDP packets, to and from

| egiti mate node addresses, with a destination port of 500,
i.e., the port reserved by | ANA for the Internet Key Exchange
(I KE) Protocol [RFC5996].

In all operating nodes, |Pv6 gateways SHOULD use filter state
records for Encapsul ating Security Payl oad (ESP) [ RFC4303]
that are indexable by a 3-tuple conprising the interior node
address, the exterior node address, and the ESP protocol
identifier. |In particular, the |IPv4/NAT nethod of indexing
state records also by security paraneters index (SPl) SHOULD
NOT be used. Likew se, any nechani smthat depends on
detection of Internet Key Exchange (I KE) [ RFC5996]
initiations SHOULD NOT be used.

In their DEFAULT operating node, |Pv6 gateways MJST NOT
prohi bit the forwardi ng of packets, to and fromlegitimte
node addresses, with destination extension headers of type
"Host Identity Protocol (HI P)" [RFC5201] in their outer IP
ext ensi on header chai n.

The state records for flows initiated by outbound packets
that bear a Hone Address destination option [ RFC3775] are

di stingui shed by the addition of the hone address of the flow
as well as the interior care-of address. |Pv6 gateways MJST
NOT prohibit the forwardi ng of any inbound packets bearing
type 2 routing headers, which otherwise match a flow state
record, and where A) the address in the destination field of
the | Pv6 header matches the interior care-of address of the
flow, and B) the Hone Address field in the Type 2 Routing
Header mat ches the hone address of the flow

Valid sequences of Mbility Header [RFC3775] packets MJST be
forwarded for all outbound and explicitly permtted inbound
Mobi lity Header fl ows.

If a gateway forwards a Mobility Header [RFC3775] flow, then
it MIUST also forward, in both directions, the IPv4 and | Pv6
packets that are encapsulated in | Pv6 associated with the
tunnel between the hone agent and the correspondent node.

If a gateway forwards a Mobility Header [RFC3775] flow, then
it MUST also forward (in the reverse direction) |CVWVv6
"Destination Unreachabl e" and "Packet Too Bi g" nessages
cont ai ni ng any headers that match the associated flow state
records.
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Al'l valid sequences of TCP packets (defined in [ RFC0793])
MUST be forwarded for outbound flows and explicitly pernitted
i nbound flows. In particular, both the normal TCP 3-way
handshake node of operation and the sinultaneous-open node of
operati on MJST be supported.

The TCP wi ndow i nvari ant MJST NOT be enforced on flows for
which the filter did not detect whether the w ndow scal e
option (see [RFC1323]) was sent in the 3-way handshake or
si mul t aneous- open.

If application transparency is nost inportant, then a
stateful packet filter SHOULD have "endpoi nt-i ndependent
filtering" behavior for TCP. |If a nore stringent filtering
behavior is nost inportant, then a filter SHOULD have
"addr ess-dependent filtering" behavior. The filtering
behavi or MAY be an option configurable by the network
adm nistrator, and it MAY be independent of the filtering
behavi or for UDP and other protocols. Filtering behavior
SHOULD be endpoi nt independent by DEFAULT in gateways

i ntended for provisioning wthout service-provider
nmanagenent .

By DEFAULT, a gateway MJST respond with an | CVPv6
"Destination Unreachable" error code 1 (Comunication wth
destination adm nistratively prohibited), to any unsolicited
i nbound SYN packet after waiting at |east 6 seconds w thout
first forwardi ng the associ ated out bound SYN or SYN ACK from
the interior peer.

If a gateway cannot determnine whether the endpoints of a TCP
flow are active, then it MAY abandon the state record if it
has been idle for sone tine. |In such cases, the value of the
"established flowidle-tinmout" MJST NOT be | ess than

two hours four mnutes, as discussed in [ RFC5382]. The val ue
of the "transitory flow idle-tinmout” MJUST NOT be | ess than
four mnutes. The value of the idle-tinmeouts MAY be
configurable by the network admi nistrator.

If a gateway forwards a TCP flow, it MJST also forward | CMPv6
"Destination Unreachabl e" and "Packet Too Bi g" nessages
contai ning TCP headers that match the flow state record.

Recei pt of any sort of |CWPv6 nessage MJUST NOT terninate the
state record for a TCP fl ow
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Al'l valid sequences of SCTP packets (defined in [ RFC4960])
MJUST be forwarded for outbound associations and explicitly
permitted i nbound associations. |In particular, both the
normal SCTP associ ati on establishnent and the simultaneous-
open node of operation MJST be supported.

By DEFAULT, a gateway MJST respond with an | CVPv6
"Destination Unreachable" error code 1 (Conmunication with
destination adm nistratively prohibited) to any unsolicited
i nbound I NI T packet after waiting at |east 6 seconds w thout
first forwardi ng the associated outbound INIT fromthe

i nterior peer.

If a gateway cannot deterni ne whether the endpoints of an
SCTP associ ation are active, then it MAY abandon the state
record if it has been idle for sone tine. In such cases, the
val ue of the "established association idle-tineout” MJST NOT
be |l ess than two hours four mnutes. The value of the
"transitory association idle-tinmout" MJUST NOT be |ess than
four mnutes. The value of the idle-tinmeouts MAY be
configurable by the network administrator.

If a gateway forwards an SCTP association, it MJST al so
forward | CMPv6 "Desti nation Unreachabl e" and "Packet Too Bi g"
messages contai ning SCTP headers that nmatch the association
state record.

Recei pt of any sort of |ICMPv6 nmessage MUST NOT termi nate the
state record for an SCTP associ ati on.

Al'l valid sequences of DCCP packets (defined in [ RFC4340])
MJUST be forwarded for all flows to exterior servers, and for
any flows to interior servers with explicitly pernmitted
servi ce codes.

A gat eway MAY abandon a DCCP state record if it has been
idle for sone tinme. 1In such cases, the value of the "open
flow idle-timeout" MIST NOT be |less than two hours

four minutes. The value of the "transitory flow idle-
timeout” MJST NOT be |ess than eight mnutes. The value of
the idle-tineouts MAY be configurable by the network

admi ni strator.

If an Internet gateway forwards a DCCP flow, it MJUST al so
forward | CWPv6 "Destinati on Unreachabl e" and "Packet Too Big"
nmessages contai ni ng DCCP headers that match the flow state
record.
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Recei pt of any sort of |ICMPv6 nessage MJUST NOT termi nate the
state record for a DCCP fl ow.

Val id sequences of packets bearing Shinb payl oad extension
headers in their outer |IP extension header chains MJST be
forwarded for all outbound and explicitly permitted fl ows.
The content of the Shinb payl oad extensi on header MAY be

i gnored for the purpose of state tracking.

Internet gateways with IPv6 sinple security capabilities
SHOULD i npl enent a protocol to pernmit applications to solicit
i nbound traffic wthout advance know edge of the addresses of
exterior nodes with which they expect to comrunicate.

Internet gateways with I Pv6 sinple security capabilities MJST
provide an easily selected configuration option that permts
a "transparent node" of operation that forwards all
unsolicited fl ows regardl ess of forwarding direction, i.e.,
not to use the IPv6 sinple security capabilities of the
gateway. The transparent node of operation MAY be the

defaul t configuration.

By DEFAULT, subscriber-nmanaged residential gateways MJST NOT
of fer managenent application services to the exterior
net wor k.
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It must be noted that a substantial portion of the text describing
the detailed requirenments for TCP and UDP filtering is derived or
transposed from [ RFC4787] and [ RFC5382]. The editors of those
docunents, Francois Audet and Sai kat Guha, al so deserve substanti al
credit for the formof the present docunent.

6. Security Considerations

The 1 Pv6 stateful filtering behavior described in this docunent is
intended to be simlar in function to the filtering behavior of
commonl y used | Pv4/ NAT gat eways, which have been widely sold as a
security tool for residential and snall-office/home-office networks.
As noted in the Security Considerations section of [RFC2993], the
true inpact of these tools nmay be a reduction in security. It may be
general ly assuned that the inpacts discussed in that document rel ated
to filtering (and not translation) are to be expected with the sinple
| Pv6 security mechani sns described here.

In particular, it is worth noting that stateful filters create the
illusion of a security barrier, but without the managed intent of a
firewall. Appropriate security nechanisns inplenented in the end
nodes, in conjunction with the [ RFC4864] |ocal network protection
met hods, function w thout reliance on network | ayer hacks and
transport filters that may change over tine. Also, defined security
barriers assunme that threats originate in the exterior, which nmay
lead to practices that result in applications being fully exposed to
interior attack and which therefore make breaches nuch easier

The security functions described in this docunent may be consi dered
redundant in the event that all |Pv6 hosts using a particul ar gateway
have their own I Pv6 host firewall capabilities enabled. At the tinme
of this witing, the vast mgjority of comercially avail able
operating systenms with support for IPv6 include |IPv6 host firewal
capability.

Al'so worth noting explicitly, a practical side-effect of the
reconmendations in Section 3.2.4, to allow inbound |IPsec and | KE
flows fromexterior to interior, is to facilitate nore transparent
conmmuni cati on by the use of an unauthenticated node of |Psec, as
described in "Better-Than-Not hing-Security: An Unauthenticated Mde
of | Psec" [RFC5386], and this nay be a departure from expectations of
transparency set by traditional |Pv4/NAT residential gateways.

Finally, residential gateways that inplement sinple security

functions are a bastion between the interior and the exterior, and
therefore are a target of denial-of-service attacks agai nst the
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7.

7.

interior network itself by processes designed to consune the
resources of the gateway, e.g., a ping or SYN flood. Gateways should
enpl oy the sanme sorts of protection techniques as application servers
on the Internet.

The | ETF nakes no statenent, expressed or inplied, as to whether
using the capabilities described in this docunent ultinmately inproves
security for any individual users or for the Internet comunity as a
whol e.
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