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Abstr act

Over the past few years, the nunber of RFCs that define and use | Psec
and I nternet Key Exchange (I KE) has greatly proliferated. This is
conmplicated by the fact that these RFCs originate from nunmerous | ETF
wor ki ng groups: the original IPsec W5 its various spin-offs, and
other Wss that use | Psec and/or IKE to protect their protocols’
traffic.

This docunent is a snapshot of |Psec- and IKE-related RFCs. It

i ncludes a brief description of each RFC, along with background

i nformati on explaining the notivation and context of |Psec’s

out growt hs and extensions. It obsoletes RFC 2411, the previous "IP
Security Docunent Roadnmap."

The obsol eted | Psec roadmap (RFC 2411) briefly described the
interrel ationship of the various classes of base | Psec documents.
The major focus of RFC 2411 was to specify the recommended contents
of docunents specifying additional encryption and authentication

al gorithns.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6071
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1

I ntroduction

| Psec (Internet Protocol Security) is a suite of protocols that
provides security to Internet comunications at the IP layer. The
nmost conmon current use of IPsec is to provide a Virtual Private
Network (VPN), either between two |ocations (gateway-to-gateway) or
between a renote user and an enterprise network (host-to-gateway); it

can al so provide end-to-end, or host-to-host, security. |IPsec is
al so used by other Internet protocols (e.g., Mbile IP version 6
(MPv6)) to protect some or all of their traffic. IKE (Internet Key

Exchange) is the key negotiati on and nmanagenment protocol that is nost
commonly used to provide dynam cally negotiated and updated keyi ng
material for IPsec. |Psec and I KE can be used in conjunction wth
both I Pv4 and | Pv6.

In addition to the base docunents for I Psec and | KE, there are
nunerous RFCs that reference, extend, and in sone cases alter the
core specifications. This docunent obsoletes [ RFC2411]. It attenpts
to list and briefly describe those RFCs, providing context and

rati onal e where indicated. The title of each RFC is followed by a
letter that indicates its category in the RFC series [RFC2026], as
fol |l ows:

0 S. Standards Track (Proposed Standard, Draft Standard, or
St andar d)

o E: Experinental
0 B: Best Current Practice
o |l: Informationa
For each RFC, the publication date is also given

Thi s docunent al so categorizes the requirenents |evel of each
cryptographic algorithmfor use with | KEvl, |KEv2, |Psec-v2, and

| Psec-v3. These requirenents are summari zed in Appendix A  These
level s are current as of February 2011; subsequent RFCs may result in
altered requirement |evels.

Thi s docunent does not define requirenent levels; it sinply restates
those found in the IKE and | Psec RFCs. If there is a conflict

bet ween this docunent and any other RFC, then the other RFC takes
precedence.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. |1 Psec/ | KE Background I nfornation
2.1. Interrelationship of |IPsec/|KE Docunments

The main docunments describing the set of |IPsec protocols are divided
into seven groups. This is illustrated in Figure 1. There is a nain
Archi tecture docunment that broadly covers the general concepts,
security requirenments, definitions, and nmechani sns defining | Psec

t echnol ogy.

There are an Encapsul ating Security Payl oad (ESP) Protocol docunent
and an Authenticati on Header (AH) Protocol docunent that cover the
packet fornmat and general issues regarding the respective protocols.
The "Encryption Al gorithm' docunment set, shown on the left, is the
set of docunents describing how various encryption algorithnms are
used for ESP. The "Conbi ned Al gorithnm docunent set, shown in the
mddle, is the set of docunments describing how vari ous conbi ned node
algorithns are used to provide both encryption and integrity
protection for ESP. The "Integ-Protection Al gorithn! docunent set,
shown on the right, is the set of docunents describing how various
integrity-protection algorithnms are used for both ESP and AH.

The "I KE'" docunents, shown at the bottom are the docunents
descri bing the I ETF Standards-Track key managenent schenes.
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Figure 1. |Psec/|KE Docunent Interrelationships
2.2. \Versions of |Psec

Two versions of IPsec can currently be found in inplenentations. The
"new' I Psec (referred to as IPsec-v3 in this docunent; see Section
3.1.1 for the RFC descriptions) obsoleted the "old" |Psec (referred
to as IPsec-v2 in this docunent; see Section 3.1.2 for the RFC
descriptions); however, |Psec-v2 is still commonly found in
operational use. |In this docunent, when the unqualified term]lPsec
is used, it pertains to both versions of IPsec. An earlier version
of IPsec (defined in RFCs 1825-1829), obsol eted by |IPsec-v2, is not
covered in this docunent.

2.2.1. Differences between " d" |Psec (IPsec-v2) and "New' | Psec
(I Psec-v3)

| Psec-v3 incorporates "l essons | earned” from i npl enentati on and
operational experience with IPsec-v2 and its predecessor, |Psec-vl.
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Knowl edge was gai ned about the barriers to | Psec depl oynent, the
scenarios in which IPsec is nost effective, and the requirements that
needed to be added to IPsec to facilitate its use with other
protocols. In addition, the docunentation for |Psec-v3 clarifies and
expands details that were underspecified or anmbiguous in |IPsec-v2.

Changes to the architecture docunent [RFC4301] i ncl ude:

0 More detailed descriptions of |Psec processing, both unicast and
mul ticast, and the interactions anong the various |Psec
dat abases

0 In I Psec-v2, an SA (Security Association) is uniquely identified
by a conbination of the SPI (Security Parameters |ndex),
protocol (ESP or AH) and the destination address. In |Psec-v3,
a unicast SAis uniquely identified by the SPI and, optionally,
by the protocol; a nmulticast SAis identified by a conbination
of the SPI and the destination address and, optionally, the
sour ce address.

o More flexible SPD (Security Policy Database) selectors,
i ncludi ng ranges of values and | CMP nessage types as selectors

0 Decorrel ated (order-independent) SAD (Security Association
Dat abase) replaced the forner ordered SAD

0 Extended sequence nunbers (ESNs) were added
0 Mandatory al gorithnms defined in standal one docunent

0 AH [RFC4302] is nmandatory to inplenment (MJST) in |IPsec-v2,
optional (MAY) in |IPsec-v3

Changes to ESP [ RFC4303] i ncl ude:

0 Conbi ned node al gorithns were added, necessitating changes to
packet fornmat and processing

o NULL authentication, mandatory (MJST) in ESP-v2, is optiona
(MAY) in ESP-v3

2.3. Versions of |KE

Two versions of IKE can currently be found in inplementations. The
"new' | KE (generally referred to as | KEv2) obsoleted the "ol d" |IKE
(generally referred to as | KEvl); however, IKEvl is still comonly
found in operational use. In this docunment, when the unqualified
termIKE is used, it pertains to both versions of |KE

Frankel & Krishnan I nf or mat i onal [ Page 7]



RFC 6071 | Psec/ | KE Roadmap February 2011

2.3.1. Differences between | KEvl and | KEv2

As with I Psec-v3, | KEv2 incorporates "l essons | earned" from

i npl enent ati on and operational experience with IKEvl. Know edge was
gai ned about the barriers to | KE depl oynent, the scenarios in which
IKE is nost effective, and the requirenents that needed to be added
to IKE to facilitate its use with other protocols as well as in
general - purpose use. The docunentation for |KEv2 replaces nultiple,
at times contradictory, docunents with a single docunment; it also
clarifies and expands details that were underspecified or anbi guous
in | KEvl.

Once an | KE negotiation is successfully conpleted, the peers have
established two pairs of one-way (inbound and outbound) SAs. Since

| KE al ways negotiates pairs of SAs, the term"SA" is generally used
to refer to a pair of SAs (e.g., an "IKE SA" or an "IPsec SA" is in
reality a pair of one-way SAs). The first SA the IKE SA, is used to
protect IKE traffic. The second SA provides | Psec protection to data
traffic between the peers and/or other devices for which the peers

are authorized to negotiate. It is called the IPsec SAin |IKEvl and,
inthe IKEv2 RFCs, it is referred to variously as a CH LD SA, a child
SA, and an | Psec SA. This docunent uses the term"IPsec SA'. To

further conplicate the term nology, since |KEvl consists of two
sequenti al negotiations, called phases, the IKE SAis also referred
to as a Phase 1 SA and the IPsec SAis referred to as a Phase 2 SA
Changes to | KE incl ude:

0 Replaced multiple alternate exchange types with a single,
shorter exchange

o Streanined negotiation format to avoid conbinatorial bloat for
mul ti ple proposals

0 Protect responder fromconmtting significant resources to the
exchange until the initiator’s existence and identity are
confirned

0 Reliabl e exchanges: every request expects a response

o Protection of |IKE nessages based on ESP, rather than a method
uni que to I KE

0 Add traffic selectors: distinct frompeer IDs and nore flexible
0 Support of EAP-based authentication nethods and asymretric

aut hentication (i.e., initiator and responder can use different
aut henti cati on net hods)
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2.4. |Psec and | KE | ANA Registries

Nurmerous | ANA registries contain values that are used in | Psec, |KE
and rel ated protocols. They include:

o |KE Attributes
(http://ww.iana.org/assi gnments/ipsec-registry): val ues used
during I KEvl Phase 1 exchanges, defined in [ RFC2409].

0 "Magic Nunbers" for Internet Security Association and Key
Managenment Prot ocol (I SAKMP)
(http://ww.iana. org/assi gnments/isaknp-regi stry): val ues used
during I KEvl Phase 2 exchanges, defined in [ RFC2407],

[ RFC2408], and nunerous other cryptographic al gorithm RFCs.

o |KEv2 Paraneters
(http://ww.iana. org/assi gnnents/i kev2-paraneters): val ues used
in | KEv2 exchanges, defined in [ RFC5996] and nunerous ot her
crypt ographi c al gorithm RFCs.

o0 Cryptographic Suites for IKEvl, IKEv2, and | Psec
(http://ww. iana. org/assi gnments/crypto-suites): names of
cryptographic suites in [ RFC4308] and [ RFC4869].

3. | Psec Docunents
3. 1. Base Docunents

| Psec protections are provided by two special headers: the
Encapsul ating Security Payl oad (ESP) Header and the Authentication
Header (AH). In |IPv4, these headers take the formof protoco
headers; in IPv6, they are classified as extension headers. There
are three base | Psec docunents: one that describes the |IP security
architecture, and one for each of the |Psec headers.

3.1.1. "dd" IPsec (lIPsec-v2)

3.1.1.1. RFC 2401, Security Architecture for the Internet Protoco
(S, November 1998)

[ RFC2401] specifies the mechani snms, procedures, and conponents
required to provide security services at the IP layer. It also
describes their interrelationship and the general processing required
to inject | Psec protections into the network architecture.
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The conponents i ncl ude:

- SA (Security Association): a one-way (inbound or outbound)
agreement between two comuni cating peers that specifies the
| Psec protections to be provided to their conmunications. This
i ncludes the specific security protections, cryptographic
al gorithnms, and secret keys to be applied, as well as the
specific types of traffic to be protected.

- SPI (Security Paraneters Index): a value that, together with the
destination address and security protocol (AH or ESP), uniquely
identifies a single SA

- SAD (Security Association Database): each peer’s SA repository.
The RFC descri bes how t his database functions (SA | ookup, etc.)
and the types of information it nust contain to facilitate SA
processing; it does not dictate the format or |ayout of the
dat abase. SAs can be established in either transport node or
tunnel node (see bel ow).

- SPD (Security Policy Database): an ordered dat abase that
expresses the security protections to be afforded to different
types and cl asses of traffic. The three general classes of
traffic are traffic to be discarded, traffic that is allowed
wi thout | Psec protection, and traffic that requires |Psec
protection.

RFC 2401 descri bes general inbound and outbound | Psec processing; it
al so includes details on several special cases: packet fragnents,
| CMP nessages, and nulticast traffic.

3.1.1.2. RFC 2402, IP Authentication Header (S, Novenber 1998)

[ RFC2402] defines the Authentication Header (AH), which provides
integrity protection; it also provides data-origin authentication
access control, and, optionally, replay protection. A transport node
AH SA, used to protect peer-to-peer conmunications, protects upper-

| ayer data, as well as those portions of the |P header that do not
vary unpredi ctably during packet delivery. A tunnel nbode AH SA can
be used to protect gateway-to-gateway or host-to-gateway traffic; it
can optionally be used for host-to-host traffic. This class of AH SA
protects the inner (original) header and upper-layer data, as well as
those portions of the outer (tunnel) header that do not vary

unpredi ctably during packet delivery. Because portions of the IP
header are not included in the AH cal cul ations, AH processing is nore
conpl ex than ESP processing. AH also does not work in the presence
of Network Address Translation (NAT). Unlike |IPsec-v3, |Psec-v2
classifies AH as nandatory to inpl enent.
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3.1.1.3. RFC 2406, |P Encapsul ating Security Payl oad (ESP)
(S, Novenber 1998)

[ RFC2406] defines the I P Encapsul ating Security Payl oad (ESP), which
provi des confidentiality (encryption) and/or integrity protection; it
al so provides data-origin authentication, access control, and,
optionally, replay and/or traffic analysis protection. A transport
node ESP SA protects the upper-layer data, but not the IP header. A
tunnel node ESP SA protects the upper-layer data and the inner
header, but not the outer header.

3.1.2. "New' IPsec (IlPsec-v3)

3.1.2.1. RFC 4301, Security Architecture for the Internet Protoco
(S, Decemnber 2005)

[ RFC4A301] obsol etes [ RFC2401], and it includes a nore conplete and
detail ed processing nodel. The nost notable changes are detail ed
above in Section 2.2.1. |Psec-v3 processing incorporates an
addi ti onal database:

- PAD (Peer Authorization Database): contains infornmation
necessary to conduct peer authentication, providing a link
bet ween | Psec and t he key nanagenent protocol (e.g., |KE)

3.1.2.2. RFC 4302, IP Authentication Header (S, Decenber 2005)

[ RFCA302] obsol etes [ RFC2402]. Unlike IPsec-v2, |Psec-v3 classifies
AH as opti onal

3.1.2.3. RFC 4303, |P Encapsul ating Security Payl oad (ESP)
(S, Decenber 2005)

[ RFCA303] obsol etes [ RFC2406]. The npbst notabl e changes are detailed
above in Section 2.2.1.

3.2. Additions to | Psec

Once the I KEvl and | Psec-v2 RFCs were finalized, several additions
were defined in separate docunents: negotiation of NAT traversal

ext ended sequence nunbers, UDP encapsul ati on of ESP packets,

opportuni stic encryption, and | Psec-rel ated | CVP nessages.

Addi tional uses of IPsec transport node were al so descri bed:
protection of manually configured |IPv6-in-1Pv4 tunnels and protection
of IP-in-1P tunnels. These docunents describe atypical uses of |Psec
transport node, but do not define any new | Psec features.
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Once the original | Psec Wrking Goup concluded, additional |Psec-

rel ated i ssues were handl ed by the | PsecME (I Psec Maintenance and

Ext ensi ons) Working Group. One such problemis the capability of

m ddl eboxes to distinguish unencrypted ESP packets (ESP-NULL) from
encrypted ones in a fast and accurate manner. Two solutions are
descri bed: a new protocol that requires changes to I KEv2 and | Psec-v3
and a heuristic nmethod that inmposes no new requirenents. Another

i ssue that was addressed is the problemof using IKE and | Psec in a
hi gh-avai l ability environment.

3.2.1. RFC 3947, Negotiation of NAT-Traversal in the IKE
(S, January 2005)

[ RFC3947] defines an optional extension to IKEvl. It enables |KEvl
to detect whether there are any NATs between the negotiating peers
and whet her both peers support NAT traversal. It also describes how
| KEvl can be used to negotiate the use of UDP encapsul ati on of ESP
packets for the IPsec SA. For IKEv2, this capability is described in
[ RFC5996] .

3.2.2. RFC 3948, UDP Encapsul ation of |Psec ESP Packets
(S, January 2005)

[ RFC3948] is an optional extension for |Psec-v2 and | Psec-v3. It
defines how to encapsul ate ESP packets in UDP packets to enable the
traversal of NATs that discard packets with protocols other than UDP
or TCP. This nmakes it possible for ESP packets to pass through the
NAT device without requiring any change to the NAT device itself.
The use of this solution is negotiated by I KE, as described in

[ RFC3947] for IKEvl and [ RFC5996] for | KEv2.

3.2.3. RFC 4304, Extended Sequence Nunber (ESN) Addendumto | Psec
Domain of Interpretation (DO) for Internet Security Association
and Key Managenent Protocol (ISAKMP) (S, Decenber 2005)

The use of ESNs allows |Psec to use 64-bit sequence nunbers for
replay protection, but to send only 32 bits of the sequence nunber in
t he packet, enabling shorter packets and avoi ding a redesign of the
packet format. The |arger sequence nunbers allow an existing | Psec
SA to be used for larger volunes of data. |[RFC4304] describes an
optional extension to I KEvl that enables IKEvl to negotiate the use
of ESNs for IPsec SAs. For IKEv2, this capability is described in

[ RFC5996] .
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3.2.4. RFC 4322, Qpportunistic Encryption using the Internet Key
Exchange (I KE) (I, Decenber 2005)

OQpportunistic encryption allows a pair of end systens to use
encryption without any specific pre-arrangenents. [RFC4322]
specifies a nechanismthat uses DNS to distribute the public keys of
each systeminvol ved and uses DNS Security (DNSSEC) to secure the
mechani sm agai nst active attackers. |t specifies the changes that
are needed in existing | Psec and I KE i npl ementations. The mgjority
of the changes are needed in the IKE i npl enentati on and these changes
relate to the handling of key acquisition requests, the | ookup of
public keys and TXT records, and the interactions with firewalls and
other security facilities that may be co-resident on the sane

gat ewnay.

3.2.5. RFC 4891, Using IPsec to Secure |Pv6-in-IPv4 Tunnels
(1, May 2007)

[ RFC4891] describes how to use I KE and transport-node | Psec to

provi de security protection to nmanually configured |Pv6-in-IPv4
tunnels. This docunent uses standard | KE and | Psec, wi thout any new
extensions. It does not apply to tunnels that are initiated in an
aut omat ed manner (e.g., 6to4 tunnels [ RFC3056]).

3.2.6. RFC 3884, Use of |IPsec Transport Mdde for Dynanic Routing
(I, Septenber 2004)

[ RFC3884] describes the use of transport-node | Psec to secure |P-in-
I P tunnel s, which constitute the links of a nulti-hop, distributed
virtual network (VN). This allows the traffic to be dynamically
routed via the VN's trusted routers, rather than routing all traffic
through a statically routed | Psec tunnel. This RFC has not been

wi dely adopt ed.

3.2.7. RFC 5840, Wapped Encapsul ati ng Security Payl oad (ESP) for
Traffic Visibility (S, April 2010)

ESP, as defined in [ RFC4303], does not allow a network device to
easily determ ne whether protected traffic that is passing through
the device is encrypted or only integrity protected (referred to as
ESP- NULL packets). [RFC5840] extends ESPv3 to provide explicit
notification of integrity-protected packets, and extends | KEv2 to
negotiate this capability between the |Psec peers.
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3.2.8. RFC 5879, Heuristics for Detecting ESP-NULL packets
(1, May 2010)

[ RFC5879] offers an alternative approach to differentiating between
ESP-encrypt ed and ESP-NULL packets through packet inspection. This
met hod does not require any change to IKE or ESP; it can be used with
ESP-v2 or ESP-v3

3.3. Ceneral Considerations

3.3.1. RFC 3715, |Psec-Network Address Transl ation (NAT) Conpatibility
Requirenments (I, March 2004)

[ RFC3715] "descri bes known inconpatibilities between NAT and | Psec,
and describes the requirenents for addressing then. This is a
critical issue, since IPsec is frequently used to provide VPN access
to the corporate network for telecommuters, and NATs are widely

depl oyed in hone gateways, hotels, and other access networks
typically used for renote access.

3.3.2. RFC 5406, Cuidelines for Specifying the Use of |Psec Version 2
(B, February 2009)

[ RFC5406] offers guidance to protocol designers on how to ascertain
whet her | Psec is the appropriate security nechanismto provide an

i nteroperabl e security solution for the protocol. |If this is not the
case, it advises against attenpting to define a new security
protocol; rather, it suggests using another standards-based security
protocol. The details in this docunment apply only to | Psec-v2.

3.3.3. RFC 2521, ICW Security Failures Messages (E, March 1999)

[ RFC2521] specifies an | CMP nessage for indicating failures rel ated
to the use of IPsec protocols (AH and ESP). The specified | CW
message defines several codes for handling common failure nodes for

| Psec. The failures that are signaled by this nessage include
invalid or expired SPIs, failure of authenticity or integrity checks
on datagrans, decryption and deconpression errors, etc. These
nmessages can be used to trigger autonated session-key nmanagenent or
to signal to an operator the need to nmanually reconfigure the SAs.
This RFC has not been wi dely adopted. Furthernore, [RFC4301]

di scusses the pros and cons of relying on unprotected | CVP nessages.

3.3.4. RFC 6027, |Psec Cluster Problem Statenent (I, October 2010)
[ RFC6027] describes the problenms of using IKE and I Psec in a high

availability environment, in which one or both of the peers are
clusters of gateways. It details the nunerous types of statefu
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i nformati on shared by I KE and | Psec peers that would have to be
avai l able to other nenbers of the cluster in order to provide high-
availability, load sharing, and/or failover capabilities.

4, | KE Docunents
4, 1. Base Docunents
4.1.1. |KEvl

IKE is the preferred key managenent protocol for IPsec. It is used
for peer authentication; to negotiate, nodify, and delete SAs; and to
negoti ate authenticated keying naterial for use within those SAs.

The standard peer authentication nethods used by | KEvl (pre-shared
secret keys and digital certificates) had several shortcomn ngs
related to use of IKEvl to enable renote user authentication to a
corporate VPN: it could not |everage the use of |egacy authentication
systens (e.g. RADI US databases) to authenticate a renote user to a
security gateway; and it could not be used to configure renote users
with network addresses or other information needed in order to access
the internal network. Automatic key distribution is required for

| Psec-v2, but alternatives to | KE nay be used to satisfy that
requirenent.

Several Internet Drafts were witten to address these problens: two
such docunents include "Extended Authentication within | KE (XAUTH)"
[ KE- XAUTH] (and its predecessor, "Extended Authentication within

| SAKMP/ Cakl ey (XAUTH)" [1 SAKMP- XAUTH]) and "The | SAKMP Confi gurati on
Met hod"” [1 KE- MODE-CFG (and its predecessor [| SAKMP- MODE- CFQG ).
These Internet Drafts did not progress to RFC status due to security
flaws and other problens related to these solutions. However, nany
current | KEvl inplenentations incorporate aspects of these sol utions
to facilitate renpte user access to corporate VPNs. These solutions
were not standardi zed, and different inplenentations inplenmented
different versions. Thus, there is no assurance that the

i npl enent ati ons adhere fully to the suggested sol utions or that one
i mpl ementation can interoperate with others that claimto incorporate
the sane features. Furthernore, these solutions have known security
i ssues. Al of those problens and security issues have been sol ved
in | KEv2; thus, use of these non-standardi zed | KEvl solutions is not
r econmended.

4.1.1.1. RFC 2409, The Internet Key Exchange (I KE) (S, Novenber 1998)
Thi s docunent defines a key exchange protocol that can be used to
negoti ate authenticated keying material for SAs. This docunent

i npl ements a subset of the Cakley protocol in conjunction with | SAKMP
to obtain authenticated keying material for use with | SAKMP, and for

Frankel & Krishnan I nf or mat i onal [ Page 15]



RFC 6071 | Psec/ | KE Roadmap February 2011

other security associations such as AH and ESP for the | ETF | Psec
DO. Wile, historically, IKEvl was created by conbining two
security protocols, |ISAKMP and Oakley, in practice, the conbination
(along with the I Psec DO) has conmmonly been viewed as one protocol

| KEvl. The protocol’s origins can be seen in the organization of the
docunments that define it.

4.1.1.2. RFC 2408, Internet Security Association and Key Managenent
Protocol (ISAKMP) (S, Novenber 1998)

Thi s docunent defines procedures and packet formats to establish
negotiate, nodify, and delete Security Associations (SAs). It is

i ntended to support the negotiation of SAs for security protocols at
all layers of the network stack. |SAKMP can work with many different
key exchange protocols, each with different security properties.

4.1.1.3. RFC 2407, The Internet |IP Security Domain of Interpretation
for | SAKMP (S, Novenber 1998)

Wthin | SAKMP, a Donain of Interpretation is used to group related
protocol s using | SAKMP to negotiate security associations. Security
protocol s sharing a DO choose security protocol and cryptographic
transforns froma common nanespace and share key exchange protoco
identifiers. This docunent defines the Internet IP Security DO
(IPSEC DA), which instantiates | SAKWMP for use with I P when | P uses
| SAKMP to negotiate security associ ations.

4.1.1. 4. RFC 2412, The QAKLEY Key Determ nati on Protoco
(I, November 1998)

[ RFC2412] describes a key establishment protocol that two

aut henticated parties can use to agree on secure and secret keying
material. The Gakley protocol describes a series of key exchanges --
call ed "nodes" -- and details the services provided by each (e.g.
perfect forward secrecy for keys, identity protection, and

aut hentication). This docunent provides additional theory and
background to explain sone of the design decisions and security
features of IKE and | SAKMP; it does not include details necessary for
the inplenmentation of |KEv].

4.1.2. [|KEv2

4.1.2.1. RFC 4306, Internet Key Exchange (| KEv2) Protoco
(S, Decenber 2005)

Thi s docunent contains the original description of version 2 of the

Internet Key Exchange (IKE) protocol. It covers what was previously
covered by separate docunments: |ISAKMP, IKE, and DO. It also
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addresses NAT traversal, |egacy authentication, and renote address
acquisition. |IKEv2 is not interoperable with | KEvl. Automatic key
distribution is required for |Psec-v3, but alternatives to | KE may be
used to satisfy that requirenent. This docunent has been superseded
by [ RFC5996] .

4.1.2.2. RFC 4718, IKEv2 Carifications and | nplenentation Cuidelines
(I, Cctober 2006)

[ RFCA718] clarifies nmany areas of the original |KEv2 specification

[ RFC4306] that were seen as potentially difficult to understand for
devel opers who were not intimately famliar with the specification
and its history. It does not introduce any changes to the protocol
but rather provides descriptions that are | ess prone to anbi guous
interpretations. The goal of this docunent was to encourage the
devel opnent of interoperable inplenentations. The clarifications in
this docunent have been included in the new version of the | KEv2
speci fication [ RFC5996] .

4.1.2.3. RFC 5996, Internet Key Exchange Protocol Version 2 (1KEv2)
(S, Septenber 2010)

[ RFC5996] conbines the original 1KEv2 RFC [ RFC4306] with the
Carifications RFC [ RFC4718], and resolves nany inplenentation issues
di scovered by the community since the publication of these two
docunents. This docunent was devel oped by the | PsecME (I Psec

Mai nt enance and Extensions) Wrking Goup, after the concl usion of
the original |Psec Wrking Goup. Automatic key distribution is
required for |IPsec-v3, but alternatives to | KE may be used to satisfy
that requirenent.

4.2. Additions and Extensions
4.2. 1. Peer Aut hentication Methods

4.2.1.1. RFC 4478, Repeated Authentication in Internet Key Exchange
(I KEv2) Protocol (E, April 2006)

[ RFC4478] addresses a probl em unique to renote access scenarios. How
can the gateway (the |IKE responder) force the renote user (the |KE
initiator) to periodically reauthenticate, limting the danmage in the
case where an unaut hori zed user gains physical access to the renote
host? This docunent defines a new status notification, that a
responder can send to an initiator, which notifies the initiator that
the I Psec SA will be revoked unless the initiator reauthenticates
within a specified period of tine. This optional extension applies
only to I KEv2, not to | KEv1.
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4.2.1.2. RFC 4739, Miltiple Authentication Exchanges in the Internet
Key Exchange (1 KEv2) Protocol (E, November 2006)

| KEv2 supports several nechanisns for authenticating the parties but
each endpoint uses only one of these nmechanisns to authenticate
itself. [RFC4739] specifies an extension to |KEv2 that all ows the
use of nultiple authentication exchanges, using either different
nmechani sns or the sanme nechanism This extension allows, for

i nstance, perfornming certificate-based authentication of the client
host foll owed by an EAP aut hentication of the user. This also allows
for authentication by nmultiple adm nistrative domains, if needed.
This optional extension applies only to | KEv2, not to | KEvl.

4.2.1.3. RFC 4754, | KE and | KEv2 Authentication Using the Elliptic
Curve Digital Signature Al gorithm (ECDSA) (S, January 2007)

[ RFCA754] describes howthe Elliptic Curve Digital Signature

Al gorithm (ECDSA) may be used as the authentication nethod within the
| KEvl and | KEv2 protocols. ECDSA provides nmany benefits including
conmput ational efficiency, small signature sizes, and m ni nmal
bandwi dt h conpared to other available digital signature nethods |ike
RSA and DSA. This optional extension applies to both | KEvl and

| KEv2.

4.2.1.4. RFC 5998, An Extension for EAP-Only Authentication in | KEv2
(S, Septenber 2010)

| KEv2 allows an initiator to use EAP for peer authentication, but
requires the responder to authenticate through the use of a digita
signature. [RFC5998] extends | KEv2 so that EAP nethods that provide
mut ual aut hentication and key agreenent can al so be used to provide
peer authentication for the responder. This optional extension
applies only to I KEv2, not to | KEv1.

4.2.2. Certificate Contents and Managenent (PKI 4l Psec)

The format, contents, and interpretation of Public Key Certificates
(PKCs) proved to be a source of interoperability problens within |IKE
and | Psec. PKl4lPsec was an attenpt to set in place some comon
procedures and interpretations to nitigate those problens.

4.2.2.1. RFC 4809, Requirenents for an |IPsec Certificate Managenent
Profile (I, February 2007)

[ RFC4809] enunerates requirenents for Public Key Certificate (PKC

lifecycle transactions between different VPN System and PKI System
products in order to better enable |arge scale, PKI-enabled |IPsec
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depl oynents with a commopn set of transactions. This docunent
di scusses requirenments for both the | Psec and the PKI products.
These optional requirenents apply to both I KEvl and | KEv2.

4.2.2.2. RFC 4945, The Internet IP Security PKI Profile of
| KEv1l/ | SAKMP, | KEv2, and PKI X (S, August 2007)

[ RFC4945] defines a profile of the IKE and Public Key Infrastructure
using X. 509 (PKIX) frameworks in order to provide an agreed-upon

standard for using PKI technology in the context of IPsec. It also
docunents the contents of the rel evant |KE payl oads and further
specifies their semantics. 1In addition, it sunmarizes the current

state of inplenentations and depl oynent and provi des advice to avoid
common interoperability issues. This optional extension applies to
both I KEvl and | KEv2.

4.2.2.3. RFC 4806, Online Certificate Status Protocol (OCSP) Extensions
to KEv2 (S, February 2007)

When certificates are used with | KEv2, the conmunicating peers need a
mechani smto deternine the revocation status of the peer’s
certificate. QOCSP is one such mechanism [ RFC4806] defines the
"OCSP Content"” extension to | KEv2. This docunent is applicable when
OCSP is desired and security policy (e.g., firewall policy) prevents
one of the IKEv2 peers from accessing the rel evant OCSP responder
directly. This optional extension applies only to | KEv2, not to

| KEv1.

4.2. 3. Dead Peer Detection

4.2.3.1. RFC 3706, A Traffic-Based Method of Detecting Dead Internet
Key Exchange (I KE) Peers (I, February 2004)

When two peers communi cate using | KE and | Psec, it is possible for
the connectivity between the two peers to drop unexpectedly. But the
SAs can still remain until their lifetinmes expire, resulting in the
packets getting tunneled into a "black hole". [RFC3706] describes an
approach to detect peer liveliness without needing to send nessages
at regular intervals. This RFC defines an optional extension to

| KEvl; dead peer detection (DPD) is an integral part of |KEv2, which
refers to this feature as a "liveness check” or "liveness test"”.

4.2.4. Renpte Access
The 1 KEv2 Mobility and Miltihom ng (MOBIKE) protocol enables two

additional capabilities for IPsec VPN users: 1) noving from one
address to another wi thout re-establishing existing SAs and 2) using
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multiple interfaces sinmultaneously. These solutions are linmted to
| Psec VPNs; they are not intended to provide nore general nobility or
nmul ti homi ng capabilities.

The |1 PsecME Working Group identified some m ssing conponents needed
for nore extensive | KEv2 and | Psec-v3 support for renote access
clients. These include efficient client resunption of a previously
establ i shed session with a VPN gateway, efficient client redirection
to an alternate VPN gateway, and support for |1Pv6 client
configuration using |IPsec configuration payl oads.

4.2.4.1. RFC 4555, I KEv2 Mbility and Ml tihoni ng Protocol (MBIKE)
(S, June 2006)

| KEv2 assunes that an |KE SAis created inplicitly between the IP
address pair that is used during the protocol execution when
establishing the | KEv2 SA. |Psec-rel ated docunents had no provision
to change this pair after an | KE SA was created. [RFC4555] defines
extensions to | KEv2 that enable an efficient managenent of | KE and

| Psec Security Associations when a host possesses nultiple IP
addresses and/ or where | P addresses of an |Psec host change over
tinme.

4.2.4.2. RFC 4621, Design of the IKEv2 Mbility and Ml ti hom ng
(MOBI KE) Protocol (I, August 2006)

[ RFC4621] discusses the involved network entities and the

rel ati onshi p between | KEv2 signaling and information provided by
other protocols. It also records design decisions for the MOBIKE
protocol, background information, and records discussions within the
wor ki ng group.

4.2.4.3. RFC 5266, Secure Connectivity and Mbility Using Mbile |Pv4
and | KEv2 Mobility and Multi hom ng (MOBIKE) (B, June 2008)

[ RFC5266] describes a solution using Mbile I1Pv4 (MPv4) and nobility
extensions to | KEv2 (MOBIKE) to provide secure connectivity and
mobility to enterprise users when they roaminto untrusted networks.

4.2.4. 4. RFC 5723, Internet Key Exchange Protocol Version 2 (IKEv2)
Session Resunption (S, January 2010)

[ RFC5723] enables a renote client that has been disconnected froma
gateway to re-establish SAs with the gateway in an expedited nanner,
wi t hout repeating the conplete IKEv2 negotiation. This capability
requires changes to I KEv2. This optional extension applies only to
| KEv2, not to | KEv1.
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4.2.4.5. RFC 5685, Re-direct Mechanismfor the Internet Key Exchange
Protocol Version 2 (IKEv2) (S, Novenber 2009)

[ RFC5685] enables a gateway to securely redirect VPN clients to

anot her VPN gateway, either during or after the I KEv2 negoti ation.
Possi bl e reasons include, but are not linmted to, an overl oaded
gateway or a gateway that needs to shut down. This requires changes
to KEv2. This optional extension applies only to | KEv2, not to

| KEv1.

4.2.4.6. RFC 5739, IPv6 Configuration in Internet Key Exchange Protoco
Version 2 (I KEv2) (E, February 2010)

In | KEv2, a VPN gateway can assign an internal network address to a
renote VPN client. This is acconplished through the use of
configuration payloads. For an IPv6 client, the assignnment of a
single address is not sufficient to enable full-fledged I Pv6
conmuni cati ons. [RFC5739] proposes several solutions that night
renove this limtation. This optional extension applies only to

I KEv2, not to | KEv1.

5. Cryptographic Al gorithnms and Suites

Two basic requirenments nust be nmet for an algorithmto be used within
| KE and/ or | Psec: assignnent of one or nore | ANA val ues and an RFC

t hat describes how to use the algorithmw thin the relevant protocol
packet formats, special considerations, etc. For each RFC that
describes a cryptographic algorithm this roadmap will classify its
requi renent |evel for each protocol, as either MJST, SHOULD, or NAY

[ RFC2119]; SHOULD+, SHOULD-, or MJST- [ RFC4835]; optional; undefi ned;
or VA (not applicable). A designation of "optional" neans that the
al gorithmneets the two basic requirenments, but its use is not
specifically reconmended for that protocol. "Undefined" neans that
one of the basic requirenments is not nmet: either there is no rel evant
I ANA nunmber for the algorithmor there is no RFC specifying how it
shoul d be used within that specific protocol. "N A" neans that use
of the algorithmis inappropriate in the context (e.g., NULL
encryption for IKE, which always requires encryption; or conbined
node al gorithms, a new feature in | Psec-v3, for use with | Psec-v2).

Thi s docunent categorizes the requirenent |evel of each algorithmfor
| KEvl, |KEv2, |Psec-v2, and |Psec-v3. |If an algorithmis recomended
for use within IKEvl or IKEv2, it is used either to protect the IKE
SA's traffic (encryption and integrity-protection algorithms) or to
generate keying material (Diffie-Hellman or DH groups, Pseudorandom
Functions or PRFs). If an algorithmis recomended for use within

I Psec, it is used to protect the IPsec/child SA's traffic, and IKE is
capabl e of negotiating its use for that purpose. These requirenents
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are sumarized in Table 1 (Appendix A). These levels are current as
of February 2011; subsequent RFCs may result in altered requirenent
levels. For algorithms, this could nean the introduction of new

al gorithms or upgradi ng or downgradi ng the requirenment |evels of
current al gorithns.

The 1 ANA registries for I KEvl and | KEv2 include | ANA val ues for
various cryptographic algorithms. |KE uses these values to negotiate
| Psec SAs that will provide protection using those algorithnms. |If a
specific algorithmlacks a value for IKEvl and/or |KEv2, that
algorithmis use is classified as "undefined" (no IANA #) within

| Psec-v2 and/or | Psec-v3.

5.1. Algorithm Requirenents

Specifying a core set of nmandatory al gorithns for each protocol
facilitates interoperability. Defining those algorithms in an RFC
separate fromthe base protocol RFC enhances algorithmagility.

| Psec-v3 and | KEv2 each have an RFC that specifies their nmandatory-
to-impl enent (MJST), recommended (SHOULD), optional (M), and
deprecated (SHOULD NOT) algorithns. For |IPsec-v2, this is included
in the base protocol RFC. That was originally the case for |KEv],
but IKEvl's algorithmrequirements were updated in [ RFC4109].

5.1.1. RFC 4835, Cryptographic Algorithm I nplenentation Requirenents
for Encapsul ating Security Payl oad (ESP) and Authentication
Header (AH) (S, April 2007)

[ RFCA835] specifies the encryption and integrity-protection
algorithns for IPsec (both versions). Algorithns for |Psec-v2 were
originally defined in [ RFC2402] and [ RFC2406]. [ RFC4305] obsol eted
those requirenments, and was in turn obsol eted by [ RFC4835].
Therefore, [RFC4835] applies to | Psec-v2 as well as | Psec-v3.

Conbi ned node al gorithns are nentioned, but not assigned a

requi renent | evel

5.1.2. RFC 4307, Cryptographic Algorithns for Use in the Internet Key
Exchange Version 2 (I KEv2) (S, Decenber 2005)

[ RFCA307] specifies the encryption and integrity-protection

al gorithnms used by IKEv2 to protect its own traffic, the Diffie-
Hel I man (DH) groups used within | KEv2, and the pseudorandom functions
used by I KEv2 to generate keys, nonces, and other random val ues.

[ RFC4307] contains conflicting requirements for | KEv2 encryption and
integrity-protection algorithms. Were there are contradictory

requi renents, this docunent takes its requirenment |evels from Section
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3.1.1, "Encrypted Payload Al gorithns", rather than from Section
3.1.3, "IKEv2 Transform Type 1 Algorithns", or Section 3.1.4, "IKEv2
Transform Type 2 Al gorithns".

5.1.3. RFC 4109, Algorithms for Internet Key Exchange version 1 (IKEvl)
(S, May 2005)

[ RFC4109] updates | KEv1l's al gorithm specifications, which were
originally defined in [RFC2409]. It specifies the encryption and
integrity-protection algorithnms used by IKEvl to protect its own
traffic; the Diffie-Hellman (DH) groups used within | KEvl;, the hash
and pseudorandom functions used by | KEvl to generate keys, nonces and
ot her random val ues; and the authentication nethods and al gorithns
used by I KEvl for peer authentication

5.2. Encryption Algorithns

The encryption-al gorithm RFCs describe how to use these algorithns to
encrypt | KE and/or ESP traffic, providing confidentiality protection
to the traffic. They describe any special constraints, requirenents,
or changes to packet format appropriate for the specific algorithm
In general, they do not describe the detailed algorithmc

conmput ations; the reference section of each RFC includes pointers to
docunents that define the inner workings of the algorithm Sone of
the RFCs include sanple test data, to enable inplenentors to conpare
their results with standardi zed out put.

When any encryption algorithmis used to provide confidentiality, the
use of integrity protection is strongly reconmended. |If the
encryption algorithmis a streamcipher, onitting integrity
protection seriously conpromi ses the security properties of the

al gorithm

DES, as described in [ RFC2405], was originally a required al gorithm
for 1KEvl and ESP-v2. Since the use of DES is now deprecated, this
roadmap does not include [ RFC2405].

5.2.1. RFC 2410, The NULL Encryption Algorithmand Its Use Wth | Psec
(S, November 1998)

[ RFC2410] is a tongue-in-cheek description of the no-op encryption
algorithm (i.e., using ESP without encryption). 1In order for IKE to
negotiate the selection of the NULL encryption algorithmfor use in
an ESP SA, an identifying | ANA nunber is needed. This nunber (the
value 11 for ESP_NULL) is found on the | ANA registries for both I KEvl
and | KEv2, but it is not nmentioned in [ RFC2410].
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Requirement |evels for ESP-NULL:

IKEvl - N A
| KEv2 - N A
ESP-v2 - MUST [ RFC4835]
ESP-v3 - MJST [ RFC4835]

NOTE: RFC 4307 erroneously classifies ESP-NULL as MAY for I KEv2; this
has been corrected in an errata subm ssion for RFC 4307.

5.2.2. RFC 2451, The ESP CBC- Mbde G pher Al gorithnms (S, Novenber 1998)

[ RFC2451] describes how to use encryption algorithns in cipher-block-
chaining (CBC) node to encrypt IKE and ESP traffic. It specifically
mentions Bl owfish, CAST-128, Triple DES (3DES), International Data
Encryption Algorithm (1 DEA), and RC5, but it is applicable to any

bl ock-ci pher algorithmused in CBC node. The algorithns nentioned in
the RFC all have a 64-bit bl ocksize and a 64-bit random
Initialization Vector (IV) that is sent in the packet along with the
encrypted dat a.

Requi rement |evels for 3DES- CBC

| KEvl - MUST [ RFC4109]

| KEv2 - MJUST- [ RFC4307]
ESP-v2 - MJST [ RFC4835]
ESP-v3 - MJUST- [ RFC4835]

Requirement levels for other CBC algorithms (Bl owfish, CAST, |DEA,
RCh) :

| KEvl - optional
| KEv2 - optional
ESP-v2 - optional
ESP-v3 - optional

5.2.3. RFC 3602, The AES-CBC Ci pher Algorithmand Its Use with | Psec
(S, Septenber. 2003)

[ RFC3602] describes how to use AES in cipher block chaining (CBC)
node to encrypt IKE and ESP traffic. AES is the successor to DES.
AES-CBC i s a bl ock-nbde cipher with a 128-bit bl ocksize, a random |V
that is sent in the packet along with the encrypted data, and

keysi zes of 128, 192 and 256 bits. |f AES-CBC is inplenented,
128-bit keys are MIST; the other sizes are MAY. [RFC3602] includes

| ANA val ues for use in IKEvl and ESP-v2. A single | ANA value is
defined for AES-CBC, so |KE negotiations need to specify the keysize.
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Requirement levels for AES-CBC with 128-bit keys:

| KEvl - SHOULD [ RFC4109]
| KEv2 - SHOULD+ [ RFC4307]
ESP-v2 - MJST [ RFC4835]
ESP-v3 - MJST [ RFC4835]

Requirement |evels for AES-CBC with 192- or 256-bit keys:

| KEvl - optional
| KEv2 - optional
ESP-v2 - optional
ESP-v3 - optional

5.2.4. RFC 3686, Using Advanced Encryption Standard (AES) Counter Mde
Wth | Psec Encapsul ating Security Payl oad (ESP)
(S, January 2004)

[ RFC3686] describes how to use AES in counter (CTR) node to encrypt
ESP traffic. AES-CTR is a streamcipher with a 32-bit random nonce
(1/SA) and a 64-bit IV. |If AES-CTR is inplenmented, 128-bit keys are
MUST; 192- and 256-byte keys are MAY. Reuse of the IV with the same
key and nonce conprom ses the data' s security; thus, AES-CIR should
not be used with manual keying. AES-CTR can be pipelined and
parallelized; it uses only the AES encryption operations for both
encryption and decryption.

Requi rement levels for AES-CIR

| KEvl - undefined (no | ANA #)
| KEv2 - optional [RFC5930]
ESP-v2 - SHOULD [ RFC4835]
ESP-v3 - SHOULD [ RFC4835]

5.2.5. RFC 5930, Using Advanced Encryption Standard Counter Mde (AES-
CTR) with the Internet Key Exchange version 02 (IKEv2) Protocol
(1, July 210).

[ RFC5930] extends [ RFC3686] to enable the use of AES-CTR to provide
encryption and integrity protection for | KEv2 nessages.

5.2.6. RFC 4312, The Canellia C pher Algorithmand Its Use with | Psec
(S, Decenber 2005)

[ RFCA312] describes how to use Canellia in cipher block chaining
(CBC) node to encrypt IKE and ESP traffic. Canellia-CBCis a block-
nmode ci pher with a 128-bit bl ocksize, a random IV that is sent in the
packet along with the encrypted data, and keysi zes of 128, 192, and
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256 bits. If Canellia-CBCis inplenented, 128-bit keys are MJST; the
other sizes are MAY. [RFC4312] includes | ANA values for use in | KEvl
and | Psec-v2. A single | ANA value is defined for Canellia-CBC, so

| KEvl negoti ati ons need to specify the keysize.

5.2.7. RFC 5529, Modes of Operation for Canellia for Use with | Psec
(S, April 2009)

[ RFC5529] describes the use of the Canellia bl ock-cipher algorithmin
conjunction with several different nodes of operation. It describes
the use of Canellia in cipher block chaining (CBC) node and counter
(CTR) node as an encryption algorithmwithin ESP. It al so describes
the use of Canellia in Counter with CBC-MAC (CCM) node as a conbi ned
nmode al gorithmin ESP. This docunent defines howto use IKEv2 to
generate keying material for a Canellia ESP SA; it does not define
how to use Canellia within |KEv2 to protect an IKEv2 SA's traffic.
However, this RFC, in conjunction with | KEv2's generalized
description of block-node encryption, provide enough detail to allow
the use of Canellia-CBC algorithns within I KEv2. All three nodes can
use keys of length 128 bits, 192 bits, or 256 bits. [RFC5529]

i ncludes | ANA values for use in IKEv2 and | Psec-v3. A single | ANA
val ue is defined for each Canellia node, so | KEv2 negoti ati ons need
to specify the keysize.

Requirement levels for Canellia-CBC

| KEvl - optional
| KEv2 - optional
ESP-v2 - optional
ESP-v3 - optional

Requirerment levels for Canellia-CIR
| KEvl - undefined (no | ANA #)
| KEv2 - undefined (no RFC)
ESP-v2 - optional (but no | ANA #, so cannot be negotiated by | KE)
ESP-v3 - optional

Requi rement | evels for Canellia-CCM

IKEvl - N A
| KEv2 - undefined (no RFC)
ESP-v2 - N A

ESP-v3 - optional
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5.2.

5.3.

Fra

8. RFC 4196, The SEED Ci pher Algorithmand Its Use with | Psec
(S, Cctober 2005)

[ RFCA196] describes how to use SEED in cipher bl ock chaining (CBC
node to encrypt ESP traffic. It describes howto use IKEvl to
negotiate a SEED- ESP SA, but does not define the use of SEED to
protect IKEvl traffic. SEED-CBC is a block-nbde cipher with a
128-bit bl ocksize, a random |V that is sent in the packet along with
the encrypted data, and a keysize of 128 bits. [RFC4196] includes

| ANA val ues for use in IKEvl and | Psec-v2. [RFC4196] includes test
dat a.

Requi renment |evels for SEED CBC.

| KEvl - undefined (no | ANA #)

| KEv2 - undefined (no | ANA #)

ESP-v2 - optiona

ESP-v3 - optional (but no | ANA #, so cannot be negotiated by | KE)

Integrity-Protection (Authentication) Al gorithmns

The integrity-protection algorithm RFCs describe how to use these
algorithnms to authenticate I KE and/or 1Psec traffic, providing
integrity protection to the traffic. This protection is provided by
conputing an Integrity Check Value (1 CV), which is sent in the
packet. The RFCs describe any special constraints, requirenents, or
changes to packet format appropriate for the specific algorithm In
general, they do not describe the detailed algorithnic conmputations;
the reference section of each RFC includes pointers to docunents that
define the inner workings of the algorithm Sone of the RFCs include
sanpl e test data, to enable inplenentors to conpare their results

wi th standardi zed out put.

Some of these algorithns generate a fixed-length ICV, which is
truncated when it is included in an | Psec-protected packet. For
exanpl e, standard HVAC- SHA-1 (Hashed Message Authentication Code)
generates a 160-bit ICV, which is truncated to 96 bits when it is
used to provide integrity protection to an ESP or AH packet. The

i ndi vi dual RFC descriptions nention those algorithnms that are
truncated. When these algorithnms are used to protect |KEv2 SAs, they
are also truncated. For |IKEvl, HMAC SHA-1 and HVAC-MD5 are

negoti ated by requesting the hash algorithns SHA-1 and MD5,
respectively; these algorithns are not truncated when used to protect
an | KEvl SA. For HVAC-SHA-1 and HVAC- MD5, the I KEv2 | ANA registry
contains values for both the truncated version and the standard non-
truncated version; thus, IKEv2 has the capability to negotiate either
version of the algorithm However, only the truncated version is
used for I KEv2 SAs and for | Psec SAs. The non-truncated version is

nkel & Krishnan I nf or mat i onal [ Page 27]



RFC 6071 | Psec/ | KE Roadmap February 2011

reserved for use by the Fibre Channel protocol [RFC4595]. For the
other algorithns (AES-XCBC, HVAC- SHA- 256/ 384/512, AES- CMAC, and HMAC
RI PEMD), only the truncated version can be used for both | KEv2 and

| Psec-v3 SAs.

One other algorithm AES-GVAC [ RFC4543], can also provide integrity
protection. It has two versions: an integrity-protection algorithm
for use within AHv3, and a conbi ned node algorithmw th null
encryption for use within ESP-v3. [RFC4543] is described in Section
5.4, "Conbi ned Mode Al gorithns".

5.3.1. RFC 2404, The Use of HWAC- SHA-1-96 within ESP and AH
(S, Novenber 1998)

[ RFC2404] describes HVAC-SHA-1, an integrity-protection algorithm
with a 512-bit bl ocksize, and a 160-bit key and Integrity Check Val ue
(ICV). For use within IPsec, the ICV is truncated to 96 bits. This
is currently the nost commonly used integrity-protection algorithm

Requi rement |evels for HVAC SHA- 1:

| KEvl - MUST [ RFC4109]
| KEv2 - MJST [ RFC4307]
| Psec-v2 - MJST [ RFC4835]
| Psec-v3 - MJST [ RFC4835]

5.3.2. RFC 3566, The AES- XCBC- MAC-96 Algorithmand Its Use Wth | Psec
(S, Septenmber 2003)

[ RFC3566] describes AES- XCBC- MAC, a variant of CBC-MAC, which is
secure for nessages of varying lengths (unlike classic CBCMAC). It
is an integrity-protection algorithmw th a 128-bit bl ocksize and a
128-bit key and ICV. For use within IPsec, the ICV is truncated to
96 bits. [RFC3566] includes test data.

Requi rement |evels for AES- XCBC- MAC.

| KEvl - undefined (no RFC)

| KEv2 - optional

| Psec-v2 - SHOULD+ [ RFC4835]
| Psec-v3 - SHOULD+ [ RFC4835]

5.3.3. RFC 4868, Usi ng HVAC- SHA- 256, HMAC- SHA- 384, and HWVAC- SHA-512
with | Psec (S, May 2007)

[ RFCA868] describes a family of algorithms, successors to HVAC SHA-1.

HVAC- SHA- 256 has a 512-bit bl ocksize and a 256-bit key and | CV.
HVAC- SHA- 384 has a 1024-bit bl ocksize and a 384-bit key and |ICV.
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HVAC- SHA- 512 has a 1024-bit bl ocksize and a 512-bit key and ICV. For
use within IKE and | Psec, the ICV is truncated to half its original
size (128 bits, 192 bits, or 256 bits). Each of the three algorithns
has its own | ANA val ue, so | KE does not have to negotiate the

keysi ze.

Requi rement |evels for HMAC SHA- 256, HVAC- SHA- 384, HVAC- SHA- 512:

| KEvl - optional
| KEv2 - optional
| Psec-v2 - optional
| Psec-v3 - optional

5.3.4. RFC 2403, The Use of HVAC-MD5-96 within ESP and AH
(S, November 1998)

[ RFC2403] describes HVAC-MD5, an integrity-protection algorithmwth
a 512-bit blocksize and a 128-bit key and Integrity Check Val ue
(ICV). For use within IPsec, the ICVis truncated to 96 bits. It
was a required algorithmfor IKEvl and | Psec-v2. The use of plain
MD5 is now deprecated, but [RFC4835] states: "Waknesses have becone
apparent in NMD5; however, these should not affect the use of MD5 with
HVAC" .

Requi renment |evels for HVAC- MD5:

| KEvl - MAY [ RFC4109]

| KEv2 - optional [RFC4307]
| Psec-v2 - MAY [ RFC4835]

| Psec-v3 - MAY [ RFC4835]

5.3.5. RFC 4494, The AES-CMAC-96 Algorithmand Its Use with | Psec
(S, June 2006)

[ RFC4494] descri bes AES-CMAC, another variant of CBC MAC, which is
secure for nessages of varying lengths. It is an integrity-
protection algorithmwith a 128-bit bl ocksi ze and 128-bit key and
ICV. For use within IPsec, the ICV is truncated to 96 bits.

[ RFC4494] includes test data.

Requi renment |evels for AES- CMAC
| KEvl - undefined (no | ANA #)
| KEv2 - optional

| Psec-v2 - optional (but no | ANA #, so cannot be negotiated by |IKE)
| Psec-v3 - optional
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5.3.6. RFC 2857, The Use of HWAC-RI PEMD- 160-96 wi thin ESP and AH
(S, June 2000)

[ RFC2857] describes HVAC-RI PEMD, an integrity-protection algorithm
with a 512-bit bl ocksize and a 160-bit key and ICV. For use within
| Psec, the ICVis truncated to 96 bits.

Requi rerment |evels for HVAC Rl PENVD

| KEvl - undefined (no | ANA #)

| KEv2 - undefined (no | ANA #)

| Psec-v2 - optiona

| Psec-v3 - optional (but no | ANA #, so cannot be negotiated by |KE)

5.3.7. RFC 4894, Use of Hash Algorithns in Internet Key Exchange (IKE)
and | Psec (I, My 2007)

In light of recent attacks on MD5 and SHA-1, [RFC4894] exani nes
whether it is necessary to replace the hash functions currently used
by I KE and | Psec for key generation, integrity protection, digita
signatures, or PKIX certificates. It concludes that the algorithms
recommended for | KEv2 [ RFC4307] and | Psec-v3 [ RFC4305] are not
currently susceptible to any known attacks. Nonetheless, it suggests
that inplenentors add support for AES- XCBC- MAC- 96 [ RFC3566], AES-
XCBC- PRF- 128 [ RFC4434], and HVAC- SHA- 256, -384, and -512 [ RFC4868]
for future use. It also suggests that |KEv2 inplenentors add support
for PKIX certificates signed with SHA-256, -384, and -512.

5.4. Conbi ned Mode Al gorithns

| KEvl and ESP-v2 use separate algorithns to provide encryption and
integrity protection, and | KEvl can negotiate different comnbinations
of algorithnms for different SAs. In ESP-v3, a new class of

al gorithnms was introduced, in which a single algorithmcan provide
both encryption and integrity protection. [RFC5996] describes how

| KEv2 can negotiate conbi ned node al gorithns to be used in ESP-v3
SAs. [RFC5282] adds that capability to | KEv2, enabling I KEv2 to
negoti ate and use conbi ned node algorithns for its own traffic. Wen
properly designed, these algorithns can provide increased efficiency
in both inplenentation and execution.

Al t hough ESP-v2 did not originally include conbined node al gorithns,
sonme | KEvl i npl ementati ons have added the capability to negotiate
conbi ned node algorithns for use in | Psec SAs; these inplenentations
do not include the capability to use conbi ned node algorithns to
protect I KE SAs. |ANA nunbers for conbi ned node al gorithns have been
added to the I KEvl registry.
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5.4.1. RFC 4309, Using Advanced Encryption Standard (AES) CCM Mode with
| Psec Encapsul ating Security Payload (ESP) (S, Decenber 2005)

[ RFCA309] describes how to use AES in counter with CBC MAC (CCM
node, a conbined algorithm to encrypt and integrity protect ESP
traffic. AES-CCMis a block-node cipher with a 128-bit bl ocksize; a
random |V that is sent in the packet along with the encrypted data; a
24-bit salt value (1/SA); keysizes of 128, 192, and 256 bits and I CV
sizes of 64, 96 and 128 bits. |If AES-CCMis inplenented, 128-bit
keys are MJIST; the other sizes are MAY. |ICV sizes of 64 and 128 bits
are MUST; 96 bits is MAY. The salt value is generated by IKE during
the key-generation process. Reuse of the IV with the sane key
conpromi ses the data’'s security; thus, AES-CCM should not be used
with manual keying. [RFC4309] includes | ANA values that | KE can use
to negotiate ESP-v3 SAs. Each of the three ICV lengths has its own

| ANA val ue, but | KE negotiations need to specify the keysize.

[ RFC4309] includes test data. [RFC4309] describes how | KE can
negotiate the use of AES-CCMto use in an ESP SA [RFC5282] extends
this to the use of AES-CCMto protect an | KEv2 SA

Requi rement |evels for AES-CCM

IKEvl - N A
| KEv2 - optional
ESP-v2 - N A

ESP-v3 - optional [RFC4835]

NOTE: The | Psec-v2 | ANA registry includes values for AES-CCM but
conbi ned node algorithns are not a feature of |Psec-v2. Although
sonme | KEvl/ | Psec-v2 inplenentations include this capability (see
Section 5.4), it is not part of the protocol.

5.4.2. RFC 4106, The Use of Gal oi s/ Counter Mode (GCM in | Psec
Encapsul ati ng Security Payload (ESP) (S, June 2005)

[ RFC4A106] describes how to use AES in @Gl ois/Counter (GCM node, a
conbi ned al gorithm to encrypt and integrity protect ESP traffic.
AES-GCM i s a bl ock-node cipher with a 128-bit bl ocksize; a random |V
that is sent in the packet along with the encrypted data; a 32-bit
salt value (1/SA); keysizes of 128, 192, and 256 bits; and ICV sizes
of 64, 96, and 128 bits. |If AES-GCMis inplenented, 128-bit keys are
MJUST; the other sizes are MAY. An ICV size of 128 bits is a MIST, 64
and 96 bits are MAY. The salt value is generated by |KE during the
key-generation process. Reuse of the IV with the sane key

conprom ses the data’'s security; thus, AES-GCM should not be used

wi th manual keying. [RFC4106] includes | ANA values that | KE can use
to negotiate ESP-v3 SAs. Each of the three ICV lengths has its own

| ANA val ue, but | KE negotiations need to specify the keysize.
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[ RFC4106] includes test data. [RFC4106] describes how | KE can
negotiate the use of AES-GCMto use in an ESP SA [ RFC5282] extends
this to the use of AES-GCM to protect an | KEv2 SA

Requi rement |evels for AES-GCM

IKEvl - N A
| KEv2 - optional
ESP-v2 - NA

ESP-v3 - optional [RFC4835]

NOTE: The | Psec-v2 I ANA registry includes values for AES-GCM but
conbi ned node algorithns are not a feature of |Psec-v2. Although
some | KEvl/ | Psec-v2 inplenentations include this capability (see
Section 5.4), it is not part of the protocol.

5.4.3. RFC 4543, The Use of Gal ois Message Authentication Code (GVAC)
in | Psec ESP and AH (S, May 2006)

[ RFCA543] is the variant of AES-GCM [ RFC4106] that provides integrity

protection without encryption. It has two versions: an integrity-
protection algorithmfor use within AH, and a conbi ned node al gorithm
with null encryption for use within ESP. It can use a key of 128-,

192-, or 256-bits; the ICV is always 128 bits, and is not truncated.
AES- GVAC uses a honce, consisting of a 64-bit IV and a 32-bit salt
(1/SA). The salt value is generated by |KE during the key generation
process. Reuse of the salt value with the sanme key conpromi ses the
data’'s security; thus, AES-GVAC should not be used with nanual

keying. For use within AH each keysize has its own | ANA val ue, so

| KE does not have to negotiate the keysize. For use wthin ESP,
there is only one | ANA val ue, so | KE negotiations nust specify the
keysi ze. AES-GVAC cannot be used by IKE to protect its own SAs,
since IKE traffic requires encryption.

Requi renment |evels for AES- GVAC

| KEvl - N A

| KEv2 - N A

| Psec-v2 - NA

| Psec-v3 - optional

NOTE: The I Psec-v2 | ANA registry includes values for AES-GVAC, but
conbi ned node algorithns are not a feature of |Psec-v2. Although
some | KEvl/ | Psec-v2 inplenentations include this capability (see
Section 5.4), it is not part of the protocol.
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5.4.4. RFC 5282, Using Authenticated Encryption Algorithns with the
Encrypted Payl oad of the Internet Key Exchange version 2 (1KEv2)
Protocol (S, August 2008)

[ RFC5282] extends [ RFC4309] and [RFC4106] to enable the use of AES-
CCM and AES-GCM to provide encryption and integrity protection for
| KEv2 nessages.

5.5. Pseudo- Random Functi ons ( PRFs)

| KE uses pseudorandom functions (PRFs) to generate the secret keys
that are used in IKE SAs and | Psec SAs. These PRFs are generally the
same al gorithns used for integrity protection, but their output is
not truncated, since all of the generated bits are generally needed
for the keys. |If the PRF's output is not |ong enough to supply the
requi red nunber of bits of keying material, the PRF is applied
iteratively until the requisite anount of keying material is
gener at ed.

For each | KEv2 SA, the peers negotiate both a PRF al gorithm and an
integrity-protection algorithm the fornmer is used to generate keying
materi al and other values, and the latter is used to provide
protection to the IKE SA's traffic.

| KEv1l's approach is nore conplicated. |KEvl [ RFC2409] does not
specify any PRF algorithms. For each | KEvl SA, the peers agree on an
unkeyed hash function (e.g., SHA-1). [IKEvl uses the HMAC version of
this function to generate keying material and to provide integrity
protection for the |KE SA. Therefore, PRFs that are not HMACs cannot
currently be used in | KEvL.

Requi renment |evels for PRF- HVAC SHAL:

| KEvl - MJST [ RFC4109]
| KEv2 - MJST [ RFC4307]

Requi rement |evels for PRF HVAC SHA- 256, PRF- HVAC- SHA- 384, and PRF-
HVAC- SHA- 512:

| KEvl - optional [RFC4868]
| KEv2 - optional [RFC4868]

5.5.1. RFC 4434, The AES- XCBC-PRF-128 Al gorithmfor the Internet Key
Exchange Protocol (IKE) (S, February 2006)

[ RFC3566] defines AES- XCBC- MAC-96, which is used for integrity

protection within IKE and | Psec. [RFC4434] enables the use of AES-
XCBC-MAC as a PRF within IKE. The PRF differs fromthe integrity-
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5.

5.

5.

5.

protection algorithmin two ways: its 128-bit output is not truncated
to 96 bits, and it accepts a variable-length key, which is nodified
(1 engt hened vi a paddi ng or shortened through application of AES-XCBC)
to a 128-bit key. [RFC4434] includes test data.

Requi rement |evels for AES- XCBC- PRF:

| KEvl - undefined (no RFC)
| KEv2 - SHOULD+ [ RFC4307]

NOTE: RFC 4109 erroneously classifies AES-XCBC- PRF as SHOULD f or
| KEvl; this has been corrected in an errata subm ssion for RFC 41009.

5.2. RFC 4615, The Advanced Encryption Standard-C pher-based Message
Aut hent i cati on Code- Pseudor andom Functi on-128 ( AES- CVAC- PRF- 128)
Algorithmfor the Internet Key Exchange Protocol (IKE)

(S, August 2006)

[ RFC4615] extends [ RFC4494] to enable the use of AES-CMAC as a PRF
within | KEv2, in a nanner anal ogous to that used by [ RFC4434] for
AES- XCBC.

Requi renment |evels for AES-CVAC- PRF:

| KEvl - undefined (no | ANA #)
| KEv2 - optional

6. Cryptographic Suites
6.1. RFC 4308, Cryptographic Suites for |IPsec (S, Decenber 2005)

An | KE negotiation consists of rmultiple cryptographic attributes,
both for the I KE SA and for the IPsec SA. The nunber of possible
conbi nati ons can pose a challenge to peers trying to find a conmon
policy. To enhance interoperability, [RFC4308] defines two pre-
defined suites, consisting of conbinations of algorithns that
conprise typical security policies. |KE/ ESP suite "VPN-A" includes
use of 3DES, HVAC-SHA-1, and 1024-bit nodul ar exponentiation group
(MODP) Diffie-Hellman (DH); | KE/ESP suite "VPN-B" includes AES- CBC,
AES- XCBC- MAC, and 2048-bit MODP DH. These suites are intended to be
naned "single-button” choices in the admnistrative interface, but do
not prevent the use of alternative conbinations.

6.2. RFC 4869, Suite B Cryptographic Suites for IPsec (I, May 2007)
[ RFCA869] adds four pre-defined suites, based upon the United States

National Security Agency’s "Suite B" specifications, to those
specified in [RFC4308]. | KE/ESP suites "Suite-B-GCM 128" and "Suite-
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B- GCM 256" i ncl ude use of AES-CBC, AES-GCM HMAC- SHA- 256, or HVAC-
SHA- 384, and 256-bit or 384-bit elliptic-curve (EC) DH groups.

| KE/ AH suites "Suite-B-GVAC 128" and " Suite- B- GVAC- 256" i ncl ude use
of AES-CBC, AES-GWAC, HMAC- SHA- 256, or HMAC- SHA- 384, and 256-bit or
384-bit EC DH groups. Wile [RFC4308] does not specify a peer-

aut henti cation net hod, [RFC4869] nandates pre-shared key

aut hentication for I KEvl; public key authentication using ECDSA is
reconmended for I KEvl and required for |KEv2.

5.7. Diffie-Hellman Al gorithns
| KE negotiations include a Diffie-Hellman exchange, which establishes
a shared secret to which both parties contributed. This value is

used to generate keying nmaterial to protect both the |KE SA and the
| Psec SA.

| KEvl [ RFC2409] contains definitions of two DH MODP groups and two
elliptic curve (EC) groups; |KEv2 [RFC5996] only references the MODP
groups. The requirenents |evels of these groups are:

Requi rement |evels for DH MODP group 1:

| KEvl - MAY [ RFC4109]
| KEv2 - optional

Requi rement |evels for DH MODP group 2:

| KEvl - MJST [ RFC4109]
| KEv2 - MJST- [RFC4307]

Requirenment levels for EC groups 3-4:

| KEvl - MAY [ RFC4109]
| KEv2 - undefined (no | ANA #)

5.7.1. RFC 3526, More Modul ar Exponential (MODP) Diffie-Hellman groups
for Internet Key Exchange (I KE) (S, My 2003)

[ RFC2409] and [ RFC5996] define two MODP DH groups (groups 1 and 2)
for use within IKE. [RFC3526] adds six nore groups (groups 5 and

14-18). Goup 14 is a 2048-bit group that is strongly reconmended
for use in IKE

Requi rement | evels for DH MODP group 14:

| KEvl - SHOULD [ RFC4109]
| KEv2 - SHOULD+ [ RFC4307]
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Requirement levels for DH MODP groups 5, 15-18:

| KEvl - optional [RFC4109]
| KEv2 - optiona

5.7.2. RFC 4753, ECP Goups For IKE and I KEv2 (I, January 2007)

[ RFCA753] defines three EC DH groups (groups 19-21) for use within
| KE.

The docunent includes test data.
Requirement levels for DH EC groups 19-21

| KEvl - optional [RFC4109]
| KEv2 - optiona

5.7.3. RFC 5903, Elliptic Curve Goups nodulo a Prine (ECP Groups) for
| KE and | KEv2 (I, June 2010)

[ RFC5903] obsol etes [ RFC4753], fixing an inconsistency in the DH
shared secret val ue.

5.7.4. RFC 5114, Additional Diffie-Hellmn Goups for Use with | ETF
Standards (I, January 2008)

[ RFC5114] defines five additional DH groups (MODP groups 22-24 and EC
groups 25-26) for use in IKE. It also includes three EC DH groups
(groups 19-21) that were originally defined in [ RFC4753]; however,
the current specification for these groups is [RFC5903]. The | ANA
group nunbers are specific to I KE, but the DH groups are intended for
use in nultiple I ETF protocols, including Transport Layer

Security/ Secure Socket Layer (TLS/ SSL), Secure/Miltipurpose |nternet
Mai | Extensions (S/MME), and X. 509 Certificates.

Requirenment levels for DH MODP groups 22-24, EC groups 25-26

| KEvl - optiona
| KEv2 - optiona

6. | Psec/ | KE for Multicast

[ RFCA301] describes | Psec processing for unicast and mnul ticast
traffic. However, classical |Psec SAs provide point-to-point
protection; the security afforded by |Psec’s cryptographic algorithns
is not applicable when the SAis one-to-many or many-to-many, the
case for nulticast. The Multicast Security (msec) Wrking G oup has
defined alternatives to | KE and extensions to | Psec for use with
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multicast traffic. Different nulticast groups have differing
characteristics and requirenments: nunber of senders (one-to-many or
many-t o- many), nunber of nenbers (few, noderate, very |arge),
volatility of nmenbership, real-time delivery, etc. Their security
requirenents vary as well. Each solution defined by nsec applies to
a subset of the large variety of possible nulticast groups.

6.1. RFC 3740, The Multicast Goup Security Architecture
(I, March 2004)

[ RFC3740] defines the nmulticast security architecture, which is used
to provide security for packets exchanged by |arge nulticast groups.
It defines the conponents of the architectural franework; discusses
Group Security Associations (GSAs), key managenent, data handli ng,
and security policies. Several existing protocols, including G oup
DO (GbA) [RFC3547], Group Secure Associ ation Key Managenent

Prot ocol (GSAKMP) [ RFC4535], and Miultinedia Internet KEYing (M KEY)
[ RFC3830], satisfy the group key managenent requirenents defined in
this docunent. Both the architecture and the conponents for

Mul ticast Group Security differ froml Psec.

6.2. RFC 5374, Milticast Extensions to the Security Architecture for
the Internet Protocol (S, Novenber 2008)

[ RFC5374] extends the security architecture defined in [RFC4301] to
apply to nulticast traffic. It defines a new class of SAs (GSAs -
Group Security Associations) and additional databases used to apply
| Psec protection to nmulticast traffic. It also describes revisions
and additions to the processing algorithns in [ RFC4301].

6.3. RFC 3547, The Group Donain of Interpretation (S, July 2003)

GDA [ RFC3547] extends IKEvl so that it can be used to establish SAs
to protect nulticast traffic. This docunent defines additiona
exchanges and payl oads to be used for that purpose.

6.4. RFC 4046, Milticast Security (MSEC) Goup Key Managenent
Architecture (I, April 2005)

[ RFC4046] sets out the general requirenents and design principles for
protocols that are used for nulticast key managenent. |t does not go
into the specifics of an individual protocol that can be used for

t hat purpose.
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6.5. RFC 4359, The Use of RSA/SHA-1 Signhatures within Encapsul ating
Security Payload (ESP) and Aut hentication Header (AH)
(S, January 2006)

[ RFCA359] describes the use of the RSA digital signature algorithmto
provide integrity protection for nulticast traffic within ESP and AH.
The algorithnms used for integrity protection for unicast traffic
(e.g., HVAC) are not suitable for this purpose when used with

mul ticast traffic.

7. Qutgrowths of |Psec/l|KE

Operational experience with I Psec reveal ed additional capabilities
that could make | Psec nore useful in real-world scenarios. These
i ncl ude support for IPsec policy nechanisns, |Psec MBs, payload
conpression (I PConp), extensions to facilitate additional peer

aut henti cati on nmet hods (Better-Than-Nothing Security (BTNS),

Ker beri zed Internet Negotiation of Keys (KINK), and | PSECKEY), and
additional capabilities for VPN clients (IPSRA).

7.1. IPsec Policy

The 1 Psec Policy (ipsp) Wrking Goup originally planned an RFC t hat
woul d allow entities with no comon Trust Anchor and no prior

know edge of each other’'s security policies to establish an |IPsec-
protected connection. The solutions that were proposed for gateway
di scovery and security policy negotiation proved to be overly conpl ex
and fragile, in the absence of prior know edge or conpatible
configuration policies.

7.1.1. RFC 3586, |IP Security Policy (IPSP) Requirenents
(S, August 2003)

[ RFC3586] describes the functional requirements of a generalized
| Psec policy framework, that could be used to discover, negotiate,
and nanage | Psec policies.

7.1.2. RFC 3585, |Psec Configuration Policy Information Mde
(S, August 2003)

As stated in [ RFC3585]:

Thi s docunent presents an object-oriented information nodel of IP
Security (I Psec) policy designed to facilitate agreenment about the
content and semantics of |Psec policy, and enable derivations of
task-specific representations of |Psec policy such as storage
schema, distribution representations, and policy specification

| anguages used to configure |Psec-enabl ed endpoints.
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This RFC has not been wi dely adopt ed.
7.2. |Psec MBs

Over the years, several MB-related Internet Drafts were proposed for
| Psec and | KE, but only one progressed to RFC status.

7.2.1. RFC 4807, |Psec Security Policy Database Configuration MB
(S, March 2007)

[ RFC4807] defines a MB nodul e that can be used to configure the SPD
of an IPsec device. This RFC has not been wi dely adopted.

7.3. | PConp (Conpression)

The |1 P Payl oad Conpression Protocol (IPConp) is a protocol that

provi des | ossl ess conpression for |IP datagranms. Although | KE can be
used to negotiate the use of I PConp in conjunction with |Psec, |PConp
can al so be used when I Psec is not applied.

The |1 PConp protocol allows the conpression of |P datagrans by
supporting different conpression algorithnms. Three of these

al gorithnms are: DEFLATE [ RFC2394], LZS [RFC2395], and the ITU-T V. 44
Packet Method [ RFC3051], which is based on the LZJH al gorithm

7.3.1. RFC 3173, | P Payl oad Conpression Protocol (IPConp)
(S, Septenber 2001)

| P payl oad conpression is especially useful when |IPsec-based
encryption is applied to I P datagrans. Encrypting the | P datagram
causes the data to be randomin nature, rendering conpression at

| ower protocol |ayers ineffective. If IKEis used to negotiate
conpression in conjunction with | Psec, conpression can be perforned
prior to encryption. [RFC3173] defines the payl oad conpression
protocol, the | PConp packet structure, the |IPConp Association (1PCA)
and several nethods to negotiate the |PCA.

7.4. Better-Than-Nothing Security (BTNS)

One of the major obstacles to wi despread inplenentation of IPsec is
the lack of pre-existing credentials that can be used for peer

aut hentication. Better-Than-Nothing Security (BTNS) is an attenpt to
sidestep this problemby allowing | KE to negotiate unauthenticated
(anonyrmous) | Psec SAs, using credentials such as self-signed
certificates or "bare" public keys (public keys that are not
connected to a public key certificate) for peer authentication. This
ensures that subsequent traffic protected by the SA is conducted with
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the sane peer, and protects the comuni cations from passive attack
These SAs can then be cryptographically bound to a higher-1|eve
application protocol, which perfornms its own peer authentication.

7.4.1. RFC 5660, |Psec Channel s: Connection Latching (S, Cctober 2009)

[ RFC5660] specifies, abstractly, howto interface applications and
transport protocols with IPsec so as to create channels by |atching
connections (packet flows) to certain |IPsec Security Association (SA)
paraneters for the lifetine of the connections. Connection |atching
is layered on top of IPsec and does not nodify the underlying | Psec
architecture.

7.4.2. RFC 5386, Better-Than-Nothing-Security: An Unauthenticated Mde
of IPsec (S, Novenber 2008)

[ RFC5386] specifies howto use IKEv2 to set up unauthenticated
security associations (SAs) for use with the | Psec Encapsul ating
Security Payload (ESP) and the | Psec Authentication Header (AH)

Thi s docunent does not require any changes to the bits on the wre,
but specifies extensions to the Peer Authorization Database (PAD) and
Security Policy Database (SPD).

7.4.3. RFC 5387, Problemand Applicability Statement for Better-Than-
Not hi ng Security (BTNS) (I, Novenber 2008)

[ RFC5387] considers that the need to deploy authentication
information and its associated identities is a significant obstacle
to the use of IPsec. This docunent explains the rationale for
extending the Internet network security protocol suite to enable use
of | Psec security services w thout authentication

7.5. Kerberized Internet Negotiation of Keys (KINK)

Ker beri zed Internet Negotiation of Keys (KINK) is an attenpt to
provide an alternative to IKE for |IPsec peer authentication. It uses
Kerberos, instead of IKE, to establish IPsec SAs. For enterprises
that al ready depl oy the Kerberos centralized key nanagenent system

| Psec can then be inplenmented without the need for additional peer
credentials. Some vendors have inplenmented proprietary extensions
for using Kerberos in IKEvl, as an alternative to the use of KINK
These extensions, as well as the KINK protocol, apply only to | KEv],
and not to | KEv2.
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7.5.1. RFC 3129, Requirenents for Kerberized Internet Negotiation of
Keys (I, June 2001)

[ RFC3129] considers that peer-to-peer authentication and keying
mechani sms have i nherent drawbacks such as conputational conplexity
and difficulty in enforcing security policies. This docunent
specifies the requirenents for using basic features of Kerberos and
uses themto its advantage to create a protocol that can establish
and maintain | Psec security associations ([ RFC2401]).

7.5.2. RFC 4430, Kerberized Internet Negotiation of Keys (KINK)
(S, March 2006)

[ RFC4430] defines a | ow 1l atency, conputationally inexpensive, easily
managed, and cryptographically sound protocol to establish and

mai ntain security associations using the Kerberos authentication
system This document reuses the Quick Mde payl oads of IKEvl in
order to foster substantial reuse of IKEvl inplenentations. This RFC
has not been wi dely adopt ed.

7.6. |Psec Secure Renote Access (| PSRA)

| Psec Secure Renpte Access (I PSRA) was an attenpt to extend | Psec
protection to "road warriors", allowing |KE to authenticate not only
the user’s device but also the user, wi thout changing |KEvl. The
wor ki ng group defined generic requirenents of different |Psec renote
access scenarios. An attenpt was nade to define an | KE-1ike protoco
that woul d use | egacy authentication nechanisns to create a tenporary
or short-lived user credential that could be used for peer
authentication within IKE. This protocol proved to be nore

cunber sone than standard Public Key protocols, and was abandoned.
This led to the devel opment of |KEv2, which incorporates the use of
EAP for user authentication

7.6.1. RFC 3457, Requirenents for |IPsec Renote Access Scenari 0s
(1, January 2003)

[ RFC3457] explores and enunerates the requirenents of various |Psec
renote access scenarios, Ww thout suggesting particular solutions for
t hem

7.6.2. RFC 3456, Dynam c Host Configuration Protocol (DHCPv4)
Configuration of |IPsec Tunnel Mde (S, January 2003)

[ RFC3456] explores the requirenments for host configuration in |Psec
tunnel node, and describes how the Dynami c Host Configuration

Prot ocol (DHCPv4) may be used for providing such configuration
information. This RFC has not been wi dely adopted.
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7.7. |1Psec Keying Information Resource Record (| PSECKEY)

The | Psec Keying Information Resource Record (1 PSECKEY) enables the
storage of public keys and other information that can be used to
facilitate opportunistic IPsec in a new type of DNS resource record.

7.7.1. RFC 4025, A nethod for storing |IPsec keying material in DNS
(S, February 2005)

[ RFC4025] describes a method of storing | Psec keying material in the
DNS using a new type of resource record. This docunent describes how
to store the public key of the target node in this resource record.
This RFC has not been wi dely adopt ed.

8. Oher Protocols That Use | Psec/ | KE

| Psec and | KE were designed to provide | P-layer security protection
to other Internet protocols’ traffic as well as generic

communi cations. Since |IPsec is a general-purpose protocol, in sonme
cases, its features do not provide the granularity or distinctive
features required by another protocol; in sonme cases, its overhead or

prerequi sites do not match another protocol’s requirenments. However,
a nunber of other protocols do use IKE and/or |Psec to protect some
or all of their conmunications.

8.1. Mbile IP (MPv4 and M Pv6)

8.1.1. RFC 4093, Problem Statenent: Mbile | Pv4 Traversal of Virtua
Private Network (VPN) Gateways (I, August 2005)

[ RFC4093] describes the issues with depl oying Mbile | Pv4 across
virtual private networks (VPNs). [|Psec is one of the VPN
technol ogi es covered by this docunent. It identifies and describes
practical depl oyment scenarios for Mbile I Pv4 running al ongside

| Psec in enterprise and operator environments. It also specifies a
set of framework guidelines to evaluate proposed sol utions for
supporting multi-vendor seam ess |IPv4 nobility across |Psec-based VPN
gat eways

8.1.2. RFC 5265, Mobile IPv4 Traversal across |Psec-Based VPN Gat eways
(S, June 2008)

[ RFC5265] describes a basic solution that uses Mbile | Pv4 and | Psec
to provide session nobility between enterprise intranets and externa
networks. The proposed solution mnimnmzes changes to existing
firewal |/ VPN DMZ depl oynents and does not require any changes to

| Psec or key exchange protocols. It also proposes a nechanismto

m nimze | Psec renegotiati on when the nobil e node noves.
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8.1.3. RFC 3776, Using IPsec to Protect Mobile | Pv6 Signaling Between
Mobi | e Nodes and Honme Agents (S, June 2004)

Thi s docunent specifies the use of IPsec in securing Mbile |Pv6
traffic between nobil e nodes and hone agents. It specifies the
required wire formats for the protected packets and illustrates
exanpl es of Security Policy Database and Security Association

Dat abase entries that can be used to protect Mbile I Pv6 signaling
messages. It also describes how to configure either manually keyed
| Psec security associations or IKEvl to establish the SAs
automatically. Mobile IPv6 requires considering the honme address
destination option and Routing Header in |IPsec processing. Al so,

| Psec and | KE security association addresses can be updated by Mbile
| Pv6 signaling nessages.

8.1.4. RFC 4877, Mobile IPv6 Operation with | KEv2 and the Revised | Psec
Architecture (S, April 2007)

Thi s docunent updates [RFC3776] in order to work with the revised

| Psec architecture [RFC4301]. Since the revised |IPsec architecture
expands the list of selectors to include the Mbility Header nessage
type, it beconmes much easier to differentiate between different
mobi l ity header messages. Since the | CWP nessage type and code are
al so newy added as sel ectors, this docunent uses themto protect
Mobil e Prefix Discovery nmessages. This docunent al so specifies the
use of I KEv2 configuration payloads for dynanic hone address
configuration. Finally, this docunent describes the use of IKEv2 in
order to set up the SAs for Mobile |IPv6.

8.1.5. RFC 5026, Mobile I Pv6 Bootstrapping in Split Scenario
(S, Cctober 2007)

[ RFC5026] extends [ RFC4877] to support dynam c di scovery of hone
agents and the hone network prefix; for the latter purpose, it
specifies a new | KEv2 configuration attribute and notification. It
descri bes how a Mbile I Pv6 node can obtain the address of its hone
agent, its hone address, and create |Psec security associations wth
its home agent using DNS | ookups and security credentials
preconfigured on the Mbile Node. It defines how a nobile node (MN)
can request its home address and hone prefixes through the
Configuration Payload in the | KE_ AUTH exchange and what attributes
need to be present in the CFG REQUEST nessages in order to do this.
It also specifies how the hone agent can authorize the credentials
used for | KEv2 exchange.
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8.1.6. RFC 5213, Proxy Mbile IPv6 (S, August 2008)

[ RFC5213] describes a network-based nobility management protocol that
is used to provide nobility services to hosts without requiring their
participation in any mobility-related signaling. It uses IPsec to
protect the nobility signaling nessages between the two network
entities called the nobile access gateway (MAG and the |oca
nmobility anchor (LMA). It also uses IKEv2 in order to set up the
security associations between the MAG and the LMA

8.1.7. RFC 5568, Mbile I Pv6 Fast Handovers (S, July 2009)

When Mobile IPv6 is used for a handover, there is a period during

whi ch the Mobile Node is unable to send or receive packets because of
link switching delay and I P protocol operations. [RFC5568] specifies
a protocol between the Previous Access Router (PAR) and the New
Access Router (NAR) to inprove handover |atency due to Mbile |IPv6
procedures. It uses IPsec ESP in transport node with integrity
protection for protecting the signaling nessages between the PAR and
the NAR It also describes the SPD entries and the PAD entries when
| KEv2 is used for setting up the required SAs.

8.1.8. RFC 5380, Hierarchical Mbile IPv6 (HM Pv6) Mobility Managenent
(S, Cctober 2008)

[ RFC5380] describes extensions to Mbile | Pv6 and | Pv6 Nei ghbor

Di scovery to allow for local nobility handling in order to reduce the
anount of signaling between the nobile node, its correspondent nodes,
and its home agent. It also inproves handover speed of Mbile |Pv6.
It uses I Psec for protecting the signaling between the nobile node
and a local nobility nmanagenent entity called the Mbility Anchor
Point (MAP). The MAP al so uses | Psec Peer Authorization Database
(PAD) entries and configuration payl oads described in [ RFC4877] in
order to allocate a Regi onal Care-of Address (RCoA) for nobile nodes.

8.2. (Open Shortest Path First (OSPF)

8.2.1. RFC 4552, Authentication/Confidentiality for OSPFv3
(S, June 2006)

OSPF is a link-state routing protocol that is designed to be run

i nside a single Autononobus System OSPFv2 provided its own

aut henti cati on mechani sns usi ng the AuType and Authenti cation
protocol header fields but OSPFv3 renoved these fields and uses |Psec
i nstead. [RFC4552] describes how to use | Psec ESP and AH in order to
protect OSPFv3 signaling between two routers. It also enunerates the
| Psec capabilities the routers require in order to support this
specification. Finally, it also describes the operation of OSPFv3
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with | Psec over virtual |inks where the other endpoint is not known
at configuration tine. Since OSPFv3 exchanges multicast packets as
wel |l as unicast ones, the use of IKE within OSPFv3 is not
appropriate. Therefore, this docunent mandates the use of nanua
keys.

8.3. Host ldentity Protocol (H P)
8.3.1. RFC 5201, Host ldentity Protocol (E, April 2008)

| P addresses performtwo distinct functions: host identifier and

| ocator. This docunent specifies a protocol that all ows consenting
hosts to securely establish and naintain shared | P-layer state,

all owi ng separation of the identifier and locator roles of IP
addresses. This enables continuity of communications across I P
address (locator) changes. It uses public key identifiers froma new
Host Identity (H') nanespace for peer authentication. It uses the
HVAC- SHA- 1- 96 and the AES-CBC algorithns with | Psec ESP and AH for
protecting its signaling nessages.

8.3.2. RFC 5202, Using the Encapsul ating Security Payl oad (ESP)
Transport Format with the Host ldentity Protocol (HP)
(E, April 2008)

The H P base exchange specification [ RFC5201] does not describe any
transport formats or nethods for describing how ESP is used to
protect user data to be used during the actual conmunication

[ RFC5202] specifies a set of H P extensions for creating a pair of
ESP Security Associations (SAs) between the hosts during the base
exchange. After the H P association and required ESP SAs have been
establ i shed between the hosts, the user data conmmunication is
protected using ESP. |In addition, this docunent specifies how the
ESP Security Paraneter Index (SPlI) is used to indicate the right host
context (host identity) and nethods to update an existing ESP
Security Associ ation.

8.3.3. RFC 5206, End-Host Mbility and Multihonming with the Host
Identity (E, April 2008)

When a host uses H P, the overlying protocol sublayers (e.qg.
transport |ayer sockets) and Encapsul ating Security Payl oad (ESP)
Security Associations (SAs) are bound to representations of these
host identities, and the | P addresses are only used for packet
forwardi ng. [RFC5206] defines a generalized LOCATOR paraneter for
use in H P nessages that allows a H P host to notify a peer about
alternate addresses at which it is reachable. It also specifies how
a host can change its I P address and continue to send packets to its
peers w thout necessarily rekeying.
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8.3.4. RFC 5207, NAT and Firewall Traversal |ssues of Host ldentity
Protocol (HIP) (I, April 2008)

[ RFC5207] di scusses the problens associated with H P comuni cation
across network paths that include network address translators and
firewalls. It analyzes the inpact of NATs and firewalls on the HP
base exchange and the ESP data exchange. It discusses possible
changes to HIP that attenpt to i nprove NAT and firewall traversal and
proposes a rendezvous point for letting H P nodes behind a NAT be
reachable. It also suggests mechanisnms for NATs to be nore aware of
the H P nessages.

8.4. Stream Control Transni ssion Protocol (SCTP)

8.4.1. RFC 3554, On the Use of Stream Control Transni ssion Protoco
(SCTP) with IPsec (S, July 2003)

The Stream Control Transm ssion Protocol (SCTP) is a reliable
transport protocol operating on top of a connection-I|ess packet
network such as | P. [RFC3554] describes functional requirenents for
| Psec and IKE to be used in securing SCTP traffic. It adds support
for SCTP in the formof a new ID type in | KE [ RFC2409] and

i npl ement ati on choices in the | Psec processing to account for the
nmul ti pl e source and destination addresses associated with a single
SCTP association. This docunment applies only to | KEvl and | Psec-v2;
it does not apply to I KEv2 AND | Psec-v3.

8.5. Robust Header Conpression (ROHC)

8.5.1. RFC 3095, RObust Header Conpression (ROHC): Framework and four
profiles: RTP, UDP, ESP, and unconpressed (S, July 2001)

ROHC is a franework for header conpression, intended to be used in
resource-constrai ned environnents. [RFC3095] applies this framework
to four protocols, including ESP

8.5.2. RFC 5225, RCObust Header Conpression Version 2 (ROHCv2): Profiles
for RTP, UDP, IP, ESP, and UDP-Lite (S, April 2008)

[ RFC5225] defines an updated ESP/IP profile for use with ROHC version
2. It analyzes the ESP header and classifies the fields into severa
classes like static, well-known, irregular, etc., in order to
efficiently conpress the headers.
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8.5.3. RFC 5856, Integration of Robust Header Conpression over |Psec
Security Associations (I, My 2010)

[ RFC5856] describes a mechanismto conpress inner |P headers at the
i ngress point of IPsec tunnels and to deconpress them at the egress
point. Since the Robust Header Conpression (ROHC) specifications
only describe operations on a per-hop basis, this docunent al so
specifies extensions to enable ROHC over multiple hops. This
docunent applies only to tunnel node SAs and does not support
transport node SAs.

8.5.4. RFC 5857, |KEv2 Extensions to Support Robust Header Conpression
over |Psec (S, May 2010)

ROHC requires initial configuration at the conpressor and
deconpressor ends. Since ROHC usually operates on a per-hop basis,
this configuration information is carried over |ink-layer protocols
such as PPP. Since [ RFC5856] operates over nultiple hops, a
different signaling nechanismis required. [RFC5857] describes how
to use IKEv2 in order to dynamically comuni cate the configuration
paraneters between the conpressor and deconpressor

8.5.5. RFC 5858, |Psec Extensions to Support Robust Header Conpression
over | Psec (S, May 2010)

[ RFC5856] describes how to use ROHC with I Psec. This is not possible
wi t hout extensions to | Psec. [RFC5858] describes the extensions
needed to I Psec in order to support ROHC. Specifically, it describes
ext ensi ons needed to the I Psec SPD, SAD, and | Psec processing
including ICV conputation and integrity verification

8.6. Border Gateway Protocol (BGP)

8.6.1. RFC 5566, BGP | Psec Tunnel Encapsulation Attribute
(S, June 2009)

[ RFC5566] adds an additional BGP Encapsul ati on Subsequent Address
Family ldentifier (SAFlI), allow ng the use of |Psec and, optionally,

| KE to protect BGP tunnels. It defines the use of AH and ESP in
tunnel node and the use of AH and ESP in transport node to protect IP
in P and MPLS-in-1P tunnels. 1t also defines how public key
fingerprints (hashes) are distributed via BG and used later to

aut henticate | KEv2 exchange between the tunnel endpoints.

8.7. |Psec Benchnarking

The Benchmar ki ng Met hodol ogy WG in the I ETF is working on docunents
that relate to benchmarking | Psec [ BMAG 1] [ BW\G 2] .
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8.7.1. Methodol ogy for Benchmarking | Psec Devices (Wrk in Progress)

[BMAG-1] defines a set of tests that can be used to neasure and
report the performance characteristics of |IPsec devices. It extends
t he met hodol ogy defined for benchmarki ng network interconnecting
devices to include | Psec gateways and adds further tests that can be
used to nmeasure | Psec performance of end-hosts. The docunent focuses
on establishing a performance testing nethodol ogy for |Psec devices
that support manual keying and | KEvl, but does not cover |KEv2.

8.7.2. Termnol ogy for Benchmarking | Psec Devices (Wrk in Progress)

[ BMAG- 2] defines the standardi zed performance testing terninology for
| Psec devices that support manual keying and IKEvl. It also

descri bes the benchmark tests that would be used to test the
performance of the | Psec devices.

8.8. Network Address Transl ators (NAT)

8.8.1. RFC 2709, Security Mdel with Tunnel -node | Psec for NAT domai ns
(I, Cctober 1999)

NAT devi ces provide transparent routing to end-hosts trying to
conmuni cate from di sparate address real ns, by nodifying I P and
transport headers en route. This nmakes it difficult for applications
to pursue end-to-end application-level security. [RFC2709] descri bes
a security nmodel by which tunnel node | Psec security can be
architected on NAT devices. It defines how NATs adni ni ster security
policies and SA attributes based on private real maddressing. It

al so specifies howto operate I KE in such scenarios by specifying an
| KE- ALG (Application Level Gateway) that translates policies from
private real maddressing into public addressing. Although the nodel
presented here uses terninology fromlIKEvl, it can be deployed wthin
| KEvl, |KEv2, |Psec-v2, and |Psec-v3. This security nodel has not
been wi dely adopted

8.9. Session Initiation Protocol (SIP)

8.9.1. RFC 3329, Security Mechani sm Agreenent for the Session
Initiation Protocol (SIP) (S, January 2003)

[ RFC3329] describes how a SIP client can sel ect one of the various
avail able SIP security nmechanisns. |In particular, the nethod all ows
secure negotiation to prevent bidding down attacks. It also
describes a security mechanismcalled ipsec-3gpp and its associ at ed
paraneters (al gorithns, protocols, node, SPIs and ports) as they are
used in the 3GPP IP Miltinedia Subsystem
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8.10. Explicit Packet Sensitivity Labels

8.10.1. RFC 5570, Common Architecture Label IPv6 Security Option
(CALIPSO) (I, July 2009)

[ RFC5570] describes a mechani smused to encode explicit packet
Sensitivity Labels on I Pv6 packets in Multi-Level Secure (M.S)
networks. The nethod is inplemented using an | Pv6 hop-by-hop option
Thi s docunent uses the | Psec Authentication Header (AH) in order to
detect any malicious nodification of the Sensitivity Label in a
packet .

9. Oher Protocols That Adapt | KE for Non-IPsec Functionality

Some protocols protect their traffic through mechani sms ot her than
| Psec, but use IKEv2 as a basis for their key negotiation and key
managenent functionality.

9.1. Extensible Authentication Protocol (EAP)

9.1.1. RFC 5106, The Extensible Authentication Protocol-Internet Key
Exchange Protocol version 2 (EAP-1KEv2) Method
(E, February 2008)

[ RFC5106] specifies an Extensible Authentication Protocol (EAP)

net hod that is based on the Internet Key Exchange version 2 (I1KEv2)
protocol. EAP-IKEv2 provides nmutual authentication and session-key
est abl i shnent between an EAP peer and an EAP server. It describes
the full EAP-1KEv2 nessage exchange and the conposition of the
protocol nmessages.

9.2. Fibre Channe

9.2.1. RFC 4595, Use of IKEv2 in the Fibre Channel Security Association
Management Protocol (I, July 2006)

Fi bre Channel (FC) is a gigabit-speed network technol ogy used for
Storage Area Networking. The Fibre Channel Security Protocols (FC
SP) standard has adapted the | KEv2 protocol [RFC4306] to provide

aut henti cation of Fibre Channel entities and setup of security
associations. Since IP is transported over Fibre Channel and Fibre
Channel is transported over IP, there is the potential for confusion
when | KEv2 is used for both IP and FC traffic. [RFC4595] specifies
identifiers for IKEv2 over FC in a fashion that ensures that any

m st aken usage of | KEv2/FC over |IP or IKEvV2/IP over FC will result in
a negotiation failure due to the absence of an acceptabl e proposal
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9. 3.

9. 3.

10.

11.

12.

12.

Wrel ess Security

1. RFC 4705, G gaBeam Hi gh- Speed Radi o Link Encryption
(I, Cctober 2006)

[ RFCA705] describes the encryption and key managenent used by
G gaBeam as part of the WFiber(tn) fanmly of radio-1ink products and
is intended to serve as a guideline for simlar wreless product

devel opnent efforts to include conparable capabilities. It specifies
the algorithms that are used to provide confidentiality and integrity
protection of both subscriber and managenent traffic. It also

specifies a customsecurity protocol that runs between two G gabeam
Radi o Control Modul es (RCMs).
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Summary of Al gorithm Requirenment Levels

Tabl e 1: Al gorithm Requirenent Levels

Bl owf i sh/ CAST/ | DEA/ RC5

AES- CBC 128-bit key

AES- CTR

Canel | i a- CBC

Canel |l i a- CTR

SEED- CBC

Integrity-Protection Al gor

I
I
I
I
I
I
|
AES- CBC 192/ 256-bit key |
I
I
I
I
I
I
I
I
I

N A

MUST

opti onal
SHOULD
optional
undefi ned
opti onal
undef i ned

undef i ned

HVAC- SHA- 1

AES- XCBC- VAC

HVAC- SHA- 256/ 384/ 512

AES- GVAC

HVAC- MD5

AES- CVAC

HVAC- Rl PEMD

& Kri shnan

undefi ned
opti onal
N A

MAY
undefi ned

undef i ned

REQUI REMENT LEVEL

| KEv2

N A

MUST-

opti onal
SHOULD+
optional
opti onal
opti onal
undef i ned

undef i ned

MUST
opti onal
opti onal
N A
opti onal
opti onal

undef i ned

I nf or mat i ona

| Psec-v2

MUST
MUST

opti onal
MUST
optional
SHOULD
opti onal
undef i ned

opti onal

MUST
SHOUL D+
opti onal
undef i ned
MAY
undefi ned

optional

February 2011

| Psec-v3

MUST
MUST-
opti onal
MUST
optional
SHOULD
opti onal
optional

undef i ned

MUST
SHOUL D+
opti onal
optional
MAY
opti onal

undef i ned

I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
+
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Tabl e 1: Al gorithm Requirenent Levels (continued)

| ALGORI THM | REQUI REMENT LEVEL |
| | TKEv1 | KEv2 | Psec-v2 |Psec-v3 |

| AES-CCM | NVA optional NA opti onal
I AES- GCM I N A optional NA opti onal
I AES- GVAC I N A N A undefi ned opti onal
I Canel |i a- CCM I N A undefined N A opti onal
I Pseudor andom Functi ons: |

CPRF-HVAG SHAL MUST MUST

PRF- HVAC- SHA- 256/ 384/ 512 optional optional
undefi ned SHOULD+

AES- CVAC- PRF undefi ned opti onal

|
|
I
| AES- XCBC- PRF
|
|
|
|

Diffie-Hellman Al gorithns:

| DH MODP grp 1 | MAY opti onal

I DH MODP grp 2 I MUST MJST-

I DH MODP grp 5 I optional optional

I DH MODP grp 14 I SHOULD  SHOULD+

I DH MODP grp 15-18 I optional optional

I DH MODP grp 22-24 I optional optional

I DH EC grp 3-4 I MAY undefi ned

I DH EC grp 19-21 I optional optional

I DH EC grp 25-26 I optional optional
o o e e e e e e e e e e e e e e mm e e e +
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