Net wor k Wor ki ng Group E. Taft
Request for Comments: 596 PARC- MAXC
NI C. 15372 8 Decenber 1973

Second Thoughts on Tel net CGo- Ahead
| NTRODUCTI ON

In this RFC we present objections to the requirenent that hosts

i mpl enent the Tel net Go- Ahead (GA) command, as specified in the

Tel net Protocol Specification (NIC #15372). The thrust of these
objections is in three major directions:

1. The GA nechanismis esthetically unappealing, both to nyself
and to many other people | have talked to. | shall attenpt to
describe why this is so.

2. As specified in the Protocol, GAwll not, in general, work
i.e. it will not serve its intended purpose unless hosts nmake
vari ous unwarranted assunptions about how ot her hosts operate.

3. GAis inpossible for nost hosts to inplenent correctly in al
cases. This is certainly true of the PDP-10 operating systens
with which I amfaniliar (10/50 and Tenex).

The purpose of this RFCis to advocate either conplete renoval of the
GA nmechanismor relegating it to the status of a negotiated option
whose default state is that it be suppressed.

TERM NOLOGY

"Hal f -dupl ex"” is a two-way comunication discipline in which

transm ssion takes place in only one direction at a tine and the
receiving party is constrained not to transmt until the transmtting
party has explicitly given up control of the conmunication path
("turned the Iine around").

This definition is distinct froma comon (but incorrect) use of the
terns "hal f-duplex" and "full-duplex" to designate | ocal and renote
character echoing.

"Reverse break" is a nmeans by which a conputer connected to a

term nal by a hal f-duplex path may regain control of the path for
further typeout after previously having relinquished it.
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This is the conplenent of the "break" or "attention" nechani sm
i mpl emented by all half-duplex terminals, by nmeans of which the user
may gain control of the line while it is in use by the conputer

ESTHETI C OBJECTI ONS TO GA

One assunption that perneates the Tel net Protocol specification (and
is explicitly stated on Page 7) is that the "normal" node of

conmuni cati on between conputers and ternminals is half-duplex, |ine-
at-a-tinme. Wile historically this is partially true, it is also
clear, both within the ARPA Network conmunity and el sewhere, that the
trend is toward highly interactive nman-nmachi ne comuni cati on systens
which are difficult to inplenent under half-duplex conmunication

di sci pli nes.

The GA nmechanismis an attenpt to solve a specific problem that of
swi tching control between conputer and user in a subset of those

hosts utilizing IBM 2741 or equivalent ternminals. | say "a subset”
because in fact the problemarises only in the case of TIPs from
2741s (with reverse break); fromwhat experience |I have had, | think

the TIP does a very good job of turning the line around at the right
monents. (I amtold this is also the case at Multics).

Gven the trend toward nore interactive communication, and given the

fact that terminals on the Network requiring a Go- Ahead nechani smare
a distinct minority of all terminals, |I think we should be rel uctant

to burden our protocols with kludges that are so clearly a concession
to obsol ete design.

I have little doubt that before | ong sonebody (if not IBM will
produce a full-duplex 2741-1ike term nal (indeed, perhaps it has
al ready been done). There is an obvious need for a ternminal with
Selectric quality keyboard and hard-copy better suited to
interactive applications (i.e. full-duplex).

As a nore practical consideration, it nmakes little sense to have the
default state of the GA option be the one that benefits the |east
nunber of hosts and term nals.

There is no question that nost parties to Tel net comunication
will inmrediately negotiate to suppress GA. To do otherwi se will
doubl e the anobunt of network traffic generated by character-at-a-
time typein, and will increase it by a non-negligible anbunt even
for aline-at-a-tinme typein.

It strikes nme as worthwhile to mnimze the nunber of such

"necessary" option negotiations, especially in view of the large
nunber of TIPs and mini-hosts on the Network. Many such hosts
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nmust, due to resource constraints, inplement only a linited subset

of the available options. It follows, then, that the default
state of all options should be the one nost hosts will be willing
to use.

VWHY GA WON' T WORK

We now show that a server process’s being "blocked on input" (as
specified in the Protocol) is not itself a sufficient condition for
sendi ng out GA.

This is due to the fact that the user Telnet has no control over the
packaging of a "line" of information sent to the server; rather, this
is a function of the NCP, which nust observe constraints such as

al l ocation and buffering. Consider the follow ng exanpl e:

A user types a line of text, which is buffered by his host’s user
Telnet until he signals end-of-line. H's keyboard then becones

| ocked (this being the behavior of half-duplex termnals while the
conputer has control of the line), and stays |ocked in
anticipation of the server’'s eventual response and subsequent GA
command.

The user Telnet transmits this text line over the connection
however, due to insufficient allocation or other conditions, the
text actually gets packaged up and sent as two or nore separate
nmessages, which arrive at the server host in the correct order but
separated by sone amount of tine.

The server Tel net passes the contents of the first nessage to the
appropriate process, which reads the partial text line and

i mredi ately bl ocks for further input. At this noment (assumi ng
the second nessage hasn't arrived yet), the server telnet, in
accordance with the Protocol, sends back a GA command.

The rest of the text then arrives in response, the server process
may generate a |arge volune of output. Meanwhile, however, the GA
command has caused the user’s keyboard to becone unl ocked and
conmput er output thereby blocked. Hence we have a deadl ock, which
will be resolved only when the user recogni zes what has happened
and (manual ly) gives control back to the conputer

O course, this particular problemis avoided if the Tel net protoco
is nodified to specify that the server Telnet will transmt GA only
if the server process is blocked for input AND the nobst recent
character passed to that process was end-of-1ine.

Taf t [ Page 3]



RFC 596 Second Thoughts on Tel net CGo- Ahead Decenber 1973

| claimthat this solution is bad in principle because it assunes
too much know edge on the part of the serving host as to what
constitutes "end-of-line" in the using host.

Furt hernmore, the Protocol explicitly (and quite rightly) specifies
that the user Tel net shoul d provide some neans by which a user may
signal that all buffered text should be transmitted i mediately,
without its being term nated by end-of-1ine.

One nust conclude, then, that in general the server Telnet has no
preci se way of know ng when it should send GA comands.

| MPLEMENTATI ON PROBLEMS

The foregoing analysis illustrates the problens that arise with the
GA mechani smin comuni cati on between servers and users whose nor nal
node of operation is half-duplex, line-at-a-tine. Wen we turn to

hosts that provide full-duplex service, such as the PDP-10s and nany
other hosts on the Network, the problens are nuch nore severe.

This is particularly true of operating systemsuch as Tenex that
exerci se such tight control over termninal behavior that they
prefer to operate in server echoing, character-at-a-tine node
This will probably becone | ess necessary as protocols such as
Renote Controlled transm ssion and Echoing Option cone into
general use, enabling servers to regul ate echoing and break
character classes in user Telnets.

Even in hosts such as 10/50 systens that provide reasonabl e service
to line-at-a-tine users for nost subsystens (e.g. excluding DDT and
TECO), GAis inpossible to inplenent correctly. This is true for
several reasons

First, there are a nunber of subsystens that never block for term na
i nput but rather poll for it or accept it on an interrupt basis. In
t he absence of typein, such processes go on to do other tasks,

possi bly generating term nal output.

Processes of this sort conme inmediately to nmind. The user telnet,
FTP, and RJE prograns are inplenented in this fashion by al nost
all hosts. 10/50 has a subsystem called OPSER, used to contro
mul ti pl e i ndependent subjobs froma single term nal

Since these prograns never block for input, GA commands will never

be sent by the server Telnet in such cases even though the
processes are prepared to accept ternminal input at any tine.
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Second, there is not necessarily a one-to-one relationship between
processes and termnals, as seens to be assuned by the Tel net
Prot ocol specification.

For exanple, in Tenex one process nmay be bl ocked for term na
i nput while another process is generating output to the same

termnal. (Such processes are typically parallel forks of the
sanme j ob).
Third, there is the possibility of inter-termnal |inks, such as are

provi ded i n many systens.

By this | do not nean special Tel net connections established
between a pair of NVTs for the express purpose of termninal-to-
term nal conmuni cation, as is suggested on page 9 of the Protoco
specification. Rather, | amreferring to facilities such as the
Tenex LINK facility, in which any nunber and any m xture of |oca
and Network term nals and processes nmay have their input and

out put streans |inked together in arbitrarily conpl ex ways.
Clearly the GA nmechanismw |l fall flat on its face in this case.

Al so, the notion that one user of an inter-termnal |ink should
have to "manually signal that it is tine for a GA to be sent over
the Tel net connection” in order to unbl ock another user’s keyboard
of fends nme to no end.

Finally, nost systems provide neans by which system personnel and
processes may broadcast inportant nessages to all terminals (e.g.
SEND ALL in 10/50, NOTIFY in Tenex). Cearly such asynchronous
messages will be blocked by a half-duplex termi nal that has been
irrevocably placed in the typein state by a previous GA

This strikes me as such an obvious problemthat | amforced to

wonder how hal f -dupl ex hosts handle it even for their |oca
term nal s.

[ This RFC was put into machine readable formfor entry ]
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