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1. Introduction

The Domain Name System (DNS) is the gl obal hierarchical distributed
dat abase for Internet Naming. The DNS has been extended to use
cryptographi c keys and digital signatures for the verification of the
authenticity and integrity of its data. RFC 4033 [RFC4033], RFC 4034
[ RFC4034], and RFC 4035 [ RFC4035] describe these DNS Security

Ext ensi ons, cal |l ed DNSSEC.

RFC 4034 describes how to store DNSKEY and RRSI G resource records,
and specifies a list of cryptographic algorithns to use. This
document extends that list with the signature and hash al gorithmns
GOST R 34.10-2001 ([ GOST3410], [RFC5832]) and GOST R 34.11-94

([ GOST3411], [RFC5831]), and specifies how to store DNSKEY data and
how to produce RRSIG resource records with these al gorithns.

Familiarity with DNSSEC and with GOST signature and hash al gorithns
is assuned in this docunent.

The term " GOST" is not officially defined, but is usually used to

refer to the collection of the Russian cryptographic algorithns
GOST R 34.10-2001 [ RFC5832], GOST R 34.11-94 [ RFC5831], and
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GOST 28147-89 [ RFC5830]. Since GOST 28147-89 is not used in DNSSEC
"GOST" will only refer to GOST R 34.10-2001 and GOST R 34.11-94 in
this docunent.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

2. DNSKEY Resource Records
The format of the DNSKEY RR can be found in RFC 4034 [ RFC4034].

GOST R 34.10-2001 public keys are stored with the algorithm
nunber 12.

The wire format of the public key is conpatible with RFC 4491
[ RFC4491] :

According to [ GOST3410] and [RFC5832], a public key is a point on the
elliptic curve Q = (X,Y).

The wire representation of a public key MUST contain 64 octets, where
the first 32 octets contain the little-endian representation of x and
the second 32 octets contain the little-endian representation of vy.

Correspondi ng public key paraneters are those identified by

i d- Gost R3410- 2001- Crypt oPr o- A- Par anSet (1. 2.643.2.2.35.1) [ RFC4357],
and the digest paraneters are those identified by

i d- Gost R3411- 94- Crypt oProParantet (1.2.643.2.2.30.1) [RFC4357].

2.1. Using a Public Key with Existing Cryptographic Libraries

At the time of this witing, existing GOST-aware cryptographic
libraries are capable of reading GOST public keys via a generic X509
APl if the key is encoded according to RFC 4491 [ RFC4491],

Section 2.3.2.

To make this encoding fromthe wire format of a GOST public key with
the paraneters used in this docunent, prepend the 64 octets of key
data with the followi ng 37-byte sequence

0x30 0x63 0x30 Ox1lc Ox06 0x06 Ox2a 0x85 0x03 0x02 0x02 0x13 0x30

0x12 0x06 0x07 0Ox2a 0x85 0x03 0x02 0x02 0x23 0x01 O0x06 0x07 Ox2a
0x85 0x03 0x02 0x02 Oxle 0x01 0x03 0x43 0x00 0x04 0x40

Dol mat ov, et al. St andards Track [ Page 3]



RFC 5933 Use of GOST Signatures in DNSSEC July 2010

2.2. GOST DNSKEY RR Exanpl e

G ven a private key with the followi ng value (the value of the
CGostAsnl field is split here into tw lines to sinmplify reading; in
the private key file, it nmust be in one line):

Private-key-format: vl1.2

Algorithm 12 (ECC- GOST)

Gost Asnl: MEUCAQAWHAYCKoUDAg! TVBI GBygFAW Cl wEGBYy qFAW CHgEEI gQg/ 9M
i Xt XKg9FDXDN ROCnvhJ Dyuz RAI gh4t PWCUu4NHI s=

The following DNSKEY RR stores a DNS zone key for exanpl e. net:

exanpl e. net. 86400 | N DNSKEY 256 3 12 (
aRS/ DcPWEQ 2wWJydT8ECc AVoCOk Xn5pDVn?|
M/DDPXeD32ds SKcmg8KNVzi gj LAOXZTV+t / 6
wAX1gpNr Zi Q01g==
) ; key id = 59732

3. RRSIG Resource Records

The value of the signature field in the RRSIG RR foll ows RFC 4490
[ RFC4490] and is calculated as follows. The values for the RDATA
fields that precede the signature data are specified in RFC 4034
[ RFC4034] .

hash = GOSTR3411(dat a)

where "data" is the wire format data of the resource record set that
is signed, as specified in RFC 4034 [ RFC4034].

The hash MJST be cal culated with GOST R 34. 11-94 paraneters
identified by id-CGostR3411-94- Crypt oProParantet [ RFC4357].

The signature is calculated fromthe hash according to the
GOST R 34.10-2001 standard, and its wire format is conpatible with
RFC 4490 [ RFC4490].

Quoti ng RFC 4490:

"The signature algorithm GOST R 34.10-2001 generates a digital
signature in the formof two 256-bit nunbers, r and s. |Its octet
string representation consists of 64 octets, where the first

32 octets contain the big-endian representation of s and the second
32 octets contain the big-endian representation of r"
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3.1. RRSIG RR Exanpl e

Wth the private key from Section 2.2, sign the follow ng RRSet,
consi sting of one A record:

www. exanpl e.net. 3600 IN A 192.0.2.1

Setting the inception date to 2000-01-01 00: 00: 00 UTC and the
expiration date to 2030-01-01 00: 00: 00 UTC, the follow ng signature
RR will be valid:

www. exanpl e. net. 3600 IN RRSIG A 12 3 3600 20300101000000 (
20000101000000 59732 exanpl e. net.
7vzzz6i LOwWt j s5Fj Vj SHT8XnRKFY15ki 6Kp
kNPkUnS8i | nsOKv4APT+D9i bnthGr i 6Sf byy
Zi 67+wBbbW jr A==

Not e: The ECC- GOST signature al gorithmuses randomdata, so the
actual conputed signature value will differ between signature
cal cul ati ons.

4, DS Resource Records

The GOST R 34.11-94 digest algorithmis denoted in DS RRs by the
digest type 3. The wire format of a digest value is conpatible with
RFC 4490 [ RFC4490], that is, the digest is in little-endian
representation.

The di gest MJST al ways be cal culated with GOST R 34.11-94 paraneters
identified by id-GostR3411-94- Crypt oProParantet [ RFC4357].

4.1. DS RR Exanpl e
For Key Signing Key (KSK):
exanpl e. net. 86400 DNSKEY 257 3 12 (
LMgXRHz Sbl JGn6i 16K+sDj aDf / k109DbxScO
gEYqYS/ r | h2M +BRAY3Q@HPbwoPh2f kDKBr oF
SRGR7ZYcx+YIl Q==
) ; key id = 40692
The DS RR wi Il be
exanpl e.net. 3600 IN DS 40692 12 3 (

22261A8BOEOD799183E35E24E2AD6BB58533CBA7E3B14D659E9CA09B
2071398F )
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5.

()]

Depl oynment Consi derati ons

.1. Key Sizes

According to RFC 4357 [ RFC4357], the key size of GOST public keys
MJUST be 512 bits.

.2. Signature Sizes

According to the GOST R 34.10-2001 digital signature algorithm
specification ([ G0OST3410], [RFC5832]), the size of a GOST signature
is 512 bits.

.3. Digest Sizes

According to GOST R 34.11-94 ([ GOST3411], [RFC5831]), the size of a
GOST digest is 256 bits.

| mpl enent ati on Consi derations

.1. Support for GOST Signatures

DNSSEC- awar e i nmpl enent ati ons MAY be able to support RRSI G and DNSKEY
resource records created with the GOST algorithns as defined in this
docunent .

.2. Support for NSEC3 Denial of Existence

Any DNSSEC- GOST i npl enent ati on MUST support both NSEC [ RFC4035] and
NSEC3 [ RFC5155] .

Security Considerations

Currently, the cryptographic resistance of the GOST R 34. 10-2001
digital signature algorithmis estimted as 2**128 operati ons of
multiple elliptic curve point conputations on prine nodul us of order
2**256.

Currently, the cryptographic resistance of the GOST R 34.11-94 hash
algorithmis estinmated as 2**128 operations of computations of a step
hash function. (There is a known nmethod to reduce this estimate to
2**105 operations, but it demands padding the colliding nessage with
1024 random bit bl ocks each of 256-bit length; thus, it cannot be
used in any practical inplenentation).
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8.

10.

10.

| ANA Consi der ati ons

Thi s docunent updates the | ANA registry "DNS Security Al gorithm
Number s" [RFC4034]. The follow ng entries have been added to the
registry:

Zone Tr ans.
Value Al gorithm Mhenoni ¢ Signing Sec. References St at us
12 GOST R 34.10-2001 ECC- GOST Yy * RFC 5933 OPTI ONAL

Thi s docunent updates the RFC 4034 Di gest Types assi gnment
([ RFC4034], Section A 2) by adding the value and status for the
GOST R 34.11-94 algorithm

Value Al gorithm St at us
3 GOST R 34.11-94 OPTI ONAL
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