I nt ernet Engi neering Task Force (I ETF) P. Hof f man

Request for Comments: 5911 VPN Consortium
Cat egory: | nformational J. Schaad
| SSN: 2070- 1721 Soari ng Hawk Consulting

June 2010
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Abstr act

The Cryptographi c Message Syntax (Cvs) format, and many associ at ed
formats, are expressed using ASN. 1. The current ASN. 1 nodul es
conformto the 1988 version of ASN. 1. This docunent updates those
ASN. 1 nodules to conformto the 2002 version of ASN.1. There are no
bits-on-the-wire changes to any of the formats; this is sinply a
change to the syntax.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5911
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1

I ntroduction

Some devel opers would like the IETF to use the |atest version of
ASN.1 in its standards. Most of the RFCs that relate to security
protocols still use ASN.1 fromthe 1988 standard, which has been
deprecated. This is particularly true for the standards that relate
to PKIX, CV5, and S/ M ME

Thi s docunent updates the following RFCs to use ASN. 1 nodul es that
conformto the 2002 version of ASN. 1 [ ASN1-2002]. Note that not al
t he nodul es are updated; sone are included to sinply nake the set
conpl et e.

0 RFC 3370, CMs Algorithns [ RFC3370]

0 RFC 3565, Use of AES in CM5 [ RFC3565]

o RFC 3851, S/IMME Version 3.1 Message Specification [ RFC3851]

o RFC 3852, CM5 main [ RFC3852]

0 RFC 4108, Using CV5 to Protect Firmwvare Packages [ RFC4108]

0 RFC 4998, Evidence Record Syntax (ERS) [RFC4998]

0 RFC 5035, Enhanced Security Services (ESS) [ RFC5035]

0 RFC 5083, CMs Aut henti cat ed- Envel oped- Data Content Type [ RFC5083]

0 RFC 5084, Using AES-CCM and AES- GCM Aut henticated Encryption in
CVS [ RFC5084]

0 RFC 5275, CMb Symmetric Key Managenent and Distribution [ RFC5275]

Note that sone of the nodules in this docunent get some of their
definitions fromplaces different than the nodules in the origina
RFCs. The idea is that these nodul es, when conbined with the nodul es
in [RFC5912] can stand on their own and do not need to inport
definitions fromanywhere else. Also note that the ASN.1 nodules in
this docunent have references in their text comrents that need to be
| ooked up in original RFCs, and that sone of those references may
have al ready been superseded by | ater RFCs.

The docunent al so includes a nodul e of conmon definitions called
"Algorithm nformation". These definitions are used here and in
[ RFC5912] .
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Not e that sone of the nodul es here inport definitions fromthe comon
definitions nodul e, "PKIX-ComonTypes", in [RFC5912].

1.1. Design Notes

The nodul es in this docunent use the object nodel available in the
2002 ASN. 1 docunments to a great extent. bjects for each of the
different algorithmtypes are defined. Also, all of the places where
the 1988 ASN. 1 syntax had ANY holes to allow for variable syntax now
use objects.

Much li ke the way that the PKI X and S/M ME wor ki ng groups use the
prefix of id- for object identifiers, this docunent has al so adopted
a set of two-, three-, and four-letter prefixes to allow for quick
identification of the type of an object based on its nanme. This

all ows, for exanple, the sane back half of the name to be used for
the different objects. Thus, "id-shal"™ is the object identifier
whil e "nda-shal" is the nmessage di gest object for "shal".

One or nore object sets for the different types of algorithns are
defined. A single consistent name for each different algorithmtype
is used. For exanple, an object set naned PublicKeys contains the
public keys defined in that nodule. |If no public keys are defined,
then the object set is not created. Wen inporting these object sets
into an ASN. 1 nodul e, one needs to be able to distinguish between the
different object sets with the sane nane. This is done by using both
the nmodul e nanme (as specified in the | MPORT statenent) and the object
set nane. For exanple, in the nodule for RFC 5280:

Publ i cKeys FROM PKI XAl gs-2008 { 1 36 1 55 7 0 995}
Publ i cKeys FROM PKI X1- PSS- OAEP- Al gorithns { 1 3 6 1557 33}
Publ i cKeyAl gorithms PUBLI C-KEY ::= { PKI XAl gs-2008. PublicKeys, ...,

PKI X1- PSS- QAEP- Al gori t hms. Publ i cKeys }
2. ASN. 1 Modul e Al gorithm nformation

This section contains a nodule that is inported by many ot her nodul es
in this docunent. Note that this nmodule is also given in [RFC5912].
Thi s nmodul e does not cone from any existing RFC

Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}
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DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

EXPORTS ALL;

| MPORTS

KeyUsage

FROM PKI X11 npl i ci t - 2009
{iso(1) identified-organization(3) dod(6) internet(1l)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d-mod- pki x1-inmplicit-02(59)} ;

-- Suggested prefixes for algorithmobjects are:

--  nda- Message Digest Algorithns

--  sa- Si gnature Al gorithns

-- kta- Key Transport Al gorithnms (Asymmetric)

--  kaa- Key Agreenment Al gorithnms (Asymmetric)

--  kwa- Key Wap Al gorithns (Symetric)

-- kda- Key Derivation Al gorithns

-- maca- Message Authentication Code Al gorithmns

--  pk- Publ i c Key

-- cea- Content (symetric) Encryption Al gorithns
--  cap- S/'M ME Capabilities

Par anmOpt i ons :: = ENUMERATED {
required, -- Paranmeters MJST be encoded in structure
preferredPresent, -- Paranmeters SHOULD be encoded in structure
preferredAbsent, -- Paraneters SHOULD NOT be encoded in structure
absent, -- Parameters MJST NOT be encoded in structure
i nheritabl e, -- Paraneters are inherited if not present
optional, -- Paraneters MAY be encoded in the structure

}

-- DI GEST- ALGORI THM

-- Describes the basic information for ASN. 1 and a di gest
-- al gorithm

-- & d - contains the ODidentifying the digest algorithm
-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent

-- Additional information such as the Iength of the hash coul d have

-- been encoded. Wthout a clear understanding of what information
-- i s needed by applications, such extraneous information was not
-- considered to be of sufficient inportance.
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--  Exanpl e:

-- nda-shal DI GEST- ALGORI THM :: = {

-- | DENTI FI ER i d- shal

-- PARAMS TYPE NULL ARE preferredAbsent

-}
Dl GEST- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent

} WTH SYNTAX {
| DENTI FIER & d
[ PARAMS [ TYPE &Parans] ARE &paranPresence |

-- Sl GNATURE- ALGORI THM
-- Describes the basic properties of a signature algorithm

-- & d - contains the ODidentifying the signature algorithm
-- &Value - contains a type definition for the value structure of
-- the signature; if absent, inplies that no ASN. 1
-- encoding is perfornmed on the val ue

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- @&paranPresence - paraneter presence requirenent

-- &HashSet - The set of hash algorithnms used with this

-- signature al gorithm

--  &PublicKeySet - the set of public key algorithms for this
-- signature al gorithm

--  &smneCaps - contains the object describing howthe S/M M
-- capabilities are presented.

--  Exanpl e:

--  sSig-RSA-PSS S| GNATURE- ALCORI THM : : = {

-- | DENTI FI ER i d- RSASSA- PSS

-- PARAMS TYPE RSASSA- PSS- parans ARE required
-- HASHES { nda-shal | nda-nd5, ... }

-- PUBLI C- KEYS { pk-rsa | pk-rsa-pss }

S| GNATURE- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Val ue OPTI ONAL,
&Par ams OPTI ONAL,
&par anPresence Parantptions DEFAULT absent,
&HashSet DI GEST- ALGORI THM OPTI ONAL,
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&Publ i cKeySet PUBLI C- KEY OPTI ONAL,
&sm meCaps SM ME- CAPS OPTI ONAL
} WTH SYNTAX {
| DENTI FIER & d
[ VALUE &Val ue]
[ PARAMS [ TYPE &Par ans] ARE &par anPresence |
[ HASHES &HashSet ]
[ PUBLI G- KEYS &Publ i cKeySet ]
[ SM ME- CAPS &smi meCaps]

-- PUBLI C KEY
-- Describes the basic properties of a public key

-- & d - contains the ODidentifying the public key

-- &KeyValue - contains the type for the key val ue

-- &Parans - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- @&paranPresence - paraneter presence requirenent

-- &keyUsage - contains the set of bits that are legal for this

-- key type. Note that it does not nmake any statenent
-- about how bits may be paired.

-- &PrivateKey - contains a type structure for encoding the private
-- key information.

--  Exanpl e:

--  pk-rsa-pss PUBLIC KEY ::= {

-- | DENTI FI ER i d- RSASSA- PSS

-- KEY RSAPubl i cKey

-- PARAMS TYPE RSASSA- PSS- parans ARE opti onal
-- CERT-KEY-USAGE { .... }

)

PUBLI C- KEY ::= CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&KeyVal ue OPTI ONAL,
&Par ans OPTI ONAL,
&par anPresence ParanOpti ons DEFAULT absent,
&keyUsage KeyUsage OPTI ONAL,
&Pri vat eKey OPTI ONAL
} WTH SYNTAX {
| DENTI FI ER & d
[ KEY &KeyVal ue]
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ CERT- KEY- USAGE &keyUsage]
[ PRI VATE- KEY &Pri vat eKey]
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--  KEY- TRANSPORT
-- Describes the basic properties of a key transport algorithm

-- & d - contains the ODidentifying the key transport algorithm
-- &Parans - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- @&paranPresence - paraneter presence requirenent

--  &PublicKeySet - specifies which public keys are used with

-- this algorithm

-- &smineCaps - contains the object describing howthe S/M M

-- capabilities are presented.

--  Exanpl e:

-- kta-rsaTransport KEY- TRANSPORT :: = {

-- | DENTI FI ER & d

-- PARAMS TYPE NULL ARE required

-- PUBLI C-KEYS { pk-rsa | pk-rsa-pss }

-}
KEY- TRANSPORT ::= CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par anOpt i ons DEFAULT absent,
&Publ i cKeySet PUBLI C- KEY OPTI ONAL,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER & d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ PUBLI G- KEYS &Publ i cKeySet ]
[ SM ME- CAPS &smi neCaps]

--  KEY- AGREE
-- Describes the basic properties of a key agreenent al gorithm

-- & d - contains the ODidentifying the key agreement al gorithm

-- &Paranms - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- &paranPresence - paraneter presence requirenent

--  &PublicKeySet - specifies which public keys are used with

-- this algorithm

--  &Ukm - type of user keying material used

-- &uknPresence - specifies the requirenents to define the UKMfield
-- &smineCaps - contains the object describing howthe S/M M

-- capabilities are presented.
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--  Exanpl e:

-- kaa-dh-static-epheneral KEY-AGREE ::= {

-- | DENTI FI ER i d- al g- ESDH

-- PARAMS TYPE KeyW apAl gorithm ARE required

-- PUBLI C- KEYS {

-- {1 DENTI FI ER dh- publ i c- nunber KEY DHPubl i cKey

-- PARAMS TYPE DHDonai nParaneters ARE inheritable }

-- - - UKM shoul d be present but is not separately ASN. 1-encoded
-- UKM ARE pref erredPresent

-}
KEY- AGREE :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTIl ONAL,

&par anPresence Parantptions DEFAULT absent,
&Publ i cKey Set PUBLI C- KEY OPTI ONAL,

&Ukm OPTI ONAL,
&ukmnPr esence Par anOpt i ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER & d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ PUBLI G- KEYS &Publ i cKeySet ]
[ UKM [ TYPE &Ukm ARE &uknPresence]
[ SM ME- CAPS &smi meCaps]

}
--  KEY- WRAP
-- Describes the basic properties of a key wap algorithm
-- & d - contains the ODidentifying the key wap algorithm
-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent
-- &smneCaps - contains the object describing howthe S/M M
-- capabilities are presented.
--  Exanpl e:
--  kwa- cns3DESW ap KEY-VWRAP :: = {
-- | DENTI FI ER i d- al g- CMS3DESwW ap
-- PARAMS TYPE NULL ARE required
-}
KEY- WRAP : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par anms OPTI ONAL,
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&par anPr esence Par anmOpt i ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL
} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ SM ME- CAPS &smi neCaps]

}
--  KEY- DERI VATI ON
-- Describes the basic properties of a key derivation algorithm
-- & d - contains the QODidentifying the key derivation algorithm
-- &Paranms - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent
-- &smineCaps - contains the object describing howthe S/M M
-- capabilities are presented.
--  Exanpl e:
-- kda- pbkdf 2 KEY- DERI VATI ON :: = {
-- | DENTI FI ER i d- PBKDF2
-- PARAMS TYPE PBKDF2- parans ARE required
-}
KEY- DERI VATI ON : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&smi meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPresence]
[ SM ME- CAPS &smi neCaps]

-- MAG ALGORI THM

-- Describes the basic properties of a nessage
-- aut henti cation code (MAC) al gorithm

-- & d - contains the AODidentifying the MAC al gorithm

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- @&paranPresence - paraneter presence requirenent

-- &keyed - MAC algorithmis a keyed MAC al gorithm

-- &smineCaps - contains the object describing howthe S/M M
-- capabilities are presented.
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-- Sone paraneters that perhaps shoul d have been added woul d be
-- fields with the nini mum and maxi nrum MAC | engt hs for
-- those MAC algorithns that allow truncations.

--  Exanpl e:

-- nmaca- hmac-shal MAC-ALGORI THM :: = {

- - | DENTI FI ER hMAC- SHA1

-- PARAMS TYPE NULL ARE preferredAbsent
-- I S KEYED MAC TRUE

-- SM ME- CAPS { | DENTI FI ED BY hMAC- SHA1}

-}
MAC- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&keyed BOOLEAN,
&sni meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPresence]
| S- KEYED- MAC &keyed
[ SM ME- CAPS &sni neCaps]

}
--  CONTENT- ENCRYPTI ON
-- Describes the basic properties of a content encryption
-- al gorithm
-- & d - contains the ODidentifying the content
-- encryption algorithm
-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent
-- &smneCaps - contains the object describing howthe S/M M
-- capabilities are presented.
--  Exanpl e:
-- cea- 3DES-cbc CONTENT- ENCRYPTION :: = {
-- | DENTI FI ER des- ede3-chc
-- PARAMS TYPE |V ARE required
-- SM ME- CAPS { | DENTI FI ED BY des-ede3-chc }
-}
CONTENT- ENCRYPTI ON :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
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&Par ans OPTI ONAL,
&par anPr esence Par anOpt i ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FIER & d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ SM ME- CAPS &smi neCaps]

-- ALGORI THM
-- Describes a generic algorithmidentifier

-- & d - contains the ODidentifying the algorithm

-- &Parans - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- &paranPresence - paraneter presence requirenent

--  &smineCaps - contains the object describing howthe S/M M
-- capabilities are presented.

-- This would be used for cases where an al gorithm of an unknown
-- type is used. In general however, one should either define
-- a nore conplete algorithmstructure (such as the one above)
-- or use the TYPE-IDENTI FI ER cl ass.

ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE
&Par ams OPTI ONAL,
&par anPr esence Par anOpti ons DEFAULT absent,
&smi meCaps SM ME- CAPS OPTI ONAL
} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPresence]
[ SM ME- CAPS &smi nmeCaps]

-- Algorithmdentifier

-- Provides the generic structure that is used to encode al gorithm
-- identification and the paraneters associated with the
-- al gorithm

-- The first paraneter represents the type of the algorithm being
-- used.

-- The second paraneter represents an object set containing the
-- al gorithnms that may occur in this situation

-- The initial list of required algorithns should occur to the
-- | eft of an extension marker; all other algorithns should
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-- occur to the right of an extension narker.

-- The object class ALGORI THM can be used for generic unspecified

-- itemns.

-- If new ALGORI THM cl asses are defined, the fields & d and &Parans
-- need to be present as fields in the object in order to use
-- this paraneterized type.

-- Exanpl e:

-- SignatureAl gorithm dentifier ::=

-- Al gorithm dentifier{SI GNATURE- ALGORI THM {Si gnat ur eAl gSet }}

Al gorithmdentifier{ ALGORI THM TYPE, ALGORI THM TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithntet}),
paranmeters ALGORI THW TYPE.
&Paranms({Al gorithnBet}{ @l gorithn}) OPTI ONAL

}
-- S/IMME Capabilities

-- W have noved the SM ME-CAPS fromthe nmodule for RFC 3851 to here
-- because it is used in RFC 4262 (X 509 Certificate Extension for
-- SIMME Capabilities)

-- This class is used to represent an S/M ME capability. S/ MM

-- capabilities are used to represent what algorithm capabilities

-- an individual has. The classic exanple was the content encryption
-- algorithm RC2 where the algorithmid and the RC2 key | engths

-- supported needed to be advertised, but the IV used is not fixed.
-- Thus, for RC2 we used

-- cap-RC2CBC SM Me- CAPS :: = {
-- TYPE | NTEGER ( 40 | 128 ) I DENTIFIED BY rc2-cbc }

-- where 40 and 128 represent the RC2 key length in nunmber of bits.

-- Anot her exanpl e where information needs to be shown is for

-- RSA-QAEP where only specific hash functions or nask generation
-- functions are supported, but the saltLength is specified by the
-- sender and not the recipient. In this case, one can either

-- generate a nunber of capability itens,

-- or a new S/MME capability type could be generated where

-- multiple hash functions could be specified.

-- SM ME- CAP
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This class is used to associate the type that describes the
capabilities with the object identifier.

SM ME- CAPS :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL

}
W TH SYNTAX { [TYPE &Type] | DENTIFIED BY & d }

Ceneric type - this is used for defining val ues.

Define a single S/MME capability encodi ng

SM MECapabi | i t y{ SM ME- CAPS: Capabi litySet} ::= SEQUENCE {
capabilityl D SM ME- CAPS. &i d({CapabilitySet}),
par anet ers SM ME- CAPS. &Type({CapabilitySet}

}

{ @apabi | ityl D}) OPTI ONAL

Define a sequence of S/MME capability val ues

SM MECapabilities { SM Me- CAPS: CapabilitySet } ::=

SEQUENCE SI ZE (1..MAX) OF SM MECapability{{CapabilitySet} }

END

3.

ASN. 1 Modul e for RFC 3370

Crypt ogr aphi cMessageSynt axAl gori t hnms- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cnsal g-2001- 02(37) }

DEFINITIONS | MPLICI T TAGS :: =

BEGA N

| MPORTS

Par anOpt i ons, DI GEST- ALGORI THM S| GNATURE- ALGORI THM
PUBLI C- KEY, KEY- DERI VATI ON, KEY-WRAP, MAC- ALGORI THM
KEY- AGREE, KEY- TRANSPORT, CONTENT- ENCRYPTI QN, ALGORI THM
Algorithmdentifier{}, SM Me-CAPS
FROM Al gori t hm nf or mat i on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}
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pk-rsa, pk-dh, pk-dsa, rsaEncryption, DHPublicKey, dhpublicnunber
FROM PKI XAl gs- 2009

{iso(1) identified-organization(3) dod(6)

internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)

i d- mod- pki x1-al gori t hms2008- 02(56) }

cap- RC2CBC

FROM Secur eM neMessageV3dot 1- 2009
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-nsg-v3dot1-02(39)};

-- 2. Hash algorithns in this docunent

MessageDi gest Al gs DI GEST- ALGORI THM : : = {
-- nmda- nd5 | nda-shal,
.o}

-- 3. Signature algorithns in this docunent
Si gnat ur eAl gs SI GNATURE- ALGORI THM : : = {

-- See RFC 3279
-- sa-dsaWthSHAl | sa-rsaWthMD5 | sa-rsaWthSHAL,

}

-- 4. Key Managenent Al gorithns
-- 4.1 Key Agreenent Al gorithns

KeyAgr eenent Al gs KEY- AGREE ::= { kaa-esdh | kaa-ssdh, ...}
KeyAgr eePubl i cKeys PUBLI C-KEY ::= { pk-dh, ...}

-- 4.2 Key Transport Al gorithns

KeyTransport Al gs KEY- TRANSPORT ::= { kt-rsa, ... }

-- 4.3 Symetric Key-Encryption Key Algorithns

KeyW apAl gs KEY-WRAP :: = { kwa-3DESWap | kwa-RC2Wap, ... }
-- 4.4 Key Derivation Al gorithmns

KeyDeri vati onAl gs KEY-DERI VATION :: = { kda-PBKDF2, ... }

-- 5. Content Encryption Al gorithns

Cont ent Encrypti onAl gs CONTENT- ENCRYPTI ON : : =
{ cea-3DES-cbc | cea-RC2-cbc, ... }

-- 6. Message Authentication Code Al gorithns
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MessageAut hAl gs MAC- ALGORI THM : : = { maca- hMAC- SHAL, ... }
-- S/IMME Capabilities for these itens

SM neCaps SM ME- CAPS :: = {
kaa- esdh. &ni meCaps
kaa- ssdh. &ni meCaps
kt-rsa. &m neCaps
kwa- 3DESW ap. &m meCaps
kwa- RC2W ap. &smi meCaps
cea- 3DES- cbc. &smi neCaps
cea- RC2- cbc. &sm nmeCaps
maca- hMAC- SHAL. &snmi neCaps,

-- Algorithmldentifiers

-- rsaEncryption OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
-- us(840) rsadsi (113549) pkcs(1l) pkes-1(1) 1}

i d-al g- ESDH OBJECT | DENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) alg(3) 5}

i d-al g- SSDH OBJECT | DENTI FIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) alg(3) 10 }

i d-al g- CMS3DESW ap OBJECT I DENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) alg(3) 6 }

i d-al g- CMSRC2wr ap OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) alg(3) 7}

des- ede3-chc OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) encryptionAl gorithn(3) 7 }

rc2-cbc OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) encryptionAl gorithn(3) 2 }

hMAC- SHA1 OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) 8 1 2 }

i d- PBKDF2 OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-5(5) 12 }
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-- Algorithmldentifier Parameter Types

KeyW apAl gorithm:: =
Al gorithm dentifier {KEY-WRAP, {KeyWapAlgs }}

RC2wr apPar anet er ::= RC2Par anet er Ver si on
RC2Par anet er Ver si on :: = | NTEGER
CBCPar anmeter ::= 1V
IV ::= OCTET STRING -- exactly 8 octets
RC2CBCPar anet er ::= SEQUENCE ({
r c2Par anet er Ver si on | NTEGER ( 1.. 256),
iv OCTET STRING } -- exactly 8 octets
nmaca- hMAC- SHA1 MAC- ALGORI THM : : = {

| DENTI FI ER hMAC- SHAL

PARAMS TYPE NULL ARE preferredAbsent
| S- KEYED- MAC TRUE

SM ME- CAPS {| DENTI FI ED BY hMAC- SHA1}

}

PBKDF2- PRFsAl gorithm dentifier ::= Algorithmdentifier{ ALGOR THV
{ PBKDF2- PRFs} }

al g- hMAC- SHA1 ALGORI THM : : =
{ 1 DENTI FI ER hMAC- SHA1 PARAMS TYPE NULL ARE required }

PBKDF2- PRFs ALGORI THM :: = { al g-hMAC-SHAL1, ... }
PBKDF2- Sal t Sources ALGORITHM :: = { ... }

PBKDF2- Sal t Sour cesAl gorithm dentifier ::=
Algorithmdentifier {ALGORI THM {PBKDF2- Salt Sources}}

def aul t PBKDF2 PBKDF2- PRFsAl gorithmdentifier ::=
{ algorithm al g-hMAC- SHAL. & d, paraneters NULL: NULL }

PBKDF2- par ans :: = SEQUENCE {

salt CHO CE {

speci fied OCTET STRI NG

ot her Sour ce PBKDF2- Sal t Sour cesAl gorithm dentifier },
iterationCount | NTECER (1..MAX),
keyLength | NTEGER (1..MAX) OPTI ONAL,
prf PBKDF2- PRFsAl gorithm dentifier DEFAULT

def aul t PBKDF2
}
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-- This object is included for conpleteness. It should not be used
-- for encoding of signatures, but was sonetines used in ol der
-- versi ons of CM5S for encodi ng of RSA signatures.

-- sa-rsa S| GNATURE- ALGORI THM : : = {

-- | DENTI FI ER r saEncryption

-- - - value is not ASN. 1 encoded
-- PARAMS TYPE NULL ARE required

-- HASHES {nda-shal | nda-nmd5, ...}
-- PUBLI C- KEYS { pk-rsa}

-- No ASN. 1 encoding is applied to the signature val ue
- - for these itens

kaa- esdh KEY- AGREE :: = {
| DENTI FI ER i d- al g- ESDH
PARAMS TYPE KeyW apAl gorithm ARE required
PUBLI C- KEYS { pk-dh }
-- UKMis not ASN. 1 encoded
UKM ARE opti onal
SM ME- CAPS { TYPE KeyW apAl gorithm | DENTI FI ED BY i d- al g- ESDH}

}
kaa- ssdh KEY- AGREE :: = {
| DENTI FI ER i d- al g- SSDH
PARAMS TYPE KeyW apAl gorithm ARE required
PUBLI C- KEYS {pk- dh}
-- UKMis not ASN. 1 encoded
UKM ARE opti onal
SM ME- CAPS { TYPE KeyW apAl gorithm | DENTI FI ED BY i d- al g- SSDH}
}
dh- publ i c- nunber OBJECT | DENTI FI ER :: = dhpubl i chunber
pk-origi nator-dh PUBLI G- KEY ::= {
| DENTI FI ER dh- publ i c- nunmber
KEY DHPubl i cKey
PARAMS ARE absent
CERT- KEY- USAGE { keyAgreenent, enci pherOnly, deci pher Onl y}
}
kwa- 3DESW ap KEY-WRAP :: = {

| DENTI FI ER i d- al g- CVB3DESW ap
PARAMS TYPE NULL ARE required
SM ME- CAPS {| DENTI FI ED BY i d- al g- CMS3DESwr ap}
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}
kwa- RC2W ap KEY-WRAP :: = {
| DENTI FI ER i d- al g- CMSRC2wr ap
PARAMS TYPE RC2wr apPar anet er ARE required
SM ME- CAPS { | DENTI FI ED BY i d- al g- CMSRC2wr ap }
}
kda- PBKDF2 KEY- DERI VATION :: = {
| DENTI FI ER i d- PBKDF2
PARAMS TYPE PBKDF2- parans ARE required
-- No S/M ME caps defined
}
cea- 3DES- cbc CONTENT- ENCRYPTI ON :: = {
| DENTI FI ER des- ede3- cbc
PARAMS TYPE |V ARE required
SM ME- CAPS { | DENTI FI ED BY des-ede3-chbc }
}
cea- RC2- cbc CONTENT- ENCRYPTI ON :: = {
| DENTI FI ER r c2-cbc
PARAMS TYPE RC2CBCPar anet er ARE required
SM ME- CAPS cap- RC2CBC
}
kt -rsa KEY- TRANSPORT :: = {
| DENTI FI ER r saEncrypti on
PARAMS TYPE NULL ARE required
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS {| DENTI FI ED BY rsaEncrypti on}
}
-- S/MME Capabilities - nost have no | abel
cap- 3DESwap SM ME- CAPS ::= { | DENTI FI ED BY i d-al g- CMS3DESwWr ap }
END
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4.

ASN. 1 Modul e for RFC 3565

CMVBAesRsaesCaep- 2009 {iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-aes-02(38)}

DEFINITIONS | MPLICI T TAGS :: =

BEG N

| MPORTS

CONTENT- ENCRYPTI ON, KEY- WRAP, SM ME- CAPS

FROM Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- nod-al gorithm nformation-02(58)};

AES- Cont ent Encrypti on CONTENT- ENCRYPTI ON :: = {
cea-aesl28-cbc | cea-aesl192-cbc | cea-aes256-cbc,
}
AES- KeyW ap KEY-WRAP :: = {
kwa- aes128-wap | kwa-aesl92-wap | kwa-aes256-w ap,
}
SM neCaps SM ME- CAPS :: = {
cea-aesl128-chc. &sni neCaps |
cea- aes192-cbc. &sni neCaps |
cea- aes256- cbc. &sni neCaps |
kwa- aes128-w ap. &ni neCaps |
kwa- aes192-w ap. &ni neCaps |
kwa- aes256- w ap. &ni neCaps,
}

-- AES information object identifiers --

aes OBJECT IDENTIFIER ::=
{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistAlgorithns(4) 1}

-- AES using CBC node for key sizes of 128, 192, 256
cea- aes128- cbc CONTENT- ENCRYPTI ON :: = {
| DENTI FI ER i d- aes128- CBC
PARAMS TYPE AES-IV ARE required
SM ME- CAPS { | DENTI FI ED BY i d-aes128-CBC }
}
i d-aes128- CBC OBJECT IDENTIFIER ::= { aes 2}

cea- aes192- cbc CONTENT- ENCRYPTI ON :: = {
| DENTI FI ER i d- aes192- CBC
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PARAMS TYPE AES-1V ARE required

SM ME- CAPS { | DENTI FI ED BY i d-aes192-CBC }
}
i d-aes192-CBC OBJECT IDENTIFIER ::= { aes 22}
cea- aes256- cbhc CONTENT- ENCRYPTI ON :: = {

| DENTI FI ER i d- aes256- CBC

PARAMS TYPE AES-IV ARE required

SM ME- CAPS { | DENTI FI ED BY i d- aes256- CBC }
}
i d- aes256- CBC OBJECT IDENTIFIER ::= { aes 42 }
-- AES- 1V is the paraneter for all the above object identifiers.
AES-1V ::= OCTET STRI NG (S| ZE(16))
-- AES Key Wap Algorithmldentifiers - Paraneter is absent
kwa- aes128-w ap KEY-WRAP :: = {

| DENTI FI ER i d- aes128-wr ap

PARAMS ARE absent

SM ME- CAPS { | DENTI FI ED BY i d-aesl128-wap }
}
i d-aes128-wap OBJECT IDENTIFIER ::= { aes 5}
kwa- aes192-w ap KEY-WRAP :: = {

| DENTI FI ER i d- aes192- wr ap

PARAMS ARE absent

SM ME- CAPS { | DENTI FI ED BY i d-aesl192-wap }
}
i d-aes192-wrap OBJECT IDENTIFIER ::= { aes 25}
kwa- aes256-w ap KEY-WRAP :: = {

| DENTI FI ER i d- aes256- wr ap

PARAMS ARE absent

SM ME- CAPS { | DENTI FI ED BY i d- aes256-w ap }
}
i d- aes256-w ap OBJECT IDENTIFIER ::= { aes 45}

END
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5. ASN. 1 Modul e for RFC 3851

Secur eM neMessageV3dot 1- 2009
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) id-nmod-nsg-v3dot1-02(39)}

DEFINITIONS | MPLICI T TAGS :: =

BEGA N

| MPORTS

SM ME- CAPS, SM MECapabilities{}

FROM Al gorit hm nf ormati on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d-nod- al gorithm nformation-02(58)}

ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pki xCommon-02(57)}

Subj ect Keyl denti fier, |ssuerAndSerial Nunber, RecipientKeyldentifier
FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cnms-2004-02(41)}

rc2-cbc, SM neCaps

FROM Crypt ogr aphi cMessageSynt axAl gorit hns- 2009
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cnsal g-2001- 02(37)}

SM neCaps

FROM PKI XAl gs- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0)
i d- mod- pki x1-al gorit hms2008- 02(56) }

SM neCaps

FROM PKI X1- PSS- QAEP- Al gori t hms- 2009
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-nmod(0)
i d- nod- pki x1-r sa- pkal gs-02(54)};

SM neAttributeSet ATTRI BUTE :: =
{ aa-snminmeCapabilities | aa-encrypKeyPref, ... }

-- id-aa is the arc with all new aut henticated and unaut henti cat ed
-- attributes produced by the S/M ME Wrking G oup
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i d-aa OBJECT | DENTIFIER :: =
{ iso(1l) nmenber-body(2) usa(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
smine(16) attributes(2)}

-- The SIMME Capabilities attribute provides a nethod of broadcasting
-- the symetric capabilities understood. Al gorithns SHOULD be ordered

-- by preference and grouped by type

aa-smi neCapabilities ATTRI BUTE :: =
{ TYPE SM MECapabilities{{SM neCapsSet}} |DENTIFI ED BY
sm meCapabilities }
sm meCapabi lities OBJECT I DENTIFIER :: =
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
15 }

SM nmeCapsSet SM ME- CAPS :: =
{ cap-preferBinarylnside | cap-RC2CBC
PKI XAl gs-2009. SM neCaps
Crypt ogr aphi cMessageSynt axAl gori t hns- 2009. SM neCaps
PKI X1- PSS- OAEP- Al gori t hms- 2009. SM nmeCaps, ... }

-- Encryption Key Preference provides a nethod of broadcasting the
-- preferred encryption certificate.

aa- encrypKeyPref ATTRIBUTE :: =
{ TYPE SM MEEncrypti onKeyPref erence
| DENTI FI ED BY i d-aa-encrypKeyPref }

i d-aa-encrypKeyPref OBJECT |IDENTIFIER ::= {id-aa 11}
SM MEENncr ypt i onKeyPreference ::= CHO CE {
i ssuer AndSeri al Nunber [0] IssuerAndSeri al Nunber,

recei pent Keyl d [1] Reci pi entKeyldentifier
subj ect Al t Keyldentifier [2] SubjectKeyldentifier

-- receipentKeyld is spelt incorrectly, but kept for historica
-- reasons.

id-sminme OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

id-cap OBJECT IDENTIFIER ::={ id-smne 11 }

-- The preferBinarylnside indicates an ability to receive nessages
-- with binary encoding inside the CM5 w apper

cap- preferBi naryl nside SM Me- CAPS : : =
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{ -- No value -- | DENTIFIED BY id-cap-preferBinarylnside }
i d-cap-preferBinarylnside OBJECT IDENTIFIER ::= { id-cap 1}
-- The following list ODs to be used with S/M ME V3
-- Signature Al gorithnms Not Found in [ RFC3370]

-- md2W t hRSAEncrypti on OBJECT | DENTIFIER :: =
-- {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1)
-- 2}

-- Other Signed Attributes

-- signingTime OBJECT I DENTIFIER :: =

-- {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
-- 5}

-- See [ RFC5652] for a description of howto encode the attribute
-- val ue.

cap- RC2CBC SM ME- CAPS : : =
{ TYPE SM MECapabi liti esParanet er sFor RC2CBC
| DENTI FI ED BY rc2-cbc}

SM MECapabi | i ti esParanet er sFor RC2CBC :: = | NTEGER (40 | 128, ...)
-- (RC2 Key Length (nunber of bits))

END
6. ASN. 1 Module for RFC 3852
This nodul e has an ASN.1 idiomfor noting in which version of CM5
changes were nmade fromthe original PKCS #7; that idiomis "[[v:",

where "v" is an integer. For exanple:

Revocati onl nf oChoice ::= CHO CE {
crl Certificatelist,

tt5§ other [1] IMPLICI T O her Revocati onl nfoFormat ]] }

Simlarly, this nodule adds the ASN.1 idiomfor extensibility (the
"...,") in all places that have been extended in the past. See the
exanpl e above.

Crypt ogr aphi cMessageSynt ax- 2009

{ iso(1l) menber-body(2) us(840) rsadsi(113549)

pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2004-02(41) }
DEFINITIONS | MPLICI T TAGS :: =
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BEG N
| MPORTS

Par anOpt i ons, DI GEST- ALGORI THM S| GNATURE- ALGORI THM
PUBLI C- KEY, KEY- DERI VATI ON, KEY-WRAP, MAC- ALGORI THM
KEY- AGREE, KEY- TRANSPORT, CONTENT- ENCRYPTI ON, ALGORI THM
Al gorithm dentifier
FROM Al gori t hm nf or mat i on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}
Si gnat ur eAl gs, MessageDi gest Al gs, KeyAgr eenent Al gs,
MessageAut hAl gs, KeyW apAl gs, Content Encrypti onAl gs
KeyTransport Al gs, KeyDerivationAl gs, KeyAgreePubl i cKeys
FROM Cr ypt ogr aphi cMessageSynt axAl gorit hns- 2009
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cnsal g-2001- 02(37) }

Certificate, CertificateList, CertificateSerial Nunmber,
Nanme, ATTRI BUTE

FROM PKI X1Expl i ci t-2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) }

AttributeCertificate

FROM PKI XAt tri buteCertificate-2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d-nod-attribute-cert-02(47) }

AttributeCertificateVl

FROM Attri buteCertificateVersionl-2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nmod-v1AttrCert-02(49) } ;

-- Cryptographi c Message Syntax

-- The following are used for version nunbers using the ASN. 1

-- idiom"[[n:"

- - Version 1 = PKCS #7

-- Version 2 = S/IM M V2

-- Version 3 = RFC 2630

-- Version 4 = RFC 3369

-- Version 5 = RFC 3852
CONTENT- TYPE :: = TYPE-| DENTI FI ER
Cont ent Type ::= CONTENT-TYPE. & d
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Contentlnfo ::= SEQUENCE {
content Type CONTENT- TYPE.
& d({Content Set}),
cont ent [0] EXPLICIT CONTENT- TYPE.

&Type({Cont ent Set } { @ont ent Type})}

Cont ent Set CONTENT- TYPE ::= {
-- Define the set of content types to be recognized.
ct-Data | ct-SignedData | ct-EncryptedData | ct-Envel opedData |
ct-Aut henticatedbData | ct-DigestedData, ... }

Si gnedDat a : : = SEQUENCE {
versi on CMsVersi on,
di gest Al gorithns SET OF Di gestAl gorithnm dentifier,
encapCont ent | nf o Encapsul at edCont ent | nf o,
certificates [0] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICI T Revocati onl nf oChoi ces OPTI ONAL,
signerlinfos Signerlnfos }

Signerinfos ::= SET OF Signerlnfo

Encapsul at edContent I nfo ::= SEQUENCE ({
eCont ent Type CONTENT- TYPE. & d({Content Set}),
eCont ent [0] EXPLICIT OCTET STRI NG
( CONTAI NI NG CONTENT- TYPE.
&Type({ Cont ent Set } { @Cont ent Type})) OPTI ONAL }

Signerinfo ::= SEQUENCE {
ver si on CMVSVer si on,
sid Signerldentifier,
di gest Al gorit hm Di gest Al gorithnldentifier,
signedAttrs [0] IMPLICIT SignedAttributes OPTI ONAL,
si gnat ur eAl gorithm Si gnatureAl gorithmdentifier,
si gnat ure Si gnat ureVal ue,
unsi gnedAttrs [1] IMPLICIT Attributes
{{Unsi gnedAttributes}} OPTIONAL }

SignedAttributes ::= Attributes {{ SignedAttributesSet }}

Signerldentifier ::= CHO CE {
i ssuer AndSer i al Nunber | ssuer AndSeri al Nunber,

[[3 subj ect Keyl dentifier [0] SubjectKeyldentifier ]] }

Si gnedAttri butesSet ATTRIBUTE :: =
{ aa-signingTinme | aa-nessageDi gest | aa-contentType, ... }

Unsi gnedAttri butes ATTRIBUTE ::= { aa-countersignature, ... }
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Si gnatureVal ue ::= OCTET STRI NG

Envel opedDat a :: = SEQUENCE {
versi on CMVSVer si on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL,
reci pi entl nfos Reci pi entl nfos,
encrypt edCont ent | nf o Encrypt edCont ent | nf o,

[[2 unprotectedAttrs [1] IMPLICIT Attributes
{{ UnprotectedAttributes }} OPTIONAL ]] }

Oiginatorinfo ::= SEQUENCE {
certs [O] IMPLICIT CertificateSet OPTI ONAL,
crls [1] IMPLICIT Revocati onl nf oChoi ces OPTI ONAL }

Recipientlnfos ::= SET SIZE (1.. MAX) OF Recipientlinfo
Encrypt edContentInfo ::= SEQUENCE {
cont ent Type CONTENT- TYPE. & d({Content Set}),

cont ent Encrypti onAl gorithm Content Encrypti onAl gorithml dentifier,
encr ypt edCont ent [0] IMPLICIT OCTET STRI NG OPTI ONAL }

-- If you want to do constraints, you mght use:

-- EncryptedContentinfo ::= SEQUENCE {

-- content Type CONTENT- TYPE. & d({Content Set}),

-- content EncryptionAl gorithm Content Encrypti onAl gorithml dentifier,
-- encryptedCont ent [0] I'MPLICIT ENCRYPTED { CONTENT- TYPE.

-- &Type({Cont ent Set } { @ont ent Type}) OPTI ONAL }

-- ENCRYPTED {ToBeEncrypted} ::= OCTET STRI NG ( CONSTRAI NED BY

-- { ToBeEncrypted } )

UnprotectedAttri butes ATTRIBUTE ::= { ... }
Recipientlnfo ::= CHO CE {
ktri KeyTr ansReci pi ent | nf o,

[[3: kari [1] KeyAgreeRecipientlinfo ]],

[[4: kekri [2] KEKRecipientlnfo]l],

[[5: pwi [3] PasswordReci pi entlnfo,
ori [4] O herRecipientinfo ]] }

Encrypt edKey ::= OCTET STRI NG
KeyTransReci pi entInfo ::= SEQUENCE {
versi on CMsVersion, -- always set to 0 or 2

rid Recipientldentifier,
keyEncryptionAl gorithm Al gorithm dentifier
{ KEY- TRANSPORT, {KeyTransportAl gorithntet}},

Hof f man & Schaad I nf or mat i onal [ Page 27]



RFC 5911 New ASN. 1 for CM5 and S/M ME June 2010

encrypt edKey Encrypt edKey }
KeyTransport Al gorit hnSet KEY- TRANSPORT ::= { KeyTransportAlgs, ... }

Reci pientldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber,

[[2: subjectKeyldentifier [0] SubjectKeyldentifier ]] }
KeyAgr eeReci pi entInfo ::= SEQUENCE {

versi on CMsVersion, -- always set to 3

originator [0] EXPLICIT OriginatorldentifierOKey,

ukm [ 1] EXPLICIT User Keyi nghat eri al OPTI ONAL,

keyEncrypti onAl gorithm Al gorithm dentifier

{ KEY- AGREE, {KeyAgreenent Al gorithnBet}},
reci pi ent Encrypt edKeys Reci pi ent Encrypt edKeys }

KeyAgr eenent Al gorit hnSet KEY- AGREE ::= { KeyAgreenentAlgs, ... }

OiginatorldentifierOKey ::= CHO CE {
i ssuer AndSeri al Number | ssuer AndSeri al Nunber,
subj ect Keyl dentifier [0] SubjectKeyldentifier,
originatorKey [1] Oigi natorPublicKey }

Ori gi nat or Publ i cKey ::= SEQUENCE {
al gorithm Al gorithm dentifier {PUBLIC KEY, {OiginatorKeySet}},
publicKey BI T STRI NG }

Ori gi nat or KeySet PUBLI C-KEY ::= { KeyAgreePublicKeys, ... }
Reci pi ent Encrypt edKeys ::= SEQUENCE OF Reci pi ent Encr ypt edKey
Reci pi ent Encrypt edKey :: = SEQUENCE {

rid KeyAgreeRecipientldentifier,
encrypt edKey Encrypt edKey }

KeyAgr eeReci pientldentifier ::= CHO CE {
i ssuer AndSeri al Nunmber | ssuer AndSeri al Nunber,
rKeyld [0] IMPLICIT RecipientKeyldentifier }

Reci pi ent Keyl dentifier ::= SEQUENCE {
subj ect Keyl denti fier SubjectKeyldentifier,
date CeneralizedTi me OPTI ONAL,
other Ot herKeyAttribute OPTI ONAL }

Subj ect Keyl dentifier ::= OCTET STRI NG
KEKReci pi entI nfo ::= SEQUENCE {
versi on CMsVersion, -- always set to 4
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keki d KEKI dentifier,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
encrypt edKey Encrypt edKey }

KEKI dentifier ::= SEQUENCE {
keyl dentifier OCTET STRI NG
date CeneralizedTi ne OPTI ONAL,
ot her Ot herKeyAttribute OPTI ONAL }

Passwor dReci pi entlI nfo ::= SEQUENCE {
ver si on CMVSVer si on, -- always set to O
keyDerivationAl gorithm [0] KeyDerivationAl gorithmdentifier
OPTI ONAL,

keyEncrypti onAl gorithm KeyEncrypti onAl gorithn dentifier,
encrypt edKey Encrypt edKey }

OTHER- RECI PI ENT :: = TYPE-I| DENTI FI ER

O herReci pientInfo ::= SEQUENCE {
ori Type OTHER- RECI Pl ENT.
& d({Supported her Reci pl nfo}),
ori Value  OTHER- RECI PI ENT.
&Type({SupportedQ her Reci pl nf o} { @ri Type})}

SupportedCQ her Reci plnfo OTHER-RECIPIENT ::={ ... }

Di gest edData :: = SEQUENCE {
ver si on CMSVer si on,
di gest Al gorithm Di gest Al gorithm dentifier,
encapCont ent I nf o Encapsul at edCont ent | nf o,

digest Digest, ... }
Di gest ::= OCTET STRI NG
Encrypt edDat a :: = SEQUENCE {

versi on CMVSVer si on,
encrypt edCont ent | nf o Encrypt edCont ent | nf o,

[[2 unprotectedAttrs [1] IMPLICIT Attributes
{{UnprotectedAttributes}} OPTIONAL ]] }

Aut hent i cat edDat a :: = SEQUENCE {
ver si on CMBVersi on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL,
reci pi entl nfos Reci pi entl nf os,
macAl gorit hm MessageAut henti cati onCodeAl gorithm
digestAlgorithm[1] DigestAl gorithmdentifier OPTI ONAL,
encapCont ent I nf o Encapsul at edCont ent | nf o,
authAttrs [2] IMPLICIT AuthAttributes OPTI ONAL,
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mac MessageAut henti cati onCode,
unaut hAttrs [3] IMPLICIT Unaut hAttributes OPTI ONAL }

Aut hAttributes ::= SET SIZE (1.. MAX) OF Attribute
{{AuthAttributeSet}}
Aut hAttri buteSet ATTRIBUTE ::= { aa-contentType | aa-nessageDi gest
| aa-signingTime, ...}
MessageAut henti cati onCode ::= OCTET STRI NG
Unaut hAttributes ::= SET SIZE (1.. MAX) OF Attribute

{{Unaut hAttri buteSet}}

Unaut hAttributeSet ATTRIBUTE ::= {...}

-- General algorithmdefinitions

Di gest Al gorithmdentifier ::= Al gorithmdentifier
{DlI GEST- ALCORI THM {Di gestAl gorithntet}}

Di gest Al gorithnmSet DI GEST- ALGORI THM : : = {
Crypt ogr aphi cMessageSynt axAl gorit hns-2009. MessageDi gest Al gs, ... }

SignatureAl gorithm dentifier ::= Algorithm dentifier
{ SI GNATURE- ALGORI THM { Si gnat ur eAl gori t hnfet }}

Si gnat ur eAl gorit hnBet SI GNATURE- ALGORI THM : : =

{ SignatureAlgs, ... }
KeyEncryptionAl gorithm dentifier ::= Algorithm dentifier
{KEY- WRAP, {KeyEncrypti onAl gorithnSet}}
KeyEncrypti onAl gorithnSet KEY-WRAP ::= { KeyWapAlgs, ... }
Cont ent Encrypti onAl gorithnmdentifier ::= Algorithm dentifier

{ CONTENT- ENCRYPTI ON, {Content Encrypti onAl gorithnSet}}

Cont ent Encrypti onAl gorithnSet CONTENT- ENCRYPTION :: =
{ ContentEncryptionAlgs, ... }

MessageAut henti cati onCodeAl gorithm ::= Al gorithm dentifier
{MAC- ALGORI THM { MessageAut henti cati onCodeAl gorithntet}}

MessageAut hent i cati onCodeAl gorit hnmSet MAC- ALGORI THM : : =
{ MessageAuthAlgs, ... }
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KeyDerivationAl gorithm dentifier ::= Algorithm dentifier
{ KEY- DERI VATI ON, {KeyDerivationAlgs, ...}}

Revocati onl nf oChoi ces ::= SET OF Revocati onl nf oChoi ce

Revocati onl nf oChoice ::= CHO CE {

crl Certificatelist,
[[5 other [1] IMPLIC T O herRevocationl nfoFormat ]] }
OTHER- REVCK- | NFO : : = TYPE- | DENTI FI ER

O her Revocat i onl nf oFormat :: = SEQUENCE {
ot her Revl nf oFor nat OTHER- REVCK- | NFO.
& d({SupportedQ her Revokl nfo}),
ot her Revl nf o OTHER- REVCK- | NFO.
&Type({Support edt her Revokl nf o} { @t her Revl nf oFormat }) }

Support edQ her Revokl nfo OTHER-REVOK-INFO ::={ ... }

CertificateChoices ::= CHO CE {
certificate Certificate,
extendedCertificate [0] IMPLICIT ExtendedCertificate,
-- (Obsol ete

[[3: V1AttrCert [1] IMPLICIT AttributeCertificatevi]],

-- (Obsol ete
[[4: v2AttrCert [2] IMPLICIT AttributeCertificateV2]],
[[5: other [3] IMPLICIT OherCertificateFormat]] }
AttributeCertificatevV2 ::= AttributeCertificate
OTHER- CERT- FMT : : = TYPE- | DENTI FI ER
O herCertificateFormat ::= SEQUENCE {

ot her Cert For mat OTHER- CERT- FMT.
& d({SupportedCert Formats}),
ot her Cert OTHER- CERT- FMI.
&Type({Support edCert For mat s} { @t her Cert Format})}

SupportedCert Formats OTHER-CERT-FMI ::={ ... }
CertificateSet ::= SET OF CertificateChoices
| ssuer AndSeri al Nunber ::= SEQUENCE {

i ssuer Nane,
serial Nunber CertificateSerial Nunber }
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CMBVersion ::= INTEGER { vO(0), vi1(1l), v2(2), v3(3), v4(4), v5(5) }
User Keyi nghMaterial ::= OCTET STRI NG
KEY- ATTRI BUTE : : = TYPE- | DENTI FI ER

O herKeyAttribute ::= SEQUENCE {
keyAttrid KEY-ATTRI BUTE.

& d({SupportedKeyAttributes}),
keyAttr KEY- ATTRI BUTE.
&Type({SupportedKeyAttributes}{@eyAttrid})}
SupportedKeyAttributes KEY-ATTRIBUTE ::={ ... }
-- Content Type Cbject ldentifiers

id-ct-contentlnfo OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) smnme(16) ct(1l) 6 }

ct-Data CONTENT-TYPE ::= {OCTET STRI NG | DENTI FI ED BY i d-dat a}

i d-data OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs7(7) 1}

ct - Si gnedDat a CONTENT- TYPE : : =
{ SignedData | DENTI FI ED BY i d-si gnedDat a}

i d-signedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs7(7) 2}

ct - Envel opedDat a CONTENT- TYPE :: =
{ Envel opedDat a | DENTI FI ED BY i d- envel opedDat a}

i d-envel opedData OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 3}

ct - Di gestedDat a CONTENT- TYPE : : =
{ Di gestedData | DENTI FI ED BY i d- di gest edDat a}

i d-di gestedData OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 5}

ct-Encrypt edDat a CONTENT- TYPE :: =
{ EncryptedData | DENTI FI ED BY i d-encrypt edDat a}

i d-encryptedData OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs7(7) 6 }
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ct- Aut henti cat edDat a CONTENT- TYPE : : =
{ AuthenticatedData | DENTI FI ED BY i d-ct - aut hDat a}
i d-ct-authData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) ct(1l) 2 }

-- The CMS Attri butes

MessageDi gest ::= OCTET STRI NG
SigningTine ::= Tinme
Time ::= CHO CE {

ut cTi me UTCTi ne,
general Ti ne GeneralizedTine }

Countersignature ::= Signerinfo
-- Attribute hject ldentifiers

aa- content Type ATTRI BUTE :: =
{ TYPE Content Type | DENTI FI ED BY i d-content Type }

i d-content Type OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 3}

aa- messageDi gest ATTRI BUTE :: =
{ TYPE MessageDi gest | DENTI FI ED BY i d- messageDi gest}

i d- messageDi gest OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 4 }

aa- si gni ngTi me ATTRI BUTE :: =
{ TYPE Si gni ngTi ne | DENTI FI ED BY i d-si gni ngTi ne }

i d-signingTine OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 5}

aa- count ersi gnature ATTRIBUTE :: =
{ TYPE Countersignature | DENTIFI ED BY id-countersignature }

i d-countersignature OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 6 }

-- (Obsol ete Extended Certificate syntax from PKCS#6

Ext endedCertificateOCertificate ::= CHO CE {
certificate Certificate,

Hof f man & Schaad I nf or mat i onal [ Page 33]



RFC 5911 New ASN. 1 for CM5 and S/M ME June 2010

extendedCertificate [0] IMPLICI T ExtendedCertificate }

Ext endedCertificate ::= SEQUENCE {
ext endedCertificatel nfo ExtendedCertificatel nfo,
si gnat ur eAl gorithm Si gnatureAl gorithmdentifier,
signature Signature }

Ext endedCertificatelnfo ::= SEQUENCE {
ver si on CMSVer si on,
certificate Certificate,
attributes Unaut hAttributes }

Signature ::= BIT STRI NG
Attribute{ ATTRIBUTE AttrList } ::= SEQUENCE {
attrType ATTRI BUTE.
& d({AttrList}),
attrVal ues SET OF ATTRI BUTE.

&Type({AttrList}{@ttrType}) }

Attributes { ATTRI BUTE: AttrList } ::=
SET SIZE (1..MAX) OF Attribute {{ AttrList }}

END
7. ASN. 1 Module for RFC 4108

CMVSFi r mwar eW apper - 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cns-firnmvare-w ap-02(40) }
DEFINITIONS | MPLICI T TAGS :: =
BEG N
| MPORTS

OTHER- NAVE

FROM PKI X11 npl i ci t-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pkixl-inplicit-02(59) }

Envel opedDat a, CONTENT- TYPE, ATTRI BUTE

FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-2004-02(41) };

Fi r mvar eCont ent Types CONTENT-TYPE :: = {
ct-firmnarePackage | ct-firnnarelLoadReceipt |
ct-firmnareLoadError,... }
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Fi r mnvar eSi gnedAttrs ATTRIBUTE :: = {
aa-firmnarePackagel D | aa-targetHardwarel Ds |
aa-decryptKeyl D | aa-inpl CryptoAl gs | aa-inpl ConpressAl gs |
aa-comunityldentifiers | aa-firmwarePackagelnfo,...

Fi r mnvar eUnsi gnedAttrs ATTRI BUTE :: = {
aa- w appedFi r mnar eKey, ... }

Fi r mvar et her Names OTHER- NAME ;@ = {
on- har dwar eModul eNane, ... }

-- Firmnvare Package Content Type and Cbject ldentifier

ct-firmiarePackage CONTENT- TYPE :: =
{ FirnmwarePkgData | DENTI FI ED BY id-ct-firnwarePackage }

i d-ct-firmvarePackage OBJECT | DENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smnme(16) ct(1) 16 }

Fi rmvar ePkgData :: = OCTET STRI NG
-- Firmnare Package Signed Attributes and Cbject ldentifiers

aa-firmnar ePackagel D ATTRI BUTE :: =
{ TYPE Firmwar ePackagel dentifier |DENTIFIED BY
i d-aa-firmwarePackagel D }

i d-aa-firmwarePackagel D OBJECT I DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smnme(16) aa(2) 35}

Fi r mvar ePackagel dentifier ::= SEQUENCE {
nane PreferredO LegacyPackagel dentifier,
stale PreferredO LegacyStal ePackagel dentifier OPTI ONAL }

Pref erredO LegacyPackagel dentifier ::= CHO CE {
preferred PreferredPackagel dentifier,
| egacy OCTET STRI NG }

Pref erredPackagel dentifier ::= SEQUENCE {
fwPkgl D OBJECT | DENTI FI ER,
ver Num | NTEGER (0. . MVAX) }
PreferredO LegacySt al ePackagel dentifier ::= CHO CE {
preferredStal eVer Num | NTEGER (0. . MAX),
| egacySt al eVersi on OCTET STRI NG }

aa-target Hardwar el Ds ATTRI BUTE :: =
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{ TYPE Tar get Har dwar el denti fi ers | DENTI FI ED BY
i d-aa-target Hardwarel Ds }

i d-aa-target Hardwarel Ds OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smnme(16) aa(2) 36 }

Tar get Hardwar el dentifiers ::= SEQUENCE OF OBJECT | DENTI FI ER

aa- decrypt Keyl D ATTRI BUTE :: =
{ TYPE DecryptKeyldentifier |DENTIFIED BY id-aa-decryptKeyl D}

i d- aa-decrypt Keyl D OBJECT I DENTIFI ER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smme(16) aa(2) 37 }

Decrypt Keyl dentifier ::= OCTET STRI NG

aa-i npl Crypt oAl gs ATTRI BUTE :: =
{ TYPE | npl ement edCr ypt oAl gorithms | DENTI FI ED BY
i d-aa-inpl Crypt oAl gs }

i d-aa-inpl Crypt oAl gs OBJECT IDENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smme(16) aa(2) 38 }

| mpl enent edCrypt oAl gorithns ::= SEQUENCE OF OBJECT | DENTI FI ER
aa-i npl ConpressAl gs ATTRI BUTE :: =
{ TYPE | npl ement edConpr essAl gorithnms | DENTI FI ED BY
i d-aa-i npl ConpressAl gs }
i d-aa-i npl ConpressAl gs OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
sm nme(16) aa(2) 43}
| mpl enent edConpressAl gorithns ::= SEQUENCE OF OBJECT | DENTI FI ER
aa-comunityldentifiers ATTRI BUTE :: =
{ TYPE Communityldentifiers |DENTIFIED BY
i d-aa-communityldentifiers }
i d-aa-communityldentifiers OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
sm me(16) aa(2) 40 }

Communi tyldentifiers ::= SEQUJENCE OF Communityldentifier
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Communi tyldentifier ::= CHO CE {
communi t yO D OBJECT | DENTI Fl ER,
hwibdul eLi st Har dwar eModul es }
Har dwar eMbdul es :: = SEQUENCE ({
hwType OBJECT | DENTI FI ER,
hwSeri al Entri es SEQUENCE OF Hardwar eSeri al Entry }

Har dwar eSeri al Entry ::= CHO CE {
al I NULL,
singl e OCTET STRI NG
bl ock SEQUENCE {
| ow OCTET STRI NG
hi gh OCTET STRI NG

}

aa-firmnar ePackagel nfo ATTRI BUTE :: =
{ TYPE Firmwar ePackagel nfo | DENTI FI ED BY
i d-aa-firmwarePackagel nfo }
i d-aa-firmmvarePackagel nfo OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
sm nme(16) aa(2) 42 }

Fi r mvar ePackagel nfo :: = SEQUENCE {
fwPkgType | NTEGER OPTI ONAL,
dependenci es SEQUENCE OF
Pref erredO LegacyPackagel dentifier OPTI ONAL }

-- Firmnare Package Unsigned Attributes and Object Identifiers

aa- w appedFi r mvar eKey ATTRI BUTE :: =
{ TYPE W appedFi r nwar eKey | DENTI FI ED BY
i d- aa- w appedFi r mnar eKey }
i d- aa- w appedFi r mvar eKey OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smnme(16) aa(2) 39 }

W appedFi r mwar eKey :: = Envel opedDat a
-- Firmnare Package Load Recei pt Content Type and Cbject ldentifier

ct-firmmareLoadRecei pt CONTENT-TYPE :: =
{ Fi rmnar ePackagelLoadRecei pt | DENTI FI ED BY
i d-ct-firmwarelLoadRecei pt }
id-ct-firmmvarelLoadRecei pt OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smnme(16) ct(1) 17 }
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Fi r mvar ePackagelLoadRecei pt :: = SEQUENCE {
versi on FWRecei pt Ver si on DEFAULT v1,
hwType OBJECT | DENTI FI ER,
hwSer i al Num OCTET STRI NG
fwPkgName PreferredO LegacyPackagel dentifier,
trust Anchor Keyl D OCTET STRI NG OPTI ONAL,
decryptKeyl D [1] OCTET STRI NG OPTI ONAL }

FWRecei pt Version ::= I NTEGER { v1(1) }

-- Firmnare Package Load Error Report Content Type
-- and Object Identifier

ct-firnmwareLoadError CONTENT-TYPE :: =
{ Firnwar ePackageLoadErr or
| DENTI FI ED BY i d-ct-firmnareLoadError }
id-ct-firmvareLoadError OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smme(16) ct(1) 18 }

Fi r mvar ePackagelLoadError ::= SEQUENCE {
versi on FWError Version DEFAULT v1,
hwType OBJECT | DENTI FI ER,
hwSer i al Num OCTET STRI NG,
error Code Firmwar ePackagelLoadErr or Code,
vendor Err or Code Vendor LoadEr r or Code OPTI ONAL,
fwPkgName PreferredO LegacyPackagel dentifier OPTI ONAL,
config [1] SEQUENCE OF Current F\WConfi g OPTI ONAL }

FWErrorVersion ::= INTEGER { v1(1) }
Current FWConfi g ::= SEQUENCE {

fwPkgType | NTEGER OPTI ONAL,
fwPkgNanme PreferredO LegacyPackagel dentifier }

Fi r mnar ePackagelLoadErr or Code :: = ENUVERATED {
decodeFai |l ure (1),
badCont ent | nfo (2),
badSi gnedDat a (3),
badEncapCont ent (4),
badCertificate (5),
badSi gnerl nfo (6),
badSi gnedAttrs (7),
badUnsi gnedAttrs (8),
m ssi ngCont ent (9),
noTr ust Anchor (10),
not Aut hori zed (11),
badDi gest Al gorithm (12),
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badSi gnat ureAl gorithm (13),
unsupport edKeySi ze (14),
si gnatureFailure (15),
cont ent TypeM smat ch (16),
badEncr ypt edDat a (17),
unpr ot ect edAtt r sPresent (18),
badEncr ypt Cont ent (19),
badEncrypt Al gorithm (20),
nm ssi ngG phert ext (21),
noDecr ypt Key (22),
decrypt Fail ure (23),
badConpr essAl gorithm (24),
m ssi ngConpr essedCont ent (25),
deconpressFail ure (26),
wr ongHar dwar e (27),
st al ePackage (28),
not | nConmuni ty (29),
unsupport edPackageType (30),
m ssi ngDependency (31),
wr ongDependencyVer si on (32),
i nsuf ficientMenory (33),
badFi r mnar e (34),
unsupport edPar anet er s (35),
br eaksDependency (36),
ot herError (99) }
Vendor LoadEr r or Code ::= | NTEGER

-- Other Nanme syntax for Hardware Mdul e Nane

on- har dwar eMbdul eName OTHER- NAME :: =
{ Hardwar eModul eNane | DENTI FI ED BY i d-on- har dwar eMbdul eNane }
i d- on- har dwar eMbdul eName OBJECT | DENTI FI ER :: = {
i so(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) on(8) 4}

Har dwar eModul eNane :: = SEQUENCE {
hwType OBJECT | DENTI FI ER,
hwSer i al Num OCTET STRI NG }

END
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8.

ASN. 1 Modul e for RFC 4998

ERS {iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) Itans(11l) id-nmod(0) id-nod-ers(1l)
i d-nmod-ers-v1(1) }

DEFINITIONS | MPLICI T TAGS :: =

BEGA N

| MPORTS

AttributeSet{}, ATTRI BUTE

FROM PKI X- CommonTypes
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pki x(7) id-nod(0) id-nod-pki xCommon-02(57) }

Al gorithmdentifier{}, ALGORITHM DI GEST- ALGORI THM

FROM Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nfornmation-02(58)}

Contentlnfo
FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1l) nmenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) snminme(16) nodul es(0) id-nod-cns-2004-02(41) } ;

aa-er-Internal ATTRIBUTE ::=
{ TYPE Evi denceRecord | DENTI FI ED BY id-aa-er-internal }
id-aa-er-internal OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 49 }

aa-er-External ATTRIBUTE ::=
{ TYPE Evi denceRecord | DENTI FI ED BY id-aa-er-external }

i d-aa-er-external OBJECT IDENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 50 }

Itans OBJECT IDENTIFIER :: =
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) Itans(11) }

Evi denceRecord ::= SEQUENCE {
version I NTEGER { v1(1) } ,
di gest Al gorithns SEQUENCE OF Al gorithm dentifier
{DI GEST- ALGORI THM {...}},
cryptol nfos [0] Cryptolnfos OPTI ONAL,
encryptionlnfo [1] Encryptionlnfo OPTI ONAL,

ar chi veTi neSt anpSequence Archi veTi neSt anpSequence
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}
Cryptolnfos ::= SEQUENCE SIZE (1.. MAX) OF AttributeSet{{...}}

Ar chi veTi meSt anpSequence ::= SEQUENCE OF ArchiveTi neSt anpChain
Ar chi veTi meSt anpChai n ;.= SEQUENCE OF Archi veTi neStanp

Archi veTi meStanp ::= SEQUENCE {
di gest Algorithm [0] Al gorithmdentifier{D GEST-ALCORI THM {...}}
OPTI ONAL,
attributes [1] Attributes OPTI ONAL,
reducedHashtree [2] SEQUENCE OF Parti al Hashtree OPTI ONAL,
ti meStanp Content I nfo

}
Parti al Hashtree ::= SEQUENCE OF OCTET STRI NG

Attributes ::= SET SIZE (1..MAX) OF AttributeSet{{...}}

Encryptionl nfo D= SEQUENCE {
encryptionl nfoType ENCI NFO- TYPE.
& d({SupportedEncrypti onAl gorithms}),
encryptionl nfoVval ue ENCI NFO TYPE.
&Type({SupportedEncrypti onAl gorithns}
{@ncryptionl nfoType})

}

ENCI NFO- TYPE : : = TYPE-| DENTI FI ER

Support edEncryptionAl gorithns ENCINFO TYPE ::= {...}
END

9. ASN. 1 Module for RFC 5035

Section nunbers in the nodule refer to the sections of RFC 2634 as
updat ed by RFC 5035.

Ext endedSecuri tyServi ces- 2009
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-ess-2006-02(42) }

DEFINITIONS | MPLICI T TAGS :: =

BEGA N

| MPORTS

AttributeSet{}, ATTRI BUTE, SECURI TY- CATEGORY, SecurityCategory{}

FROM PKI X- CommonTypes- 2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
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mechani sns(5) pki x(7) id-nod(0) id-nod-pki xCommon-02(57) }

Al gorithmdentifier{}, ALGORITHM DI GEST- ALGORI THM

FROM Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- nod-al gorithm nformation-02(58)}

Cont ent Type, |ssuerAndSeri al Nunber, Subject Keyl dentifier,
CONTENT- TYPE

FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-2004-02(41) }

CertificateSerial Number

FROM PKI X1Expl i cit-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51) }

Pol i cyl nformati on, Ceneral Nanes

FROM PKI X11 npl i ci t - 2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0) id-nod-pkix1-inplicit-02(59)}

nda- sha256
FROM PKI X1- PSS- QAEP- Al gori t hms- 2009
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- pki x1-r sa- pkal gs-02(54) } ;

EssSi gnedAttri butes ATTRIBUTE ::= {
aa-recei pt Request | aa-contentldentifier | aa-contentHint
aa- msgSi ghi gest | aa-content Reference | aa-securitylabel
aa- equi val ent Label s | aa-nl ExpandHi story | aa-signingCertificate
aa-signingCertificatev2, ... }

EssCont ent Types CONTENT-TYPE ::={ ct-receipt, ... }

-- Extended Security Services

-- The construct "SEQUENCE SI ZE (1..MAX) OF" appears in several ASN. 1
-- constructs in this nodule. A valid ASN. 1 SEQUENCE can have zero or
-- nore entries. The SIZE (1..MAX) construct constrains the SEQUENCE
-- to have at |east one entry. NMAX indicates the upper bound is

-- unspecified. |Inplenentations are free to choose an upper bound

-- that suits their environment.

-- Section 2.7
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aa-recei pt Request ATTRI BUTE :: =
{ TYPE Recei pt Request | DENTI FI ED BY i d-aa-recei pt Request}

Recei pt Request ::= SEQUENCE {
si gnedContentldentifier Contentldentifier,
recei pt sFrom Recei pt sFrom
recei ptsTo SEQUENCE SI ZE (1..ub-recei ptsTo) OF General Nanes

}
ub-recei ptsTo | NTEGER ::= 16

aa-contentldentifier ATTRIBUTE :: =
{ TYPE Contentldentifier |IDENTIFIED BY id-aa-contentldentifier}
i d-aa-recei pt Request OBJECT I DENTIFIER :: =
{ iso(1l) nenber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) id-aa(2) 1}

Contentldentifier ::= OCTET STRI NG

id-aa-contentldentifier OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(l1l6) id-aa(2) 7}

ct-recei pt CONTENT-TYPE :: =
{ Receipt |DENTIFIED BY id-ct-receipt }

id-ct-receipt OBJECT IDENTIFIER :: =
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sminme(16) id-ct(1) 1}

Recei pt sFrom : : = CHO CE {
al|OFirstTier [0] AIIOFirstTier,
-- fornerly "all OrNone [0] Al Il Or None"
recei ptList [1] SEQUENCE OF General Names }

AllOFirstTier ::= INTEGER { -- Formerly Al OrNone
al | Recei pts (0),
firstTierRecipients (1) }

-- Section 2.8

Recei pt ::= SEQUENCE ({
version ESSVer si on,
content Type Cont ent Type,

si gnedContent |l dentifi er Contentldentifier,
ori gi nat or Si gnat ureVal ue OCTET STRI NG

}
ESSVersion ::= INTEGER { vi1(1) }

Hof f man & Schaad I nf or mat i onal [ Page 43]



RFC 5911 New ASN. 1 for CM5 and S/M ME June 2010

-- Section 2.9

aa-content H nt ATTRI BUTE :: =
{ TYPE ContentHi nts | DENTI FI ED BY id-aa-contentHint }

i d-aa-content H nt OBJECT I DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) id-aa(2) 4}

ContentHints ::= SEQUENCE {
content Descri ption UTF8String (SIZE (1..MAX)) OPTI ONAL,
cont ent Type Content Type }

-- Section 2.10

aa- msgSi ghi gest ATTRI BUTE :: =
{ TYPE MsgSi gDhi gest | DENTI FI ED BY i d-aa- nsgSi gDhi gest }

i d-aa- nsgSi gbi gest OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(16) id-aa(2) 5}

MsgSi ghi gest :: = OCTET STRI NG
-- Section 2.11

aa- cont ent Ref erence ATTRIBUTE :: =
{ TYPE Content Ref erence | DENTI FI ED BY i d-aa- cont ent Ref erence }

i d-aa-cont ent Ref erence OBJECT | DENTIFIER :: =
{ iso(1l) nenber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smme(16) id-aa(2) 10 }

Cont ent Ref erence :: = SEQUENCE {
cont ent Type Cont ent Type,
si gnedContentldentifier Contentldentifier,
ori gi nat or Si gnat ur eVal ue OCTET STRI NG }

-- Section 3.2

aa-securitylLabel ATTRIBUTE :: =
{ TYPE ESSSecuritylLabel |DENTIFIED BY id-aa-securitylLabel }

i d-aa-securitylLabel OBJECT | DENTIFIER :: =
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) id-aa(2) 2}

ESSSecuritylLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier,
security-classification Securityd assification OPTI ONAL,
privacy-mark ESSPrivacyMark OPTI ONAL,
security-categories SecurityCategories OPTI ONAL }
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SecurityPolicyldentifier ::= OBJECT | DENTI FI ER

SecurityC assification ::= | NTEGER {
unmar ked (0),
uncl assified (1),
restricted (2),
confidential (3),
secret (4),
top-secret (5)
} (0..ub-integer-options)

ub-i nteger-options | NTEGER ::= 256

ESSPri vacyMark ::= CHO CE {
pString PrintableString (SIZE (1..ub-privacy-mark-1ength)),
utf8String UTE8String (SIZE (1.. MAX))

}

ub-privacy-nmark-1ength | NTEGER ::= 128

SecurityCategories ::=
SET SI ZE (1..ub-security-categories) OF SecurityCategory
{{SupportedSecurityCategories}}

ub-security-categories | NTECER ::= 64
SupportedSecurityCategories SECURI TY- CATEGORY ::={ ... }
-- Section 3.4

aa- equi val ent Label s ATTRI BUTE :: =
{ TYPE Equi val ent Label s | DENTI FI ED BY i d- aa- equi val ent Label s }

i d-aa-equi val ent Label s OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) id-aa(2) 9}

Equi val ent Label s ::= SEQUENCE OF ESSSecuritylLabel
-- Section 4.4
aa- m ExpandHi story ATTRI BUTE :: =
{ TYPE M_.Expansi onHi story | DENTI FI ED BY i d-aa-m ExpandHi story }
i d-aa- ml ExpandHi story OBJECT | DENTIFIER :: =
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) id-aa(2) 3}

M_Expansi onHi story ::= SEQUENCE
SIZE (1..ub-nl-expansion-history) OF MData
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ub- - expansi on-hi story | NTEGER ::= 64

M.Dat a ::= SEQUENCE {
mai |l Listldentifier Entityldentifier,
expansi onTi me Ceneral i zedTi ne,
m Recei pt Pol i cy M_Recei pt Policy OPTI ONAL }

Entityldentifier ::= CHO CE {
i ssuer AndSeri al Nunber | ssuer AndSeri al Nunber,
subj ect Keyl denti fier SubjectKeyldentifier }

M_.Recei ptPolicy ::= CHO CE {
none [ 0] NULL,
i nst eadCf [1] SEQUENCE Sl ZE (1..MAX) OF Ceneral Nanes,
i nAddi tionTo [2] SEQUENCE S| ZE (1..MAX) OF Ceneral Nanes }

-- Section 5.4

aa-signingCertificate ATTRIBUTE :: =
{ TYPE SigningCertificate |DENTIFIED BY
i d-aa-signingCertificate }
i d-aa-signingCertificate OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 12 }

SigningCertificate ::= SEQUENCE {

certs SEQUENCE OF ESSCert | D,

policies SEQUENCE OF Pol i cyl nformati on OPTI ONAL
}

aa-signingCertificatev2 ATTRIBUTE :: =
{ TYPE SigningCertificateV2 | DENTI Fl ED BY
i d-aa-signingCertificateV2 }
i d-aa-signingCertificateV2 OBJECT I DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) id-aa(2) 47 }

SigningCertificateV2 ::= SEQUENCE {
certs SEQUENCE OF ESSCertl| Dv2,
policies SEQUENCE OF Pol i cyl nformati on OPTI ONAL
}
HashAl gorithm ::= Al gorithm dentifier{Dl GEST- ALGORI THM
{nmda- sha256, ...}}
ESSCert | Dv2 ::= SEQUENCE {

hashAl gorithm HashAl gorit hm
DEFAULT { al gorithm nda-sha256. & d },
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cert Hash Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL

}

ESSCert|I D ::= SEQUENCE {
cert Hash Hash,
i ssuer Seri al | ssuer Seri al OPTI ONAL

}

Hash ::= OCTET STRI NG

.= SEQUENCE {
Cener al Nanes,

| ssuer Seri al
i ssuer
seri al Nunber

}
END

10. ASN. 1 Mbdul e for RFC 5083
CMs- Aut hEnvel opedDat a- 2009
{iso(1) nenber-body(2) us(840)
sm me(16) nodul es(0)
DEFINITIONS | MPLICI T TAGS :: =
BEG N

| MPCRTS

Aut hAttri but es, CMSVersi on,
MessageAut hent i cati onCode,
Unaut hAt t ri but es, CONTENT- TYPE

CertificateSerial Nunber

rsadsi (113549) pkcs(1l) pkcs-9(9)

i d- mod- cns- aut hEnvel opedDat a- 02(43) }

Encrypt edCont ent I nf o,
Ori gi nat or I nf o,

Reci pi ent | nf os,

FROM Cr ypt ogr aphi cMessageSynt ax- 2009

{iso(1) nenber-body(2) us(840)
sm me(16) nodul es(0)

rsadsi (113549) pkcs(1l) pkcs-9(9)

i d- nod- cns-2004-02(41)} ;

Cont ent Types CONTENT- TYPE ::= {ct-aut hEnvel opedData, ... }

ct - aut hEnvel opedDat a CONTENT- TYPE :

=

Aut hEnvel opedDat a | DENTI FI ED BY i d-ct - aut hEnvel opedDat a

}

i d-ct-aut hEnvel opedData OBJECT | DENTI FIER :: =

{iso(1) nenber-body(2) us(840)
smnme(16) ct(1) 23}

Aut hEnvel opedDat a :: = SEQUENCE {
ver si on CMSVer si on,
originatorinfo [O]
reci pi entl nfos Reci pi ent nfos,

rsadsi (113549) pkcs(1l) pkcs-9(9)

IMPLICIT Oiginatorlnfo OPTI ONAL,

aut hEncrypt edCont ent | nf o Encrypt edCont ent | nf o,

Hof f man & Schaad

I nf or mat i onal

[ Page 47]



RFC 5911 New ASN. 1 for CM5 and S/M ME June 2010

authAttrs [1] IMPLICIT Aut hAttributes OPTI ONAL,
mac MessageAut henti cati onCode,
unaut hAttrs [2] IMPLICI T Unaut hAttri butes OPTI ONAL

}
END

11. ASN. 1 Modul e for RFC 5084

CMVB- AES- CCM and- AES- GCM 2009
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) snminme(16) nodul es(0) id-nod-cns-aes-ccmgem 02(44) }
DEFINITIONS | MPLICI T TAGS :: =
BEG N
EXPORTS ALL;
| MPORTS

CONTENT- ENCRYPTI ON, SM Me- CAPS

FROM Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d-mod- al gorithm nformation-02(58)};

-- Add this algorithmset to include all of the algorithns defined in
-- t hi s docunent

Cont ent Encrypti onAl gs CONTENT- ENCRYPTI ON :: = {
cea-aesl1l28-CCM | cea-aesl192-CCM | cea-aes256- CCM |
cea-aesl28-GCM | cea-aesl192-GCM | cea-aes256-CCM ... }

SM nmeCaps SM Me- CAPS :: = {

cea- aes128- CCM &sni neCaps |
cea- aes192- CCM &sni neCaps |
cea- aes256- CCM &sni neCaps |
cea- aes128- GCM &sni neCaps |
cea-aesl192- GCM &smi neCaps |
cea- aes256- GCCM &sm neCaps,

}

-- Defining objects

aes OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3) nistAlgorithms(4) 1}

cea- aes128- CCM CONTENT- ENCRYPTI ON :: = {

| DENTI FI ER i d- aes128- CCM
PARAMS TYPE CCMPar aneters ARE required

Hof f man & Schaad I nf or mat i onal [ Page 48]



RFC 5911 New ASN. 1 for CM5 and S/M ME June 2010

SM ME- CAPS { | DENTI FI ED BY i d-aes128- CCM }
}
i d-aes128- CCM OBJECT IDENTIFIER ::= { aes 7 }

cea- aes192- CCM CONTENT- ENCRYPTI ON :: = {
| DENTI FI ER i d- aes192- CCM
PARAMS TYPE CCMPar aneters ARE required
SM ME- CAPS { | DENTI FIED BY i d-aes192-CCM }

}
i d-aes192- CCM OBJECT IDENTIFIER ::= { aes 27 }

cea- aes256- CCM CONTENT- ENCRYPTI ON : : = {
| DENTI FI ER i d- aes256- CCM
PARAMS TYPE CCMPar aneters ARE required
SM ME- CAPS { | DENTI FI ED BY i d- aes256- CCM }

}
i d-aes256- CCM OBJECT I DENTIFIER ::= { aes 47 }

cea- aes128- GCM CONTENT- ENCRYPTI ON :: = {
| DENTI FI ER i d- aes128- GCM
PARAMS TYPE GCMPar aneters ARE required
SM ME- CAPS { | DENTI FI ED BY i d-aes128- GCM }

}
i d-aes128- GCM OBJECT IDENTIFIER ::= { aes 6 }
cea- aes192- GCM CONTENT- ENCRYPTI ON :: = {

| DENTI FI ER i d- aes128- GCM

PARAMS TYPE GCMPar aneters ARE required

SM ME- CAPS { | DENTI FI ED BY i d-aes192- GCM }
}
i d-aes192- GCM OBJECT IDENTIFIER ::= { aes 26 }
cea- aes256- GCM CONTENT- ENCRYPTI ON :: = {

| DENTI FI ER i d- aes128- GCM

PARAMS TYPE GCMPar aneters ARE required

SM ME- CAPS { | DENTI FI ED BY i d- aes256- GCM }
}
i d-aes256- GCM OBJECT IDENTIFIER ::= { aes 46 }

-- Paraneters for Al gorithmdentifier

CCMPar anet ers ::= SEQUENCE {

aes- nonce OCTET STRI NG (Sl ZE(7..13)),

aes-|1 CVl en AES- CCM | CVI en DEFAULT 12 }
AES-CCMICVlien ::= INTEGER (4 | 6 | 8 | 10| 12| 14 | 16)
GCMPar anet ers ::= SEQUENCE {
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aes-nonce OCTET STRING -- recommended size is 12 octets
aes-|1 CVl en AES- CCM | CVI en DEFAULT 12 }

AES-GCM I CVlen ::= INTEGER (12 | 13 | 14 | 15| 16)

END

12. ASN. 1 Modul e for RFC 5275

SM MESynmet ri cKeyDi st ri buti on-2009
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-synkeydi st-02(36)}

DEFINITIONS | MPLICI T TAGS :: =

BEG N

EXPORTS ALL;

| MPORTS

Al gorithmdentifier{}, ALGORI THM DI GEST- ALGORI THM KEY- W\RAP,
SM MECapabi lity{}, SM MECapabilities{}, SM Me-CAPS
FROM Al gori t hm nf or mat i on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}

Gener al Nane

FROM PKI X1I npl i cit-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nmod-pkixl-inplicit-02(59) }

Certificate

FROM PKI X1Expl i ci t-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani snms(5) pkix(7) id-nmod(0) id-nod-pkixl-explicit-02(51) }

Reci pi ent I nfos, KEKIdentifier,CertificateSet

FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nmod-cns-2004-02(41) }

cap- 3DESwr ap

FROM Cr ypt ogr aphi cMessageSynt axAl gorit hns
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cnsal g-2001-02(37) }

AttributeCertificate

FROM PKI XAttributeCertificate-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-attribute-cert-02(47) }
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CMC- CONTROL, EXTENDED- FAI LURE- | NFO

FROM Enr ol | ment MessageSynt ax
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nmod-cnc2002-02(53) }

kwa- aes128-w ap, kwa-aes192-wr ap,
FROV CVSAesRsaesCaep- 2009

{ iso(1l) nmenber-body(2) us(840) rsadsi(113549)

pkcs(1l) pkcs-9(9) smine(16) nodul es(0) id-nod-cns-aes-02(38) } ;

kwa- aes256- w ap

-- This defines the group list (GL symmetric key distribution QD arc
i d-skd OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840)
sm me(16) skd(8) }

rsadsi (113549) pkcs(1l) pkcs-9(9)

SKD- Cont r ol Set CMC- CONTROL : :
skd- gl UseKEK | skd-gl Del ete | skd-gl AddMenber |
skd- gl Del et eMenber | skd- gl Rekey | skd-gl AddOmner |
skd- gl RenoveOmner | skd- gl KeyConprom se |
skd- gl kRef resh | skd-gl aQueryRequest | skd-gl Provi deCert |
skd- gl ManageCert | skd- gl Key, }

This defines the GL Use KEK control attribute

skd- gl UseKEK CMC- CONTROL : :
{ GLUseKEK | DENTI FI ED BY i d-skd- gl UseKEK }

i d- skd- gl UseKEK OBJECT | DENTI FIER ::= { id-skd 1}
GLUseKEK :: = SEQUENCE {
gl Info GLI nfo,
gl Omerlnfo SEQUENCE SI ZE (1.. MAX) OF GLOwner | nf o,

gl Admi ni stration
gl KeyAttri butes

GLAdM ni strati on DEFAULT nanaged,
GLKeyAttri butes OPTI ONAL

}
GLInfo ::= SEQUENCE ({
gl Nane Gener al Nane,
gl Address Cener al Name
}
GLOmer I nfo ::= SEQUENCE ({
gl Oanner Nane CGener al Nane,
gl Omner Address  Gener al Nane,
certificates Certificates OPTI ONAL
}

G Admi ni stration ::
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unnanaged (0),
managed (1),

cl osed (2)
}
-- The advertised set of algorithmcapabilities for the docunent
SKD- Caps SM ME- CAPS :: = {
cap- 3DESw ap | kwa- aes128-w ap. &ni neCaps |
kwa- aes192- wr ap. &smi neCaps | kwa- aes256-wr ap. &ni neCaps,
}

cap-aesl1l28-chc KeyWapAl gorithm::=
{ capabilityl D kwa- aes128-w ap. &mi neCaps. & d }

-- The set of key wap algorithms supported by this specification

KeyW apAl gorithm ::= SM MECapabi | i t y{{ SKD- Caps}}

GLKeyAttributes ::= SEQUENCE {
rekeyControl | edByG.O [ 0] BOOLEAN DEFAULT FALSE,
reci pi ent sNot Mut ual | yAware [ 1] BOOLEAN DEFAULT TRUE,
duration [2] | NTEGER DEFAULT O,
gener ati onCount er [ 3] INTEGER DEFAULT 2,
request edAl gorithm [4] KeyW apAl gorithm

DEFAULT cap- aes128-chbc
-- This defines the Delete GL control attribute.
-- It has the sinple type General Nane.

skd- gl Del ete CMC- CONTROL :: =
{ Del ete@ |DENTIFIED BY id-skd-glDelete }

i d-skd-gl Del ete OBJECT IDENTIFIER ::= { id-skd 2}
Del eteG ::= General Nane

-- This defines the Add GL Menber control attribute

skd- gl AddMenber CMC- CONTROL :: =
{ GLAddMenber | DENTI FI ED BY i d-skd- gl AddMenber }

i d- skd- gl AddMerber OBJECT | DENTIFIER ::= { id-skd 3}
GLAddMenber ::= SEQUENCE {
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gl Nane CGener al Nane,
gl Menmber GLMenber

}
GLMenber ::= SEQUENCE {
gl Menber Name CGener al Nane,
gl Menber Address Gener al Nane OPTI ONAL,
certificates Certificates OPTI ONAL
}
Certificates ::= SEQUENCE {
pKC [0] Certificate OPTI ONAL,
-- See RFC 5280
aC [1] SEQUENCE SIZE (1.. MAX) OF
AttributeCertificate OPTI ONAL,
-- See RFC 3281
certPath [2] CertificateSet OPTI ONAL
-- From RFC 3852
}

-- This defines the Delete G. Menber control attribute

skd- gl Del et eMenber CMC- CONTROL :: =
{ GLDel et eMenber | DENTIFI ED BY i d-skd- gl Del et eMenber }

i d-skd- gl Del et eMenber OBJECT I DENTIFIER ::= { id-skd 4}
GLDel et eMenber :: = SEQUENCE ({
gl Nane Cener al Nane,

gl Menber ToDel et e Gener al Nane
}

-- This defines the Delete G Menber control attribute

skd- gl Rekey CMC- CONTRCL :: =
{ GLRekey | DENTI FI ED BY i d-skd- gl Rekey }

i d- skd- gl Rekey OBJECT IDENTIFIER ::= { id-skd 5}
GLRekey ::= SEQUENCE {
gl Nane Cener al Nane,

gl Adnmi ni stration GLAdM ni stration OPTI ONAL,
gl NewkeyAttri butes G.NewKeyAttributes OPTI ONAL,
gl RekeyAl | GLKeys BOOLEAN OPTI ONAL

}

GLNewKeyAttributes ::= SEQUENCE {
rekeyControl | edByGLO [ 0] BOCOLEAN OPTI ONAL,
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reci pi ent sNot Mut ual | yAwar e [ 1] BOOLEAN OPTI ONAL,

duration [2] I NTEGER OPTI ONAL,
gener ati onCount er [3] I NTEGER OPTI ONAL,
request edAl gorithm [4] KeyW apAl gorithm OPTI ONAL

}
-- This defines the Add and Del ete G. Omer control attributes

skd- gl AddOmner CMC- CONTROL :: =
{ GLOwner Adm ni stration | DENTI FI ED BY i d-skd- gl AddOaner }
i d-skd- gl AddOmer OBJECT IDENTIFIER ::= { id-skd 6}

skd- gl RenroveOmer CMC- CONTROL :: =
{ GLOwner Admi ni stration | DENTI FI ED BY i d- skd- gl RenoveOaner }

i d-skd- gl RenroveOmer OBJECT IDENTIFIER ::= { id-skd 7}

GLOmer Admi ni stration ::= SEQUENCE {
gl Nane CGener al Nane,
gl Omerlnfo GLOmerlnfo

}

-- This defines the GL Key Conpronise control attribute.
-- It has the sinple type General Nane.

skd- gl KeyConpr oni se CMC- CONTRCL : : =
{ GLKConprom se | DENTI FI ED BY i d-skd- gl KeyConpr oni se }

i d- skd- gl KeyConpr oni se OBJECT IDENTIFIER ::= { id-skd 8}
GLKConpr omi se ::= General Nane

-- This defines the GL Key Refresh control attribute.

skd- gl kRef resh CMC- CONTROL :: =
{ CGLKRefresh | DENTIFI ED BY i d-skd- gl kRefresh }

i d-skd-gl kRefresh OBJECT IDENTIFIER ::= { id-skd 9}
GLKRefresh ::= SEQUENCE {

gl Nane Cener al Nane,
dat es SEQUENCE Sl ZE (1..MAX) OF Date

}
Date ::= SEQUENCE {

start CeneralizedTi ne,

end CGener al i zedTi ne OPTI ONAL
}
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-- This defines the GLA Query Request control attribute.

skd- gl aQuer yRequest CMC- CONTRCL :: =
{ GLAQueryRequest | DENTI FI ED BY i d- skd- gl aQuer yRequest }

i d-skd- gl aQuer yRequest OBJECT IDENTIFIER ::= { id-skd 11}
SKD- QUERY : : = TYPE- | DENTI FI ER

SkdQuerySet SKD- QUERY :: = {skd- Al gRequest, ...}
GLAQuer yRequest ::= SEQUENCE {
gl aRequest Type SKD- QUERY. & d ({SkdQuerySet}),
gl aRequest Val ue  SKD- QUERY.
&Type ({SkdQuerySet}{ @l aRequest Type})
}

-- This defines the GLA Query Response control attribute.

skd- gl aQuer yResponse CMC- CONTROL :: =
{ GLAQueryResponse | DENTI FI ED BY i d-skd- gl aQuer yResponse }

i d-skd- gl aQuer yResponse OBJECT I DENTIFIER ::= { id-skd 12}
SKD- RESPONSE : : = TYPE- | DENTI FI ER

SkdResponseSet SKD- RESPONSE :: = {skd- Al gResponse, ...}
GLAQuer yResponse :: = SEQUENCE ({

gl aResponseType SKD- RESPONSE.
& d({SkdResponseSet}),
gl aResponseVal ue SKD- RESPONSE.
&Type({SkdResponseSet } { @l aResponseType})}

-- This defines the GLA Request/Response (glaRR) arc for
-- gl aRequest Type/ gl aResponseType.

i d-cnt-gl aRR OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) cnc(7) gl aRR(99) }

-- This defines the Al gorithm Request

skd- Al gRequest SKD- QUERY :: = {
SKDAI gRequest | DENTI FI ED BY i d-cnt- gl a- skdAl gRequest
}
i d-cnt- gl a- skdAl gRequest OBJECT IDENTIFIER ::= { id-cnc-glaRR 1 }
SKDAI gRequest ::= NULL
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-- This defines the Al gorithm Response

skd- Al gResponse SKD- RESPONSE : : = {
SM MECapabi | i t y{{ SKD- Caps}} | DENTI FI ED BY
i d-cnt- gl a- skdAl gResponse
}
i d-cnt- gl a- skdAl gResponse OBJECT IDENTIFIER ::= { id-cnc-glaRrR 2 }

-- Note that the response for al gorithnSupported request is the
-- snmineCapabilities attribute as defined in RFC 3851.

-- This defines the control attribute to request an updated
-- certificate to the GLA

skd- gl Provi deCert CMC- CONTROL :: =
{ GLManageCert | DENTI FI ED BY i d-skd-gl Provi deCert }

i d-skd-gl Provi deCert OBJECT IDENTIFIER ::= { id-skd 13}
GLManageCert ::= SEQUENCE {

gl Nane Gener al Nane,
gl Menber G.Menber

-- This defines the control attribute to return an updated
-- certificate to the GLA. It has the type GLManageCert.

skd- gl ManageCert CMC- CONTRCOL :: =
{ GLManageCert | DENTI FI ED BY i d-skd-gl ManageCert }

i d-skd- gl ManageCert OBJECT | DENTIFIER ::= { id-skd 14}

-- This defines the control attribute to distribute the G shared
-- KEK

skd- gl Key CMC- CONTRCL :: =
{ GLKey | DENTI FI ED BY i d-skd- gl Key }

i d-skd-gl Key OBJECT IDENTIFIER ::= { id-skd 15}
GLKey ::= SEQUENCE ({
gl Nane Gener al Nane,
gl ldentifier KEKIdentifier, -- See RFC 3852
gl kW apped Reci pientlnfos, -- See RFC 3852

gl KAl gorithm KeyW apAl gorithm
gl kNot Before GCeneral i zedTi ne,
gl kNot Af t er Cener al i zedTi e
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-- This defines the CMC error types

skd- Ext endedFai | ures EXTENDED- FAI LURE- | NFO : : = {
SKDFai | I nfo | DENTI FI ED BY i d-cet-skdFaillnfo

}

i d-cet-skdFaillnfo
{ iso(1)
mechani snms(5) pki x(7)

SKDFai |l I nfo :: =
unspeci fi ed
cl osedG
unsupport edbDurati on
noG. ACertificate
i nval i dCert
unsupport edAl gorithm
noGLONaneMat ch
i nval i dG.Nane
naneAl r eadyl nUse
noSpam
deni edAccess
al r eadyAMenber
not AMenber
al r eadyAnOmner
not AnOaner

| NTEGER {

END
13.

Even though all

Security Considerations

the RFCs in this docunent are security-related,

OBJECT | DENTIFIER :: =
i dentified-organi zation(3) dod(6)

internet (1) security(b)
cet (15) skdFaillnfo(1) }

(0),
(1),
(2),
(3),
(4),
(5),
(6),
(7).
(8),
(9),
(10),
(11),
(12)!
(13),
(14) }

t he

have any security considerations. The ASN. 1

nmodul es keep the sane bits-on-the-wire as the nodul es that they

docunent itself does not
repl ace.
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