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Abst r act

Thi s docunent defines an extension to the Protocol for Carrying

Aut hentication for Network Access (PANA) for proactively establishing
a PANA Security Association between a PANA Cient in one access
networ k and a PANA Aut hentication Agent in another access network to
which the PANA dient nay nove.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmmunity. This document is a product of the Internet Engineering
Task Force (IETF). 1t has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5873

Copyright Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The Protocol for Carrying Authentication for Network Access (PANA)

[ RFC5191] carries Extensible Authentication Protocol (EAP) nessages
between a PANA dient (PaC) and a PANA Authentication Agent (PAA) in
the access network. |If the PaCis a nobile device and is capabl e of
nmovi ng from one access network to another while running its
applications, it is critical for the PaC to perform a handover

seam essly without degrading the performance of the applications
during the handover period. Wen the handover requires the PaC to
establish a PANA session with the PAA in the new access network, the
signaling to establish the PANA session should be conpleted as fast
as possible. See [RFC5836] for the handover |atency requiremnents.

Thi s docunent defines an extension to the PANA protocol [RFC5191]
used for proactively executing EAP authentication and establishing a
PANA SA (Security Association) between a PaC in an access network and
a PAA in another access network to which the PaC may nove. The
extension to the PANA protocol is designed to realize direct
pre-authentication defined in [RFC5836]. How to realize

aut hori zati on and accounting with the use of the pre-authentication
extension is out of the scope of this docunent.

1.1. Specification of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD'
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [RFC2119].
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2. Term nol ogy

The following terns are used in this docunent, in addition to the
terns defined in [ RFC5191].

Serving Network: The access network to which the host is currently
att ached.

Candi date Network: An access network that is a potential target of
t he host’s handover.

Serving PAA (SPAA): A PAA that resides in the serving network and
provi des network access authentication for a particular PaC.

Candi date PAA (CPAA): A PAA that resides in a candidate network to
whi ch the PaC may nove. A CPAA for a particular PaC may be a SPAA
for another PaC.

Pre-authentication: Pre-authentication refers to EAP
pre-authentication and is defined as the utilization of EAP to
pre-establish EAP keying material on an authenticator prior to
arrival of the peer at the access network served by that
aut henticator [RFC5836]. |In this docunent, EAP pre-authentication
is performed between a PaC and a CPAA

3. Pre-Authentication Procedure

A PaC that supports pre-authentication may establish a PANA session
for each CPAA

There nay be several nechanisns for a PaC to discover a CPAA. An IP
address of the discovered CPAA is the output of those nechanisns.
PANA pre-aut hentication is performed between the PaC and CPAA using
the di scovered | P address of the CPAA. | EEE 802. 21 [802. 21]
Information Service MAY be used as a CPAA di scovery nechani sm

There nay be a nunber of criteria for CPAA selection, the timng to
start pre-authentication, and the timng as to when the CPAA becones
the SPAA. Such criteria can be inplenentation-specific and thus are
out si de the scope of this docunent.

Pre-authentication is initiated by a PaCin a way simlar to nornal
aut hentication. A new'E (prE-authentication) bit is defined in the
PANA header. When pre-authentication is performed, the 'FE
(prE-authentication) bit of PANA nmessages is set in order to indicate
that this PANA run is for pre-authentication. Use of
pre-authentication is negotiated as foll ows.
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0 Wien a PaC initiates pre-authentication, it sends a PANA-dient-
Initiation (PCl) message with the "E (prE-authentication) bit
set. The CPAA responds with a PANA- Aut h- Request (PAR) nessage
with the 'S (Start) and "E (prE-authentication) bits set only if
it supports pre-authentication. Oherwise, the 'F
(prE-authentication) bit of the PAR nessage will be cleared
according to Section 6.2 of [RFC5191], which results in a
negoti ation failure.

0 Once the PaC and CPAA have successfully negotiated on performng
pre-authentication using the 'S (Start) and 'FE
(prE-authentication) bits, the subsequent PANA nessages exchanged
bet ween them MJUST have the 'E (prE-authentication) bit set until
t he CPAA becones the SPAA of the PaC. The PaC may conduct this
exchange with nore than one CPAA. If the PaC and CPAA have failed
to negotiate on performni ng pre-authentication, the PaC or CPAA
that sent a message with both the 'S (Start) and 'F
(prE-authentication) bits set MJST discard the nessage received
fromthe peer with 'S (Start) bit set and the 'F
(prE-authentication) bit cleared, which will eventually result in
PANA session ternination.

If IP reconfiguration is needed in the access network associated with
the CPAA, the "I’ (I P Reconfiguration) bit in PAR nessages used for
pre-authentication between the PaC and CPAA is also set. The "I’ (IP
Reconfiguration) bit in these nmessages takes effect only after the
CPAA becones the SPAA

When a CPAA of the PaC becones the SPAA, e.g., due to nmovenent of the
PaC, the PaC inforns the PAA of the change using PANA-Notification-
Request (PNR) and PANA- Notification-Answer (PNA) nessages with the
"P" (Ping) bit set and the "E (prE-authentication) bit cleared. The
"E' (prE-authentication) bit MJST be cleared in subsequent PANA
nessages.

A PANA SA is required for pre-authentication in order to securely
associ ate the PNR/ PNA exchange to the earlier authentication.

The PANA session between the PaC and a CPAA is deleted by entering
the term nati on phase of the PANA protocol.

An exanple call flow for pre-authentication is shown in Figure 1.
Not e that EAP authentication is perforned over PAR and

PANA- Aut h- Answer (PAN) exchanges, including the one with the 'C
(Complete) bit set.

Chba & Yegin Experi ment al [ Page 4]



RFC 5873 Pre- Aut henti cati on Support for PANA May 2010
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Figure 1: Pre-Authentication Call Flow
4. PANA Extensions

A new 'E (prE-authentication) bit is defined in the Flags field of
t he PANA header as foll ows.

0 1

0123456789012345
B ol ok ks o S S S e e e S
IRSCAPI Errrrrrrrr]
Bk o I I e S S T e e e e

"E' (prE-authentication) bit: Wen pre-authentication is perforned,

the "E (prE-authentication) bit of PANA nessages is set in order
to indicate whether this PANA run is for pre-authentication. The
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5.

exact usage of this bit is described in Section 3. Bit 6 has been
assi gned by | ANA

Backward Conpatibility

Backward conpatibility between a PANA entity that does not support
the pre-authentication extension and another PANA entity that
supports the pre-authentication extension is nmaintained as foll ows.

When a PaC that supports the pre-authentication extension initiates
PANA pre-aut hentication by sending a PCl nessage with the 'F
(prE-authentication) bit set to a PAA that does not support the
pre-authentication extension, the PAAwll ignore the 'E
(prE-authentication) bit according to Section 6.2 of [RFC5191], and
try to process the nessage as a normal authentication attenpt. As a

result, the PaC will receive a PAR nessage with the 'E
(prE-authentication) bit cleared. 1In this case, the negotiation on
the use of pre-authentication will fail, and eventually the PANA

session will be term nated as described in Section 3.
Security Considerations

This specification is based on the PANA protocol, and it exhibits the
same security properties, except for one inportant difference:

Pre-aut henticating PaCs are not physically connected to an access
networ k associated with the PAA, but they are connected to sone other
network somewhere else on the Internet. This distinction can create
greater denial-of-service (DoS) vulnerability for systenms usi ng PANA
pre-authentication if appropriate nmeasures are not taken. An
unprotected PAA can be forced to create state by an attacker PaC that
nmerely sends PCl nessages.

[ RFC5191] describes how the PAA can stay statel ess while respondi ng
to incomng PCls. PAAs using pre-authentication SHOULD be foll ow ng
t hose guidelines (see [RFC5191], Section 4.1).

Furthernmore, it is recomended that PANA pre-authenticati on nessages
be only accepted fromPaCs originating fromwell-known |P networks
(e.g., physically adjacent networks) for a given PAA. These IP
networ ks can be used with a whitelist inplenmented on either the
firewal | protecting the perinmeter around the PAA or the PAA itself.
This prevention neasure SHOULD be used whenever it can be practically
applied to a given depl oynent.
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7. | ANA Consi derati ons

As described in Section 4, and followi ng the new | ANA all ocation
policy on PANA nessages [RFC5872], bit 6 of the Flags field of the
PANA header has been assigned by I ANA for the 'F
(prE-authentication) bit.
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