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Abstr act

Thi s docunent describes a nethod for displaying downgraded nessages
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i nternationalized header fields.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
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Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunent is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
comunity. |t has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/ rfc5825

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

The Email Address Internationalization (UTF8SMIP) extensi on docunent
set [ RFC4952] [ RFC5336] [ RFC5335] [RFC5337] expands Email address
structure, syntax, and email header format. To avoid rejection of

i nternationalized ermail nessages, the downgradi ng mechani sm [ RFC5504]
converts an internationalized nessage to a traditional email nmessage
when a server in the delivery path does not support the UTF8SMIP
extension. The downgraded nessage is a traditional emil nessage,
except the nessage has "Downgraded-" header fields.

A perfect reverse-function of the downgradi ng does not exi st because
the encodi ng defined in [ RFC2047] is not exactly reversible and
"Recei ved" header field downgrading may renove FOR cl ause
information. The restoration of the downgradi ng should be done once
at the final destination of the downgraded nessage such as Ml User
Agents (MJAs) or | MAP servers. This docunent describes the
restoration nethods for displaying downgraded nessages in MJAs.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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3.

3.

3. 2.

Specialized terns used in this specification are defined in the EAl
overvi ew [ RFC4952] or in [RFC5321], [RFC5322], or the M ME docunents
[ RFC2045], [RFC2047], [RFC2183], and [ RFC2231].

Thi s docunent depends on [ RFC5335] and [ RFC5504]. Key words used in
t hose docunents are used in this docunent, too.

The term "M ME decode" is used for both "encoded-word" decoding
defined by [ RFC2047] and M ME paranet er val ue decodi ng defined by
[ RFC2231] .

Converting Downgraded Message Headers for Display
Consi der ati ons

The order of sonme header fields (such as "Resent-*" fields) is
significant. The process of regenerating the original fields from
t he downgraded ones MJST NOT reorder the fields.

In order to regenerate a field froma specific downgraded header
field, it’'s necessary to find the correspondi ng repl acenent in the
current nmessage. |f the corresponding field cannot be found, the
downgr aded header field in question cannot be regenerated and used.

In any case where reconstruction of a particular downgraded header
field fails, both header fields (the "downgraded-YYY" header field
and the "YYY" header field) SHOULD be left in the nessage as they

are. The MJUA MAY choose to communi cate the situation to the user

(see the "Security Considerations” section).

The Process

A MJA MAY decode and regenerate the original header fields of the
message (Mail Transport Agents (MrAs) and Mail Delivery Agents (NMDAs)
SHOULD NOT attenpt to do this; it SHOULD be left to the MJA). This
procedure can be used to approxinately reverse the downgrade process,
but it will not always construct the original header fields exactly.

Three types of downgraded header fields are described in Section 3 of
[ RFC5504] :

1. "Envel ope Infornmation Preservation Header Fields", described in
RFC5504 Section 3.1 and in Section 3.2.1, bel ow

2. "Address Header Fields’ Preservation Header Fields", described in
RFC5504 Section 3.2 and in Section 3.2.2, bel ow
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3. "Unknown Header Fields’ Preservation Header Fields", described in
RFC5504 Section 3.3 and in Section 3.2.3, bel ow

After processi ng downgraded header fields, decode all header fields,
as described in [ RFC2047] and [ RFC2231].

3.2.1. No Reconstruction of the Envel ope Infornmation Preservation
Header Fi el ds

Envel ope informati on preservation header fields are new fields that
m ght have been added by the downgrade process. Because they do not
represent fields that appeared in the original nmessage, this process
is not applicable to them

3.2.2. Reconstructing the Address Header Fields Preservation Header
Fi el ds

Reconstructing address header fields’' preservation header fields is
OPTI ONAL, and a deci sion MAY be nmade on each field, individually. 1In
particular, it mght be less inportant to process the "Resent-*"
header fields, so an inplenentati on MAY choose to skip those.

To construct a displayable copy of a header field fromone of these
downgr aded header fields, follow this procedure:

1. In an edit buffer, create a new header field:

(a) For the field name, renove the "Downgraded-" prefix fromthe
downgraded field name. For exanple, "Downgraded-Front
becones "Front, and "Downgraded- Resent - To" becones
"Resent - To".

(b) For the field value, decode the M Me-encoded val ue of the
downgraded field according to [ RFC2047].

2. Apply "Email Header Fields Downgrading", defined in Section 5 of
[ RFC5504], to the field in the edit buffer. The process
generates two header fields, one is ASCI|I header field and the
other is the Address Header Fields Preservation Header Field.
Put the generated ASCI| header field into conparison buffer 1

3. Canonicalize the header field in the conparison buffer 1

1. Unfold all header field continuation |ines as described in
[ RFC5322] .
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2. Ensure that there is one space character before and one after

the <mail box-list> separator ",". |f a space character is
m ssing, insert one.

3. Ensure that there is one space character before and one after
each <comment>. |If a space character is mssing, insert one.

4. Decode each <encoded-word> whose charset is "UTF-8".

5. Convert all sequences of one or nore WSP characters to a
singl e space character. WSP characters here include those
before and after a line-folding boundary.

6. Delete all WBP characters at the end of each unfol ded header
field val ue.

7. Delete any WBP characters remai ning before and after the
col on separating the header field name fromthe header field
val ue, retaining the colon separator

4. Locate the first instance of the corresponding field in the
message’ s headers

5. Canonicalize the located field as in step 3, and put the result
into conparison buffer 2.

6. Conpare the header field in conparison buffer 1 with the header
field in conparison buffer 2. |If they match, go to step 8.

7. Locate the next instance of the corresponding field in the
message’ s headers. |If one is found, go to step 5. If none is
found, stop: you cannot use this downgraded field because you
can’t find its replacenent in the nessage.

8. Replace the located header field with the one in the edit buffer
You MUST NOT reorder the header fields when you do this; it’'s
important to replace the field in the same place. Renove the
target downgraded header field in the nessage header

3.2.3. The Unknown Header Fields' Preservation Header Fields

The unknown header fields' preservation header fields SHOULD be |eft
as they are unless the MJA has special know edge of a particul ar
field. An MJA with such know edge MAY use the procedure sinmlar to
the procedure in Section 3.2.2, above, for those fields about which
it knows. (Note that the whitespace canonicalization rule m ght not
be applicable to sonme header fields.)
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4.

6.

6.

1

Security Considerations

Wiile information in any email header should usually be treated with
some suspicion, current email systens commonly enpl oy vari ous
mechani snms and protocols to nake the information nore trustworthy.
For exanpl e, an organi zation’s boundary MIA can nodify "Fronm |ines
so that nessages arriving fromoutside the organization are easily

di stinguishable frominternal emails. As a result of that rewiting,
the "From' header field might not match the "Downgraded- Front header
field.

A MJUA MAY enphasi ze bogus or broken address header fields
preservation header fields found in step 7 of Section 3.2.2.

Hi ding the information fromthe actual header fields when using the
"Downgr aded-" header fields does not cause |loss of information if
generating M MeE-decoded header fields in step 1 of Section 3.2.2 and
the conparison done in step 7 are successful. To ensure that no
information is lost, a MJA SHOULD have a function that uses the
actual nessage that was received (wth/w thout MM decoding) to
render the nessage.

We have focused, here, on issues with displaying dowmngraded nessages.
For nore discussion of downgraded and internationalized nessages in
general, see the "Security Considerations" section in [ RFC5504] and

[ RFC4952] .
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Appendi x A, Exanpl es

This section shows an exanpl e of displaying a downgraded nessage.
First, an exanple of the original UTF8SMIP nessage and its downgraded
message are shown. The exanple comes from "Exanple 1" of [RFC5504]
and three header fields, "Unknown-Field", "Resent-Front, and
"Resent-To", are added. The exanple UTF8SMIP nessage is shown in

Fi gure 1.

Message-1d: MESSACE | D

M me-Version: 1.0

Cont ent - Type: text/plain; charset="UTF-8"

Cont ent - Transf er - Encodi ng: 8bi t

Subj ect: NON- ASCI | - SUBJECT

Unknown- Fi el d: NON- ASCI | - Unknown

From DI SPLAY-1ocal <NON- ASCI -1 ocal @xanpl e. com
<ASCl | - | ocal @xanpl e. conm>>

To: DI SPLAY-renotel <NON- ASCl | -renot el@xanpl e. net
<ASCI | - r enot el@xanpl e. net >>

Cc: DI SPLAY-renote2 <NON- ASCl | -renot e2@xanpl e. or g>

Resent - From DI SPLAY-renpt el <NON- ASCI | - r enot el@xanpl e. net
<ASCI | - r enot el@xanpl e. net >>

Resent - To: DI SPLAY-reto <NON- ASCI | -r et o@xanpl e. net
<ASCl | -r et o@xanpl e. net >>

Dat e: DATE

MAI L_BODY

Figure 1: Original message

Fujiwara & Leiba Experi ment al [ Page 8]



RFC 5825 Di spl ayi ng Downgraded Messages April 2010

A delivered downgraded nessage is shown in Figure 2. A Return-Path
header will be added by the final destination MIA. Some "Received"
header fields may be added.

Ret urn-Pat h: <ASClI | -1 ocal @xanpl e. cone
Recei ved: ...
Downgr aded- Mai | - From =?UTF- 8?Q?<NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCl | - | ocal @xanpl e. con>>?=
Downgr aded- Rcpt - To: =?UTF- 8?Q?<NON- ASCI | - r enpt el@xanpl e. net _?=
=?UTF- 8?Q?<ASCl | - r enot el@xanpl e. net >>?=
Message-1d: MESSACE | D
M nme-Version: 1.0
Cont ent - Type: text/plain; charset="UTF-8"
Cont ent - Transf er - Encodi ng: 8bi t
Subj ect: =?UTF- 8?Q?NON- ASCI | - SUBJECT?=
Downgr aded- Unknown- Fi el d: =?UTF- 8?Q?NON- ASCI | - Unknown?=
From =?UTF-8?Q?Dl SPLAY-I| ocal ?= <ASCI | - | ocal @xanpl e. conp
Downgr aded- From =?UTF- 8?Q?DI SPLAY-1 ocal _<NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCl | - | ocal @xanpl e. con>>?=
To: =?UTF-8?Q?Dl SPLAY-r enot el?= <ASCl | - renot el@xanpl e. net >
Downgr aded- To: =?UTF-8?Q?Dl SPLAY-renot el_?=
=?UTF- 8?Q?<NON- ASCl | - renpt el@xanpl e. net _<ASCI | - r enot el@xanpl e. net >>?=
Cc: =?UTF-8?Q?Dl SPLAY-renpt e2?= Internationalized address
=?UTF- 8?Q?NON- ASCI | - r enpt e2@xanpl e. org?= renoved: ;
Downgr aded- Cc: =?UTF- 8?Q?DI SPLAY-renot e2_7?=
=?UTF- 8?Q?<NON- ASCI | - r enpt e2@xanpl e. or g>?=
Resent - From =?UTF- 8?Q?DlI SPLAY-r enot el?= <ASCl | - r enot el@xanpl e. net >
Downgr aded- Resent - From =?UTF- 8?Q?Dl SPLAY-renot el ?=
=?UTF- 8?Q?<NON- ASCl | - renpt el@xanpl e. net _<ASCI | - r enpt el@xanpl e. net >>?=
Resent - To: =?UTF- 8?Q?Dl SPLAY-r et 0?= <ASCl | -r et o@xanpl e. net >
Downgr aded- Resent - To: =?UTF- 8?Q?DI SPLAY-reto_?=
=?UTF- 8?Q?<NON- ASCl | - ret o@xanpl e. net _<ASCl | -ret o@xanpl e. net >>?7=
Dat e: DATE

MAI L_BODY

Fi gure 2: Downgraded nessage
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Fi gure 3 shows the M ME-decoded nessage of Figure 2. The recipient
can read the original "Front, "To", "Cc", "Resent-Fron', "Resent-To"
and "Unknown-Fi el d* header fields as "Downgraded- Front,

" Downgr aded- To", "Downgraded-Cc", "Downgraded-Resent-Front,

" Downgr aded- Resent - To", and "Downgr aded- Unknown- Fi el d" header fi el ds.

Ret urn-Path: <ASClI | -1 ocal @xanpl e. conp
Recei ved: ...
Downgr aded- Mai | - From <NON- ASCl | -1 ocal @xanpl e. com
<ASCl | - | ocal @xanpl e. con>>
Downgr aded- Rcpt - To: <NON- ASCI | - r enot el@xanpl e. net
<ASCI | - r enot el@xanpl e. net >>
Message-1d: MESSACE | D
M me-Version: 1.0
Cont ent - Type: text/plain; charset="UTF-8"
Cont ent - Tr ansf er - Encodi ng: 8bi t
Subj ect: NON- ASCI | - SUBJECT
Downgr aded- Unknown- Fi el d: NON- ASCI | - Unknown
From DI SPLAY-1ocal <ASClI-I ocal @xanpl e. conr
Downgr aded- From DI SPLAY-1 ocal <NON- ASCI | -1 ocal @xanpl e. com
<ASCl | -1 ocal @xanpl e. con>>
To: DI SPLAY-renotel <ASCI I -renotel@xanpl e. net >
Downgr aded- To: DI SPLAY-renot el <NON- ASCI | -renot el@xanpl e. net
<ASCI | - r enot el@xanpl e. net >>
Cc: DI SPLAY-renpte2 |Internationalized address
NON- ASCI | - r enpt e2@xanpl e. org renoved: ;
Downgr aded- Cc: DI SPLAY-renot e2 <NON- ASCI | - r enot e2@xanpl e. or g>
Resent - From DI SPLAY-renpot el <ASCl | -renot el@xanpl e. net >
Downgr aded- Resent - From DI SPLAY-r enot el
<NON- ASCI | -renot el@xanpl e. net <ASCI | -r enot el@xanpl e. net >>
Resent - To: DI SPLAY-reto <ASCl | -ret o@xanpl e. net >
Downgr aded- Resent - To: DI SPLAY-reto
<NON- ASCI | -r et o@xanpl e. net <ASClI | -r et o@xanpl e. net >>
Dat e: DATE

MAI L_BODY

Fi gure 3: M ME-decoded nessage
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A.1. Displaying Exanpl e

Thi s exanpl e shows how to display the message in Figure 2, above,
using the process defined in Section 3. For sinplicity, we will show
the reconstruction of all the applicable fields at once.

Sel ecting all Downgraded-* fields gives this:

Downgr aded- Mai | - From =?UTF- 8?Q?<NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCl | - | ocal @xanpl e. con>>?=
Downgr aded- Rcpt - To: =?UTF- 8?Q?<NON- ASCI | - r enot el@xanpl e. net _?=
=?UTF- 8?Q?<ASCl | - r enpot el@xanpl e. net >>?=
Downgr aded- Unknown- Fi el d: =?UTF- 8?Q?NON- ASCI | - Unknown?=
Downgr aded- From =?UTF- 8?Q?DI SPLAY-1 ocal <NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCl | - | ocal @xanpl e. con>>?=
Downgr aded- To: =?UTF- 82Q?DI SPLAY-renot el ?=
=?UTF- 8?Q?<NON- ASCl | - renpt el@xanpl e. net _<ASCI | - r enpot el@xanpl e. net >>?=
Downgr aded- Cc: =?UTF- 8?Q?DI SPLAY-renot e2_7?=
=?UTF- 8?Q?<NON- ASCI | - r enpt e2@xanpl e. or g>?=
Downgr aded- Resent - From =?UTF- 8?Q?Dl SPLAY-renotel ?=
=?UTF- 8?Q?<NON- ASCl | - renpt el@xanpl e. net _<ASClI | - r enot el@xanpl e. net >>?=
Downgr aded- Resent - To: =?UTF- 8?Q?DI SPLAY-reto_?=
=?UTF- 8?Q?<NON- ASCI | - r et o@xanpl e. net _<ASCl | - r et o@xanpl e. net >>?=

Fi gure 4: Downgraded header fields

Two of the fields, "Downgraded-Mil-From' and "Downgraded- Rcpt - To",
are envel ope information preservation header fields, and will not be
reconstructed. One field, "Downgraded-Unknown-Field", is an unknown
header fields’ preservation header field and will also not be
reconstructed. That | eaves the address header fields preservation
header fields to be reconstructed.

Downgr aded- From =?UTF- 8?Q?DI SPLAY-1 ocal _<NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCl | - | ocal @xanpl e. con>>?=
Downgr aded- To: =?UTF- 8?Q?DI SPLAY-renot el ?=
=?UTF- 8?Q?<NON- ASCI | - renpt el@xanpl e. net _<ASCI | -r enpt el@xanpl e. net >>?=
Downgr aded- Cc: =?UTF- 8?Q?Dl SPLAY-r enot e2_?=
=?UTF- 8?Q?<NON- ASCI | - r enpt e2@xanpl e. or g>?=
Downgr aded- Resent - From =?UTF- 8?Q?Dl SPLAY-renot el ?=
=?UTF- 8?Q?<NON- ASCl | - renpt el@xanpl e. net _<ASCI | - r enpot el@xanpl e. net >>?=
Downgr aded- Resent - To: =?UTF- 8?Q?DI SPLAY-reto_?=
=?UTF- 8?Q?<NON- ASCI | - r et o@xanpl e. net _<ASCl | -ret o@xanpl e. net >>?7=

Figure 5: Header fields for the reconstruction

Fujiwara & Leiba Experi ment al [ Page 11]



RFC 5825 Di spl ayi ng Downgraded Messages April 2010

Now, performstep 1 to the downgraded header fields shown in Figure 5
and create an edit buffer.

From DI SPLAY-1ocal <NON- ASCI -1 ocal @xanpl e. com
<ASCl | - | ocal @xanpl e. conm>>
To: DI SPLAY-renotel <NON- ASCl | -renot el@xanpl e. net
<ASCI | - r enot el@xanpl e. net >>
Cc: DI SPLAY-renote2 <NON- ASCl | -renot e2@xanpl e. or g>
Resent - From DI SPLAY-renpot el
<NON- ASCI | -r enpot el@xanpl e. net <ASCl | -r enpt el@xanpl e. net >>
Resent - To: DI SPLAY-reto
<NON- ASCI | -ret o@xanpl e. net <ASClI | -r et o@xanpl e. net >>

Figure 6: edit buffer: Qutput of step 1

Apply "Email Header Fields Downgrading” to the "edit buffer". It
gener at es downgraded ASCI| header fields and the address header
fields’ preservation header fields. The latter fields are the sane
as the downgraded header fields. Put the former fields into
"conparison buffer 1".

From DI SPLAY-1| ocal <ASCl | -1 ocal @xanpl e. conp
To: DI SPLAY-renot el <ASClI I -renot el@xanpl e. net >
Cc: Dl SPLAY-renpte2 Internationalized address
NON- ASCI | - renpot e2@xanpl e. org renoved: ;
Resent - From DI SPLAY-renot el <ASCl | -renot el@xanpl e. net >
Resent - To: DI SPLAY-reto <ASCl | -ret o@xanpl e. net >

Figure 7: conparison buffer 1. Qutput of step 3
Perform steps 4 to 6, conparison, for each header field. Five header
fields, "Front, "To", "Cc", "Resent-From' and "Resent-To" fields will

match, and we will proceed to step 8. (Step 7, iteration, does not
apply in this exanple.
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Performstep 8, replacing all applicable fields, w thout changing the
order. Then, do M ME decodi ng on everything, for display.

Ret urn-Pat h: <ASClI | -1 ocal @xanpl e. cone

Recei ved: ...

Downgr aded- Mai | - From <NON- ASCI | -1 ocal @xanpl e. com
<ASCl | - | ocal @xanpl e. con>>

Downgr aded- Rcpt - To: <NON- ASCI | - renot el@xanpl e. net >
<ASCl | - r enot el@xanpl e. net >

Message-1d: MESSACE | D

M me-Version: 1.0

Cont ent - Type: text/plain; charset="UTF-8"

Cont ent - Transf er - Encodi ng: 8bi t

Subj ect: NON- ASCI | - SUBJECT

Downgr aded- Unknown- Fi el d: NON- ASCI | - Unknown

From DI SPLAY-1ocal <NON- ASCI -1 ocal @xanpl e. com
<ASCl | - | ocal @xanpl e. conm>>

To: DI SPLAY-renotel <NON- ASCl | -renot el@xanpl e. net
<ASCI | - r enot el@xanpl e. net >>

Cc: DI SPLAY-renote2 <NON- ASCl | -renot e2@xanpl e. or g>

Resent - From DI SPLAY-renpt el <NON- ASCI | - r enot el@xanpl e. net
<ASCI | - r enot el@xanpl e. net >>

Resent - To: DI SPLAY-reto <NON- ASCI | -r et o@xanpl e. net
<ASCl | -r et o@xanpl e. net >>

Dat e: DATE

Figure 8: The final result
As a result, in this sinple exanple, sone original header fields are
now di splayed in their original form D fferences between Figure 1

and Figure 8 are Return-Path, Downgraded- Mail - From
Downgr aded- Rcpt - To, and Downgr aded- Unknown- Fi el d.
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