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1

I ntroduction

| GW version 3 [2] and MLD version 2 [3] inplement source filtering
capabilities that are not supported by their earlier versions, |Gwvl
[4], 1Gwv2 [5], and MLDv1l [6]. An |IGWv3- or M.Dv2-capabl e host can
tell its upstreamrouter which group it would Iike to join by

speci fying which sources it does or does not intend to receive

mul ticast traffic from |GwWv3 and M.Dv2 add the capability for a
mul ticast router to learn sources that are of interest or that are
not of interest for a particular nulticast address. This information
is used during forwardi ng of nulticast data packets.

| NCLUDE and EXCLUDE filter-nodes are introduced to support the source

filtering function. |If a host wants to receive fromspecific
sources, it sends an | GWv3 or M.Dv2 report with filter-node set to
I NCLUDE. |If the host does not want to receive fromsone sources, it

sends a report with filter-node set to EXCLUDE. A source-list for
the given sources shall be included in the Report nessage.

| NCLUDE and EXCLUDE filter-nodes are also defined in a nulticast
router to process the |GWv3 or M.Dv2 reports. When a nulticast
router receives the Report messages fromits downstream hosts, it
forwards the corresponding nulticast traffic by managi ng requested
group and source addresses. Goup tinmers and source timers are used
to maintain the forwarding state of desired groups and sources under
certain filter-nodes. Wen a group report arrives or a certain timer
expires, a multicast router may update the desired or undesired
source-lists, reset related tiner values, change filter-node, or
trigger group queries. Wth all of the above factors correlating
with each other, the determ nation rules becone relatively conpl ex,
as the interface states could be frequently changed.

The multicast filter-node inproves the ability of the multicast
receiver to express its desires. It is useful to support Source-
Specific Multicast (SSM [7] by specifying interesting source
addresses with I NCLUDE node. However, practical applications do not
use EXCLUDE node to bl ock sources very often, because a user or
application usually wants to specify desired source addresses, not
undesi red source addresses. Even if a user explicitly refuses
traffic fromsome sources in a group, when other users in the same
shared network have an interest in these sources, the corresponding
mul ticast traffic will still be forwarded to the network. It is
general ly unnecessary to support the filtering function that bl ocks
sour ces.

Thi s docunent proposes sinplified versions of | GWv3 and M.Dv2, naned
Li ght wei ght 1 GWv3 and Li ghtwei ght M.Dv2 (or LWI GWwv3 and LWM.Dv2).
LWIGWv3 and LW M.Dv2 are subsets of the standard | GWv3 and M.Dv2.
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They support both Any-Source Milticast (ASM and SSM conmuni cati ons
without a filtering function that blocks sources. Not only are they
conpatible with the standard | GWv3 and M.Dv2, but also the protoco
operations made by hosts and routers (or switches perform ng | GWv3/
M_.Dv2 snooping) are sinplified to reduce the conplicated operations.
Since LWIGWv3 and LWM.Dv2 are fully conpatible with | GWwv3 and
M.Dv2, hosts or routers that have inplenented the full version do not
need to inplement or nodify anything to cooperate with LWI| GWv3/
LWM.Dv2 hosts or routers.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTI ONAL" in
this docunent are to be interpreted as described in RFC 2119 [1].

In addition, the following terns are used in this docunent.

(*,Q join:

An operation triggered by a host that wants to join a group G In
this case, the host receives fromall sources sending to group G
This is typical in ASM comuni cati on

(S, G join:
An operation triggered by a host that wants to join a group G
specifying a desired source S. In this case, the host receives

traffic only fromsource S sending to group G

I NCLUDE (S, G join:

An operation triggered by a host that wants to join a group G under

I NCLUDE filter-node, specifying a desired source S. Sane neani ng as
(S, G join.

EXCLUDE (*, @ join:
An operation triggered by a host that wants to join a group G under
EXCLUDE filter-node. Sane neaning as (*, G join.

EXCLUDE (S, QG join:

An operation triggered by a host that wants to join a group G under
EXCLUDE filter-nmode, specifying an undesired source S. This
operation is not supported by LWI GwWv3/ LW M.Dv2

3. Sinplification Method Overview
The principle is to sinplify the host’s and router’s behavior as nuch
as possible to inprove efficiency, while guaranteeing

interoperability with the full versions, and introducing no side
ef fects on applications.
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For conveni ence, this docunent nmainly discusses | GWv3, since M.Dv2
inherits the sane source filtering nmechanism but this docunent
additionally shows M.Dv2's uni que specifications when needed.

3.1. Behavior of Goup Menbers
LWIGQGWv3 inherits the service interface nodel of | GvwWv3.

| PMul ticastListen ( socket, interface, nulticast-address,
filter-node, source-list )

In the lightweight protocol, |INCLUDE node on the host part has the
same usage as the full version for INCLUDE (S, G join, while EXCLUDE
node on the host part is preserved only for excluding null source-
lists, which denotes a (*,G join as used by |1 Gwv2/1 Gwv1l/ M.Dv1.
The detail ed host operation of LWIGWv3/LWMDv2 is described in
Section 4.

3.2. Behavior of Milticast Routers

In 1GWv3, router filter-node is defined to optimnize the state
description of a group menbership [2]. As a rule, once a nenber
report is in EXCLUDE node, the router filter-node for the group will
be set to EXCLUDE. Wen all systens cease sendi ng EXCLUDE node
reports, the filter-node for that group may transit back to | NCLUDE
node. The group tinmer is used to identify such a transition

In LWIGWv3, hosts primarily send | NCLUDE requests, and al so can
request an EXCLUDE (*,Q join, which can be interpreted by the router
as a request to include all sources. Wthout the nore general form
of EXCLUDE requests, it is unnecessary for the router to nmamintain the
EXCLUDE filter-nmode, and the state nodel for multicast routers can be
sinplified as:

(rmul ticast address, group tiner, (source records))

Here a group tiner is kept to represent a (*,G join. |Its basic
behavior is: when a router receives a (*,G join, it will set its
group tinmer and keep the source-list for sources specified in the
previously received source records. Wen the group tiner expires,
the router may change to reception of the listed sources only. The
definition of the source record is the same as in the full version

The elinmnation of the filter-nmode will greatly sinplify the router

behavior. The details of router operation are described in
Section 5.
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4. LWI1GQGWv3 Protocol for G oup Menbers
4.1. Query and Report Messages

LWI1 GWv3 uses the sane two sets of nmessages, Query and Report
nmessages, as the full version protocols. There is no difference
between the definition and usage of the Query nessage. But the
report types in |ightweight protocols are reduced because an
operation that triggers EXCLUDE (S, G join is onmitted.

There are three G oup Record Types defined in the full IGwWv3: the
Current-State Record denoted by MODE | S INCLUDE (referred to as

IS IN or MODE IS EXCLUDE (1S EX), the Filter-Mde-Change Record
denot ed by CHANGE TO | NCLUDE MODE (TO IN) or CHANGE TO EXCLUDE MODE
(TO_EX), and the Source-List-Change Record denoted by
ALLOW NEW SOURCES (ALLOW or BLOCK OLD SOURCES (BLOCK). LWIGQGwv3
inherits the actions on change of interface state and on reception of
a query, but the ISINand IS EX record types are elimnated and
Current-State Records are replaced by other records. The follow ng
sections explain the details.

4.2. Action on Change of Interface State

When the state of an interface of a group nenber host is changed, a
St at e- Change Report for that interface is immediately transnitted
fromthat interface. The type and contents of the G oup Record(s) in
that report are determ ned by conparing the filter-npode and source-
list for the affected nmulticast address before and after the change.
VWhile the requirements for the conmputation are the sane as for the
full version, in a |ightweight version host the interface state
change rules are sinplified due to the reduction of nmessage types.
The contents of the new transnmtted report are calculated as foll ows
(G oup Record Types are described in Section 4.4):

ad State New St ate St at e- Change Report Sent
| NCLUDE (A) | NCLUDE ( B) ALLOWN B- A), BLOCK( A-B)

| NCLUDE (A) EXCLUDE ({}) TO EX({})

I NCLUDE ({}) EXCLUDE ({}) TO_EX({})

EXCLUDE ({}) | NCLUDE ( B) TO_I N(B)
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As in the full version, to cover the possibility of the State-Change
Report being m ssed by one or nore nulticast routers, it is
retransmtted [ Robustness Variable]-1 nore tines, at intervals chosen
at random fromthe range (0, [Unsolicited Report Interval]). (These
val ues are defined in [2][3].)

4.3. Action on Reception of a Query

As in the full version, when a |ightweight version host receives a
query, it does not respond i mediately. Instead, it delays its
response by a random anmount of tine, bounded by the Max Resp Tinme
val ue derived fromthe Max Resp Code in the received Query nessage
[2][3]. The systemnay receive a variety of queries on different
interfaces and of different kinds (e.g., General Queries, G oup-
Specific Queries, and G oup-and- Source-Specific Queries), each of
which may require its own del ayed response

Bef ore scheduling a response to a query, the system nust first
consi der previously schedul ed pendi ng responses and in nany cases
schedul e a conbi ned response. Therefore, the |ightweight version
host nust be able to maintain the follow ng state:

o Atiner per interface for scheduling responses to General Queries.

0 A per-group and interface tiner for scheduling responses to G oup-
Speci fic and G oup-and- Sour ce- Speci fic Queri es.

0 A per-group and interface list of sources to be reported in the
response to a G oup-and- Source-Specific Query.

LWIGWv3 inherits the full version’s rules that are used to
deternmine if a report needs to be scheduled. The difference is
regarding the sinplification of EXCLUDE filter-node and the type of
report as detailed in Section 4.4.

4.4, LWIQGQwWv3 G oup Record Types

Anong the Group Record Types defined in the full |GWv3, severa
record types are not used in LWIGWv3 as sone of the processes
related to the filter-nmode change to the EXCLUDE node are elim nated
and sone of the Report messages are converged into a record having a
null source address list. Al of the record types of Report nessages
used by the full and Iightweight version protocols are shown as
fol | ows:
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IS EX({}) TO EX({}) Query response for (*,G join

IS EX(x) N A Query response for EXCLUDE (x,G join
I'S I N(x) ALLOW( x) Query response for INCLUDE (x,G join
ALLOW( x) ALLOW( x) I NCLUDE (x, 3@ join

BLOCK( x) BLOCK( x) | NCLUDE (x, © | eave

TO I N(x) TO I N(x) Change to INCLUDE (x,Q join

TO IN({}) TO IN({}) (*, G leave
TO _EX(x) N A Change to EXCLUDE (x,Q join
TO EX({}) TO EX({}) (*,Q join

where "x" represents a non-null source address list and "({})"
represents a null source address list. For instance, IS EX({}) neans
a report whose record type is IS EXwith a null source address list.
"N A" represents not applicable (or no use) because the correspondi ng
operation should not occur in the |ightweight version protocols.

LW I GwWv3 does not use EXCLUDE filter-node with a non-null source
address list. A multicast router creates the sane state when it
receives a Report nessage containing either IS EX({}) or TO EX({})
record types. Therefore, LWIGWv3 integrates the IS EX({})
operation with the TO EX({}) operation.

When an LWI GWv3 host needs to nake a query response for the state
of INCLUDE (x,G join, it makes a response whose nessage type is
expressed with ALLONX), instead of using the IS IN record type.
Because the router’s processing of the two nessages is exactly the
same, the IS IN(x) type is elimnated for sinplification.

An LWI GwWv3 host does not use EXCLUDE node, while TOIN and TO EX
records are used for exanple in the follow ng situation: the host
first launches an application (AP1l) that requests I NCLUDE (x,G join,
and sends ALLOAx). Then the host |aunches another application (AP2)
that joins (*, G, and it sends TO EX({}). |In this condition, when
AP2 term nates but APl keeps working on the |ightweight version host,
the host sends a report with TOIN(x) record type for [Robustness
Vari abl e] times.
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Al t hough an LW GWv3 host adopts the four nessage types (ALLOW
BLOCK, TO_IN, and TO EX) for sinplification, using | S_EX({}) and
IS IN(x) (respectively, instead of TO EX({}) and ALLOAX)) in
response to queries is not inhibited. This will not introduce the
i nteroperation probl em because the router process is, respectively,
the sane for the nmentioned two nessage set, as long as the router

i mpl enentation follows the rules given by full | Gvwv3.

5. LWIGWv3 Protocol for Multicast Routers

The major difference between the full and |ightweight version
protocols on the router part is that in the |ightweight version
filter-node is discarded and the function of the group tinmer is
redefined. The states naintained by the |ightweight router are
reduced and the protocol operation is greatly sinplified.

5.1. Goup Tiners and Source Tiners in the Lightweight Version

In Iightweight and full 1GWv3 routers, a source tinmer is kept for
each source record and it is updated when the source is present in a
received report. It indicates the validity of the source and needs

to be referred to when the router takes its forwardi ng decision

The group tinmer being used in the full version of | GwWv3 for
transitioning the router’s filter-node from EXCLUDE to I NCLUDE is
redefined in the |ightweight protocols to identify the non-source-
specific receiving state nmaintained for (*,G join. Once a group
record of TO EX({}) is received, the group tinmer is set to represent
this (*,G group join. The expiration of the group tiner indicates
that there are no nore listeners on the attached network for this
(*, G group. Then if at this nonent there are unexpired sources
(whose source tinmers are greater than zero), the router will change
to receiving traffic for those sources only. The role of the group
timer can be sumuarized as foll ows:

Group Tiner Val ue Acti ons/ Corment s

GTimer >0 Al menbers in this group.

G Tinmer == No nore listeners to this (*, G group
If all source tiners have expired, then
del ete group record. |If there are
still source record tiners running,

use those source records wth running
timers as the source record state.
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The operation related to the group and source tiners has sone

di fferences conpared to the full 1GWv3. |In the full version, if a
source tiner expires under the EXCLUDE router filter-node, its
correspondi ng source record is not deleted until the group tiner
expires for indicating undesired sources. In the |ightweight

version, since there is no need to keep such records for bl ocking
specific sources, if a source tiner expires, its source record should
be deleted i mediately, not waiting for the tine-out of the group
tinmer.

5.2. Source-Specific Forwardi ng Rul es

A full version nulticast router needs to consult | GWv3 state

i nformati on when it nakes decisions on forwarding a datagramfrom a
source, based on the router filter-node and source tiner. In LW

| GWv3, because of the absence of the router filter-node, the group
timer and source timer could be used for such decisions. The
forwardi ng suggestion nmade by LWIGWv3 to the routing protocols is
sunmari zed as foll ows:

G oup Timer Source Tiner Action

GTiner == 0 S Tiner >0 Suggest forwarding
traffic fromsource

GTiner == 0 S Tiner == Suggest stopping
forwarding traffic from
source and renove
source record. |If there
are no nore source
records for the group
del ete group record

GTiner == 0 No Source El enents Suggest not forwarding
traffic fromsource

GTimer >0 STimer >=0 Suggest forwardi ng
traffic from source

GTiner >0 No Source El enents Suggest forwarding
traffic fromsource

5.3. Reception of Current-State Records
When receiving Current-State Records, the LWIGWv3 router resets its

group or source timers and updates its source-list within the group
For source-specific group reception state (when G Tiner == 0 and
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S Tiner > 0), the source-list contains sources whose traffic will be
forwarded by the router, while in non-source-specific group reception
(when G Timer > 0), the source-list remenbers the valid sources to
receive traffic fromafter toggling to source-specific reception

st at e.

Al t hough the LWIGWv3 host only sends a subset of the nessages of
the full version, the LWIGWv3 router should be able to process as
many nessages as possible to be conpatible with the full version
host. Note that if the report type is IS EX(x) with a non-enpty
source-list, the router will treat it as the sanme type of report with
an enpty source-list. The followi ng table describes the action taken
by a nulticast router after receiving Current-State Records. The

not ati ons have the same neaning as those in the full |GwWv3 protocol.

ad New
Sour ce- Sour ce-

Group Tinmer Li st Report Rec’'d Li st Acti ons

GTimer == 0 A IS I N(B) A+B (B)=GM

GTimer == 0 A IS EX({}) A G_Ti mer =GM

GTinmer >0 A I S_| N(B) A+B (B) =GM

GTinmer >0 A IS EX({}) A G _Ti mer=GM

The above table could be further sinplified since the processes are
exactly the sane for the two val ues of the G _Tiner:

ad New
Sour ce- Sour ce-
Li st Report Rec’d Li st Acti ons
A I S_I N(B) A+B (B) =GM
A IS EX({}) A G_Ti mer =GM

W thout EXCLUDE filter-node, a router’s process on receiving a
Current-State Record is sinple: when a router receives an IS IN
report, it appends the reported source addresses to the previous
source-list with their source tinmers set to GM. Upon receiving an
IS EX({}) report, the router sets the non-source-specific receiving
states by resetting the group timer value and keeps the previous
source-list without nodification.
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5.4. Reception of Source-List-Change and Filter-Mde-Change Records

On receiving Source-List-Change and Filter-Mde-Change Records, the
LWIGWv3 router needs to reset its group and source tiners, update
its source-list within the group, or trigger group queries. The
queries are sent by the router for the sources that are requested to
be no longer forwarded to a group. Note that if the report type is
TO EX(X) with a non-enpty source-list, the router will treat it as
the sane type of report with an enpty source-list. The table bel ow
describes the state change and the actions that should be taken.

ad New
Sour ce- Sour ce-
Group Ti mer Li st Report Rec’'d Li st Acti ons
GTimer == 0 A ALLOW B) A+B (B)=GM
GTiner == 0 A BLOCK( B) A Send QG A*B)
GTimer == 0 A TO_| N(B) A+B (B)=GM
Send (G A-B)
GTimer == 0 A TO_EX({}) A G_Ti mer =GM
GTimer >0 A ALLOW B) A+B (B) =GM
GTinmer >0 A BLOCK( B) A Send QG A*B)
GTimer >0 A TO_I N(B) A+B (B)=GM
SendQ G A- B)
Send QG
GTinmer >0 A TO_EX({}) A G _Ti mer =GM

The table could be further sinplified by nerging duplicate |ines:

Liu, et al. St andards Track [ Page 12]



RFC 5790 Li ght wei ght 1 GWwv3 and M.Dv2 February 2010

ad New
Sour ce- Sour ce-
Li st Report Rec’ d Li st Acti ons
A ALLOW B) A+B (B)=GM
A BLOCK( B) A Send QG A*B)
A TO_I N(B) A+B (B)=GM
Send QG A-B)
If GTimer>0 Send QG
A TO EX({}) A G_Ti ner =GM

6. Interoperability

LW I GWv3/ LW M.Dv2 hosts and routers nust interoperate with hosts and
routers of the full version [2][3]. Al so, LWIGWv3/LWMDv2 hosts
and routers nust interoperate gracefully with hosts and routers

runni ng 1 Gwvl/v2 or MDv1.

6.1. Interoperation with the Full Version of |GwWv3/ MDv2

LW I GWv3/ LW M.Dv2 do not introduce any change on the nessage fornats
of the group Query and Report nessages that the full version
protocol s use.

6.1.1. Behavior of Goup Menbers

An LWIGWv3 host’'s conpatibility node is determi ned fromthe Host
Compatibility Mdde variable, which can be in one of three states:

| GWvl, 1GwWv2, or |IGwWv3. When a |lightweight host behaves on its
interface as LWIGWv3, its Host Conpatibility Mode of that interface
is set to IGWv3, and the host sends a subset of | GWv3 Report
messages, which can be recogni zed by a nulticast router running the
full or the Iightweight | GWwv3 protocol on the same LAN.

6.1.2. Behavior of Milticast Routers

An LWIGWv3 or LWM.Dv2 router does not process directly I'S EX(x)
and TO EX(x) reports that are used by the full version. Wen an LW
| GWv3/ LW M.Dv2 router receives these Report nmessages fromfull
version hosts, it MJST translate theminternally to IS EX({}) and
TO EX({}) respectively and behave accordingly.
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6.2. Interoperation with | Gwvl/ | GWv2

Since the lightweight protocols can be treated as a parallel version
of the full version of 1Gwv3/ M.Dv2, its conpatibility principle and
met hod with the ol der version are generally the same as that of full
| GWPv3/ MLDv2.

6.2.1. Behavior of G oup Menbers

The Host Conpatibility Mbde of an interface is set to IGWv2 and its
| GWPv2 Querier Present tiner is set to AOder Version Querier Present
Ti reout seconds (defined in [2]) whenever an | GWv2 CGeneral Query is
received on that interface. The Host Conpatibility Mdde of an
interface is set to |GWvl and its |GWv1l Querier Present tinmer is
set to O der Version Querier Present Tineout seconds whenever an

| GWv1 Menbership Query is received on that interface.

In the presence of older version group nenbers, LWI|GWv3 hosts nay
allowits Report nessage to be suppressed by either an | GWwv1 or

| GWv2 nmenbership report. However, because the transm ssion of

| GWv1l or v2 packets reduces the capability of the LWIGWv3 system
as a potential protection mechanism the choice to enable or disable
the use of backward conpatibility may be confi gurable.

6.2.2. Behavior of Multicast Routers

The behavi or of an LWIGWv3 router when placed on a network where
there are routers that have not been upgraded to | GWv3 is exactly
the sane as for a full 1GWv3 router in this situation [2].

A full 1GWv3 router uses Goup Conpatibility Mdde (whose value is
either of 1Gwv1, |1GWv2, or | GWv3) per group record to indicate
whi ch version of 1GW protocol it applies to the group. This value
is set according to the version of the received | GW reports. Wen
G oup Conpatibility Mode is 1GwWv3, the |ightweight router perforns
the LWIGWv3 protocol for that group.

Wien G oup Conpatibility Mbde is | GWv2, an LWIGWv3 router inherits
this conpatibility nechanismwi th the follow ng rules:

| GWP Message LW I GwWv3 Equi val ent
v2 Report TO_EX({})
v2 Leave TO IN({})
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When Group Conpatibility Mode is | GWvl, an LWIGWv3 router
internally translates the following | GWwvl and | GWv2 nessages for
that group to their LWIGWv3 equival ents:

| GWP Message LW I GwWv3 Equi val ent
vl Report TO_EX({})
v2 Report TO EX({})

6.3. Interoperation with M.Dvl

LW M.Dv2 hosts and routers MJST interoperate with hosts and routers
running M.Dvl. The nethod is the sane as described in Section 6. 2.
The difference is that when an LWM.Dv2 router has a M.Dvl |istener
on its network, it translates the followi ng M.Dvl nessages to their
LW M_.Dv2 equi val ents:

M.Dv1l Message LW M.Dv2 Equi val ent
Repor t TO_EX({})
Done TO IN({})
7. lnplementation Considerations

The |ightweight protocols require no additional procedure for the

i npl enentation of the related protocols or systenms, e.g., |GW/ M.D
snoopi ng, multicast routing protocol, and operation of application
sockets, while the processing |oads on the switches and routers that
run | GWv3/ M.Dv2 (snooping) and mnulticast routing protocols nay be
greatly decreased.

7.1. Inplenmentation of Source-Specific Milticast

[8] specifies the requirenents for the inplenentation of Source-
Specific Miulticast (SSM on | Gwv3/ M.Dv2 hosts and routers. The
i ght wei ght protocol follows the same rules as given in [8] except
for the change of the nmessage types due to the sinplification.

An LW I GWv3/ LW M.Dv2 host should not invoke (*,G join (i.e.,

TO EX({})) and (*, QG leave (i.e., TOIN{})) for applications whose
mul ti cast addresses are in the SSM address range. An upstream LW

| GWv3/ LW M.Dv2 router MJST NOT establish forwarding state and MAY
log an error on reception of themas described in [7].
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2. Inplenentation of Milticast Source Filter (MSF) APlIs

[9] defines the following Miulticast Source Filter (MSF) APIs: (1)

| Pv4 Basic MSF APl's, (2) |Pv4 Advanced MSF APls, (3) Protocol -

I ndependent Basic MsSF APls, and (4) Protocol-1ndependent Advanced MSF
APIl's.

According to the MSF APl definition, an LWI|Gwv3 host shoul d

i mpl ement either the |1 Pv4 Basic MSF APl or the Protocol -1 ndependent
Basic MSF APlI, and an LWM.Dv2 host shoul d inplenment the Protocol -

I ndependent Basic MSF API. O her APIs, |Pv4 Advanced MSF APl and
Pr ot ocol -1 ndependent Advanced MSF APlI, are optional to inplenent in
an LWIGWv3/LWM.Dv2 host.

Security Considerations

The security considerations are the same as that of the full version
of | GwPv3/ M.Dv2.
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