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NAT Behavi or Di scovery Using Session Traversal Utilities for NAT (STUN)
Abst r act

This specification defines an experinental usage of the Session
Traversal Utilities for NAT (STUN) Protocol that discovers the
presence and current behavior of NATs and firewalls between the STUN
client and the STUN server.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunent is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
comunity. |t has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5780.
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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1

Applicability

Thi s experinental NAT Behavi or Di scovery STUN usage provides

i nformati on about a NAT device’s observable transient behavior; it
determ nes a NAT' s behavior with regard to the STUN server used and
the particular client ports used at the instant the test is run

This STUN usage does not allow an application behind a NAT to nmake an
absol ute determination of the NAT' s characteristics. NAT devices do
not behave consistently enough to predict future behavior with any
guarantee. Applications requiring reliable reach between two
particul ar endpoi nts must establish a comunication channel through
NAT usi ng anot her technique. |ETF has proposed standards including
[ RFC5245] and [ RFC5626] for establishing comuni cati on channel s when
a publicly accessible rendezvous service is avail abl e.

The uses envisioned for the STUN attributes included in this docunent
are diagnostics and real -tine tuning of applications. For exanple,
determ ning what nmay work and should be tried first conpared to nore
expensi ve nethods. The attributes can also be used to observe

behavi ors that causes an application’s conmunication to fail, thus
enabling better selection of nmethods of recovery. The STUN
attributes could also be a basis for a network technician's

di agnostics tool to observe NAT behavi or

Thi s docunent proposes experinental usage of these attributes for

real -tine optimzation of paraneters for protocols in situations
where a publicly accessible rendezvous service is not avail abl e.

Such a use of these techniques is only possible when the results are
applied as an optimzation and a reliable fallback is available in
case the NAT' s behavi or beconmes nore restrictive than determ ned by

t he Behavi or Discovery tests. One possible application is role

sel ection in peer-to-peer (P2P) networks based on statistica
experience with establishing direct connections and di agnosi ng NAT
behavior with a variety of peers. The experinmental question is

whet her such a test is useful. Consider a node that tries to join an
overlay as a full peer when its NAT prevents sufficient connectivity;
joining and withdrawing fromthe overlay m ght be expensive and/or
lead to unreliable or poorly performng operations. Even if the
behavi or di scovery check is only "correct" 75%of the tine, its

rel ati ve cheapness may nake it very useful for optimzing the
behavi or of the overlay network. Section 2.2 describes this
experinental application in nore detail and di scusses how to eval uate
its success or failure.

The applications of this STUN usage differ fromthe original use of
STUN (originally RFC 3489 [RFC3489], now RFC 5389 [RFC5389]). This
speci ficati on acknow edges that the information gathered in this
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usage is not, and cannot be, correct 100% of the tinme, whereas STUN
focused only on getting information that could be known to be correct
and static.

This specification can also be conpared to ICE. ICE requires a
fall back to TURN be avail abl e whereas RFC 3489 based applications
tried to deternine in advance whether they woul d need a relay and
what their peer reflexive address will be, which is not generally
achi evabl e.

This STUN usage requires an application using it to have a fallback
However, unlike ICE s focus on the problens inherent in VolP
sessions, this STUN usage doesn't assune that it will be used to
establish a connection between a single pair of nmachines, so
alternative fall back mechani sms may be avail abl e.

For exanple, in a P2P application it may be possible to sinply switch
out of the role where such connections need to be established or to
select an alternative indirect route if the peer discovers that, in
practice, 10% of its connection attenpts fail

It is submitted to the Internet conmunity as an experinmental protoco
that, when applied with appropriate statistical underpinnings and
application behavior that is ultinately based on experienced
connectivity patterns, can lead to nore stability and increased
performance than is available w thout the know edge it provides.

If a Standards Track docunent specifies the use of any portion of
this STUN usage, that document MJUST describe how incorrect

i nformati on derived using these nethods will be managed, either

t hrough identifying when a NAT' s behavi or changed or because the
protocol uses such know edge as an optimn zation but renains
functional when the NAT' s behavi or changes. The referenci ng docunent
MUST al so define when the fallback mechanismw || be invoked.
Applications in different domains may vary greatly in how
aggressively the fall back nechanismis utilized, so there nust be a
clear definition of when the fallback nechanismis invoked.

1.1. Requirements Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2.

2.

I ntroduction

"Session Traversal Utilities for NAT (STUN" [ RFC5389] provides a
mechani smto di scover the reflexive transport address toward the STUN
server, using the Binding Request. This specification defines the
NAT Behavi or Di scovery STUN usage, which allows a STUN client to
probe the current behavior of the NAT/firewall (NAT/FW devices
between the client and the STUN server. This usage defines new STUN
attributes for the Binding Request and Bi ndi ng Response.

Many NAT/ FW devi ces do not behave consistently and will change their
behavi or under | oad and over tine. Applications requiring high
reliability nust be prepared for the NAT' s behavior to becone nore
restrictive. Specifically, it has been found that under |oad NATs
may transition to the nost restrictive filtering and mappi ng behavi or
and shorten the lifetine of new and existing bindings. In short,
applications can di scover how bad things currently are, but not how
bad things will get.

Despite this limtation, instantaneous observations are often quite
useful in troubl eshooting network problens, and repeated tests over
time, or in known |oad situations, may be used to characterize a
NAT' s behavior. |In particular, in the hands of a person

know edgeabl e about the needs of an application and the nodes an
application needs to comrunicate with, it can be a powerful tool

1. Exanple Diagnostic Use

Applications that work well in the lab, but fail in a deploynent, are
notoriously common within distributed systenms. There are few systens
devel opers who have not had the experience of searching to determ ne
the difference in the environnents for insight as to what real -
networ k behavior was missed in the testing | ab. The Behavi or

Di scovery usage offers a powerful tool that can be used to check NAT
and firewall behavior as the application is running. For exanple, an
application could be designed to perform Behavior Discovery tests
whenever it experiences significant conmuni cati ons probl enms when
runni ng. Such analysis night be included as part of the diagnostic

i nformati on | ogged by the application

As they are being used to detect instantaneous behavior for analysis
by an experienced devel oper or adm nistrator, there are relatively
few concerns about this application of the NAT Behavi or Di scovery
STUN usage. However, the user should be aware that

0o adding new traffic to new destinations (STUN servers) has the
potential to itself change the behavior of a NAT and
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2.

2.

o the user nust be careful to select a STUN server that is
appropriately located, ideally collocated (or even integrated)
wi th the conmuni cation partners of the application in question
for the results to be applicable to the network conditions
experienced by the application

Exanpl e Use with P2P Overl ays

An application could use Behavior Discovery in a P2P protocol to
determine if a particular endpoint is a reasonabl e candidate to
participate as a peer or supernode (defined here as a peer in the
overlay that offers services, including nessage routing, to other
menbers or clients of the overlay network). This P2P network
application is willing to select supernodes that night be |ocated
behi nd NATs to avoid the cost of dedicated servers. A supernode
candidate requires that its NAT or NATs offer Endpoint-Independent
Filtering. It mght periodically re-run tests and would renove
itself as a supernode if its NAT/FWchain |l ost this characteristic.
These tests could be run with other supernodes acting as STUN servers
as well as with dedicated STUN servers. As many P2P al gorithms
tolerate non-transitive connectivity between a portion of their
peers, guaranteed pair-wi se reliable reach mght be sacrificed in
order to distribute the P2P overlay’s |oad across peers that can be
directly contacted by the majority of users.

Consi der an exanple from a hypothetical P2P protocol in nore detail
when P2P node A starts up, it tests its NAT(s) relative to other
peers already in the overlay. |If the results of its testing indicate
A is behind a "good" NAT (with Endpoint-Independent Mappi ng and
Filtering), Awll join the overlay and establish connections with
appropriate peers in the overlay to join the overlay's topol ogy.

Al t hough A is reachable by routing nmessages across the overlay
topology, A wll also include in its comrunication with other nodes
that they may reach it directly using its reflexive |P address (or
addresses) that A discovered inits initial testing. Suppose that
|ater, node B wants to send a nessage to A, and B is not a nei ghbor
of Ain the overlay topology. B nay send the nessage directly to A's
| P address and start a tinmer. |f B doesn't receive a response within
a certain amount of tine, then it routes the message to A across the
overlay instead and includes a flag that indicates a direct
connection was attenpted but failed. (Aternatively, B could

simul taneously send the nessage to A's | P address across the overl ay,
whi ch guarantees m ni num response | atency, but can waste bandw dth.)
Over tinme, A observes the percentage of successful direct nessages it
recei ves out of those attenpted. |If the percentage of successfu
direct connections is bel ow sone threshold (perhaps 75%, then A may
stop advertising for direct connections because it has determned in
practice that its NATs are not providing sufficiently reliable
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connectivity to justify the cost of attenpting the direct nessage.

But if the percentage is high enough, A continues to advertise
because the successful direct connections are inproving the overlay’s
performance by reducing the routing |oad i nposed on the overlay. |If
at some point, A's NAT or NATs change behavior, Awll notice a
change in its percentage of successful direct connections and may re-
evaluate its decision to advertise a public address. In this

hypot heti cal exanpl e, behavior discovery is used for A's initial
operating node selection, but the actual decision for whether to
continue advertising that public IP/port pair is nmade based on actua
operating data. The results of the Behavior Di scovery usage are al so
used as a performance optinmization, as Ais at all tines able to
establish connectivity through the overlay if the attenpted direct
connection fails.

Use of behavior discovery for such an application requires:

0 Use of a protocol capable of offering reliable end-user
performance while using unreliable |links between pairs of nodes.

o A protocol offering a reliable fallback to connections attenpted
based on the results of Behavi or Di scovery probing.

o The application is deployed behind NATs that provide Endpoint-
I ndependent Filtering and that remain in this node for an anmount
of time sufficient for the application to identify their behavior
distribute this information to the rest of the overlay, and
provi de useful work for the application

This docunent is experinmental as applications inplenenting open
protocol s have yet to be deployed in such environnents to denonstrate
that these three requirenents have been net. However, anecdot al

evi dence suggests that NATs targeted at househol ds and snal

busi nesses have stabl e behavior, especially when there are few
clients behind them Numerous P2P applications have been depl oyed
that appear to have these properties, although their protocols have
not yet been subjected to rigorous eval uati on by standards bodi es.

2.3. Experinmental Goals

The criteria for an application to successfully denonstrate use of
t he NAT Behavi or Di scovery STUN usage woul d incl ude:

0 An inplenentation that relies on this usage to determine its run-
ti me behavior, nost likely using it to determine an initial choice
of options that are then adjusted based on experience with its
net wor k connecti ons.
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0 The inplenentation nust either denonstrate its applicability in
environnents where it is realistic to expect a provider to depl oy
dedi cated STUN servers with nmultiple | P addresses, or it nust
denmonstrate duplicating the behavior of such a dedicated STUN
server with two nodes that share the role of providing the
addr ess-changi ng operations required by this usage.

0 Experinental evidence that the application of this usage results
in inproved behavior of the application in real-world conditions.
The exact netrics for this inprovenent may vary, somne
possibilities include: faster convergence to the proper
paraneters, less work to set up initial connections, fewer
reconfigurations required after startup, etc.

0 A protocol specification that defines how the inplenentation
applies this usage.

The P2P scenario described above is a likely experinmental test case
for this usage, but others applications are possible as well.

3. Overview of Operations

In a typical configuration, a STUN client is connected to a private
networ k and through one or nore NATs to the public Internet. The
client is configured with the address of a STUN server on the public
Internet. The Behavior Discovery usage nmakes use of SRV records so
that a server may use a different transport address for this usage
than for other usages. This usage does not provide backward
compatibility with RFC 3489 [ RFC3489] for either clients or servers
I mpl enentors of clients that wish to be conpliant with RFC 3489
servers should see that specification. |Inplenmentors of servers
SHOULD NOT i ncl ude support for RFC 3489 clients, as the original uses
of that protocol have been deprecated.

Because STUN forbids a server fromcreating a new TCP or TCP/TLS
connection to the client, nmany tests apply only to UDP. The
applicability of the various tests is indicated bel ow

The STUN NAT Behavi or Di scovery usage defines new attributes on the
STUN Bi ndi ng Request and STUN Bi ndi ng Response that all ow these
messages to be used to diagnose the current behavior of the NAT(S)
between the client and server

This section provides a descriptive overview of the typical use of

these attributes. Normative behavior is described in Sections 5, 6,
and 7.
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3.1. Determ ning NAT Mappi ng

A client behind a NAT wishes to determine if that NAT is currently
usi ng Endpoi nt - I ndependent, Address-Dependent, or Address and Port -
Dependent Mapping [ RFC4787]. The client perforns a series of tests
that nmake use of the OTHER- ADDRESS attribute; these tests are
described in detail in Section 4. These tests send binding requests
to the alternate address and port of the STUN server to deternine
mappi ng behavior. These tests can be used for UDP, TCP, or TCP/TLS
connecti ons.

3.2. Determining NAT Filtering

A client behind a NAT wishes to determine if that NAT is currently
usi ng Endpoi nt - I ndependent, Address-Dependent, or Address and Port -
Dependent Filtering [RFC4787]. The client perforns a series of tests
that make use of the OTHER- ADDRESS and CHANGE- REQUEST attri butes;
these tests are described in Section 4. These tests request
responses fromthe alternate address and port of the STUN server; a
precondition to these tests is that no binding be established to the
alternate address and port. See below for nore information. Because
t he NAT does not know that the alternate address and port belong to
the sane server as the primary address and port, it treats these
responses the sane as it would those fromany other host on the
Internet. Therefore, the success of the binding responses sent from
the alternate address and port indicate whether the NAT is currently
per form ng Endpoi nt-1ndependent Filtering, Address-Dependent
Filtering, or Address and Port-Dependent Filtering. This test
applies only to UDP dat agrans.

3.3. Binding Lifetine D scovery

Many systens, such as VolP, rely on being able to keep a connection
open between a client and server or between peers of a P2P system
Because NAT bi ndi ngs expire over time, keepalive nessages nust be
sent across the connection to preserve it. Because keepalives inpose
some overhead on the network and servers, reducing the frequency of
keepal i ves can be useful

A normal request-response protocol cannot be used to test binding
lifetime because the initial request resets the binding tinmer.
Behavi or di scovery defines the RESPONSE- PORT attribute to allow the
client and server to set up a "control channel" using one port on the
client that is used to test the binding lifetine of a different port
all ocated on the client. Mre generally, RESPONSE-PORT allows the
client to allocate two ports and request that responses to queries
sent fromone port be delivered to the other. The client uses its
second port and the STUN server’'s alternate address to check if an
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exi sting binding that hasn't had traffic sent on it is still open
after time T. This approach is described in detail in Section 4.6.
This test applies only to UDP dat agrans.

3. 4. Diagnosi ng NAT Hai rpi nni ng

STUN Bi ndi ng Requests allow a client to determ ne whether it is
behi nd a NAT that supports hairpinning of connections. To perform
this test, the client first sends a Binding Request to its STUN
server to determne its mapped address. The client then sends a STUN
Bi ndi ng Request to this mapped address froma different port. |If the
client receives its own request, the NAT hairpins connections. This
test applies to UDP, TCP, or TCP/TLS connecti ons.

3.5. Deternining Fragnent Handling

Some NATs exhibit different behavior when forwardi ng fragnents than
when forwarding a single-frame datagram |In particular, sone NATs do
not hairpin fragnents at all and sone platforns discard fragnments
under load. To diagnose this behavior, STUN nessages nay be sent
with the PADDI NG attribute, which sinply inserts additional space
into the message. By forcing the STUN nessage to be divided into

mul tiple fragments, the NAT s behavi or can be observed.

Al'l of the previous tests can be performed with PADDING if a NAT s
fragment behavior is inportant for an application, or only those
tests that are nost interesting to the application can be retested.
PADDI NG only applies to UDP datagranms. PADDI NG can not be used with
RESPONSE- PORT

3.6. Detecting a Generic Application Level Gateway (ALQ

A nunber of NAT boxes are now being deployed into the market that try
to provide "generic" ALG functionality. These generic ALGs hunt for

| P addresses, either in text or binary formw thin a packet, and
rewite themif they match a binding. This behavior can be detected
because the STUN server returns both the MAPPED- ADDRESS and XOR-
MAPPED- ADDRESS i n the sane response. |f the result in the two does
not match, there is a NAT with a generic ALGin the path. This test
appl es to UDP and TCP, but not TLS over TCP connecti ons.

4. Discovery Process

This section provides a descriptive overview of how the NAT Behavi or
Di scovery usage primtives allow checks to be made to discover the
current behavi or of the NAT or NATs an application is behind. These
tests can only give the instantaneous behavior of a NAT; it has been
found that NATs can change behavi or under |oad and over tine. The
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results of these tests therefore can be regarded as upper bounds --
an application nust assume that NAT behavi or can becone nore
restrictive at any tinme. Results fromtests performed using a
particul ar port on the client may al so not indicate the behavior
experienced by a different port, as described in Section 4. 1.

Definitions for NAT filtering and nappi ng behavior are from

[ RFCA787]. The tests described here are for UDP connectivity, NAT
mappi ng behavi or, NAT filtering behavior, and NAT binding lifetinme
di scovery; additional tests could be designed using this usage’'s
mechani sms. The tests described bel ow include only tests that can be
perforned using a client with a single IP address. A client with
multiple | P addresses (or nmultiple clients collaborating) behind the
sane NAT can conbine their probes to test additional aspects of NAT
behavi or, such as port overloading. This section provides a
descriptive overview of how the primtives provided by the STUN
attributes in this specification my be used to perform behavi or
tests.

Nor mati ve specifications for the attributes are defined in later
sections.

4.1. Source Port Sel ection

Proper source port selection is inportant to ensuring the useful ness
and accuracy of the Behavior Discovery tests. There are two
preconditions for tests:

0 Because mappi ng behavi or can vary on a port-by-port basis, an
application should performits tests using the source port
i ntended for use by the application whenever possible. [If it
intends to use nultiple source ports, it should repeat these tests
for each source port. Such tests should be performed sequentially
to reduce | oad on the NAT.

0 Because the results of sonme diagnostic checks depend on previous
state in the NAT created by prior traffic, the tests should be
performed using a source port that has not generated recent
traffic. Therefore, the application should use a random source
port or ensure that no traffic has previously occurred on the
sel ected port prior to performng tests, generally by allocating a
port and holding it unused for at least 15 minutes prior to the
tests.

Ensuring both of these preconditions can be challenging, particularly
for a device or application wi shing to perform Behavi or Di scovery
tests at startup. The follow ng guidelines are suggested for
reduci ng the Iikelihood of problens:
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0 An application intended to operate behind a NAT shoul d not attenpt
to allocate a specific or well-known port. Because such software
nmust be designed to interoperate using whatever port is mapped to
it by the NAT, the specific port is unnecessary. Instead, on
startup, a random port should be selected (see bel ow for
recommended ranges). An application, particularly on an enbedded
device, should not rely on the host operating systemto select the
next avail able port because that might result in the application
receiving the same port on each restart. An application using the
same port between restarts may not receive accurate results from
Behavi or Di scovery tests that are intended to test state-rel ated
behavi or of NATs, such as filtering and binding lifetine.

0 An application requiring multiple ports, such as separate ports
for control and nedia, should allocate those ports on startup when
possible. Even if there is no i mediate need for nmedia flow, if
Behavi or Di scovery tests will be run on those ports, allocating
themearly will allowthemto be left idle, increasing the chance
of obtaining accurate results from Behavi or Di scovery tests.

o Although the nost reliable results are obtained when perforning
tests with the specific ports that the application will use, in
many cases an application will need to allocate and use ports
wi t hout being able to perform conpl ete Behavior Discovery tests on
those ports. 1In those cases, an application should randomy
select its ports froma range likely to receive the sane treatnent
by the NAT. This docunment reconmmends ranges of 32768-49151, which
is the upper end of IANA's Registered Ports range, and 49152-
65535, which is ANA's Dynanmic and/or Private port range, for
random sel ection. To attenpt to characterize a NAT' s genera
treatment of ports in these ranges, a small nunber of ports within
a range can be randonmy sel ected and characteri zed.

Those tests particularly sensitive to prior state on a NAT will be
i ndi cated bel ow.

4.2. Checking for UDP Connectivity with the STUN Server

The client sends a STUN Bi nding Request to a server. This causes the
server to send the response back to the address and port that the
request cane from If this test yields no response, the client knows
right away that it does not have UDP connectivity with the STUN
server. This test requires only STUN [ RFC5389] functionality.
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4.3. Determ ning NAT Mappi ng Behavi or

This will require at nost three tests. |In test |, the client
perfornms the UDP connectivity test. The server will return its
alternate address and port in OTHER- ADDRESS i n the binding response.
| f OTHER- ADDRESS is not returned, the server does not support this
usage and this test cannot be run. The client exam nes the XOR-
MAPPED- ADDRESS attribute. |If this address and port are the same as
the I ocal I P address and port of the socket used to send the request,
the client knows that it is not NATed and the effective mapping wll
be Endpoi nt - I ndependent .

Intest Il, the client sends a Binding Request to the alternate
address, but primary port. |If the XOR- MAPPED- ADDRESS in the Binding
Response is the sane as test | the NAT currently has Endpoi nt-

I ndependent Mapping. |If not, test IIl is perfornmed: the client sends
a Binding Request to the alternate address and port. If the XOR-
MAPPED- ADDRESS mat ches test |1, the NAT currently has Address-

Dependent Mapping; if it doesn't match it currently has Address and
Port - Dependent Mappi ng.

4.4. Determning NAT Filtering Behavior

This will also require at nost three tests. These tests are
sensitive to prior state on the NAT.

In test I, the client perforns the UDP connectivity test. The server
wWill return its alternate address and port in OTHER- ADDRESS in the

bi ndi ng response. |If OTHER-ADDRESS is not returned, the server does
not support this usage and this test cannot be run.

In test Il, the client sends a binding request to the prinmary address
of the server with the CHANGE- REQUEST attri bute set to change-port
and change-1P. This will cause the server to send its response from
its alternate | P address and alternate port. |If the client receives
a response, the current behavior of the NAT is Endpoint-I|ndependent
Filtering.

If no response is received, test IIl nust be performed to distinguish
bet ween Addr ess-Dependent Filtering and Address and Port - Dependent
Filtering. In test Ill, the client sends a binding request to the

original server address wi th CHANGE- REQUEST set to change-port. |If
the client receives a response, the current behavior is Address-
Dependent Filtering; if no response is received, the current behavi or
is Address and Port-Dependent Filtering.
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4.5, Conbining and Ordering Tests

Clients may wi sh to conbine and parallelize these tests to reduce the
nunber of packets sent and speed the discovery process. For exanple,
test | of the filtering and mapping tests also checks if UDP is

bl ocked. Furthernore, an application or user may not need as nuch
detail as these sanple tests provide. For exanple, establishing
connectivity between nodes becones significantly nore difficult if a
NAT has any behavi or other than Endpoi nt-I|ndependent Mappi ng, which
requires only test | and Il of Section 4.3. An application that
determ nes its NAT does not always provi de Endpoint -1 ndependent
Mappi ng nmight notify the user if no relay is configured, whereas an
application behind a NAT that provides Endpoi nt-I|ndependent Mappi ng
m ght not notify the user until a subsequent connection actually
fails or might provide a |l ess urgent notification that no relay is
configured. Such a test does not alleviate the need for [RFC5245],
but it does provide sonme information regarding whether 1CEis |likely
to be successful establishing non-relayed connections.

Care nust be taken when conbining and parallelizing tests, due to the
sensitivity of certain tests to prior state on the NAT and because
sonme NAT devices have an upper lint on how quickly bindings will be
all ocated. Section 5 restricts the rate at which clients may begin
new STUN transactions.

4.6. Binding Lifetime D scovery

STUN can al so be used to probe the lifetinmes of the bindings created
by the NAT. Such tests are sensitive to prior state on the NAT. For
many NAT devi ces, an absolute refresh interval cannot be determ ned;
bi ndi ngs m ght be cl osed nore quickly under heavy | oad or night not
behave as the tests suggest. For this reason, applications that
require reliable bindings nust send keepalives as frequently as
required by all NAT devices that will be encountered. Suggested
refresh intervals are outside the scope of this docunment. [RFC5245]
and OQUTBOUND [ RFC5626] have suggested refresh intervals.

Deternmining the binding lifetinme relies on two separate source ports
bei ng used to send STUN Bi ndi ng Requests to the STUN server. The
general approach is that the client uses a source port X to send a
singl e Binding Request. After a period of time during which source
port X is not used, the client uses a second source port Y to send a
Bi ndi ng Request to the STUN server that indicates the response should
be sent to the binding established to port X. If the binding for
port X has tinmed out, that response will not be received. By varying
the tine between the original Binding Request sent from X and the
subsequent request sent fromyY, the client can determ ne the binding
lifetime.
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To determine the binding lifetinme, the client first sends a Binding
Request to the server froma particular source port, X. This creates
a binding in the NAT. The response fromthe server contains a
MAPPED- ADDRESS attri bute, providing the public address and port on
the NAT. Call this Pa and Pp, respectively. The client then starts
atinmer with a value of T seconds. Wen this tinmer fires, the client
sends anot her Bindi ng Request to the server, using the same
destination address and port, but froma different source port, Y.
Thi s request contains an RESPONSE- PORT attribute, set to Pp, to
request the response be delivered to (Pa, Pp). This will create a
new bi ndi ng on the NAT, and cause the STUN server to send a Bi nding
Response that would match the old binding, (Pa, Pp), if it stil
exists. If the client receives the Binding Response on port X, it
knows that the binding has not expired. |If the client receives the
Bi ndi ng Response on port Y (which is possible if the old binding
expired, and the NAT all ocated the same public address and port to

t he new bi nding), or receives no response at all, it knows that the
bi ndi ng has expi red.

Because some NATs only refresh bindi ngs when outbound traffic is
sent, the client nust resend a binding request fromthe origina
source port before beginning a second test with a different val ue of
T. The client can find the value of the binding lifetine by doing a
bi nary search through T, arriving eventually at the val ue where the
response is not received for any timer greater than T, but is
received for any tiner less than T. Note also that the binding
refresh behavi or (outbound only or all traffic) can be determ ned by
sending rmultiple Binding Requests fromport Y wi thout refreshes from
the original source port X

This discovery process takes quite a bit of tinme and is sonething
that will typically be run in the background on a device once it
boot s.

It is possible that the client can get inconsistent results each tine
this process is run. For exanple, if the NAT should reboot, or be
reset for sone reason, the process may discover a lifetine that is
shorter than the actual one. Binding lifetinme nmay al so be dependent
on the traffic | oad on the NAT. For this reason, inplenentations are
encouraged to run the test nunerous tines and be prepared to get

i nconsi stent results.

Li ke the other diagnostics, this test is inherently unstable. In
particul ar, an overl oaded NAT m ght reduce binding lifetinme to shed
load. A client might find this diagnostic useful at startup, for
exanpl e, setting the initial keepalive interval on its connection to
the server to 10 seconds while beginning this check. After
determning the current lifetine, the keepalive interval used by the
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connection to the server can be set to this appropriate val ue.
Subsequent checks of the binding lifetine can then be performed using
the keepalives in the server connection. The STUN Keepalive Usage

[ RFC5626] provides a response that confirns the connection is open
and allows the client to check that its mapped address has not
changed. As that provides both the keepalive action and di agnostic
that it is working, it should be preferred over any attenpt to
characterize the connection by a secondary techni que.

5. dient Behavior

Unl ess ot herwi se specified here, all procedures for preparing,
sendi ng, and processi ng nmessages as described in the STUN Bi ndi ng
Usage [ RFC5389] are foll owed.

As support for RESPONSE-PORT is optional, a client MJST be prepared
to receive a 420 (Unknown Attribute) error to requests that include
RESPONSE- PORT.  Support for OTHER- ADDRESS and CHANGE- REQUEST i s
optional, but MJST be supported by servers advertised via SRV, as
described below. This is to allow the use of PADDI NG and RESPONSE-
PORT in applications where servers do not have nmultiple | P addresses.
Cients MIST be prepared to receive a 420 for requests that include
CHANGE- REQUEST when OTHER- ADDRESS was not received in Binding
Response nessages fromthe server

If an application makes use of the NAT Behavi or Di scovery STUN usage
by multiplexing it in a flowwth application traffic, a Fl NGERPRI NT
attribute SHOULD be included unless it is always possible to

di stingui sh a STUN nessage from an applicati on message based on their
header .

Wien PADDI NG is used, it SHOULD be equal to the MIU of the outgoing
i nterface.

Cients SHOULD i gnore an ALTERNATE- SERVER attribute in a response
unl ess they are using authentication with a provider of STUN servers
that is aware of the topol ogy requirenents of the tests being

per f or med.

A client SHOULD NOT generate nore than ten new STUN transacti ons per

second and SHOULD pace them such that the retransmni ssion tineouts

(RTGs) do not synchronize the retransm ssions of each transaction
5.1. Discovery

Unl ess the user or application is aware of the transport address of a

STUN server supporting the NAT Behavi or Di scovery usage through ot her
means, a client is configured with the domain nane of the provider of
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5.

6.

the STUN servers. The domain is resolved to a transport address
usi ng SRV procedures [RFC2782]. The nmechani sm for configuring the
client with the domain nane of the STUN servers or of acquiring a
specific transport address is out of scope for this docunent.

For the Behavior Discovery usage, the service nanme is "stun-behavior"
for UDP and TCP. The service name is "stun-behaviors" for TLS over
TCP. Only "tcp" is defined as a protocol for "stun-behaviors"

O her aspects of handling failures and default ports are followed as
described in STUN [ RFC5389].

2. Security

Servers MAY require authentication before allowing a client to make
use of its services. The nmethod for obtaining these credentials,
shoul d the server require them is outside the scope of this usage.
Presumably, the adm nistrator or application relying on this usage
shoul d have its own nethod for obtaining credentials. |If the client
receives a 401 (Unauthorized) Response to a Request, then it nust
either acquire the appropriate credential fromthe application before
retrying or report a permanent failure. Procedures for encoding the
MESSAGE- | NTECRI TY attribute for a request are described in STUN

[ RFC5389] .

Server Behavi or

Unl ess ot herwi se specified here, all procedures for preparing,
sendi ng, and processing nmessages as described for the STUN Bi ndi ng
Usage of STUN [ RFC5389] are foll owed.

A server inplenenting the NAT Behavi or Di scovery usage SHOULD be
configured with two separate | P addresses on the public Internet. n
startup, the server SHOULD allocate a pair of ports for each of the
UDP, TCP, and TCP/TLS transport protocols, such that it can send and
recei ve datagrans using the same ports on each IP address (normally a
wi | dcard bi nding acconplishes this). TCP and TCP/ TLS MJST use
different ports. |f a server cannot allocate the sanme ports on two
different I P address, then it MJST NOT include an OTHER- ADDRESS
attribute in any Response and MJUST respond with a 420 (Unknown
Attribute) to any Request with a CHANGE- REQUEST attribute. A server
with only one I P address MJUST NOT be advertised using the SRV service
name "stun-behavior" or "stun-behaviors"

1. Preparing the Response
After performng all authentication and verification steps, the

server begins processing specific to this Usage if the Binding
Request contains any request attributes defined in this docunent:
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RESPONSE- PORT, CHANGE- REQUEST, or PADDING If the Binding Request
does not contain any attributes fromthis docunent, OTHER- ADDRESS and
RESPONSE-ORIG N are still included in the Bindi ng Response.

The server MJST include both MAPPED- ADDRESS and XOR- MAPPED- ADDRESS i n
its Response

I f the Request contains the CHANGE- REQUEST attribute and the server
does not have an alternate address and port as descri bed above, the
server MJST generate an error response of type 420.

The source address and port of the Bindi ng Response depend on the
val ue of the CHANGE- REQUEST attribute and on the address and port on
whi ch the Bindi ng Request was received; this is summarized in

Tabl e 1.

Let Al and A2 be the two | P addresses used by the server, and Pl and
P2 be the ports used by the server. Let Da represent the destination
| P address of the Binding Request (which will be either Al or A2),
and Dp represent the destination port of the Binding Request (which
will be either P1 or P2). Let Ca represent the other address, so
that if Dais Al, Cais A2. If Dais A2, Cais Al. Simlarly, let
Cp represent the other port, so that if Dpis P1, Cpis P2. If Dpis
P2, Cpis P1. |If the "change port" flag was set in the CHANGE-
REQUEST attribute of the Binding Request, and the "change IP" flag
was not set, the source |IP address of the Binding Response MJST be Da
and the source port of the Binding Response MUST be Cp. |If the
"change I P'" flag was set in the Binding Request, and the "change
port" flag was not set, the source |IP address of the Binding Response
MUST be Ca and the source port of the Binding Response MJUST be Dp.
When both flags are set, the source | P address of the Binding
Response MJST be Ca and the source port of the Binding Response MJST
be Cp. If neither flag is set, or if the CHANGE- REQUEST attribute is
absent entirely, the source |IP address of the Bindi ng Response MJST
be Da and the source port of the Binding Response MIJST be Dp.

e e e e e o e e T R +
| Flags | Source Address | Source Port | OTHER- ADDRESS

Fmm e e e oo oo B S +
| none | Da | Dp | Ca:Cp |
| Change IP | Ca | Dp | Ca:Cp |
| Change port | Da | Cp | Ca:Cp |
| Change I P and | Ca | Cp | Ca:Cp |
| Change port | | | |
Fmm e e e oo oo B S +

Tabl e 1: Inpact of Flags on Packet Source and OTHER- ADDRESS
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The server MUST add a RESPONSE-ORIA N attribute to the Binding
Response, containing the source address and port used to send the
Bi ndi ng Response.

If the server supports an alternate address and port, the server MJST
add an OTHER- ADDRESS attribute to the Binding Response. This
contains the source |IP address and port that would be used if the
client had set the "change IP" and "change port" flags in the Binding
Request. As summarized in Table 1, these are Ca and Cp,

respectively, regardl ess of the value of the CHANGE- REQUEST fl ags.

If the Request contained a PADDI NG attribute, PADDI NG MJST be

i ncluded in the Binding Response. The server SHOULD use a | ength of
PADDI NG equal to the MIU on the outgoing interface, rounded up to an
even multiple of four bytes. |If the Request also contains the
RESPONSE- PORT attribute the server MJUST return an error response of
type 400.

Fol I owi ng that, the server conpletes the renmi nder of the processing
from STUN [ RFC5389]. If authentication is being required, the server
MUST i nclude a MESSAGE- | NTECRI TY and associ ated attributes as
appropriate. A FINGERPRINT attribute is only required if the STUN
messages are being multiplexed with application traffic that requires
use of a FINGERPRINT to distinguish STUN nessages.

An ALTERNATE- SERVER attribute MJST NOT be included with any other
attribute defined in this specification.

When the server sends the Response, it is sent fromthe source
address as determ ned above and to the source address of the Request.
| f RESPONSE-PORT is present, the server sends the response to that
port instead of the originating port.

7. New Attri butes

Thi s docunent defines several STUN attributes that are required for
NAT Behavi or Di scovery. These attributes are all used only with

Bi ndi ng Requests and Bi ndi ng Responses. CHANGE- REQUEST was
originally defined in RFC 3489 [ RFC3489] but is redefined here as
that docunent is obsol eted by [ RFC5389].

Conpr ehensi on-requi red range (0x0000-Ox7FFF):
0x0003: CHANGE- REQUEST
0x0026: PADDI NG
0x0027: RESPONSE- PORT
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Conpr ehensi on- opti onal range (0x8000-OxFFFF):
0x802b: RESPONSE- ORIG N
0x802c: OTHER- ADDRESS

7.1. Representing Transport Addresses

Whenever an attribute contains a transport |IP address and port, it
has the same format as MAPPED- ADDRESS. Sinilarly, the XORr
attributes have the sane format as XOR- MAPPED- ADDRESS [ RFC5389] .

7.2. CHANGE- REQUEST

The CHANGE- REQUEST attribute contains two flags to control the IP
address and port that the server uses to send the response. These
flags are called the "change I P' and "change port" flags. The
CHANGE- REQUEST attribute is allowed only in the Binding Request. The
"change I P* and "change port" flags are useful for determ ning the
current filtering behavior of a NAT. They instruct the server to
send the Bindi ng Responses fromthe alternate source |P address
and/or alternate port. The CHANGE- REQUEST attribute is optional in

t he Bi ndi ng Request.

The attribute is 32 bits long, although only two bits (A and B) are
used:

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S
|[O0O0O0O0D000O00O0D000O0OD0ODODO0DODODODODODODODOOODODOOOABO
B S T S S e i S S T S S S e S i S &

The meani ngs of the flags are:

A: This is the "change IP" flag. |If true, it requests the server to
send the Binding Response with a different | P address than the one
t he Bi ndi ng Request was received on

B: This is the "change port" flag. |If true, it requests the server
to send the Binding Response with a different port than the one
t he Bi ndi ng Request was received on

7.3. RESPONSE-ORIG N
The RESPONSE-ORIGA N attribute is inserted by the server and indicates
the source | P address and port the response was sent from It is

useful for detecting double NAT configurations. It is only present
i n Bi ndi ng Responses.
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7.4. OTHER- ADDRESS

The OTHER- ADDRESS attribute is used in Binding Responses. It inforns
the client of the source I P address and port that would be used if
the client requested the "change I P* and "change port" behavi or
OTHER- ADDRESS MUST NOT be inserted into a Binding Response unl ess the
server has a second | P address.

OTHER- ADDRESS uses the same attribute nunber as CHANGED- ADDRESS from
RFC 3489 [ RFC3489] because it is sinply a new name with the same
semanti cs as CHANGED- ADDRESS. It has been renamed to nore clearly
indicate its function

7.5. RESPONSE- PORT

The RESPONSE- PORT attribute contains a port. The RESPONSE- PORT
attribute can be present in the Binding Request and indicates which
port the Binding Response will be sent to. For servers which support
t he RESPONSE- PORT attribute, the Binding Response MUST be transnitted
to the source I P address of the Binding Request and the port

contai ned in RESPONSE-PORT. It is used in tests such as Section 4.6.
When not present, the server sends the Binding Response to the source
| P address and port of the Binding Request. The server MJST NOT
process a request containing a RESPONSE- PORT and a PADDI NG attri bute.
The RESPONSE- PORT attribute is optional in the Binding Request.

Server support for RESPONSE- PORT is optional

RESPONSE- PORT is a 16-bit unsigned integer in network byte order

foll owed by 2 bytes of padding. Allowable values of RESPONSE- PORT
are 0-65536.

7.6. PADDI NG

The PADDING attribute allows for the entire nessage to be padded to
force the STUN nessage to be divided into IP fragnents. PADDI NG
consists entirely of a free-formstring, the value of which does not
matter. PADDI NG can be used in either Binding Requests or Binding
Responses.

PADDI NG MUST NOT be |onger than the length that brings the total IP
dat agram si ze to 64K. It SHOULD be equal in length to the MU of the
outgoi ng interface, rounded up to an even nmultiple of four bytes.
Because STUN nessages with PADDI NG are intended to test the behavior
of UDP fragnents, they are an exception to the usual rule that STUN
nmessages be less than the MIU of the path.
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8. | AB Consi derations

The |1 AB has studied the problemof "Unilateral Self-Address Fixing"
(UNSAF), which is the general process by which a client attenpts to
determine its address in another real mon the other side of a NAT
through a col |l aborative protocol reflection nechani sm|[RFC3424]. The
STUN NAT Behavi or Di scovery usage is an exanple of a protocol that
performs this type of function. The | AB has mandated that any
protocol s devel oped for this purpose docunent a specific set of

consi derations. This section neets those requirenents.

8.1. ProblemDefinition
From RFC 3424 [RFC3424], any UNSAF proposal nust provide:

Precise definition of a specific, |imted-scope problemthat is to
be solved with the UNSAF proposal. A short termfix should not be
generalized to solve other problens. Such generalizations lead to
t he prol onged dependence on and usage of the supposed short term
fix -- meaning that it is no |onger accurate to call it "short
ternt.

The specific problem being sol ved by the STUN NAT Behavi or Di scovery
usage is for a client, which may be | ocated behind a NAT of any type,
to determine the instantaneous characteristics of that NAT. This
determi nation allows either the diagnosis of the cause of probl ens
experienced by that or other applications or the nodification of an
application’s behavior based on the current behavior of the NAT and
an appropriate statistical nodel of the behavior required for the
application to succeed.

8.2. Exit Strategy
From [ RFC3424], any UNSAF proposal must provide:

Description of an exit strategy/transition plan. The better short
termfixes are the ones that will naturally see | ess and | ess use
as the appropriate technology is depl oyed.

The STUN NAT Behavi or Di scovery usage does not itself provide an exit
strategy for v4 NATs. At the time of this witing, it appears some
sort of NAT will be necessary between v6 clients and v4 servers, but
this specification will not be necessary with those v6-to-v4 NATs
because the I ETF is planning to adequately describe their operation
This specification will be of no interest for v6-to-v6 connectivity.
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8.3. Brittleness Introduced by STUN NAT Behavi or Di scovery
From [ RFC3424], any UNSAF proposal mnust provide:

Di scussion of specific issues that may render systens nore
"brittle". For exanple, approaches that involve using data at
mul tiple network | ayers create nore dependencies, increase
debuggi ng chal | enges, and neke it harder to transition

The STUN NAT Behavi or Di scovery usage allows a client to determ ne
the current behavior of a NAT. This information can be quite usefu
to a devel oper or network adninistrator outside of an application

and as such can be used to diagnose the brittleness induced in

anot her application. Wen used within an application itself, STUN
NAT Behavi or Di scovery allows the application to adjust its behavior
according to the current behavior of the NAT. This docunent is
experinental because the extent to which brittleness is introduced to
an application relying on the Behavior Discovery usage is unclear and
must be carefully evaluated by the designers of the protocol making
use of it. The experimental test for this protocol is essentially
det ermi ni ng whether an application can be made less brittle through
the use of behavior-di scovery information than it would be if
attenpted to nmake use of the network without any awareness of the
NATs its traffic nust pass through

8.4. Requirenments for a Long-Term Sol ution
From [ RFC3424], any UNSAF proposal must provide:
Identify requirenents for longer-term sound technical solutions
-- contribute to the process of finding the right longer-term
sol uti on.
As long as v4 NATs are present, neans of adapting to their presence
will be required. As described above, well-behaved v6 to v4 NATs and
direct v6 to v6 connections will not require behavior
characterization.
8.5. Issues with Existing NAPT Boxes
From [ RFC3424], any UNSAF proposal mnust provide:

Di scussion of the inpact of the noted practical issues with
exi sting depl oyed NATs and experience reports.

Thi s usage provides a set of generic attributes that can be assenbl ed

to test many types of NAT behavior. While tests for the nost
commonl y known NAT box behaviors are described, the BEHAVE nuailing
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9.

9. 1.

9. 2.

10.

list regularly has descriptions of new behaviors, sonme of which may
not be readily detected using the tests described herein. However,

the techni ques described in this usage can be assenbled in different
conmbi nations to test NAT behavi ors not now known or envi sioned.

I ANA Consi der ati ons
STUN Attribute Registry

This specification defines several new STUN attributes. |ANA has
added these new protocol elements to the "STUN Attributes” registry.

0x0003: CHANGE- REQUEST
0x0027: RESPONSE- PORT
0x0026: PADDI NG

0x8027: CACHE- TI MEQUT
0x802b: RESPONSE- CRIG N
0x802c: OTHER- ADDRESS

Port Numbers and SRV Registry

By default, the STUN NAT Behavi or Di scovery usage runs on the sane
ports as STUN: 3478 over UDP and TCP, and 5349 for TCP over TLS.
However, the Behavior Discovery usage has its own set of Service
Record (SRV) nanes: "stun-behavior" for UDP and TCP, and "stun-
behavi ors" for TLS. Either the SRV procedures or the ALTERNATE-
SERVER procedures, subject to the reconmendati ons of Section 5, can
be used to run Behavior Discovery on a different port.

This specification defines the "stun-behavior" and "stun-behavi ors"
SRV service nanes. "stun-behavior" may be used with SRV protocol

specifiers "udp" and "tcp". "stun-behaviors" may only be specified
with "tcp". Thus, the allowable SRV queries are:

_stun-behavi or. _udp UDP

_stun-behavior. _tcp TCP

_stun-behaviors. _tcp TLS over TCP

Security Considerations

This usage inherits the security considerations of STUN [ RFC5389].
Thi s usage adds several new attributes; security considerations for
those are detail ed here.
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11.

12.

12.

OTHER- ADDRESS does not pernit any new attacks; it provides another
pl ace where an attacker can inpersonate a STUN server but it is not
an interesting attack. An attacker positioned where it can
conprom se the Bindi ng Response can conpletely hide the STUN server
fromthe client.

0 Requests containing both RESPONSE- PORT and PADDI NG are rejected by
the server. This prevents an anplification attack that is
targeted at the originating address.

The only attack possible with the PADDI NG attribute is to have a

| arge padding length that coul d cause a server to allocate a large
anount of menory. As servers will ignore any padding |ength greater
than 64K so the scope of this attack is linted. 1In general, servers
shoul d not allocate nore nenory than the size of the received
datagram This attack would only affect non-conpliant

i npl enent ati ons.

RESPONSE- ORI G N and RESPONSE- PORT do not provi de any additi onal
att acks.
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