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1

I ntroduction

Thi s docunent describes a massively scal able reliable content
delivery protocol, Asynchronous Layered Coding (ALC), for multiple
rate congestion controlled reliable content delivery. The protocol
is specifically designed to provide nassive scalability using IP

mul ticast as the underlying network service. Mssive scalability in
this context means the nunmber of concurrent receivers for an object
is potentially in the mllions, the aggregate size of objects to be
delivered in a session ranges from hundreds of kil obytes to hundreds
of gigabytes, each receiver can initiate reception of an object
asynchronously, the reception rate of each receiver in the session is
the maxi mum fair bandwi dth avail abl e between that receiver and the
sender, and all of this can be supported using a single sender

Because ALC is focused on reliable content delivery, the goal is to
deliver objects as quickly as possible to each receiver while at the
same tinme remaining network friendly to conpeting traffic. Thus, the
congestion control used in conjunction with ALC should strive to
maxi nm ze use of avail abl e bandwi dth between receivers and the sender
while at the same tinme backing off aggressively in the face of
competing traffic.

The sender side of ALC consists of generating packets based on
objects to be delivered within the session and sending the
appropriately fornatted packets at the appropriate rates to the
channel s associated with the session. The receiver side of ALC

consi sts of joining appropriate channels associated with the session
perform ng congestion control by adjusting the set of joined channels
associated with the session in response to detected congestion, and
using the packets to reliably reconstruct objects. Al information
flowin an ALC session is in the formof data packets sent by a
singl e sender to channels that receivers join to receive data.

ALC does specify the Session Description needed by receivers before
they join a session, but the nechanisns by which receivers obtain
this required infornmation is outside the scope of ALC. An
application that uses ALC nmay require that receivers report
statistics on their reception experience back to the sender, but the
mechani sms by which receivers report back statistics is outside the
scope of ALC. 1In general, ALC is designed to be a m ninmal protoco
instantiation that provides reliable content delivery wthout
unnecessary limtations to the scalability of the basic protocol

Thi s docunent is a product of the IETF RMI WG and fol l ows the genera
gui del i nes provided in [ RFC3269].
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A previous version of this docunent was published in the
"Experinmental" category as [ RFC3450] and is obsoleted by this
docunent .

This Proposed Standard specification is thus based on and backwards
conpatible with the protocol defined in [ RFC3450] updated according
to accunul at ed experi ence and growi ng protocol maturity since its
original publication. Said experience applies both to this
specification itself and to congestion control strategies related to
the use of this specification

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in BCP 14, [RFC2119].

1.1. Delivery Service Mdels

ALC can support several different reliable content delivery service
nodel s as described in [ RFC5651].

1.2. Scalability

Massive scalability is a primary design goal for ALC. |IP nulticast
is inherently massively scal able, but the best effort service that it
provi des does not provide session nmanagenment functionality,
congestion control, or reliability. ALC provides all of this on top
of IP nulticast without sacrificing any of the inherent scalability
of P nmulticast. ALC has the follow ng properties:

0 To each receiver, it appears as if there is a dedicated session
fromthe sender to the receiver, where the reception rate adjusts
to congestion along the path from sender to receiver

o0 To the sender, there is no difference in |load or outgoing rate if
one receiver or a mllion (or any nunmber of) receivers are joined
to the session, independent of when the receivers join and | eave.

o0 No feedback packets are required fromreceivers to the sender

o0 Alnost all packets in the session that pass through a bottl eneck
link are utilized by downstreamreceivers, and the session shares
the link with conpeting flows fairly in proportion to their
utility.

Thus, ALC provides a nmassively scal abl e content delivery transport
that is network friendly.
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ALC intentionally onmts any application-specific features that could
potentially linmt its scalability. By doing so, ALC provides a

m ni mal protocol that is massively scalable. Applications my be
built on top of ALC to provide additional features that may linit the
scalability of the application. Such applications are outside the
scope of this docunent.

1.3. Environmental Requirenents and Consi derations

Al'l of the environmental requirenents and considerations that apply
to the LCT building block [ RFC5651], the FEC buil ding bl ock

[ RFC5052], the nultiple rate congestion control building block, and
to any additional building blocks that ALC uses also apply to ALC

The I P nmulticast nodel defined in [RFC1112] is commonly known as Any-
Source Multicast (ASM, in contrast to Source-Specific Milticast
(SSM which is defined in [RFC3569]. One issue that is specific to
ALC with respect to ASMis the way the nultiple rate congestion
control building block interacts with ASM The congestion contro
bui | di ng bl ock may use the neasured difference in time between when a
join to a channel is sent and when the first packet fromthe channe
arrives in determning the receiver reception rate. The congestion
control building block may al so use packet sequence nunbers per
channel to neasure losses, and this is also used to determ ne the
receiver reception rate. These features raise two concerns with
respect to ASM The time difference between when the join to a
channel is sent and when the first packet arrives can be significant
due to the use of Rendezvous Points (RPs) and the Milticast Source

Di scovery Protocol (MSDP) [ RFC3618] protocol, and packets can be | ost
in the switch over fromthe (*,G jointo the RP and the (S,G join
directly to the sender. Both of these issues could potentially
substantially degrade the reception rate of receivers. To aneliorate
these concerns, it is recomended during deployment to ensure that
the RP be as close to the sender as possible. SSM does not share
these sane concerns. For a fuller consideration of these issues,
consult the nultiple rate congestion control building bl ock

2. Architecture Definition

ALC uses the LCT building block [ RFC5651] to provide in-band session
managenent functionality. ALC uses a nultiple rate congestion
control building block that is conpliant with [ RFC2357] to provide
congestion control that is feedback free. Receivers adjust their
reception rates individually by joining and | eaving channel s
associated with the session. ALC uses the FEC buil ding bl ock

[ RFC5052] to provide reliability. The sender generates encodi ng
synbol s based on the object to be delivered using FEC codes and sends
themin packets to channels associated with the session. Receivers
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simply wait for enough packets to arrive in order to reliably
reconstruct the object. Thus, there is no request for retransm ssion
of individual packets fromreceivers that nm ss packets in order to
assure reliable reception of an object, and the packets and their
rate of transm ssion out of the sender can be independent of the
nunber and the individual reception experiences of the receivers.

The definition of a session for ALCis the sane as it is for LCT. An
ALC session conprises nultiple channels originating at a single
sender that are used for sone period of time to carry packets
pertaining to the transm ssion of one or nore objects that can be of
interest to receivers. Congestion control is perforned over the
aggregate of packets sent to channels belonging to a session. The
fact that an ALC session is restricted to a single sender does not
preclude the possibility of receiving packets for the same objects
frommltiple senders. However, each sender woul d be sending packets
to a different session to which congestion control is individually
applied. Although receiving concurrently fromnultiple sessions is
all owed, how this is done at the application level is outside the
scope of this docunent.

ALC is a protocol instantiation as defined in [RFC3048]. This
docunent describes version 1 of ALC, which MJST use version 1 of LCT
described in [RFC5651]. Like LCT, ALC is designed to be used with
the IP nmulticast network service. This specification defines ALC as
payl oad of the UDP transport protocol [RFCO768] that supports the IP
mul ticast delivery of packets.

The ALC packet format is illustrated in Figure 1. An ALC packet
header inmedi ately follows the | P/UDP header and consists of the
default LCT header that is described in [ RFC5651] followed by the FEC
Payl oad I D that is described in [ RFC5052]. The Congestion Contr ol
Information field within the LCT header carries the required
Congestion Control Information that is described in the nultiple rate
congestion control building block specified that is conpliant wth

[ RFC2357]. The packet payload that follows the ALC packet header
consi sts of encoding synbols that are identified by the FEC Payl oad

I D as described in [ RFC5052].
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Figure 1: ALC Packet Fornat

Each receiver is required to obtain a Session Description before
joining an ALC session. As described later, the Session Description
i ncl udes out-of-band information required for the LCT, FEC, and the
mul tiple rate congestion control building blocks. The FEC Object
Transm ssion Information specified in the FEC building bl ock

[ RFC5052] required for each object to be received by a receiver can
be communi cated to a receiver either out-of-band or in-band using a
Header Extension. The neans for comunicating the Session
Description and the FEC Object Transmi ssion Information to a receiver
is outside the scope of this docunent.

2.1. LCT Building Block

LCT requires receivers to be able to uniquely identify and
demul ti pl ex packets associated with an LCT session, and ALC inherits
and strengthens this requirenment. A Transport Session ldentifier
(TSI) MJST be associated with each session and MJST be carried in the
LCT header of each ALC packet. The TSI is scoped by the sender IP
address, and the (sender |P address, TSI) pair MJST uniquely identify
t he session.

The LCT header contains a Congestion Control Information (CCl) field
that MJUST be used to carry the Congestion Control Information from
the specified nultiple rate congestion control protocol. There is a
field in the LCT header that specifies the Iength of the CC field,
and the multiple rate congestion control building block MIUST uni quely
identify a format of the CCl field that corresponds to this |ength.

The LCT header contains a Codepoint field that MAY be used to

communi cate to a receiver the settings for information that may vary
during a session. |f used, the mappi ng between settings and
Codepoi nt values is to be comunicated in the Session Description
and this mapping is outside the scope of this document. For exanpl e,
the FEC Encoding ID that is part of the FEC Cbject Transm ssion
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Information, as specified in the FEC buil ding block [ RFC5052], could
vary for each object carried in the session, and the Codepoint val ue
could be used to communi cate the FEC Encoding ID to be used for each
object. The mapping between FEC Encoding | Ds and Codepoints coul d
be, for exanple, the identity mapping.

If nore than one object is to be carried within a session, then the
Transm ssion Cbject ldentifier (TO) MJIST be used in the LCT header
to identify which packets are to be associated with which objects.

In this case, the receiver MJST use the TO to associate received
packets with objects. The TAO is scoped by the |IP address of the
sender and the TSI, i.e., the TO is scoped by the session. The TO
for each object is REQURED to be unique within a session, but is not
requi red be uni que across sessions. Furthernore, the sane object MAY
have a different TO in different sessions. The napping between TA s
and objects carried in a session is outside the scope of this
docunent .

If only one object is carried within a session, then the TO MAY be
omtted fromthe LCT header

The LCT header fromversion 1 of the LCT building bl ock [ RFC5651]
MJUST be used.

The LCT Header includes a two-bit Protocol Specific Indication (PSl)
field in bits 6 and 7 of the first word of the LCT header. These two
bits are used by ALC as foll ows:

0 1 2 3
01234567890123456789012345678901
+- 4o+
AXY
+-4-+

Figure 2: PSI Bits within LCT Header
PSI bit X - Source Packet Indicator (SPl)
PSI bit Y - Reserved

The Source Packet Indicator is used with systemati c FEC Schenes whi ch
define a different FEC Payload ID format for packets containing only
source data conpared to the FEC Payload ID format for packets
containing repair data. For such FEC Schenes, the SPI MJST be set to
1 when the FEC Payload ID format for packets containing only source
data is used, and the SPI MJST be set to zero when the FEC Payload ID
for packets containing repair data is used. In the case of FEC
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Schenes that define only a single FEC Payload ID format, the SPI MJST
be set to zero by the sender and MJUST be ignored by the receiver

Support of two FEC Payload ID formats all ows FEC Payl oad |1 D
information that is only of rel evance when FEC decoding is to be
perforned to be provided in the FEC Payload ID fornmat for packets
containing repair data. This information need not be processed by
receivers that do not perform FEC decoding (either because no FEC
decoding is required or because the receiver does not support FEC
decodi ng) .

2.2. Miltiple Rate Congestion Control Building Block

At a mninmum inplenentations of ALC MUST support [RFC3738]. Note
that [ RFC3738] has been published in the "Experinental" category and
thus has lower maturity |level than the present document. Caution
shoul d be used since it may be |l ess stable than this documnent.

Congestion control MJUST be applied to all packets within a session

i ndependently of which infornmation about which object is carried in
each packet. Miltiple rate congestion control is specified because
of its suitability to scale massively and because of its suitability
for reliable content delivery. [RFC3738] specifies in-band
Congestion Control Information (CCl) that MJUST be carried in the CC
field of the LCT header.

Alternative multiple rate congestion control building blocks MAY be
supported, but only a single congestion control building block my be
used in a given ALC session. The congestion control building bl ock
to be used in an ALC session is specified in the Session Description
(see Section 2.4). A multiple rate congestion control building block
MAY specify nore than one format for the CCl field, but it MJST
specify at nost one format for each of the possible |lengths 32, 64,
96, or 128 bits. The value of Cin the LCT header that determ nes
the length of the CCl field MIST correspond to one of the |engths for
the CCl defined in the nmultiple rate congestion control building

bl ock; this length MJST be the sane for all packets sent to a
session, and the CCl format that corresponds to the length as
specified in the nultiple rate congestion control building bl ock MJST
be the format used for the CCl field in the LCT header.

When using a nultiple rate congestion control building block, a
sender sends packets in the session to several channels at
potentially different rates. Then, individual receivers adjust their
reception rate within a session by adjusting to which set of channels
they are joined at each point in tinme depending on the avail able
bandwi dt h between the receiver and the sender, but independent of

ot her receivers
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2.3. FEC Building Bl ock

The FEC buil di ng bl ock [ RFC5052] provides reliable object delivery
within an ALC session. Each object sent in the session is

i ndependent |y encoded usi ng FEC codes as described in [ RFC3453],

whi ch provide a nore in-depth description of the use of FEC codes in
reliable content delivery protocols. Al packets in an ALC session
MJUST contain an FEC Payload IDin a format that is conpliant with the
FEC Schene in use. The FEC Payload ID uniquely identifies the
encodi ng synbol s that constitute the payl oad of each packet, and the
recei ver MJST use the FEC Payl oad ID to determ ne how t he encodi ng
synbols carried in the payl oad of the packet were generated fromthe
obj ect as described in the FEC building bl ock

As described in [ RFC5052], a receiver is REQURED to obtain the FEC
bj ect Transnission Information for each object for which data
packets are received fromthe session. |In the context of ALC, the
FEC bj ect Transnission Information includes:

0o The FEC Encoding ID

o |If an Under-Specified FEC Encoding ID is used, then the FEC
Instance I D associated with the FEC Encoding 1D

o For each object in the session, the transfer |ength of the object
in bytes.

Addi tional FEC (bject Transmnission Information may be required
dependi ng on the FEC Schene that is used (identified by the FEC
Encoding 1 D).

Some of the FEC Object Transmi ssion Information MAY be inplicit based
on the FEC Schenme and/or inplenentation. As an exanple, source bl ock
| engths may be derived by a fixed algorithmfromthe object |ength.
As anot her exanple, it may be that all source bl ocks are the sane
length and this is what is passed out-of-band to the receiver. As
anot her exanple, it could be that the full-sized source block | ength
is provided, and this is the length used for all but the |last source
bl ock, which is calcul ated based on the full source block |Iength and
the object length. As another exanple, it could be that the sane FEC
Encoding I D and FEC I nstance ID are always used for a particul ar
application, and thus the FEC Encoding I D and FEC Instance ID are
inmplicitly defined.

Sonetines the objects that will be sent in a session are conpletely
known before the receiver joins the session, in which case the FEC
hj ect Transmission Information for all objects in the session can be
conmmuni cated to receivers before they join the session. At other
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times, the objects nay not know when the session begins, receivers
may join a session in progress and may not be interested in sone

obj ects for which transnission has finished, or receivers nmay | eave a
session before sone objects are even available within the session

In these cases, the FEC Object Transm ssion Information for each

obj ect may be dynamically conmunicated to receivers at or before the
time packets for the object are received fromthe session. This may
be acconplished using an out-of-band nmechani sm in-band using the
Codepoint field or a Header Extension, or any conbination of these
met hods. How the FEC Obj ect Transm ssion Information is conmuni cated
to receivers is outside the scope of this document.

2.4. Session Description

Before a receiver can join an ALC session, the receiver needs to
obtain a Session Description that contains the follow ng i nformation

o The nultiple rate congestion control building block to be used for
t he session;

0 The sender |P address;

0 The nunmber of channels in the session

0 The address and port nunber used for each channel in the session
0 The Transport Session ID (TSI) to be used for the session

0 An indication of whether or not the session carries packets for
nore than one object;

o |f Header Extensions are to be used, the fornmat of these Header
Ext ensi ons.

o Enough information to determ ne the packet authentication scheme
being used, if one is being used.

How t he Session Description is comunicated to receivers is outside
the scope of this docunent.

The Codepoint field within the LCT portion of the header CAN be used
to comuni cate in-band some of the dynamically changing infornation
within a session. To do this, a nmapping between Codepoi nt val ues and
the different dynanmic settings MJUST be included within the Session
Description, and then settings to be used are comunicated via the
Codepoi nt val ue placed into each packet. For exanple, it is possible
that multiple objects are delivered within the same session and that
a different FEC encoding algorithmis used for different types of
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objects. Then the Session Description could contain the mappi ng

bet ween Codepoi nt val ues and FEC Encoding | Ds. As anot her exanpl e,

it is possible that a different packet authentication scheme is used
for different packets sent to the session. |In this case, the mapping
bet ween the packet authentication schene and Codepoi nt val ues coul d
be provided in the Session Description. Conbinations of settings can
be mapped to Codepoint values as well. For exanple, a particular
conbi nation of a FEC Encoding I D and a packet authentication scheme
coul d be associated with a Codepoi nt val ue.

The Session Description could also include, but is not limted to:

o The mappi ngs between conbi nati ons of settings and Codepoi nt
val ues;

0 The data rates used for each channel

o The length of the packet payl oad;

o Any information that is relevant to each object being transported,
such as the bject Transmi ssion Information for each object, when
the object will be available within the session, and for how | ong

The Session Description could be in a formsuch as the Session

Description Protocol (SDP) as defined in [ RFC4566], XM. netadata as
defined in [ RFC3023], or HTTP/M ME headers as defined in [ RFC2616],

etc. It might be carried in a session announcenent protocol such as
SAP as defined in [RFC2974], obtained using a proprietary session
control protocol, |ocated on a web page with scheduling information

or conveyed via enmail or other out-of-band nethods. Discussion of
Session Description formats and nethods for conmuni cati on of Session
Descriptions to receivers is beyond the scope of this docunent.

2.5. Packet Authentication Building Block
It is RECOWENDED that inplenentors of ALC use sone packet
aut henti cation schene to protect the protocol fromattacks. Suitable
schemes are described in [RFC5776] and [ RMT- SI MPLE] .

3. Conformance Statenent
This Protocol Instantiation docunent, in conjunction with the LCT
bui | di ng bl ock [ RFC5651], the FEC buil ding bl ock [ RFC5052], and

[ RFC3738] conpletely specifies a working reliable nmulticast transport
protocol that conforms to the requirenments described in [ RFC2357].
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4. Functionality Definition

This section describes the format and functionality of the data
packets carried in an ALC session as well as the sender and receiver
operations for a session

4.1. Packet Format Used by ALC

The packet format used by ALC is the UDP header followed by the LCT
header followed by the FEC Payl oad I D foll owed by the packet payl oad.
The LCT header is defined in the LCT building bl ock [ RFC5651] and the
FEC Payload IDis described in the FEC building bl ock [ RFC5052]. The
Congestion Control Information field in the LCT header contains the
requi red Congestion Control Information that is described in the
mul ti ple rate congestion control building block used. The packet

payl oad contai ns encodi ng synbols generated froman object. |If nore
than one object is carried in the session, then the Transm ssion
hject ID (TA) within the LCT header MJST be used to identify from
whi ch obj ect the encoding synbols are generated. Wthin the scope of
an object, encoding synbols carried in the payl oad of the packet are
identified by the FEC Payl oad | D as described in the FEC buil di ng

bl ock.

The version nunber of ALC specified in this docunent is 1. The
versi on nunber field of the LCT header MJUST be interpreted as the ALC
versi on nunber field. This version of ALCinplicitly nmakes use of
version 1 of the LCT building block defined in [ RFC5651].

The overall ALC packet format is depicted in Figure 3. The packet is
an | P packet, either IPv4 or IPv6, and the | P header precedes the UDP
header. The ALC packet format has no dependencies on the |IP version
numnber .
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Figure 3: Overall ALC Packet Format

In sone special cases an ALC sender may need to produce ALC packets
that do not contain any payload. This may be required, for exanple,
to signal the end of a session or to convey congestion contro

i nformati on. These data-|ess packets do not contain the FEC Payl oad
ID either, but only the LCT header fields. The total datagram

| ength, conveyed by outer protocol headers (e.g., the IP or UDP
header), enables receivers to detect the absence of the ALC payl oad
and FEC Payl oad I D

For ALC, the length of the TSI field within the LCT header is
REQUI RED to be non-zero. This inplies that the sender MJUST NOT set
both the LCT flags S and H to zero.

4.2. LCT Header Extension Fields

This specification defines a new LCT Header Extension, "EXT_FTI", for
t he purpose of communicating the FEC Object Transmi ssion Information
in association with data packets of an object. The LCT Header

Ext ensi on Type for EXT_FTI is 64.

The Header Extension Content (HEC) field of the EXT_FTlI LCT Header
Ext ensi on contains the encoded FEC hject Transnission Information as
defined in [ RFC5052]. The format of the encoded FEC (bj ect

Transmi ssion Information is dependent on the FEC Schene in use and so
is outside the scope of this docunent.
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4.3. Sender Operation

The sender operation, when using ALC, includes all the points nade
about the sender operation when using the LCT building bl ock

[ RFC5651], the FEC building bl ock [ RFC5052], and the multiple rate
congestion control building bl ock.

A sender using ALC shoul d nake avail abl e the required Session
Description as described in Section 2.4. A sender should al so nake
avail abl e the required FEC (bject Transmni ssion Information as
descri bed in Section 2.3.

Wthin a session, a sender transnits a sequence of packets to the
channel s associated with the session. The ALC sender MJST obey the
rules for filling in the CC field in the packet headers, and it MJST
send packets at the appropriate rates to the channels associated with
the session as dictated by the nmultiple rate congestion contro
bui | di ng bl ock.

The ALC sender MJST use the sanme TSI for all packets in the session
Several objects MAY be delivered within the sane ALC session. |f
nmore than one object is to be delivered within a session, then the
sender MJST use the TAO field. Each object MIST be identified by a
unique TO wthin the session, and the sender MJST use correspondi ng
TA for all packets pertaining to the sane object. The FEC Payl oad
I D MUST correspond to the encoding synbol (s) for the object carried
in the payl oad of the packet.

It is RECOWENDED that packet authentication be used. |If packet
aut hentication is used, then the Header Extensions described in
Section 4.2 MAY be used to carry the authentication

4.4. Receiver Qperation

The recei ver operation, when using ALC, includes all the points nmade
about the receiver operation when using the LCT building bl ock

[ RFC5651], the FEC building bl ock [ RFC5052], and the nmultiple rate
congestion control building block.

To be able to participate in a session, a receiver needs to obtain
the required Session Description as listed in Section 2.4. How
receivers obtain a Session Description is outside the scope of this
docunent .

As described in Section 2.3, a receiver needs to obtain the required

FEC bj ect Transnission Information for each object for which the
recei ver receives and processes packets.
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Upon recei pt of each packet, the receiver proceeds with the follow ng
steps in the order listed.

1. The receiver MIST parse the packet header and verify that it is a
valid header. |If it is not valid, then the packet MJST be
di scarded wi t hout further processing.

2. The receiver MJST verify that the sender | P address together with
the TSI carried in the header matches one of the (sender IP
address, TSl) pairs that was received in a Session Description
and to which the receiver is currently joined. |If there is not a
mat ch, then the packet MUST be silently discarded w thout further
processing. The renmining steps are perfornmed within the scope
of the (sender |IP address, TSlI) session of the received packet.

3. The receiver MIST process and act on the CCl field in accordance
with the nmultiple rate congestion control building bl ock

4. If nore than one object is carried in the session, the receiver
MUST verify that the TO carried in the LCT header is valid. |If
the TO is not valid, the packet MJST be di scarded w t hout
further processing.

5. The receiver SHOULD process the renai nder of the packet,
including interpreting the other header fields appropriately, and
using the FEC Payl oad I D and the encodi ng synbol (s) in the
payl oad to reconstruct the correspondi ng object.

It is RECOWENDED that packet authentication be used. |If packet
authentication is used, then it is RECOWENDED t hat the receiver

i medi ately check the authenticity of a packet before proceeding wth
step (3) above. |If immediate checking is possible and if the packet
fails the check, then the receiver MIST silently discard the packet.

5. Security Considerations

The sane security considerations that apply to the LCT, FEC, and the
nmul ti ple rate congestion control building blocks also apply to ALC

ALC is especially vul nerable to denial-of-service attacks by
attackers that try to send forged packets to the session, which would
prevent successful reconstruction or cause inaccurate reconstruction
of large portions of the object by receivers. ALCis also
particularly affected by such an attack because many receivers may
recei ve the sanme forged packet. There are two ways to protect

agai nst such attacks, one at the application |evel and one at the
packet level. It is RECOMWENDED that prevention be provided at both
| evel s.
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At the application level, it is RECOWENDED that an integrity check
on the entire received object be done once the object is
reconstructed to ensure it is the same as the sent object. Moreover,
in order to obtain strong cryptographic integrity protection, a
digital signature verifiable by the receiver SHOULD be used to
provide this application-level integrity check. However, if even one
corrupted or forged packet is used to reconstruct the object, it is
likely that the received object will be reconstructed incorrectly.
This will appropriately cause the integrity check to fail and in this
case, the inaccurately reconstructed object SHOULD be di scarded.

Thus, the acceptance of a single forged packet can be an effective
deni al -of -service attack for distributing objects, but an object
integrity check at |east prevents inadvertent use of inaccurately
reconstructed objects. The specification of an application-I|eve
integrity check of the received object is outside the scope of this
docunent .

At the packet level, it is RECOWENDED that a packet-|evel

aut hentication be used to ensure that each received packet is an

aut hentic and uncorrupted packet containing data for the object
arriving fromthe specified sender. Packet-Ievel authentication has
the advantage that corrupt or forged packets can be discarded

i ndividually and the received aut henticated packets can be used to
accurately reconstruct the object. Thus, the effect of a denial-of-
service attack that injects forged packets is proportional only to

t he nunber of forged packets, and not to the object size.

[ RMI- SI MPLE] and [ RFC5776] descri bed packet |evel authentication
schenes that can be used with the ALC protocol

In addition to providing protection against reconstruction of

i naccurate objects, packet-level authentication can also provide sone
protection agai nst denial -of-service attacks on the nultiple rate
congestion control. Attackers can try to inject forged packets with
i ncorrect congestion control information into the multicast stream
thereby potentially adversely affecting network el enments and

recei vers downstream of the attack, and nmuch less significantly the
rest of the network and other receivers. Thus, it is also
RECOMVENDED t hat packet -1 evel authentication be used to protect

agai nst such attacks. Tined Efficient Stream Loss- Tol erant

Aut henti cation (TESLA) [RFC5776] can al so be used to sone extent to
limt the damage caused by such attacks. However, with TESLA, a
receiver can only deternine if a packet is authentic several seconds
after it is received, and thus an attack agai nst the congestion
control protocol can be effective for several seconds before the
recei ver can react to slow down the session reception rate.

Some packet authentication schemes such as TESLA [ RFC5776] do not
all ow an i nmedi ate authenticity check. In this case, the receiver
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SHOULD check the authenticity of a packet as soon as possible, and if
the packet fails the check, then it MJST be silently discarded before
Step 5 above. It is RECOMMENDED that if receivers detect nany
packets that fail authentication checks within a session, the above
procedure should be nodified for this session so that Step 3 is

del ayed until after the authentication check and only perforned if
the check succeeds.

Reverse Path Forwardi ng checks SHOULD be enabled in all network
routers and switches along the path fromthe sender to receivers to
limt the possibility of a bad agent injecting forged packets into
the nulticast tree data path

5.1. Baseline Secure ALC Qperation

This section describes a baseline node of secure ALC protoco
operation based on application of the |IPsec security protocol. This
approach is docunented here to provide a reference of an

i nt eroperabl e secure node of operation. However, additiona
approaches to ALC security, including other fornms of |Psec
application, MAY be specified in the future. For exanple, the use of
the EXT_AUTH Header Extension could enable ALC specific

aut hentication or security encapsul ation headers sinilar to those of
| Psec to be specified and inserted into the ALC/ LCT protocol nessage
headers. This would all ow header conpression techniques to be
applied to | P and ALC protocol headers when needed in a simlar
fashion to that of RTP [RFC3550] and as preserved in the
specification for Secure Real Tine Protocol (SRTP) [RFC3711].

The basel i ne approach described is applicable to ALC operation
configured for SSM (or SSM i ke) operation where there is a single
sender. The receiver set would maintain a single | Psec Security
Associ ation (SA) for each ALC sender

5.1.1. | Psec Approach

To support this baseline formof secure ALC one-to-nany SSM
operation, each node SHALL be configured with a transport node | Psec
Security Association and corresponding Security Policy Database (SPD)
entry. This entry will be used for sender-to-group multicast packet
aut henti cation and optionally encryption.

The ALC sender SHALL use an | Psec SA configured for Encapsul ating
Security Payload (ESP) protocol [RFC4303] operation with the option
for data origination authentication enabled. It is also RECOMWENDED
that this | Psec ESP SA be also configured to provide confidentiality
protection for |IP packets containing ALC protocol messages. This is
suggested to nake the realization of conplex replay attacks nmuch nore
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difficult. The encryption key for this SA SHALL be preplaced at the
sender and receiver(s) prior to ALC protocol operation. Use of

aut omat ed key nanagenent is RECOMMENDED as a rekey SHALL be required
prior to expiration of the sequence space for the SA. This is
necessary so that receivers may use the built-in |IPsec replay attack
protection possible for an | Psec SAwith a single source (the ALC
sender). Thus, the receivers SHALL enabl e replay attack protection
for this SA used to secure ALC sender traffic. The sender |Psec SPD
entry MJUST be configured to process outbound packets to the
destination address and UDP port nunber of the applicable ALC

sessi on.

The ALC receiver(s) MJIST be configured with the SA and SPD entry to
properly process the | Psec-secured packets fromthe sender. Note
that use of ESP confidentiality, as RECOWENDED, for secure ALC
protocol operation nmekes it nore difficult for adversaries to conduct
effective replay attacks that nay m sl ead receivers on content
reception. This baseline approach can be used for ALC protoco
sessions with nultiple senders if a distinct SAis established for
each sender.

In early deploynents of this baseline approach to ALC security, it is
anticipated that key managenent will be conducted out-of-band wth
respect to ALC protocol operation. For ALC unidirectional operation
it is possible that receivers may retrieve keying information froma
central server via out-of-band (with respect to ALC) comunication as
needed or otherw se conduct group key updates with a sinilar
centralized approach. However, it may be possible with sonme key
managenent schenes for rekey messages to be transnmitted to the group
as a nessage or transport object within the ALC reliable transfer
session. An additional specification is necessary to define an in-
band key managenent schene for ALC sessions perhaps using the
mechani sms of the automated group key managenent specifications cited
in this docunent.

5.1.2. | Psec Requirenents

In order to inplenent this secure node of ALC protocol operation, the
following | Psec capabilities are required.

5.1.2.1. Selectors
The i npl enentati on MUST be able to use the source address,

destination address, protocol (UDP), and UDP port nunbers as
selectors in the SPD
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5.1.2.2. Mode

| Psec in transport node MJST be supported. The use of |Psec

[ RFC4A301] processing for secure ALC traffic SHOULD al so be REQU RED
such that unauthenticated packets are not received by the ALC
protocol inplenentation.

5.1.2.3. Key Managenent

An automat ed key managenent schene for group key distribution and
rekeyi ng such as the G oup Domain of Interpretation (GDA) [RFC3547],
Group Secure Association Key Managenent Protocol (GSAKMP) [ RFC4535],
or Miultinedia Internet KEYing (MKEY) [RFC3830] SHOULD be used.

Rel atively short-lived ALC sessions MAY be able to use Manual Keying
with a single, preplaced key, particularly if Extended Sequence
Numbering (ESN) [ RFC4303] is available in the |IPsec inplenentation
used. It should also be noted that it may be possible for key update
messages (e.g., the GDAO GROUPKEY- PUSH nessage) to be included in the
ALC application reliable data transnission as transport objects if
appropriate interfaces were avail abl e between the ALC application and
t he key managenent daenon

5.1.2.4. Security Policy

Recei vers SHOULD accept connections only fromthe desi gnated,

aut hori zed sender(s). It is expected that appropriate key nanagenent
wi Il provide encryption keys only to receivers authorized to
participate in a designated session. The approach outlined here

all ows receiver sets to be controlled on a per-sender basis.

5.1.2.5. Authentication and Encryption

Large ALC group sizes may necessitate sone form of key managenent
that does rely upon shared secrets. The GDO and GSAKMP protocol s
mentioned here allow for certificate-based authentication. These
certificates SHOULD use | P addresses for authentication. However, it
is likely that avail able group key managenent inplenentations will
not be ALC-specific.

5.1.2.6. Availability

The I Psec requirenments profile outlined here is conmonly avail abl e on
many potential ALC hosts. The principal issue is that configuration
and operation of IPsec typically requires privileged user

aut hori zati on. Autonmated key nanagenent inpl enentations are
typically configured with the privileges necessary to allow the
needed system | Psec configuration
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6.

7.

| ANA Consi der ati ons

This specification registers one value in the LCT Header Extensions
Types nanespace as foll ows:

F - Fomm e e o o e e e e e e e oo o +
| Value | Name | Reference |
Fomm e [ TS e e e ek +
| 64 | EXT_FTI | This specification

S f S o m e e e e e oo +
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Changes from RFC 3450

This section summari zes the changes that were nade fromthe

"Experinmental" version of this specification published as RFC 3450

[ RFC3450] :

0 Updated all references to the obsoleted RFC 2068 to RFC 2616.

0 Renoved the 'Statenent of Intent’ fromthe introduction. (The
Statenent of Intent was neant to clarify the "Experinental" status
of RFC 3450.)

0 Renoved the 'Intellectual Property Issues’ Section and repl aced
with a standard | PR Statenent.

0 Renoved material duplicated in LCT.

0 Updated references in this docunent to new versions of the LCT
Bui I di ng Bl ock and the FEC Buil ding Block, and aligned this
docunent with changes in the new version of the FEC Buil ding
Bl ock.

o Split normative and infornmative references.

o Material applicable in a general LCT context, not just for ALC has
been noved to LCT
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o The first bit of the "Protocol-Specific Indication" in the LCT
Header is defined as a "Source Packet Indication". This is used
in the case that an FEC Schene defines two FEC Payl oad |ID formats,
one of which is for packets containing only source synbol s that
can be processed by receivers that do not support FEC Decodi ng.

o Definition and I ANA registration of the EXT_FTI LCT Header
Ext ensi on.
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