Net wor k Wor ki ng Group Y. Rekhter

Request for Comments: 5668 Juni per Networ ks
Cat egory: Standards Track S. Sangl

Ci sco Systens

D. Tappan

Consul t ant

Cct ober 2009

4-Cctet AS Specific BGP Extended Community
Abstract

Thi s docunent defines a new type of a BGP extended conmunity, which
carries a 4-octet Autononmous System (AS) nunber

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the BSD License.

This docunent nmay contain material from | ETF Docunents or |ETF
Contributions published or nade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
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not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.

1. I nt roducti on

Thi s docunent defines a new type of BGP extended community [RFC4360]:
a 4-octet AS specific extended conmunity. This type of extended
community is simlar to the 2-octet AS specific extended conmunity,
except that it can carry a 4-octet Autonompbus System number.

1.1. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. 4-Cctet AS Specific Extended Community

This is an extended type with a Type field conprising 2 octets and a
Value field conprising 6 octets.

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S

| Ox02 or 0x42 | Sub- Type | d obal Adm nistrator
i T i e S e e R T i i ok it R R TR R R SR
d obal Admi nistrator (cont.) | Local Adm nistrator |

B T e o i S I i i S S N iy St S I S S
The val ue of the high-order octet of this extended type is either
0x02 (for transitive conmunities) or 0x42 (for non-transitive
communities). The loworder octet of this extended type is used to
i ndi cate sub-types.
The Value field consists of 2 sub-fields:

d obal Administrator sub-field: 4 octets

This sub-field contains a 4-octet Autononous System nunber
assigned by | ANA
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Local Admi nistrator sub-field: 2 octets

The organi zation identified by the Autononous System nunber in
the @ obal Adm nistrator sub-field can encode any information
in this sub-field. The format and neani ng of the val ue encoded
in this sub-field should be defined by the sub-type of the
communi ty.

3. Considerations for 2-Cctet Autononmous Systens

As per [RFC4893], a 2-octet Autononous System nunber can be converted
into a 4-octet Autononobus System nunber by setting the 2 high-order
octets of the 4-octet field to zero.

As a consequence, at least in principle, an Autononous Systemthat
uses a 2-octet Autononmpbus System nunber could use either 2-octet or
4-octet AS specific extended communities. This is undesirable, as
both communities would be treated as different, even if they had the
sanme Sub- Type and Local Adninistrator val ues.

Therefore, for backward conpatibility with existing depl oynents and
to avoid inconsistencies between 2-octet and 4-octet specific

ext ended comuni ties, Autononpbus Systens that use 2-octet Autononobus
System nunbers SHOULD use 2-octet AS specific extended comunities
rather than 4-octet AS specific extended communities.

4. | ANA Consi derations

Thi s docunent defines a class of extended comunities, called 4-octet
AS specific extended communities, for which the | ANA has created and
will maintain a registry entitled Four-octet AS Specific Extended
Community. All the communities in this class are of extended Types.
Future assignnents are to be nade using the "First Conme First Served"
policy defined in [ RFC5226]. The Type values for the transitive
communities of the 4-octet AS specific extended community class are
0x0200- 0x02ff; for the non-transitive communities of that class, they
are 0x4200-0x42ff. Assignnents consist of a nane and the val ue.

Thi s docunent nakes the followi ng assignnents for the 4-octet AS
specific extended conmunity:

Narme Type Val ue
four-octet AS specific Route Target 0x0202
four-octet AS specific Route Origin 0x0203
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5. Security Considerations
Thi s docunent does not add new security issues. Al the security
consi derations for BGP extended comunities apply here. At the tine
that this docunent was witten, there were significant efforts
underway to inprove the security properties of BGP. For exanpl es of
docunents that have been produced up to this tinme of publication, see
[ RFC4593] and [ SIDR].
There is a potential serious issue if a nal formed, optional
transitive attribute is received. This issue and the steps to avoid
it are discussed in [ OPT_TRANS].
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