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Abst r act

Thi s docunent describes an architecture for extending pseudow re

ermul ation across multiple packet swi tched network (PSN) segments.
Scenarios are di scussed where each segnent of a given edge-to-edge
enul ated service spans a different provider’'s PSN, as are other
scenari os where the enul ated service originates and term nates on the
sanme provider’'s PSN, but nay pass through several PSN tunnel segnents
inthat PSN. It presents an architectural franmework for such nulti-
segment pseudowi res, defines term nol ogy, and specifies the various
protocol elenents and their functions.
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1

1

I ntroduction

RFC 3985 [1] defines the architecture for pseudow res, where a
pseudowire (PW both originates and terninates on the edge of the
same packet switched network (PSN). The PWIabel is unchanged
between the originating and terninating provider edges (PEs). This
i's now known as a singl e-segnent pseudow re (SS-PW.

Thi s docunent extends the architecture in RFC 3985 to enabl e point-
to- poi nt pseudowires to be extended through rmultiple PSN tunnels.
These are known as nulti-segnment pseudowi res (Ms5-PW). Use cases for
nmul ti-segnment pseudowi res (Ms-PWs), and the consequent requirenents,
are defined in RFC 5254 [5].

1. NMbtivation and Context

RFC 3985 addresses the case where a PWspans a single segnent between
two PEs. Such PW are terned singl e-segnent pseudow res (SS-PW) and
provi de point-to-point connectivity between two edges of a provider
network. However, there is now a requirenent to be able to construct
mul ti-segment pseudowi res. These requirenents are specified in RFC
5254 [5] and address three nain probl ens:

i How to constrain the density of the mesh of PSN tunnels when the
nunber of PEs grows to nany hundreds or thousands, while
m ninzing the conplexity of the PEs and P-routers.

ii. Howto provide PW across nultiple PSN routing domains or areas
in the sanme provider

iii. How to provide PW across nultiple provider donmains and
di fferent PSN types.

Consi der a single PWdomain, such as that shown in Figure 1. There
are 4 PEs, and PW nust be provided fromany PE to any other PE

PWs can be supported by establishing a full nesh of PSN tunnels
between the PEs, requiring a full mesh of LDP signaling adjacencies
between the PEs. PW can therefore be established between any PE and
any other PE via a single, direct PSN tunnel that is switched only by
internmedi ate P-routers (not shown in the figure). |In this case, each
PWis an SS-PW A PE nust termnate all the pseudowires that are
carried on the PSN tunnels that term nate on that PE, according to
the architecture of RFC 3985. This solution is adequate for snall
nunmbers of PEs, but the number of PEs, PSN tunnels, and signaling

adj acencies will grow in proportion to the square of the nunber of
PEs.
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For reasons of econony, the edge PEs that term nate the attachnent
circuits (ACs) are often snall devices built to very low cost with
limted processing power. Consider an exanple where a particular PE
residing at the edge of a provider network, term nates N PW to/from
N different remote PEs. This needs N PWsignaling adjacencies to be
set up and maintained. |If the edge PE attaches to a single
internediate PE that is able to switch the PW that edge PE only
needs a single adjacency to signal and naintain all N PW. The
intermedi ate switching PE (which is a larger device) needs M
signaling adjacencies, but statistically this is less than tN, where
t is the nunber of edge PEs that it is serving. Simlarly, if the
PWs are running over TE PSN tunnels, there is a statistical reduction
in the number of TE PSN tunnels that need to be set up and naintai ned
bet ween t he various PEs.

One possible solution that is nore efficient for |arge nunbers of

PEs, in particular for the control plane, is therefore to support a
partial mesh of PSN tunnels between the PEs, as shown in Figure 1.

For exanpl e, consider a PWservice whose endpoints are PE1l and PE4.
Pseudowires for this can take the path PEl->PE2->PE4 and, rather than
term nating at PE2, be switched between ingress and egress PSN
tunnels on that PE. This requires a capability in PE2 that can
concat enate PWsegnments PEl-PE2 to PWsegnments PE2-PE4. The end-to-
end PWis known as a nmulti-segnent PW

+----- + L T +
[ = = | PE2 |
| R | |
to---- + PSN Tunnel +----- +
I []\
I [\
| | | | | |
| | | PSN | | |
| | | | | |
\ [/
\ [l /
\ [/
+----- + +----- +
| PE3 |----mmmmmmmmee s | PE4 |
Lk o

Figure 1: PW Spanning a Single PSNwith Partial Mesh of PSN Tunnel s
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Figure 1 shows a sinple, flat PSN topol ogy. However, |arge provider
networks are typically not flat, consisting of nany donmins that are
connected together to provide edge-to-edge services. The elenents in
each domain are specialized for a particular role, for exanple,
supporting different PSN types or using different routing protocols.

An exanpl e application is shown in Figure 2. Here, the provider’s
network is divided into three domains: two access domains and the
core domain. The access donains represent the edge of the provider’s
networ k at which services are delivered. 1In the access domain,
simplicity is required in order to mnimze the cost of the network.
The core domai n nust support all of the aggregated services fromthe
access donmi ns, and the design requirenents here are for scalability,
performance, and information hiding (i.e., mninal state). The core
must not be exposed to the state associated with | arge nunbers of

i ndi vi dual edge-to-edge flows. That is, the core nust be sinple and
fast.

In a traditional layer 2 network, the interconnection points between
the donains are where services in the access domai ns are aggregated
for transport across the core to other access domains. 1In an |IP
networ k, the interconnection points could al so represent interworking
poi nts between different types of IP networks, e.g., those with MPLS
and those w thout, and points where network policies can be applied.

R Edge to Edge Enul ated Services ------- >

/ \ S ‘, / \

/ \ . \

AC +----+ +----+ +----+ +----+ AC
---| PE]----- | PE |--------------- | PE|------- | PE |---

| 1] | 2] | 3 | | 4 |
+----+ +----+ +----+ +----+

\ [\ [\ /

\ [\ Cor e ‘ \ /

Access 1 oL Access 2

Figure 2: Miulti-Domain Network Mde

A simlar nodel can also be applied to inter-provider services, where
a single PWspans a nunber of separate provider networks in order to
connect ACs residing on PEs in disparate provider networks. In this
case, each provider will typically maintain their own PE at the
border of their network in order to apply policies such as security
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and Quality of Service (QS) to PW entering their network. Thus,
t he connection between the domains will normally be a Iink between
two PEs on the border of each provider’s network.

Consi der the application of this nodel to PW. PW use tunneling
mechani snms such as MPLS to enable the underlying PSN to enul ate
characteristics of the native service. One solution to the multi-
domai n network nodel above is to extend PSN tunnel s edge-to-edge
between all of the PEs in access donmain 1 and all of the PEs in
access domain 2, but this requires a |large nunber of PSN tunnels, as
descri bed above, and al so exposes the access and the core of the
network to undesirable conplexity. An alternative is to constrain
the conplexity to the network donmain interconnection points (PE2 and
PE3 in the exanpl e above). Pseudow res between PEl and PE4 woul d
then be switched between PSN tunnels at the interconnection points,
enabling PW from many PEs in the access donains to be aggregated
across only a few PSN tunnels in the core of the network. PEs in the
access donmains would only need to nmintain direct signaling sessions
and PSN tunnels, with other PEs in their own donain, thus mninzing
conpl exity of the access domai ns.

1.2. Non-Goals of This Docunent
The following are non-goals for this docunent:
0 The on-the-wire specification of PWencapsul ati ons.

0 The detail ed specification of nmechanisns for establishing and
mai nt ai ni ng nul ti-segnment pseudow res.

1.3. Termnol ogy

The termi nol ogy specified in RFC 3985 [1] and RFC 4026 [2] applies.
In addition, we define the follow ng terns:

o PWTerm nating Provider Edge (T-PE). A PE where the custoner-
facing attachnment circuits (ACs) are bound to a PWforwarder. A
termnating PE is present in the first and |last segments of an M-
PW This incorporates the functionality of a PE as defined in RFC
3985.

0 Singl e-Segnent Pseudowire (SS-PW. A PWset up directly between

two T-PE devices. The PWIabel is unchanged between the
originating and term nating T-PEs.
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o Multi-Segnment Pseudowire (M5-PW. A static or dynamically
configured set of two or nore contiguous PWsegnents that behave
and function as a single point-to-point PW Each end of an Ms-PW
by definition, ternm nates on a T-PE

o0 PWSegnent. A part of a single-segnent or nulti-segnment PW which
traverses one PSN tunnel in each direction between two PE devi ces,
T-PEs, and/or S-PEs (switching PE).

0 PWSwitching Provider Edge (S-PE). A PE capable of switching the
control and data planes of the precedi ng and succeedi ng PWsegnents
in an M5-PW The S-PE term nates the PSN tunnels of the preceding
and succeedi ng segnents of the M5S-PW It therefore includes a PW
switching point for an M5-PW A PWswi tching point is never the
S-PE and the T-PE for the same M5-PW A PWswitching point runs
necessary protocols to set up and manage PWsegnents with ot her PW
switching points and terminating PES. An S-PE can exi st anywhere a
PW nust be processed or policy applied. It is therefore not
limted to the edge of a provider network.

Note that it was originally anticipated that S-PEs would only be
depl oyed at the edge of a provider network where they would be used
to switch the PW of different service providers. However, as the
desi gn of MS-PW progressed, other applications for Ms-PWwere
recogni zed. By this tine S-PE had becone the accepted termfor the
equi pment, even though they were no | onger universally deployed at
t he provider edge.

o PWSwi tching. The process of switching the control and data pl anes
of the precedi ng and succeedi ng PWsegnents in a M5-PW

o PWSwitching Point. The reference point in an S-PE where the
swi tching takes place, e.g., where PWIabel swap is executed.

o Eligible SPEor T-PE. An eligible S-PE or T-PE is a PE that neets
the security and privacy requirenents of the M5-PW according to
the network operator’s policy.

o Trusted S-PE or T-PE. A trusted S-PE or T-PE is a PE that is
understood to be eligible by its next-hop S-PE or T-PE, while a
trust relationship exists between two S-PEs or T-PEs if they
nmut ual Iy consi der each other to be eligible.
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2. Applicability

An M5-PWis a single PWthat, for technical or administrative
reasons, is segnented into a nunber of concatenated hops. Fromthe
perspective of a Layer 2 Virtual Private Network (L2VPN), an M5-PWis
i ndi stinguishable froman SS-PW Thus, the follow ng are equival ent
fromthe perspective of the T-PE

+----+ +----+
L S R +TPE2|
+----+ +----+
IR [ e >|
+----+ +---+ +---+ +----+
| TPEL+-------------- +SPE+----------- +SPE+- - - - - m e e o - +TPE2|
+----+ +---+ +---+ +----+

Fi gure 3: Ms-PW Equi val ence

Al t hough an MsS-PW may require services such as node discovery and
path signaling to construct the PW it should not be confused with an
L2VPN system which also requires these services. A Virtual Private
Wre Service (VPW5) connects its endpoints via a set of PWs. Ms-PW
is a nechanismthat abstracts the construction of conplex PW from
the construction of a L2VPN. Thus, a T-PE m ght be an edge device
optimzed for sinplicity and an S-PE might be an aggregati on device
designed to absorb the conplexity of continuing the PWacross the
core of one or nore service provider networks to another T-PE | ocated
at the edge of the network.

As well as supporting traditional L2VPNs, an Ms-PWis applicable to
providing connectivity across a transport network based on packet

swi tching technol ogy, e.g., the MPLS Transport Profile (MPLS-TP) [6],
[8]. Such a network uses pseudowires to support the transport and
aggregation of all services. This application requires determnistic
characteristics and behavior fromthe network. The operational

requi renents of such networks may need pseudow re segnments that can
be established and naintained in the absence of a control plane, and
may al so need the operational independence of PW naintenance fromthe
under | yi ng PSN.

3. Protocol Layering Mdel
The protocol |ayering nodel specified in RFC 3985 applies to M5 PW
with the following clarification: the pseudowi res may be consi dered

to be a separate layer to the PSN tunnel. That is, although a PW
segment will follow the path of the PSN tunnel between S-PEs, the
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Ms- PWi s i ndependent of the PSN tunnel routing, operations,
signaling, and mai ntenance. The design of PWrouting domains should
not inply that the underlying PSN routing domains are the sane.
However, MS-PW will reuse the protocols of the PSN and may, if
applicable, use information that is extracted fromthe PSN, e.g.
reachability.

3.1. Domain of MS-PW Solutions
PWs provide the Encapsul ation Layer, i.e., the nethod of carrying
vari ous payl oad types, and the interface to the PWDenultipl exer
Layer. Qher layers provide the follow ng:
0 PSN tunnel setup, maintenance, and routing

o T-PE discovery

Not all PEs may be capabl e of providing S-PE functionality.
Connectivity to the next-hop S-PE or T-PE nust be provided by a PSN

tunnel, according to [1]. The selection of which set of S-PEs to use
to reach a given T-PE is considered to be within the scope of NM5-PW
sol uti ons.

3.2. Payload Types

Ms- PW are applicable to all PWpayl oad types. Encapsul ations
defined for SS-PW are al so used for Ms-PWw thout change. \Were the
PSN types for each segnment of an M5-PWare identical, the PWtypes of

each segnment nust also be identical. However, if different segnents
run over different PSN types, the encapsul ati on may change but the PW
segrments nust be of an equivalent PWtype, i.e., the S-PE nust not

need to process the PWpayl oad to provide translation

4. Muilti-Segment Pseudow re Reference Mbdel
The pseudowi re enul ati on edge-to-edge (PWE3) reference architecture
for the single-segnent case is shown in [1]. This architecture

applies to the case where a PSN tunnel extends between two edges of a
single PSN domain to transport a PWw th endpoints at these edges.
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Native |[<------ Mul ti-Segnent Pseudowire------ > Native
Service | PSN PSN | Service
(AQ) | | <- Tunnel - >| | <- Tunnel - >| | (AQ)
| Y Y 1 Y Y 2 Y Y
| +----+ +----- + +----+
- | | TPE1| :::::::::::l SPE1 | ::::::::::l TPE2| | -
| [------ [..... PWSeg'tl.... X ...PWSeg' t3..... [------- |
| CE1] | I I I I | | CE2 |
| [------ [..... PWSeg't2....X ... PWSeg't4..... [------- | |
e -+ | | | :::::::::::l | ::::::::::l | | e -+
N L — +o- oo - + L — A
| Provi der Edge 1 A Provi der Edge 2 |
I I I
| o . |
| PW swi t chi ng poi nt |
I I
R Enul ated Service --------------- >|

Fi gure 4: Ms-PW Ref erence Mdel

Figure 4 extends this architecture to show a nulti-segnment case. The
PEs that provide services to CEl and CE2 are Term nating PE1 (T-PEl)
and Term nating PE2 (T-PE2), respectively. A PSN tunnel extends from
T-PE1 to Switching PE1 (S-PE1) across PSN1, and a second PSN tunnel
extends from S-PE1 to T-PE2 across PSN2. PW are used to connect the
attachnent circuits (ACs) attached to PEl to the correspondi ng ACs
attached to T- PE2.

Each PWsegnent on the tunnel across PSNL is switched to a PW segnent
in the tunnel across PSN2 at S-PEl to conplete the nulti-segnment PW
(Ms-PW between T-PE1 and T-PE2. S-PE1 is therefore the PWswitching
point. PWsegnment 1 and PWsegnent 3 are segnments of the sane Ms-PW
whil e PWsegnment 2 and PWsegnent 4 are segnents of another Ns-PW
PWsegnments of the sane M5-PW (e.g., PWsegnment 1 and PW segnent 3)
must be of equivalent PWtypes, as described in Section 3.2, while
PSN tunnels (e.g., PSN1 and PSN2) nay be of the sanme or different PSN
types. An S-PE switches an M5-PWfrom one segnent to another based
on the PWdenultiplexer, i.e., a PWIlabel that may take one of the
forms defined in Section 5.4.1 of RFC 3985 [1].

Note that although Figure 4 only shows a single S-PE, a PWnay
transit nore than one S-PE along its path. This architecture is
appl i cabl e when the S-PEs are statically chosen, or when they are
chosen using a dynanmi c pat h-sel ection nechanism Both directions of
an M5-PWnust traverse the sanme set of S-PEs on a reciprocal path.
Note that although the S-PE path is therefore reciprocal, the path
taken by the PSN tunnels between the T-PEs and S-PEs night not be
reci procal due to choices nmade by the PSN routing protocol.
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4.1. Intra-Provider Connectivity Architecture

There is a requirement to deploy PW edge-to-edge in |arge service
provi der networks (RFC 5254 [5]). Such networks typically enconpass
hundreds or thousands of aggregation devices at the edge, each of
which would be a PE. These networks nay be partitioned into separate
metro and core PWdonains, where the PEs are interconnected by a
sparse nesh of tunnels.

Whet her or not the network is partitioned into separate PWdonains,
there is also a requirenent to support a partial nmesh of traffic-
engi neered PSN tunnels.

The architecture shown in Figure 4 can be used to support such cases.
PSN1 and PSN2 may be in different admi nistrative domai ns or access
regi ons, core regions, or netro regions within the sanme provider’s
network. PSN1 and PSN2 may al so be of different types. For exanple,
S-PEs may be used to connect PWsegnents traversing netro networks of
one technol ogy, e.g., statically allocated |abels, with segnents
traversing an MPLS core network

Alternatively, T-PEl, S-PE1, and T-PE2 may reside at the edges of the
same PSN.

4.1.1. Intra-Provider Switching Using ACs

In this nodel, the PWreverts to the native service AC at the donain
boundary PE. This ACis then connected to a separate PWon the sane
PE. In this case, the reference nodels of RFC 3985 apply to each
segment and to the PEs. The renmining PE architectura
considerations in this docunent do not apply to this case.

4.1.2. Intra-Provider Switching Using PW

In this nodel, PWsegnents are sw tched between PSN tunnels that span
portions of a provider’s network, without reverting to the native
service at the boundary. For exanple, in Figure 4, PSN1 and PSN2
woul d be portions of the same provider’s network.

4.2. Inter-Provider Connectivity Architecture

Inter-provider PW may need to be swi tched between PSN tunnels at the
provi der boundary in order to mnimze the nunber of tunnels required
to provide PWbased services to CEs attached to each provider’s
network. In addition, the followi ng may need to be inplenented on a
per- PWbasis at the provider boundary:
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0 Qperations, Admnistration, and Mai ntenance (OAM. Note that
this is synonynous with ' Operations and Mai ntenance’ referred to
in RFC 5254 [5].

0 Aut hentication, Authorization, and Accounting (AAA)
0 Security nmechanisns

Further security-related architectural considerations are described
in Section 12.

4.2.1. Inter-Provider Switching Using ACs

In this nodel, the PWreverts to the native service at the provider
boundary PE. This ACis then connected to a separate PWat the peer
provi der boundary PE. In this case, the reference nodels of RFC 3985
apply to each segnent and to the PEs. This is simlar to the case in
Section 4.1.1, except that additional security and policy enforcenent
measures will be required. The renmining PE architectura
considerations in this docunent do not apply to this case.

4.2.2. Inter-Provider Switching Using PW

In this nodel, PWsegnents are sw tched between PSN tunnels in each
provider’s network, without reverting to the native service at the
boundary. This architecture is shown in Figure 5. Here, S-PEl1 and
S-PE2 are provider border routers. PWsegnment 1 is switched to PW
segment 2 at S-PEl. PWsegnent 2 is then carried across an inter-
provider PSN tunnel to S-PE2, where it is switched to PWsegnent 3 in
PSN2.
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| <------ Mul ti-Segnent Pseudowire------ >|
| Provi der Provi der |
AC | [ <----1---->] [ <----2--->] | AC
| \Y \Y \Y \Y \Y V|
| +----+ +-- - - - + +----+ +----+
- oo -+ | | |:::::| |:::::| |:::::| | | - oo -+
| [-------]...... PW.... X ...PW.... X..PW......|]------- |
| CE1| | | | Seg 1 | Seg 2| | Seg 3| || | CE2 |
Foo -+ | | =—==== =—==== =—==== | | Foo -+
A +--- -+ +----- + +--- -+ +--- -+ N
| T- PE1 S- PE1 S- PE2 T- PE2 |
| " " |
| T |
| PW swi t chi ng points |
| |
| _ |
I Enul ated Service --------------- >|

Figure 5: Inter-Provider Reference Model

5. PE Reference Mdel

5.1. Pseudowi re Pre-Processing
Pseudowi re pre-processing is applied in the T-PEs as specified in RFC
3985. Processing at the S-PEs is specified in the follow ng
secti ons.

5.1.1. Forwarding
Each forwarder in the S-PE forwards packets from one PWsegment on
the ingress PSN-facing interface of the S-PE to one PWsegnent on the
egress PSN-facing interface of the S-PE
The forwarder selects the egress segnent PWbased on the ingress PW
| abel . The mapping of ingress to egress PWIlabel nmay be statically

or dynanmically configured. Figure 6 shows how a single forwarder is
associ ated with each PWsegnent at the S PE.
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N +
| S- PE Device |
I hhreeE——. +
I ngress | | | | Egress
PWi nst ance | Singl e | | Singl e | PWInstance
<==========>X PW I nstance + Forwarder + PWInstance X<==========>
| | | |
e +
Figure 6: Point-to-Point Service
G her mappi ngs of PWto-forwarder are for further study.
5.1.2. Native Service Processing
There is no native service processing in the S-PEs.
6. Protocol Stack Reference Mdel
Figure 7 illustrates the protocol stack reference nodel for nulti-
segnent PWs.
S + S +
| Enulated | | Enulated |
| Service | | Service |
| (e.g., ATM | <======= Emul ated Service =======>|(e.g., ATM|
T + T +
| Payl oad | | Payl oad |
| Encap. | <=== Mul ti-segnent Pseudowi re ===>| Encap. |
S + Fom e oo - + S +
| PWDermux | <PW Segrent >| PW Denux| <PW Segnent >| PW Denux |
N + N + N +
| PSN Tunnel, | <PSN Tunnel > PSN | <PSN Tunnel >| PSN Tunnel , |
| PSN & PHY | | Physi cal | | PSN & PHY |
| Layers | | Layers | | Layers |
E + Fom e oo - + L L +
L | |
| / \ \ |
t==========/ PSN \ === PSN \ ======+
\ domain 1 / \ domain 2 /
\ / \ /

Figure 7: Milti-Segment PW Protocol Stack
The MS-PW provides the CE with an enul ated physical or virtual

connection to its peer at the far end. Native service PDUs fromthe
CE are passed through an Encapsul ati on Layer and a PWdenul tipl exer
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is added at the sending T-PE. The PDU is sent over PSN donmin via
the PSN transport tunnel. The receiving S-PE swaps the existing PW
demul ti pl exer for the demultipl exer of the next segnent and then
sends the PDU over transport tunnel in PSN2. Were the ingress and
egress PSN domains of the S-PE are of the same type, e.g., they are
both MPLS PSNs, a sinple |abel swap operation is perforned, as
described in Section 3.13 of RFC 3031 [3]. However, where the

i ngress and egress PSNs are of different types, e.g., MPLS and
L2TPv3, the ingress PWdemrultiplexer is renoved (or popped), and a
mappi ng to the egress PWdernultiplexer is performed and then inserted
(or pushed).

Policies may also be applied to the PWat this point. Exanples of
such policies include adm ssion control, rate control, QS nappi ngs,
and security. The receiving T-PE renoves the PWdenultipl exer and
restores the payload to its native format for transmi ssion to the
destination CE

Where the encapsul ation fornat is different, e.g., MPLS and L2TPv3,
t he payl oad encapsul ati on may be translated at the S-PE

7. Mai nt enance Ref erence Model

Fi gure 8 shows the maintenance reference nodel for multi-segnent
pseudowi r es.
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S LR CE (end-to-end) Signaling ------------ >

<emmmm--- MS- PW T- PE Mai nt enance ----- >|
<---PWSeg't-->| |<--PWSeg't---> |
Mai nt enance | Mai nt enance |

||

||

|

PSN PSN
| | <-Tunnel1->| | | |<-Tunnel 2->| |
V VVSignaling VVVYVSignhaling VV V
\Y; P R + P \Y;
o m e -+ | TPE]_l :::::::::::l SPE1 | :::::::::::l TPE2| o m e -+
| [------- [...... PWSeg'tl....X ...PWSeg't3...... [------ | |
| CE1] | | | | | | | CE2 |
| [------- [ ... .. PWSeg't2.... X ...PWSeg' t4...... [------ | |
Foo -+ | | :::::::::::l | :::::::::::l | Foo -+
n Pp—— S + Pp—— n
Term nati ng A Term nati ng
Provi der Edge 1 | Provi der Edge 2

|
. . |
PW swi t chi ng poi nt |
I
S Emul ated Service ------------------- >|

Fi gure 8: Ms-PW Mai ntenance Reference Model

RFC 3985 specifies the use of CE (end-to-end) and PSN tunnel
signaling as well as PWPE mai ntenance. CE and PSN tunnel signaling
is as specified in RFC 3985. However, in the case of M5 PW,
signaling between the PEs now has both an edge-to-edge and a hop- by-
hop context. That is, signaling and nmi ntenance between T-PEs and
S-PEs and between adjacent S-PEs is used to set up, nmmintain, and
tear down the Ms-PWsegnents, which includes the coordination of
paraneters related to each switching point as well as to the Ms-PW
endpoi nt s.

8. PWDenultiplexer Layer and PSN Requirenents
8.1. Miltiplexing

The purpose of the PWDenultiplexer Layer at the SSPEis to

demul tiplex PW fromingress PSN tunnels and to nultiplex theminto
egress PSN tunnels. Although each PWnay contain multiple native
service circuits, e.g., multiple ATMvirtual circuits (VCs), the
S-PEs do not have visibility of, and hence do not change, this |evel
of multiplexing because they contain no Native Service Processor
(NSP) .
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8.2. Fragnentation

9.

9.

If fragmentation is to be used in an M5-PW T-PEs and S-PEs nust
satisfy thenmsel ves that fragnmented PW payl oads can be correctly
reassenbl ed for delivery to the destination attachment circuit.

An S-PE is not required to nake any attenpt to reassenble a
fragmented PW payl oad. However, it nmay choose to do so if, for
exanple, it knows that a downstream PW segnment does not support
reassenbly.

An S-PE may fragnent a PW payl oad using [4].
Control Pl ane
1. Setup and Pl acenent of Ms-PW

For multi-segnent pseudowires, the internmedi ate PWswi tching points
may be statically provisioned or chosen dynami cally.

For the static case, there are two options for exchangi ng the PW
| abel s:

0 By configuration at the T-PEs or S-PEs.

o By signaling across each segnent using a dynani ¢ mai nt enance
pr ot ocol

A mul ti-segnent pseudowire may thus consist of segnents where the
| abel s are statically configured and segnents where the | abels are
si gnal ed.

For the case of dynanic choice of the PWsw tching points, there are
two options for selecting the path of the M- PW

0 T-PEs deternmine the full path of the PWthrough internediate
switching points. This may be either static or based on a dynamc
PW pat h- sel ecti on mechani sm

0o Each T-PE and S-PE nmakes a | ocal decision as to which next-hop S PE
to choose to reach the target T-PE. This choice is nade either
using locally configured information or by using a dynanmc PW
pat h- sel ecti on nechani sm
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9. 2.

9. 3.

10.

Pseudowi re Up/ Down Notification

Since a nmulti-segment PWconsists of a number of concatenated PW
segnments, the emul ated service can only be considered as being up
when all of the constituting PWsegnents and PSN tunnels are
functional and operational along the entire path of the MS-PW

If a native service requires bi-directional connectivity, the
correspondi ng enul ated service can only be signal ed as being up when
the PWsegnments and PSN tunnels (if used), are functional and
operational in both directions.

RFC 3985 describes the architecture of failure and other status
notification mechanisnms for PW. These mechani snms are al so needed in
mul ti-segment pseudowires. In addition, if a failure notification
mechani smis provided for consecutive segnents of the same PW the
S-PE nust propagate such notifications between the consecutive

concat enat ed segnents.

M sconnecti on and Payl oad Type M snatch

M sconnecti on and payl oad type m smatch can occur wth PW.

M sconnection can breach the integrity of the system Payl oad

m smat ch can di srupt the custoner network. 1In both instances, there
are security and operational concerns.

The services of the underlying tunneling nmechanismor the PWcontro
and OAM protocols can be used to ensure that the identity of the PW
next hop is as expected. As part of the PWsetup, a PWTYPE
identifier is exchanged. This is then used by the forwarder and the
NSP of the T-PEs to verify the conpatibility of the ACs. This can
al so be used by S-PEs to ensure that concatenated segnents of a given
M5- PW are conpatible or that an M5-PWis not misconnected into a
local AC. In addition, it is possible to performan end-to-end
connection verification to check the integrity of the PW to verify
the identity of S-PEs and check the correct connectivity at S-PEs,
and to verify the identity of the T-PE

Managenment and Monitoring
The managenent and nonitoring as described in RFC 3985 applies here.
The MS-PWarchitecture introduces additional considerations related
to managenent and nonitoring, which need to be reflected in the

desi gn of maintenance tools and additional nanagement objects for
MB- PV,
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11.

The first is that each S-PE is a new point at which defects may occur
along the path of the PW In order to troubl eshoot MS-PW,
managenent and nonitoring should be able to operate on a subset of
the segnments of an M5-PW as well as edge-to-edge. That is,
connectivity verification nmechani sns should be able to troubl eshoot
and differentiate the connectivity between T-PEs and internedi ate
S-PEs, as well as the connectivity between T-PE and T- PE.

The second is that the set of S-PEs and P-routers along the Ms-PW
path may be | ess optimal than a path between the T-PEs chosen solely
by the underlying PSN routing protocols. This is because the S-PEs
are chosen by the M5-PWpath sel ecti on nechani sm and not by the PSN
routing protocols. Troubl eshooti ng nechani sns shoul d therefore be
provided to verify the set of S-PEs that are traversed by an M5-PWto
reach a T-PE.

Some of the S-PEs and the T-PEs for an M5-PWnmay reside in a
different service provider’s PSN donmain fromthat of the operator who
initiated the establishnent of the M5-PW These situations nmay
necessitate the use of renote nmanagenent of the Ms-PW which is able
to securely operate across provider boundaries.

Congesti on Consi derations

The followi ng congestion considerations apply to M5-PW. These are
in addition to the considerations for PW described in RFC 3985 [1],
[7], and the respective RFCs specifying each PWtype.

The control plane and the data plane fate-share in traditional IP
networks. The inplication of this is that congestion in the data

pl ane can cause degradati on of the operation of the control plane.
Under qui escent operating conditions, it is expected that the network
wi Il be designed to avoid such problems. However, Ms-PW nmechanisns
shoul d al so consi der what happens when congestion does occur, when
the network is stretched beyond its design linits, for exanple,
during unexpected network failure conditions.

Al t hough congestion within a single provider’s network can be
mtigated by suitable engineering of the network so that the traffic
i nposed by PW can never cause congestion in the underlying PSN, a
significant nunber of M5-PW are expected to be deployed for inter-
provider services. In this case, there nay be no way of a provider
who initiates the establishnent of an M5-PWat a T-PE guarant eei ng
that it will not cause congestion in a downstream PSN. A specific
PSN may be able to protect itself fromexcess PWtraffic by policing
all PW at the S-PE at the provider border. However, this may not be
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12.

ef fective when the PSN tunnel across a provider utilizes the transit
servi ces of another provider that cannot distinguish PWtraffic from
ordinary, TCP-controlled IP traffic.

Each segnent of an M5-PWtherefore needs to inplenent congestion
detection and congestion control nechanisns where it is not possible
to explicitly provision sufficient capacity to avoid congestion

In many cases, only the T-PEs may have sufficient information about
each PWto fairly apply congestion control. Therefore, T-PEs need to
be aware of which of their PW are causing congestion in a downstream
PSN and of their native service characteristics, and to apply
congestion control accordingly. S-PEs therefore need to propagate
PSN congestion state information between their downstream and
upstreamdirections. |If the M5-PWtransits many S-PEs, it nmay take
some tinme for congestion state information to propagate fromthe
congested PSN segnent to the source T-PE, thus del aying the
application of congestion control. Congestion control in the S PE at
the border of the congested PSN can enable a nore rapid response and
thus potentially reduce the duration of congestion

In addition to protecting the operation of the underlying PSN

consi stent QoS and traffic engineering nmechani snms shoul d be used on
each segnent of an Ms-PWto support the requirenents of the enul ated
service. The QoS treatnment given to a PWpacket at an S-PE nmay be
derived fromcontext information of the PW(e.g., traffic or QS
paraneters signaled to the S-PE by an Ms-PWcontrol protocol) or from
PSN-specific QoS flags in the PSN tunnel |abel or PWdenultipl exer,
e.g., TC bits in either the | abel switched path (LSP) or PWI abel for
an MPLS PSN or the DS field of the outer |P header for L2TPv3.

Security Considerations

The security considerations described in RFC 3985 [1] apply here.
Detail ed security requirenents for M5-PW are specified in RFC 5254
[5]. This section describes the architectural inplications of those
requirenents.

The security inplications for T-PEs are simlar to those for PEs in
si ngl e- segment pseudowi res. However, S-PEs represent a point in the
networ k where the PWI abel is exposed to additional processing. An
S-PE or T-PE nust trust that the context of the M5-PWis naintained
by a downstream S-PE. OAM tools nust be able to verify the identity
of the far end T-PE to the satisfaction of the network operator

Addi tional consideration needs to be given to the security of the
S-PEs, both at the data plane and the control plane, particularly
when these are dynam cally selected and/or when the M5-PWtransits
the networks of nultiple operators.
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An inmplicit trust relationship exists between the initiator of an

M5- PW the T-PEs, and the S-PEs along the M5-PWs path. That is, the
T-PE trusts the S-PEs to process and switch PW w thout conpronising
the security or privacy of the PWservice. An S-PE should not sel ect
a next-hop S-PE or T-PE unless it knows it would be considered
eligible, as defined in Section 1.3, by the originator of the M5 PW
For dynanically placed Ms-PWs, this can be achieved by allow ng the
T-PE to explicitly specify the path of the M5-PW Wen the M5-PWis
dynanically created by the use of a signaling protocol, an S-PE or

T- PE shoul d deternine the authenticity of the peer entity from which
it receives the request and the conpliance of that request with

policy.

Where an MsS-PWcrosses a border between one provider and anot her

provi der, the Ms-PWsegnent endpoints (S-PEs or T-PEs) or, for the
PSN tunnel, P-routers typically reside on the same nodes as the

Aut ononpbus System Border Router (ASBRs) interconnecting the two
providers. |In either case, an S-PE in one provider is connected to a
limted nunber of trusted T-PEs or S-PEs in the other provider. The
nunber of such trusted T-PEs or S-PEs is bounded and not anti ci pated
to create a scaling issue for the control plane authentication
mechani sns.

Directly interconnecting the S-PEs/T-PEs using a physically secure
I'ink and enabling signaling and routing authentication between the
S-PEs/ T-PEs elininates the possibility of receiving an M5-PW
signal i ng nessage or packet from an untrusted peer. The S-PEs/T-PEs
represent security policy enforcenent points for the M5-PW while the
ASBRs represent security policy enforcenment points for the provider’'s
PSNs. This architecture is illustrated in Figure 9.
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[ <---cmmmm--- MS-PW-----mmmee oo - - - >|
| Provi der Provi der |
AC | [ <----1---->] [ <----2--->] | AC
| \Y \Y \Y \Y \Y Vo
| +----+ +-- - - - + +----+ +----+
- - -+ | | | :::::l | :::::l | :::::l | | - - -+
| [------- [...... PW.... X ...PW.... X..PW......|]------- | |
| CE1| I I | Seg 1 | Seg 2| | Seg 3| || | CE2
+- - -+ | | | :::::l =—==== =—==== | | +- - -+
A +--- -+ +----- + N 4o+ +--- -+ N
| T- PE1 S- PE1 | S- PE2 T- PE2 |
| ASBR | ASBR |
I I I
| Physical ly secure link |
I I
| _ |
I Enul ated Service --------------- >|

Figure 9: Directly Connected Inter-Provider Reference Model

Alternatively, the P-routers for the PSN tunnel may reside on the
ASBRs, while the S-PEs or T-PEs reside behind the ASBRs within each
provider’s network. A limted nunber of trusted inter-provider PSN

tunnel s interconnect the provider networks. This is illustrated in
Fi gure 10.
[<---mmmmmee oo - MB-PW - --mmmmmm e - >|
| Provi der Provi der |
AC | |<ee-ees 1----- > < 2--nnnn > | AC
| V vV Vv vV VvV |
| +---+ . S +--+ -+ +---+
boeek || |====m] | | l===== ] e
| [-----]..... PW... X ...... PW............. PW... X |------ | |
|CEll | | [Seg1 I Seg 2 | |Seg 3 | | |CE2
L s | === ] e
N +-- -+ B S T N e +-- -+ N
T- PE1 S-PE1 ASBR | ASBR S-PE2 T- PE2

I I
I I I
I I I
| Trusted I nter-AS PSN Tunnel |
I I
I I
I I

R T Enul ated Service ----------------- >

Figure 10: Indirectly Connected Inter-Provider Reference Mdel
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13.

14.

14.

14.

Particul ar consideration needs to be given to Quality of Service
requests because the inappropriate use of priority may inpact any
servi ce guarantees given to other PW. Consideration also needs to
be given to the avoi dance of spoofing the PWdenultiplexer.

Where an S-PE provides interconnection between different providers,
security considerations that are simlar to the security
considerations for ASBRs apply. In particular, peer entity

aut henti cati on shoul d be used.

Where an S-PE al so supports T-PE functionality, nechani sns shoul d be
provided to ensure that M5-PW are switched correctly to the
appropriate outgoing PWsegnent, rather than to a local AC. O her
nmechani sns for PWendpoint verification nmay al so be used to confirm
the correct PWconnection prior to enabling the attachment circuits.

Acknowl edgnent s

The aut hors gratefully acknow edge the input of Mistapha Al ssaoui,
Dimtri Papadinmtrou, Sasha Vainshtein, and Luca Martini.

Ref er ences
1. Nornmtive References

[1] Bryant, S., Ed., and P. Pate, Ed., "Pseudo Wre Emul ati on Edge-
to- Edge (PWE3) Architecture", RFC 3985, March 2005.

[2] Andersson, L. and T. Madsen, "Provider Provisioned Virtual
Private Network (VPN) Ternm nol ogy", RFC 4026, March 2005.

[3] Rosen, E., Viswanathan, A, and R Callon, "Miltiprotocol Label
Swi tching Architecture", RFC 3031, January 2001.

[4] Malis, A. and M Townsl ey, "Pseudow re Enul ati on Edge-t o- Edge
(PWE3) Fragnentation and Reassenbly", RFC 4623, August 2006.

2. Informative References

[5] Bitar, N., Ed., Bocci, M, Ed., and L. Martini, Ed.,
"Requirenments for Milti-Segnent Pseudowi re Emul ati on Edge-to- Edge
(PWE3)", RFC 5254, Cctober 2008.

[6] Niven-Jenkins, B., Ed., Brungard, D., Ed., Betts, M, Ed.,
Sprecher, N., and S. Ueno, "Requirenents of an MPLS Transport
Profile", RFC 5654, Septenber 2009.

Bocci & Bryant I nf or mat i onal [ Page 23]



RFC 5659 Mul ti-Segment PWE3 Architecture Cct ober 2009

[7] Bryant, S., Davie, B., Martini, L., and E. Rosen, "Pseudow re
Congestion Control Franmework", Work in Progress, June 2009.

[8] Bocci, M, Bryant, S., and L. Levrau, "A Framework for MPLS in
Transport Networks", Wirk in Progress, August 2009.

Aut hors’ Addr esses

Mat t hew Bocci

Al cat el - Lucent

Voyager Pl ace, Shoppenhangers Road,

Mai denhead, Berks, UK

Phone: +44 1633 413600

EMai | : matt hew. bocci @l catel -1ucent.com

Stewart Bryant

Ci sco Systens

250, Longwater,

G een Park,

Readi ng, R& 6GB,

United Ki ngdom

EMai | : st bryant @i sco. com

Bocci & Bryant I nf or mat i onal [ Page 24]



