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Internet conmunity. In particular, it describes managed objects for
nodel i ng of Pseudow re Edge-to-Edge services carried over a genera
Packet Switched Network.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
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O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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10, 2008. The person(s) controlling the copyright in some of this
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1. Introduction

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it defines a MB nodul e that can be used to nanage
pseudowi re (PW services for transm ssion over a Packet Switched

Net work (PSN) [RFC3931] [RFC4447]. This M B nodul e provi des generic
managenent of PW that is conmmon to all types of PSN and PW services
defined by the I ETF PWE3 Wbrki ng G oup.

2. The Internet-Standard Managenment Franmewor k

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
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nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

3. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ BCP14].

Thi s docunent adopts the definitions, acronynms, and nmechanisns
described in [RFC3985] and [ RFC3916]. Unless otherw se stated, the
mechani snms of [ RFC3985] apply and will not be re-described here.

4. Overview

The PWE3 M B nodul es architecture provides a | ayered nodul ar nodel

i nto which any supported enul ated service can be connected to any
supported PSN type. This specific MB nodul e provides the glue for
mappi ng between the emul ated service onto the native PSN service. As
such, the defining of a PWenul ated service requires the use of at

| east three types of M B nodul es.

Starting fromthe enul ated service, the first type is a service-
specific nodul e, which is dependent on the emnul ated signal type.
These nodul es are defined in other docunents.

The second type is this nodule, the PWSTD-M B nodul e, which
configures general parameters of the PWthat are conmon to all types
of enul ated services and PSN types.

The third type of nodule is a PSN-specific nodule. There is a
di fferent nmodule for each type of PSN. These nodul es associate the
PWw th one or nore "tunnel s" that carry the service over the PSN.
These nodul es are defined in other docunents.

5. Structure of the MB Mdul e
The M B nodul e consists of six tables:

- The generic configuration and status nonitoring objects that are
common to all service types and PSN types (pwTable).

- The PWPerformance Current Table (pwPerfCurrentTabl e) contains PW
statistics for the current 15-minute period.
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- The PWPerformance Interval Table (pwPerflnterval Tabl e) contai ns PW
statistics for historical intervals (usually 96 15-m nute entries
to cover a 24-hour period).

- The PWPerformance 1-day Interval Table (pwPerf 1Dayl nterval Tabl e)
contains PWstatistics for historical intervals accunul ated per
day. Usually 30 1-day entries to cover a nonthly period.

- The mappi ng tabl e (pw ndexMappi ngTabl e) enabl es the reverse mappi ng
of the unique PWd paraneters [peer |IP, PWtype, and PWID] and the
pw ndex.

- The mappi ng tabl e (pwGenFecl ndexMappi ngTabl e) enabl es the reverse
mappi ng of uni que PWd paraneters used in genFecSi gnaling
[ pwGr oupAtt achrment 1 D, pwlLocal Attachnment 1 D, and pwPeer Attachment | D]
and t he pwi ndex.

This M B nodul e uses Textual Conventions from|[RFC2578], [RFC2579],
[ RFC2580], [RFC2863], [RFC3411], [RFC3593], [RFC3705], [RFC4001], and
[ RFC5542], and references [ RFC3413], [RFC4623], and [ RFC4720].

6. PWSTD-M B Mdul e Usage

An entry in the PWtable (pwlable) MJST exist for all PWtypes (ATM
FR, Ethernet, SONET, etc.). This table holds generic paraneters
related to the PWcreation and nonitoring.

A conceptual row can be created in the pwlable in one of the
foll owi ng ways:

1) The operator creates a row in the pwlabl e when configuring the
node for a new service. This node MJST be supported by the agent,
and MUST be used when creating a non-signaled (manually assigned)
PW

2) The agent MAY create a row in the pwlable if a signaling nessage
has been received froma peer node with signaling identification
paraneters that are not already known to the |l ocal node (i.e.,
there is no related entry created by the operator with natching
paraneters). This node is OPTI ONAL.

3) The agent MAY create a row in the pwlable automatically due to
sonme aut o-di scovery application, or based on configuration that is
done through non- SNVP applications. This node is OPTI ONAL.

- The agent then creates the rows in the (locally supported)

performance tables and reverse-nmapping tables in PWSTD-M B
nodul e.
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7. Relations to G her PWE3 M B Mdul es

- Based on the PSN type defined for the PW a rowis created in the
PSN-speci fic nodul e (for exanple, [RFC5602]) and associated to the
PWtabl e by the conmon pw ndex.

- Based on the PWtype defined for the PW a rowis created in the
service-specific nodule (for exanple, [CEPM B]) and associated to
the PWtable by the common pwi ndex.

- Unless all the necessary entries in the applicable tables have been
created and all the paraneters have been consistently configured in
those tables, signaling cannot be perforned fromthe | ocal node,
and the pwvcOper Status shoul d report ’'notPresent’.

8. Rel ations to the IF-MB

The PWin general is not an iflndex [RFC2863] on its own, for agent
scalability reasons. The PWis typically associated via the PNES M B
nodules to an iflndex the PWis enulating. This iflndex may
represent a physical entity -- for exanple, a PWenulating a SONET
path as in Crcuit Enulation Service over Packet (CEP). In that

case, the PWitself is not an iflndex; however, the PWSTD CEP-M B
nodul e associates the PWto the iflndex of the path to be enul at ed.
In sone cases, the PWw Il be associated to an iflndex representing a
virtual interface. An exanple is Virtual Private LAN Service (VPLS)
where the PWenul ates a logical interface of a (logical) bridge. The
physi cal ports’ association to the VPLS instance is defined in the
non- PWM B nodules in this case.

Exception to the above MAY exist in sone inplenentations where it is
conveni ent to nmanage the PWas an iflndex in the ifTable. A special
ifType to represent a PWvirtual interface (246) will be used in the
ifTable in this case.

When the PWis nanaged as an iflndex, by default it SHOULD NOT be
stacked, i.e., this iflndex SHOULD NOT be | ayered above the
respective PSN tunnel iflndex or the attachment circuit iflndex or
the interface carrying the attachnment circuit.

Note that the iflndex that carries the PWtoward/fromthe PSN is not
explicitly configured via PAE3 M B nodul es except in rare cases. In
nost cases, the PWis carried inside a PSN tunnel, and the interfaces
carrying the tunnel are specified in the related M B nodul es t hat
control the PSN tunnels.
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9.

10.

PW Noti fications

This M B nodul e includes notifications for PWentering the up or down
state, in accordance with the guidelines for interface notifications
as described in [RFC2863]. Inplenmenters should be aware that in many
systens, it is desired to correlate notifications, such that
notifications will not be emitted if notifications froma higher

| evel (such as ports or tunnels) are already in effect. Specifically
for PW, it is anticipated that npost network’s equi prent failures
turn into | owerLayerDown state at the PWIlevel, where a notification
has al ready been emtted from a higher |evel.

When a PWis represented as an iflndex, it is RECOVWENDED t hat PW
notifications be turned off, to avoid duplication with the iflndex
status change notifications.

Exanpl e of the PWM B Mdul es Usage

In this section, we provide an exanple of using the MB objects
described in section 7 to set up a CEP PWover Miltiprotocol Label
Switching (MPLS) PSN. Wiile this exanple is not neant to illustrate
every pernutation of the MB, it is intended as an aid to

under st andi ng some of the key concepts. It is nmeant to be read after
goi ng through the MB itself.

In this exanple, a PWservice for CEP is configured over an MPLS PSN
(MPLS-TE tunnel). It uses LDP as in [RFC4447] for service setup.

For the operation in the service-specific MB nodul es and t he PSN
specific MB nodul es, see the specific MB nodule neno. This exanple
is continued in the neno describing the PWCEP-STD-M B nodul e (for
exanple, [CEPM B]) and the PWMPLS-STD-M B nodul e [ RFC5602] .
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In the PWSTD-M B nodul e:

I n pwrabl e:

{
pw ndex

pwlype

pwOwner

pwPsnType

pwSet UpPriority
pwHol di ngPriority
pw nboundMode

pwPeer Addr Type
pwPeer Addr

pw D
pwLocal G oupl D

pwowPr ef er ence
pwLocal I f M u
pwLocal I f String
pwCapabAdver t
pwRenot eG oupl D
pwRenot eCwSt at us
pwRenot el f M u
pwRenot el f Stri ng
pwRenot eCapabi lities
bmt boundVcLabel
pw nboundVcLabel
pwiNane

pwbDescr

pwAdm nSt at us

)

Nadeau & Zelig

PW M B
5,
cep,
pw dFecSi gnal i ng,
mpl s,
0, -- Highest
0, -- Highest
| oose,
i pv4,
192.0.2.5, -- In this case, equal to the
-- peer LDP entity |IP addr

10,
12,
true, -- Actually ignored for CEP
0, -- Do not send ifMu paraneter
false, -- Do not send interface string
o, -- Does not support status

-- report to the peer.
OXFFFF, -- WIIl be received by

si gnal i ng protocol
not KnownYet ,
0!

not Yet Known,

OxXFFFF, -- WIIl be received by
-- signaling protocol
OXFFFF, -- WIIl be set by signaling

pr ot ocol
"Exanpl e of CEP PW,

up,

St andards Track
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11.

| ANA PWE3 M B Modul e

This section contains the initial version of the | ANA-PWE3-MB. | ANA
has updated this MB nodul e based on expert review as defined in

[ RFC5226]. Each new assignnment of PWtype or PWPSN type made by

| ANA based on the procedures described in [ RFC4446] shoul d be
docunmented in the online version of | ANA-PWE3-M B. The current

| ANA- PME3- M B contai ns PWtypes as requested in [ RFC4446] and

[ RFC4863] .

| ANA- PMES-M B DEFI NI TIONS ::= BEG N

| MPCRTS
MODULE- | DENTI TY, mi b-2
FROM SNMPv2- SM  -- [ RFC2578]

TEXTUAL- CONVENTI ON
FROM SNWPv2-TC, -- [ RFC2579]

i anaPwe3M B  MODULE- | DENTI TY
LAST- UPDATED "200906110000Z" -- 11 June 2009 00: 00: 00 GMI
ORGANI ZATI ON "1 ANA"
CONTACT- | NFO
"Internet Assigned Nunbers Authority
Internet Corporation for Assigned Nanes and Numbers
4676 Admiralty Way, Suite 330
Marina del Rey, CA 90292-6601

Phone: +1 310 823 9358
EMai | ;: iana@ ana. org"
DESCRI PTI ON
"This M B nodul e defines the | ANAPWTypeTC and
| ANAPWPsnTypeTC textual conventions for use in PWE3
M B nodul es.

Any additions or changes to the contents of this MB
nmodul e require either publication of an RFC, Designated
Expert Review as defined in RFC 5226, Guidelines for
Witing an | ANA Consi derations Section in RFCs, and shoul d
be based on the procedures defined in [ RFC4446]. The

Desi gnated Expert will be selected by the | ESG Area
Director(s) of the internet Area.

Copyright (c) 2009 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, are pernmitted provided that the
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foll owi ng conditions are net:

- Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
foll owi ng discl ai ner.

- Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the
followi ng disclainer in the docunentation and/or other
materials provided with the distribution

- Neither the nane of Internet Society, |ETF or |ETF Trust,
nor the nanes of specific contributors, may be used to
endorse or pronote products derived fromthis software
Wi t hout specific prior witten perm ssion

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTORS " AS IS AND ANY EXPRESS OR | MPLI ED WARRANTI ES,
I NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE
DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OMNER OR
CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCl DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES
(1 NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE
@B00DS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS;, OR

BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF
LI ABI LI TY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE CR OTHERW SE) ARI SI NG I N ANY WAY OUT
OF THE USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE
PCSSI BI LI TY OF SUCH DAMAGE. "

REVI SI ON "200906110000Z" ~-- 11 June 2009 00: 00: 00 GMr
DESCRI PTION "Original version, published as part of RFC 5601."
:={ mb-2 174 }

| ANAPWTYpeTC : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Indicates the PWtype (i.e., the carried service). "

SYNTAX | NTEGER {

ot her (0),

frameRel ayDl ci Marti ni Mbde(1),

at mAal 5SduVvcec(2),

at mrransparent (3),

et her net Tagged(4),

et hernet (5),

hdl c(6),

ppPP(7),
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cem8), -- Historic type
atmCel | Nt olvcc(9),

at mCel I Nt 01Vpc( 10),

i pLayer 2Transport (11),
atnCel | 1t olVcc(12),
atnCel | 1t 01Vpc(13),

at mAal 5PduVcc(14),
franeRel ayPort Mode( 15),
cep(16),

elSat op(17),

t 1Sat op(18),

e3Sat op(19),

t 3Sat op(20),

basi cCesPsn(21),

basi cTdm p(22),

t dmCasCesPsn(23),

t dnCasTdm p(24),

frD ci(25),
wil dcard (32767)
}
| ANAPWPsnTypeTC : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Identifies the PSN type that the PWw Il use over the
net wor k. "
SYNTAX | NTEGER {
npl s (1),
I2tp (2),

udpOverlp (3),
mpl sOverlp (4),
npl sOverGe (5),

ot her (6)
}
| ANAPwWCapabi lities ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This TC describes a collection of capabilities related to
a specific PW
Val ues may be added in the future based on new capabilities
i ntroduced in | ETF docunents.
SYNTAX  BITS {
pwSt at usl ndi cation (0), -- Applicable only if maintenance
-- protocol is in use.
pwWCCV (1)
}
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END
12. oject Definitions
PWSTD-M B DEFI NI TIONS ::= BEG N
| MPORTS
NOTI FI CATI ON- TYPE, MODULE- | DENTI TY, OBJECT- TYPE,

I nt eger 32, Unsi gned32, Counter32, Counter64, TineTicks,
transm ssi on

FROM SNWPv2- SM -- [ RFC2578]
MODULE- COMPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWPv 2- CONF -- [ RFC2580]
Trut hVal ue, RowSt atus, StorageType,
Ti meSt anp

FROM SNWPv2- TC -- [ RFC2579]

SnnpAdmi nString
FROM SNWP- FRAMEWORK- M B -- [ RFC3411]

I nt erfacel ndexOr Zer o
FROM | F-M B -- [ RFC2863]

| net Addr essType, | net Address
FROM | NET- ADDRESS- M B -- [ RFC4001]

Per f Current Count, Perfl nterval Count
FROM PerfHi st-TC-M B -- [ RFC3593]

HCPer f Cur r ent Count, HCPer f I nt erval Count, HCPerf Ti neEl apsed,
HCPer f Val i dl nterval s
FROM HC- Perf Hi st - TC-M B -- [ RFC3705]

PwW ndexType, Pw ndexOr Zer oType, PwG oupl D, Pwl DType,
PwOper St at usTC, PwAttachment | dentifierType, PwOwStatusTC,
PwSt at us, PwFragSi ze, PwFragStatus, PwGenl dType

FROM PW TC- STD-M B -- [ RFC5542]
| ANAPWTYpeTC, | ANAPWPsnTypeTC, | ANAPwCapabilities
FROM | ANA- PME3- M B -- [ RFC5601]

pwSt dM B MODULE- | DENTI TY

LAST- UPDATED "200906110000Z" -- 11 June 2009 00: 00: 00 GMI
ORGANI ZATI ON " Pseudowi re Edge-to- Edge Emul ati on (PWE3) Working
G oup”

CONTACT- | NFO
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"David Zelig
Enmi | ;. davi dz@versi.com

Thomas D. Nadeau
Enmi |l : tom nadeau@t. com

The PWE3 Working Group (enmail distribution pwe3@etf.org,
http://ww.ietf.org/htm.charters/pwe3-charter.htm)

DESCRI PTI ON

"This M B nodul e contai ns nanaged obj ect definitions for
pseudowi re operation as in Bryant, S. and P. Pate, ’'Pseudo
Wre Enul ati on Edge-to-Edge (PWE3) Architecture’ [RFC3985],

Martini, L., et al, 'Pseudowire Setup and Mii ntenance Using
the Label Distribution Protocol (LDP)’ [RFC4447], and
Townsl ey, M, et al, ’Layer Two Tunneling Protocol

(Version 3)' [RFC3931].

This M B nodul e enabl es the use of any underlying packet
switched network (PSN). M B nodules that will support
PW operations over specific PSN types are defined in
separate menos.

The i ndexes for this MB nodule are also used to index the
PSN-specific tables and the PWspecific tables. The PW Type
di ctates which PWspecific MB nodul e to use.

Copyright (c) 2009 I ETF Trust and the persons identified
as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, are pernitted provided that the follow ng
conditions are net:

- Redistributions of source code nust retain the above
copyright notice, this Iist of conditions and the foll ow ng
di scl ai ner.

- Redistributions in binary form nust reproduce the above
copyright notice, this Iist of conditions and the foll ow ng
di sclaimer in the docunentation and/or other naterials
provided with the distribution.

- Neither the nanme of Internet Society, |ETF or |ETF Trust, nor
the nanes of specific contributors, may be used to endorse or
pronote products derived fromthis software w thout specific
prior witten perm ssion.
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THI'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HCOLDERS AND
CONTRI BUTORS " AS | S AND ANY EXPRESS OR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIMTED TGO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OANER OR

CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT
NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOANEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR
OTHERW SE) ARI SI NG I N ANY WAY OQUT OF THE USE OF TH S SOFTWARE,
EVEN | F ADVI SED OF THE PGCSSI BI LI TY OF SUCH DAMAGE

This version of this MB nodule is part of RFC 5601
see the RFC itself for full Iegal notices

-- Revision history.

REVI SI ON
"200906110000Z2" -- 11 June 2009 00: 00: 00 GMI

DESCRI PTION "Initial version published as part of RFC 5601."
;.= { transnission 246 }

-- Top-level components of this MB.

-- Notifications
pwNot i fi cati ons OBJECT | DENTI FI ER

o= { pwStdM B 0 }
-- Tables, Scal ars
pwbj ect s OBJECT | DENTI FI ER

o= { pwStdM B 1 }
-- Conformance
pwConf or mance OBJECT | DENTI FI ER

o= { pwstdM B 2 }

-- PWVirtual Connection Table

pw ndexNext OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains an appropriate value to be used for
pw ndex when creating entries in the pwlable. The value 0
i ndi cates that no unassigned entries are available. To
obtain the value of pwndex for a new entry in the pwTabl e,
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t he manager issues a nmanagenent protocol retrieval

operation. The agent will determ ne through its |ocal policy

when this index value will be nade avail able for reuse."
i={ pwObjects 1}

pwTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"This table specifies information for configuring and
status nonitoring that is common to all service types
and PSN types."

o= { pwObjects 2 }

pwEnt ry OBJECT- TYPE

SYNTAX PwENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Arowin this table represents a pseudowire (PW virtual
connection across a packet network. It is indexed by

pw ndex, which uniquely identifies a singular

connecti on.

A row can be created by an operator command from a

managenent plan of a PE, by signaling, or due to auto-

di scovery process. An operator’s comrand can be issued via

a non- SNMP application; in such case, a roww ||l be created

inplicitly by the agent.

The read-create objects in this table are divided into

three categories:

1) njects that MJIST NOT be changed after row activation.
These are objects that define basic properties of the
PW (for exanple type, destination, etc.).

2) Objects that MAY be changed when the PWis
defined as not active. A change of these objects involves
re-signaling of the PWor it mght be traffic affecting.
PWnot active is defined as one of the follow ng
condi tions:

a) The pwRowStatus is notlnService(2).
b) The pwRowSt atus is not Ready(3).
c) The pwAdmi nStatus is down(2).

If the operator needs to change one of the values for an

active row, the operator can either set the pwRowStatus to

not I nServi ce(2) or set pwAdmi nStatus to down(2).

Signaling (or traffic) is initiated again upon setting

the pwRowStatus to active(l) or setting the pwAdnm nStatus

to up(l) or testing(3), respectively.
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3) (Objects that MAY be changed at any tine.

A PW MAY have an entry in the ifTable in addition to the
entry in this table. In this case, a special ifType for PW
will be set inthe ifTable, and the iflndex in the ifTable
of the PWw Il be set in the pwiflndex object in this table.

By default, all the read-create objects MJST NOT be
changed after row activation, unless specifically indicated
in the individual object description.

Manual entries in this table SHOULD be preserved after a
reboot; the agent MJST ensure the integrity of those
entries. |If the set of entries of a specific row are found
to be inconsistent after reboot, the PWpwOper Status MJIST
be decl ared as not Present (5).

I NDEX { pw ndex }

o= { pwlable 1}

PuweEntry ::= SEQUENCE ({
pw ndex Pw ndexType,
pwType I ANAPWTY peTC,
pwOwner | NTEGER,
pwPsnType I ANAPWPsnTypeTC,
pwSet UpPriority I nt eger 32,
pwHol di ngPriority I nt eger 32,
pwPeer Addr Type | net Addr essType,
pwPeer Addr | net Addr ess,
pwAt t achedPw ndex PwW ndexOr Zer oType,
pw f I ndex I nterfacel ndexOr Zer o,
pw D Pw DType,
pwLocal G oupl D PwG oupl D,

pwG oupAttachnment I D  PwAttachnent |l dentifier Type,
pwLocal Attachnment I D  PwAttachnent | dentifier Type,
pwRenot eAtt achnment I D PwAttachnment |l denti fi er Type,

pwOwPr ef er ence Tr ut hval ue,

pwLocal I f M u Unsi gned32,

pwLocal | f String Trut hval ue,

pwLocal CapabAdvert | ANAPwCapabi i ti es,
pwRenot eG oupl D PwG oupl D,

pwewsSt at us PWOWSt at usTC,
pwRenot el f M u Unsi gned32,
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pwRenot el f Stri ng
pwRenot eCapabilities

pwkr agrment Cf gSi ze
pwRnt Fr agCapabi l ity
pwFcsRet enti onCf g
pwFcsRet ent i onSt at us

pwQut boundLabel
pwi nboundLabel

pwiNane
pwDescr

pwCr eat eTi ne
pwWUpTi e
pwLast Change
pwAdm nSt at us
pwOper St at us
pwLocal St at us

pwRenot eSt at usCapabl e

pwRenot eSt at us
pwTi neEl apsed
pwval i dl nt erval s

PWM B

SnnpAdmi nStri ng,
| ANAPwWCapabi lities,

PwFr agSi ze,
PwFr agSt at us,
| NTECER,

BI TS,

Unsi gned32,
Unsi gned32,

SnnpAdmi nStri ng,
SnnpAdmi nStri ng,
Ti meSt anp,

Ti meTi cks,

Ti meTi cks,

| NTEGER,

PwOper St at usTC,
PwSt at us,

| NTEGER,

PwSt at us,

HCPer f Ti neEl apsed,
HCPer f Val i dl nt erval s,
RowsSt at us,

St or ageType,

Tr ut hval ue,

PwGenl dType,

PwGenl dType,

PwGenl dType

pwRowsSt at us
pwSt or ageType
pwGantEnabl e
pwGenAd Type
pwGenLocal Al | Type
pwGenRenot eAl | Type
}
pw ndex OBJECT- TYPE
SYNTAX Pwl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A uni que index for the conceptual

this table."

={ pwentry 1}

pwType OBJECT- TYPE

SYNTAX | ANAPWTypeTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

July 2009

row identifying a PWw thin

"This value indicates the enul ated service to be carried over

this PW
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:={ pwentry 2}

pwOnner OBJECT- TYPE
SYNTAX | NTECGER {

manual (1),
pw dFecSi gnal i ng (2), -- PWsignaling with PWID FEC
genFecSi gnal i ng (3), -- Generalized attachnment FEC
| 2t pCont r ol Pr ot ocol (4),
ot her (5)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object is set by the operator to indicate the protocol
responsi bl e for establishing this PW

"manual’ is used in all cases where no maintenance
protocol (PWsignaling) is used to set up the PW i.e.,
configuration of entries in the PWtables including

PW I abels, etc., is done by setting the MB fields nmanually.
"pw dFecSignaling’ is used in case of signaling with the
Pwi d FEC el enent with LDP signaling.

"genFecSignaling is used in case of LDP signaling with
the generalized FEC.

"1 2t pControl Protocol’ indicates the use of the L2TP

control protocol.

"other’ is used for other types of signaling."”

o= { pwentry 3}

pwPsnType OBJECT- TYPE

SYNTAX | ANAPwWPsnTypeTC

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object is set by the operator to indicate the PSN type.
Based on this object, the relevant PSN table’'s entry is
created in the PSN-specific M B nodul es.

o= { pwentry 4}

pwSet UpPriority OBJECT- TYPE

SYNTAX Integer32 (0..7)
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object defines the relative priority of the PW
during set-up in a | owest-to-highest fashion, where 0
is the highest priority. PW with the sane priority
are treated with equal priority. PW that have not yet
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conpl eted setup will report 'dormant’ in the
pwQOper St at us.
This value is significant if there are conpeting resources
anong PW and the inplenmentation supports this feature.
Equal priority handling with conpeting resources is
i mpl enent ati on specific.
Thi s object MAY be changed at any tine."
DEFVAL { 0 }
o= { pwentry 5}

pwHol di ngPriority OBJECT- TYPE

SYNTAX Integer32 (0..7)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object defines the relative holding priority of the
PWin a | owest-to-highest fashion, where 0 is the highest
priority. PW with the sane priority are treated equally.
This value is significant if there are conpeting resources
anong PW and the inplenmentation supports this feature.
Equal priority handling with conpeting resources is
i mpl enent ati on specific.

Thi s object MAY be changed only if the PWis not active."
DEFVAL { 0 }
:={ pwentry 6 }

pwPeer Addr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Denotes the address type of the peer node. It should be

set to 'unknown’ if PE/ PW naintenance protocol is not used
and the address is unknown."

DEFVAL { ipv4 }

o= { pwentry 8 }

pwPeer Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object contains the value of the peer node address
of the PW PE nmi ntenance protocol entity. This object
SHOULD contain a value of all zeroes if not applicable
(pwPeer Addr Type i s "unknown’)."

:={ pwentry 9 }

Nadeau & Zelig St andards Track [ Page 18]



RFC 5601 PWM B July 2009

pwAt t achedPw ndex OBJECT- TYPE

SYNTAX PwW ndexOr Zer oType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"I'f the PWis attached to another PWinstead of a | ocal
native service, this itemindicates the pw ndex of the
attached PW O herwi se, this object MJST
be set to zero. Attachnent to another PWw Il have no
PWspecific entry in any of the service MB nodul es.”

DEFVAL { 0 }
o= { pwentry 10 }

pw f I ndex OBJECT- TYPE

SYNTAX I nt erfacel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object indicates the iflndex of the PWif the PWis
represented in the ifTable. Oherwise, it MIST be set
to zero."

DEFVAL { 0 }

i={ pwentry 11 }

pw D OBJECT- TYPE

SYNTAX Pw DType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Pseudowi re identifier.

If the pwOwmer object is 'pw dFecSignaling or

"1 2t pControl Protocol’, then this object is signaled in the
outgoing PWID field within the "Virtual Crcuit FEC

El ement’. For other values of pwOmer, this object is not
signaled and it MAY be set to zero.

For inplenentations that support the pw ndexMappi ngTabl e,

a non-zero value is RECOWENDED, even if this

identifier is not signaled. This is so that reverse

mappi ngs can be provi ded by pw ndexMappi ngTabl e and

pwPeer Mappi ngTable. It is therefore RECOVWENDED that the

val ue of this pw D be unique (or if pwPeer Addr Type i s not
“unknown’ , at |east [pwlType, pw D, pwPeer Addr Type, pwPeer Addr]

is unique.)"
REFERENCE
"Martini, et al, 'Pseudow re Setup and M ntenance using

the Label Distribution Protocol’, RFC 4447."
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o= { pwentry 12 }

pwLocal G- oupl D OBJECT- TYPE

SYNTAX PwG oupl D
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Used in the Gcoup ID field sent to the peer PWENd Service
wi thin the maintenance protocol used for PWsetup.
It SHOULD be set to zero if a mmintenance protocol is
not used."

REFERENCE
"Martini, et al, 'Pseudow re Setup and Mi nt enance using
the Label Distribution Protocol’, RFC 4447."

o= { pwentry 13 }

pwG oupAt t achment | D OBJECT- TYPE

SYNTAX PwAt t achnent | denti fi er Type
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is an octet string representing the attachnent
group identifier (Ad) that this PWbelongs to, which
typically identifies the VPN ID.

Applicable if pwOwmer equals 'genFecSignaling ."
REFERENCE

"Martini, et al, 'Pseudowire Setup and Mii ntenance using

the Label Distribution Protocol’, RFC 4447."
:={ pwentry 14 }

pwLocal Attachment I D  OBJECT- TYPE

SYNTAX PwAt t achnent | denti fi er Type
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is an octet string representing the | ocal
forwarder attachnent individual identifier (All) to be
used by this PW It is used as the Source All (SAlIl) for
out goi ng signaling nessages and the Target All (TAIl) in
the incom ng messages fromthe peer. Applicable if
pwOmer equal ’'genFecSignaling ."

REFERENCE

"Martini, et al, 'Pseudow re Setup and M nt enance using
the Label Distribution Protocol’, RFC 4447."

o= { pwentry 15 }
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pwRenot eAttachment ID  OBJECT- TYPE

SYNTAX PwAt t achnent | denti fi er Type
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is an octet string representing the renote
forwarder attachnent individual identifier (All) to be
used by this PW It is used as the TAIl for outgoing
signal i ng nessages and the SAIl in the inconm ng nessages
fromthe peer.
Applicable if pwOmer equals ’genFecSignaling ."
REFERENCE
"Martini, et al, 'Pseudow re Setup and Mi nt enance using
the Label Distribution Protocol’, RFC 4447."
o= { pwentry 16 }

pwOnPr ef er ence OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Defines if the control word will be sent with each packet

by the | ocal node. Sonme PWtypes mandate the use of a
control word, and in such cases, the value configured for
this object has no effect on the existence of the control

wor d.

Thi s object MAY be changed only if the PWis not active."
REFERENCE

"Martini, et al, 'Pseudow re Setup and M ntenance using

the Label Distribution Protocol.’, RFC 4447."

DEFVAL { false }
o= { pwentry 17 }

pwLocal | f M u OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"If not equal to zero, the optional IfMu object in the
signaling protocol will be sent with this value, which

represents the locally supported MIU size over the
interface (or the virtual interface) associated with the

PW
Thi s object MAY be changed only if the PWis not active."
REFERENCE
"Martini, et al, 'Pseudow re Setup and M ntenance using
the Label Distribution Protocol’, RFC 4447."
DEFVAL { O }
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o= { pwentry 18 }

pwLocal | f String OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A PWMAY be associated to an interface (or a virtua
interface) in the ifTable of the node as part of the
service configuration. This object defines if the
mai nt enance protocol will send the interface’s nane
(ifAlias) as it appears in the ifTable. |If set to false,
the optional elenent will not be sent.

Thi s object MAY be changed only if the PWis not active."
REFERENCE

"Martini, et al, 'Pseudow re Setup and M ntenance using

the Label Distribution Protocol’, RFC 4447, section 5.5."
DEFVAL { false }
o= { pwentry 19 }

pwLocal CapabAdvert OBJECT- TYPE

SYNTAX | ANAPwCapabi lities
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I'f a maintenance protocol is used, it indicates the
capabilities the local node will advertise to the peer. The
operator MAY selectively assign a partial set of
capabilities. 1In case of manual configuration of the PW the
operator SHOULD set non-conflicting options (for exanple,
only a single type of Operations, Adnministration, and
Managenment (QAM)) out of the available options in the
i mpl enentation. It is possible to change the val ue of
this object when the PWis not active. The agent MJST
reject any attenpt to set a capability that is not
support ed.

The default value MJUST be the full set of |ocal node
capabilities."

REFERENCE
"Martini, et al, 'Pseudow re Setup and M ntenance using
the Label Distribution Protocol’, RFC 4447."

o= { pwentry 20 }

pwRenot eG oupl D OBJECT- TYPE

SYNTAX PwG oupl D
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"This object is obtained fromthe Goup ID field as

recei ved via the mai ntenance protocol used for PWsetup.

Val ue of zero will be reported if not used.

Val ue of OxFFFFFFFF shall be used if the object is yet to be

defined by the PWnmintenance protocol."
REFERENCE

"Martini, et al, 'Pseudowire Setup and Mi ntenance using

the Label Distribution Protocol’, RFC 4447."
i={ pwentry 21 }

pwonSt at us OBJECT- TYPE

SYNTAX PwWOWSt at usTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"If signaling is used for PWestablishnent, this object
i ndi cates the status of the control word negotiation.
For either signaling or manual configuration, it indicates
if the control word (CW is to be present for this PW"
REFERENCE
"Martini, et al, 'Pseudow re Setup and M ntenance using
the Label Distribution Protocol’, RFC 4447."
o= { pwentry 22 }

pwRenot el f M u OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The renote interface MIU as (optionally) received fromthe
renot e node via the maintenance protocol. The object SHOULD
report zero if the MIU is not available."
REFERENCE
"Martini, et al, 'Pseudow re Setup and M ntenance using

the Label Distribution Protocol’, RFC 4447."
o= { pwentry 23 }

pwRenot el f String OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..80))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indicates the interface description string as received by
t he mai ntenance protocol. |t MJST be a NULL string if a
mai nt enance protocol is not used or the value is not known
yet."

Nadeau & Zelig St andards Track [ Page 23]



RFC 5601 PWM B July 2009

REFERENCE
"Martini, et al, 'Pseudowire Setup and Mi ntenance using
the Label Distribution Protocol’, RFC 4447, section 5.5."
:={ pwentry 24 }

pwRenot eCapabi l i ti es OBJECT- TYPE

SYNTAX | ANAPwWCapabi lities
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indicates the capabilities as received fromthe peer."
REFERENCE
"Martini, et al, 'Pseudow re Setup and Mi nt enance using

the Label Distribution Protocol’, RFC 4447."
o= { pwentry 25}

pwkr agnment Cf gSi ze OBJECT- TYPE

SYNTAX PwFr agSi ze
UNI TS "byt es"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If set to a value other than zero, indicates that
fragmentation is desired for this PW
This object MAY be changed only if the PWis not active."

REFERENCE
"Malis A, Townsley M, 'PWE3 Fragnmentation and Reassenbly’,
RFC 4623."
DEFVAL { O} -- i.e., fragnentation not desired

o= { pwentry 26 }

pwRnt FragCapabi | ity OBJECT- TYPE

SYNTAX PwFr agSt at us
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The status of the fragnentati on based on the | ocal
configuration and the peer capabilities as received from
the peer when a control protocol is used."”

REFERENCE
"Malis A, Townsley M, ’PWE3 Fragnentation and Reassenbly’,
RFC 4623."

o= { pwentry 27 }

pwFcsRet ent i onCf g OBJECT- TYPE
SYNTAX | NTEGER {
fcsRetentionDi sable (1),
f csRet enti onEnabl e (2)
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}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The | ocal configuration of Frame Check Sequence (FCS)
retention for this PW FCS retention can be configured for
PWtypes High-Level Data Link Control (HDLC), Point-to-Point
Protocol (PPP), and Ethernet only. If the inplenentation
does not support FCS retention, an error MJST be reported in
pwFcsRet entionStatus. This object MAY be changed only if
the PWis not active."

REFERENCE
"Malis A, et al., 'PWE3 Franme Check Sequence Retention’,
RFC 4720."

DEFVAL { fcsRetentionDi sable }

:={ pwentry 28 }

pwFcsRet ent i onSt at us OBJECT- TYPE
SYNTAX  BITS {

r enot el ndi cati onUnknown (0),
r enot eRequest FcsRet enti on (1),
f csRet enti onEnabl ed (2),
fcsRet enti onDi sabl ed (3),
| ocal FcsRet enti onCf gErr (4),

fcsRetenti onFcsSi zeM snmatch (5)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The status of the FCS retention negotiation process based on
| ocal configuration and the renote adverti senent.

renot el ndi cati onUnknown - set if a FEC has not been received
fromthe renote.

r enot eRequest FcsRetention - indicates that the peer has
requested FCS retention. FCS retention will be used if
the I ocal node is capable and configured to use it for
this PW

fcsRetenti onEnabled - FCS retention is enabled (both peers
were configured for FCS retention for signaled PW or the
| ocal node is configured and capabl e of FCS retention for
manual |y assi gned PW).

fcsRetentionDi sabled - FCS retention is disabled (not
configured locally or not advertised by the peer).
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| ocal FcsRetentionCfgErr - set if the | ocal node has been
configured for FCS retention but is not capable to support
it.

fcsRetenti onFcsSi zeM snatch - set if there is an FCS size
m smat ch between the | ocal and the peer node.

REFERENCE

"Malis A, et al., 'PWE3 Franme Check Sequence Retention’,
RFC 4720"
:={ pwentry 29 }

pwQut boundLabel OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The PW I abel used in the outbound direction (i.e., toward
the PSN). It night be set nanually if pwOaner is 'nmanual’;

otherwise, it is set automatically.
For MPLS, MPLS over I P, or MPLS over Generic Routing
Encapsul ation (GRE) PSN, it represents the 20-bit PWtag;
for L2TP, it represents the 32-bit Session ID; and for
IP PSN, it represents the destination UDP port nunber.
If the label is not yet known (signaling in process), the
obj ect SHOULD return a val ue of OXFFFFFFFF.
For manual configuration, this object MAY be changed only
if the PWis not active."

:={ pwentry 30 }

pw nboundLabel OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The PW I abel used in the inbound direction (i.e., packets
received fromthe PSN). It nay be set nanually if pwOaner
is "manual’; otherwise, it is set automatically.

For MPLS, MPLS over |P, or MPLS over GRE PSN, it represents
the 20-bit PWtag; for L2TP, it represents the 32-bit
Session ID;, and for IP PSN, it represents the source
UDP port nunber.
If the label is not yet known (signaling in process), the
obj ect SHOULD return a val ue of OXFFFFFFFF.
For manual configuration, this object MAY be changed only
if the PWis not active."

:={ pwentry 31 }
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pwName OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The canoni cal nane assigned to the PW This object MAY be
changed at any tine."
o= { pwentry 32}

pwbDescr OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A textual string containing infornmation about the PW
If there is no description, this object contains a zero-
length string. This object MAY be changed at any tine."
o= { pwentry 33 }

pwCr eat eTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine at the tinme this PWwas created."
o= { pwentry 34}

pwUpTi e OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Specifies the tine since |ast change of pwOperStatus to
Up(1)."

:={ pwentry 35 }

pwLast Change OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTine at the tinme the PWentered
its current operational state. |If the current state was

entered prior to the last re-initialization of the l|oca
net wor k management subsystem then this object contains a
zero val ue. "

:={ pwentry 36 }
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pwAdm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {

up(1), -- ready to pass packets
down( 2),
testing(3) -- in a test node

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The desired operational status of this PW This object MAY
be set at any tine."
o= { pwentry 37 }

pwOper St at us OBJECT- TYPE

SYNTAX PwOper St at usTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the operational status of the PW it
does not reflect the status of the Custoner Edge (CE) bound
interface. It is set to down only if pwNotForwardi ng,
psnFaci ngPwRxFaul t, or psnFaci ngPwIxFault indications are
set in pwLocal Status or pwRenoteStat us.

It indicates '| owerlLayerDown’ if the only reason for

not being in the 'up’ state is that either the outer tunne
or physical layer of the network side is in the 'down’

stat e.

Al'l other states are decl ared based on the description

of the PwOper StatusTC

c:={ pwentry 38 }

pwLocal St at us OBJECT- TYPE

SYNTAX PwSt at us
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicates the status of the PWin the [ocal node.

The various indications in this object SHOULD be
avai |l abl e i ndependent of the ability of the |Iocal node to
advertise themor the renpte node to accept these status
i ndi cations through the control protocol

o= { pwentry 39 }
pwRenot eSt at usCapabl e OBJECT- TYPE

SYNTAX | NTEGER {
not Appl i cabl e (1),
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not Yet Known (2),
r enot eCapabl e (3),
r enot eNot Capabl e (4)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Indicates the renpte node capability to advertise the
PW st atus notification.
not Appl i cabl e SHOULD be reported for a manually set PW or
if the local node is not capable of accepting the status
notification object.
not Yet Known SHOULD be reported if the signaling protocol
has not yet finished the process of capability
det ermi nati on.
r enot eCapabl e and renot eNot capabl e SHOULD be reported
based on the initial signaling exchange that has
determi ned the renpte node capability.

o= { pwentry 40 }

pwRenot eSt at us OBJECT- TYPE

SYNTAX PwSt at us

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Indicates the status of the PWas was advertised by the
renote. |If the renpbte is not capable of advertising the

status object, or the local node is not able to accept
the status object through signaling, then the applicable
bit is 'pwNot Forwarding’, which is set if the renote has
sent | abel release or |abel withdraw for this PW

i={ pwentry 41 }

pwTi neEl apsed OBJECT- TYPE

SYNTAX HCPer f Ti neEl apsed

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of seconds, including partial seconds,
that have el apsed since the beginning of the current
i nterval nmeasurenent period."

o= { pwentry 42}

pwval i dl nt erval s OBJECT- TYPE

SYNTAX HCPerfValidlntervals
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The nunber of previous 15-minute intervals
for which data was coll ected."

:={ pwentry 43 }

pwRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nodifying, and deleting this row
Thi s object MAY be changed at any tine."
o= { pwentry 44}

pwSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This variable indicates the storage type for this
obj ect. "

DEFVAL { nonVol atil e }
o= { pwentry 45 }

pwGantnabl e OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates if OAMis enabled for this
PW It MAY be changed at any tine."

DEFVAL { true }

:={ pwentry 46 }

pwGenAG Type OBJECT- TYPE

SYNTAX PwGenl dType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the AG type if generalized FEC
(129) is used for PWsignaling or configuration. |t SHOULD
return the value of zero otherw se."

DEFVAL { 0 }
o= { pwentry 47 }

pwGenLocal Al | Type OBJECT- TYPE
SYNTAX PwGenl dType
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object is the type of the |local forwarder
attachnent individual identifier (All) to be used
by this PWif generalized FEC (129) is used for PW
signaling or configuration."

DEFVAL { 0 }

o= { pwentry 48 }

pwGenRenot eAl | Type OBJECT- TYPE

SYNTAX PwGenl dType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object is the type of the renote forwarder
attachnent individual identifier (All) to be used
by this PWif generalized FEC (129) is used for PW
signaling or configuration."

DEFVAL { 0 }
o= { pwentry 49 }

-- BEnd of the PWVirtual Connection Table
-- PWPerformance Tabl e

pwPer f Current Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwPerf CurrentEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides per-PW perfornmance information for
the current interval."
:={ pwObjects 3}

pwPer f Current Entry OBJECT- TYPE

SYNTAX PwPer f Current Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry in this table is created by the agent for
every PW"

| NDEX { pw ndex }

o= { pwPerfCurrentTable 1}

PwPerf CurrentEntry ::= SEQUENCE {
pwPer f Cur r ent | nHCPacket s HCPer f Cur r ent Count ,
pwPer f Cur r ent | nHCByt es HCPer f Cur r ent Count ,
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pwPer f Cur r ent Qut HCPacket s
pwPer f Cur r ent Qut HCByt es
pwPer f Cur r ent | nPacket s
pwPer f Current | nByt es
pwPer f Cur r ent Qut Packet s
pwPer f Cur r ent Qut Byt es

}
pwPer f Cur r ent | nHCPacket s OBJECT- TYPE

SYNTAX HCPer f Cur r ent Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

July 2009

HCPer f Cur r ent Count ,
HCPer f Cur r ent Count ,
Per f Cur r ent Count ,
Per f Cur r ent Count ,
Per f Cur r ent Count ,
Per f Cur r ent Count

"Hi gh-capacity counter for nunber of packets received by

the PW (from the PSN)
i nterval .
pwPer f Cur r ent | nPacket s,

in the current 15-m nute
This is the 64-bit version of
i f pwPerf Currentl nHCPacket s

is supported according to the rules spelled out

in RFC 2863."
o= { pwPerfCurrentEntry 1}

pwPer f Cur rent | nHCByt es OBJECT- TYPE

SYNTAX HCPer f Cur r ent Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Hi gh-capacity counter for number of bytes received by the

PW (fromthe PSN)

in the current 15-mnute interval

This is the 64-bit version of pwPerfCurrentlnBytes, if
pwPer f Current | nHCBytes i s supported according to the

rul es spelled out
o= { pwPerfCurrentEntry 2 }

pwPer f Cur r ent Qut HCPacket s OBJECT- TYPE

SYNTAX HCPer f Cur r ent Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

in RFC 2863."

"Hi gh-capacity counter for nunber of packets forwarded by

the PW (to the PSN)

in the current 15-mnute interval

This is the 64-bit version of pwPerf CurrentQut Packets,
i f pwPerf Current Qut HCPackets is supported according to

the rul es spelled out
o= { pwPerfCurrentEntry 3 }

pwPer f Cur r ent Qut HCByt es OBJECT- TYPE

SYNTAX HCPer f Cur r ent Count
MAX- ACCESS read-only

Nadeau & Zelig
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STATUS current

DESCRI PTI ON
"Hi gh-capacity counter for number of bytes forwarded by
the PW(to the PSN) in the current 15-minute interval
This is the 64-bit version of pwPerfCurrentQutBytes,
i f pwPerfCurrentQut HCBytes i s supported according to
the rules spelled out in RFC 2863."

o= { pwPerfCurrentEntry 4 }

pwPer f Current | nPacket s OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter for nunber of packets received by the PW(from
the PSN) in the current 15-minute interval
This is the 32-bit version of pwPerfCurrentl nHCPacket s,
i f pwPerfCurrentlnHCPackets is supported according to
the rules spelled out in RFC 2863."
o= { pwPerfCurrentEntry 5}

pwPer f Current | nByt es OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter for number of bytes received by the
PW(fromthe PSN) in the current 15-m nute interval
It MUST be equal to the least significant 32 bits of
pwPer f Current | nHCBytes, if pwPerfCurrentl nHCBytes is

supported according to the rules spelled out in RFC 2863."
o= { pwPerfCurrentEntry 6 }

pwPer f Cur r ent Qut Packet s OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter for nunber of packets forwarded by
the PW(to the PSN) in the current 15-minute interval
It MUST be equal to the least significant 32 bits of
pwPer f Cur r ent Qut HCPacket s, if
pwPer f Cur r ent Qut HCPackets i s supported according to the
rul es spelled out in RFC 2863."
o= { pwPerfCurrentEntry 7 }

pwPer f Cur r ent Qut Byt es OBJECT- TYPE
SYNTAX Per f Cur r ent Count
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The counter for number of bytes forwarded by
the PW(to the PSN) in the current 15-mnute interval.
It MUST be equal to the least significant 32 bits of
pwPer f Current Qut HCByt es, if pwPerf Current Qut HCBytes is
supported according to the rules spelled out in RFC 2863."
o= { pwPerfCurrentEntry 8 }

-- BEnd of the PWPerformance Current Table
-- PWPerformance |Interval Table

pwPer f | nt erval Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwPerflnterval Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides per-PW perfornmance information for
each interval ."
i={ pwObjects 4}

pwPer f I nt erval Entry OBJECT- TYPE

SYNTAX PwPer flnterval Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in this table is created by the agent for every
PW "

I NDEX { pw ndex, pwPerflnterval Nunber }
i={ pwPerflinterval Table 1 }

PwPerflnterval Entry ::= SEQUENCE {
pwPer f I nt er val Nunber I nt eger 32,
pwPer f | nt erval Val i dDat a Tr ut hval ue,
pwPer f | nt er val Ti neEl apsed HCPer f Ti neEl apsed,
pwPer f | nt er val | nHCPacket s HCPer f | nt er val Count
pwPer f | nt er val | nHCByt es HCPer f | nt er val Count
pwPer f | nt er val Qut HCPacket s HCPer f | nt er val Count ,
pwPer f | nt er val Qut HCByt es HCPer f | nt er val Count,
pwPer f | nt erval | nPacket s Per f | nt er val Count ,
pwPer f | nt erval | nByt es Per f | nt er val Count ,
pwPer f | nt er val Qut Packet s Per f I nt erval Count,
pwPer f | nt er val Qut Byt es Per f I nt er val Count

}

pwPer f | nt er val Nunber OBJECT- TYPE
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SYNTAX | nteger32 (1..96)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A nunmber N, between 1 and 96, which identifies the
interval for which the set of statistics is avail able.
The interval identified by 1 is the nost recently
conpl eted 15-nminute interval, and the interval identified
by Nis the interval imediately preceding the one
identified by N 1.
The mininumrange of Nis 1 through 4. The default range
is 1to 32. The maximumrange of Nis 1 through 96."
REFERENCE
"Tesink, K ’'Definitions of Managed hjects for the
SONET/ SDH I nterface Type', RFC 2558"
:={ pwPerflnterval Entry 1 }

pwPer f | nt erval Val i dDat a OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This variable indicates if the data for this interva
is valid."
:={ pwPerflnterval Entry 2 }

pwPer f | nt er val Ti neEl apsed OBJECT- TYPE
SYNTAX HCPer f Ti meEl apsed
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The duration of this interval in seconds."
o= { pwPerflinterval Entry 3}

pwPer f | nt er val | nHCPacket s OBJECT- TYPE

SYNTAX HCPer f | nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Hi gh-capacity counter for number of packets received by
the PW (fromthe PSN) during the interval. This is the
64-bit version of pwPerflnterval | nPackets, if
pwPer f | nt erval | nHCPackets i s supported according to the
rul es spelled out in RFC 2863."

o= { pwPerflinterval Entry 4 }

pwPer f | nt er val | nHCByt es OBJECT- TYPE
SYNTAX HCPer f | nt er val Count
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Hi gh-capacity counter for nunmber of bytes received by the

PW (fromthe PSN) during the interval

This is the 64-bit version of pwPerflnterval InBytes, if

pwPer f I nt erval | nHCBytes i s supported according to the

rul es spelled out in RFC 2863."
i={ pwPerflinterval Entry 5 }

pwPer f | nt er val Qut HCPacket s OBJECT- TYPE

SYNTAX HCPer f | nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Hi gh-capacity counter for nunber of packets forwarded by
the PW(to the PSN) during the interval
This is the 64-bit version of pwPerflnterval Qut Packets,
i f pwPerflnterval Qut HCPackets is supported according to
the rules spelled out in RFC 2863."

o= { pwPerflinterval Entry 6 }

pwPer f | nt er val Qut HCByt es OBJECT- TYPE

SYNTAX HCPer f | nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Hi gh-capacity counter for number of bytes forwarded by
the PW(to the PSN) during the interval
This is the 64-bit version of pwPerflnterval Qut Byt es,
if pwPerflnterval Qut HCBytes is supported according to
the rules spelled out in RFC 2863."

o= { pwPerflinterval Entry 7 }

pwPer f | nt er val | nPacket s OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This val ue represents the nunber of packets received

by this PWduring the interval

It MUST be equal to the least significant 32 bits of
pwPer f | nt erval | nHCPackets, if pwPerflnterval | nHCPackets
is supported according to the rules spelled out in

RFC 2863."

:={ pwPerflnterval Entry 8 }

pwPer f | nt erval | nByt es OBJECT- TYPE
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SYNTAX Per f I nt er val Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This val ue represents the nunber of bytes received by
this PWduring the interval. It MJST be equal to the

| east significant 32 bits of pwPerflnterval | nHCBytes, if
pwPer f I nt erval | nHCBytes i s supported according to the
rul es spelled out in RFC 2863."

:={ pwPerflnterval Entry 9 }

pwPer f | nt er val Qut Packet s OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This value represents the nunber of packets sent by this
PWduring the interval
It MUST be equal to the least significant 32 bits of
pwPer f | nt er val Qut HCPacket s, i f
pwPer f | nt er val Qut HCPackets is supported according to the
rul es spelled out in RFC 2863."
:={ pwPerflnterval Entry 10 }

pwPer f | nt er val Qut Byt es OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This value represents the nunber of bytes sent by this
PWduring the interval
It MUST be equal to the | east significant 32
bits of pwPerflnterval Qut HCByt es,
i f pwPerflnterval Qut HCBytes is supported according to
the rules spelled out in RFC 2863."
o= { pwPerflnterval Entry 11 }

-- End of the PWPerformance Interval Table
-- PWPerformance 1-day Interval Table

pwPer f 1Dayl nt er val Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwPer f 1Dayl nt erval Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e provides per-PWperformance information for
the current day's nmeasurenent and the previous day’'s
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interval ."
o= { pwObjects 5}

pwPer f 1Dayl nt er val Entry OBJECT- TYPE

SYNTAX PwPer f 1Dayl nt erval Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in this table is created by the agent for every
PW "

I NDEX { pw ndex, pwPerf 1Dayl nt erval Nunber }

;.= { pwPerflDaylnterval Table 1 }

PwPer f 1Dayl nterval Entry ::= SEQUENCE {
pwPer f 1Dayl nt er val Nunber Unsi gned32,
pwPer f 1Dayl nt er val Val i dDat a Tr ut hval ue,
pwPer f 1Dayl nt er val Ti neEl apsed HCPer f Ti neEl apsed,
pwPer f 1Dayl nt er val | nHCPacket s Count er 64,
pwPer f 1Dayl nt er val | nHCByt es Count er 64,
pwPer f 1Dayl nt er val Qut HCPacket s Count er 64,
pwPer f 1Dayl nt er val Qut HCByt es Count er 64
}
pwPer f 1Dayl nt er val Nunber OBJECT- TYPE
SYNTAX Unsi gned32( 1. . 31)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"History Data Interval nunber. Interval 1 is the current day’'s
measurenent period, interval 2 is the nbst recent previous
day, and interval 30 is 31 days ago. Intervals 3..31 are
optional ."

::={ pwPerflDaylnterval Entry 1 }

pwPer f 1Dayl nt er val Val i dDat a OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This variable indicates if the data for this interval
is valid."
::={ pwPerflDaylnterval Entry 2 }

pwPer f 1Dayl nt er val Ti neEl apsed OBJECT- TYPE
SYNTAX HCPer f Ti meEl apsed
UNI TS "seconds”
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"The nunber of seconds in the 1-day interval over which the
performance nonitoring information is actually counted.
This value will be the same as the interval duration except
in a situation where performance nonitoring data could not
be collected for any reason or where agent clock adjustnents

have been made."
= { pwPerflDaylnterval Entry 3 }

pwPer f 1Dayl nt er val | nHCPacket s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Hi gh-capacity counter for the total nunber
received by the PW(fromthe PSN)."
;.= { pwPerflDaylnterval Entry 4 }

pwPer f 1Dayl nt er val | nHCByt es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Hi gh-capacity counter for the total nunber
received by the PW(fromthe PSN)."
= { pwPerflDaylnterval Entry 5 }

pwPer f 1Dayl nt er val Qut HCPacket s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Hi gh-capacity counter for the total nunber
forwarded by the PW(to the PSN)."

;.= { pwPerflDaylnterval Entry 6 }

pwPer f 1Dayl nt er val Qut HCByt es OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Hi gh-capacity counter for the total nunber
forwarded by the PW (to the PSN)."

= { pwPerflDaylnterval Entry 7 }

-- End of the PWPerformance 1-day Interval Table
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-- Error counter scal ar

pwPer f Tot al Err or Packet s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Counter for nunmber of errors at the PWprocessing |evel,
for exanple, packets received with unknown PWI abel ."
:={ pwObjects 6 }

-- Reverse mappi ng tables

-- The PWID mapping table
pw ndexMappi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pwl ndexMappi ngEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e enables the reverse mappi ng of the uni que
PWd paraneters [peer |IP, PWtype, and PWID] and the
pw ndex. The table is not applicable for PW created
manual |y or by using the generalized FEC "

o= { pwObjects 7 }

pw ndexMappi ngEnt ry OBJECT- TYPE

SYNTAX Pwl ndexMappi ngEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table MJST be created by the agent for
every PWcreated by the pwlable for which pwOwmer
equal s pw dFecSi gnaling and pw D is not zero.

| mpl enenters need to be aware that if the value of
t he pwi ndexMappi ngPeer Addr (an O D) has nore than
113 sub-identifiers, then O Ds of colum instances
inthis table will have nore than 128 sub-identifiers
and cannot be accessed using SNMPv1l, SNMPv2c, or SNWPv3."
I NDEX { pw ndexMappi ngPwType, pw ndexMappi ngPw D,
pw ndexMappi ngPeer Addr Type, pw ndexMappi ngPeer Addr
}

::={ pw ndexMappi ngTable 1 }

Pwl ndexMappi ngEntry ::= SEQUENCE {
pw ndexMappi ngPwType | ANAPWTYpeTC,
pw ndexMappi ngPwi D Pwl DType,

pw ndexMappi ngPeer Addr Type | net Addr essType,
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pw ndexMappi ngPeer Addr | net Addr ess,
pw ndexMappi ngPw ndex Pwl ndexType
pw ndexMappi ngPwType OBJECT- TYPE

pw

pw

pw

pw

SYNTAX | ANAPWTypeTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The PWtype (indicates the service) of this PW"
::={ pwi ndexMappi ngEntry 1 }

ndexMappi ngPwi D OBJECT- TYPE
SYNTAX Pw DType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The PWID of this PW Zero if the PWis configured
manual ly."
c:= { pwl ndexMappi ngEntry 2 }

ndexMappi ngPeer Addr Type OBJECT- TYPE
SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"I P address type of the peer node."
::={ pwi ndexMappi ngEntry 3 }

ndexMappi ngPeer Addr OBJECT- TYPE
SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"I P address of the peer node."
::={ pw ndexMappi ngEntry 4 }

ndexMappi ngPwl ndex OBJECT- TYPE
SYNTAX Pw ndexType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value that represents the PWin the pwrable."
c:= { pwl ndexMappi ngEntry 5 }

End of the PWID mapping table

The peer nmapping table
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pwPeer Mappi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwPeer Mappi ngEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides reverse mappi ng of the existing PW
based on PWtype and PWID ordering. This table is
typically useful for the el enment nmanagenent system ( EVS)
ordered query of existing PW."

:={ pwObjects 8}

pwPeer Mappi ngEnt ry OBJECT- TYPE

SYNTAX PwPeer Mappi ngEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table is created by the agent for every
PWentry in the pwrabl e.

I npl enenters need to be aware that if the value of the
pwPeer Mappi ngPeer Addr (an O D) has nore than 113
sub-identifiers, then O Ds of colum instances in this
table will have nore than 128 sub-identifiers and cannot
be accessed using SNWPv1l, SNWPv2c, or SNWMPv3."
I NDEX { pwPeer Mappi ngPeer Addr Type, pwPeer Mappi ngPeer Addr,
pwPeer Mappi ngPwType, pwPeer Mappi ngPwl D }

::= { pwPeer Mappi ngTable 1 }

PwPeer Mappi ngEntry ::= SEQUENCE {
pwPeer Mappi ngPeer Addr Type | net Addr essType,
pwPeer Mappi ngPeer Addr | net Addr ess,
pwPeer Mappi ngPwType | ANAPWTYpeTC,
pwPeer Mappi ngPwi D Pwl DType,
pwPeer Mappi ngPw ndex Pw ndexType

pwPeer Mappi ngPeer Addr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"I P address type of the peer node."
i = { pwPeer MappingEntry 1 }

pwPeer Mappi ngPeer Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON

"I P address of the peer node."
::={ pwPeer Mappi ngEntry 2 }

pwPeer Mappi ngPwType OBJECT- TYPE

SYNTAX | ANAPWTYpeTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The PWtype (indicates the enul ated service) of this PW"
.= { pwPeer Mappi ngEntry 3 }

pwPeer Mappi ngPw D OBJECT- TYPE

SYNTAX Pw DType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The PWID of this PW Zero if the PWis configured
manual ly. "

i = { pwPeer Mappi ngEntry 4 }

pwPeer Mappi ngPw ndex OBJECT- TYPE

SYNTAX PwW ndexType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value that represents the PWin the pwrlable."
::={ pwPeer Mappi ngEntry 5 }

-- End of the peer nmapping table
-- End of the reverse napping tables

pwUpDownNot i f Enabl e OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"If this object is set to true(l), then it enables
the em ssion of pwlUp and pwDown
notifications; otherw se, these notifications are not
emtted. "
REFERENCE
"See al so [ RFC3413] for expl anation that
notifications are under the ultimate control of the
M B nodule in this docunent."
DEFVAL { false }
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o= { pwObjects 9 }

pwDel et edNot i f Enabl e OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"If this object is set to true(l), then it enables the
em ssion of pwDel eted notification; otherwi se, this
notification is not emtted."
REFERENCE
"See al so [ RFC3413] for expl anation that
notifications are under the ultinmate control of the
M B nodul e in this docunent."
DEFVAL { false }
:={ pwlbjects 10 }

pwNot i f Rate OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

July 2009

"Thi s object defines the maxi mum nunber of PWnotifications

that can be emitted fromthe device per second.”
o= { pwlbjects 11 }

-- The Gen Fec PWID nmapping table

pwGenFecl ndexMappi ngTabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF PwGenFecl ndexMappi ngEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e enables the reverse mappi ng of the uni que

PWd parameters [ G oupAttachment| D, Local Attachnentl D,

and PeerAttachnentl D] and the pw ndex. The table is
only applicable for PWusing the generalized FEC. "
o= { pwlbjects 12 }

pwGenFecl ndexMappi ngEntry OBJECT- TYPE

SYNTAX PwGenFecl ndexMappi ngEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table MIST be created by the agent for

every PWcreated by the pwlable for which pwOaner
equal s genFecSi gnal i ng.
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| mpl enenters need to be aware that if the conbi ned val ue
of pwGenFecl ndexMappi ngAd , pwGenFecl ndexMappi ngLocal Al |,
and pwCGenFecl ndexMappi ngRenot eAll (O Ds) has nore than
113 sub-identifiers, then O Ds of colum instances
inthis table will have nore than 128 sub-identifiers
and cannot be accessed using SNMPv1l, SNMPv2c, or SNWPv3."
I NDEX { pwGenFecl ndexMappi ngAd Type,

pwCGenFecl ndexMappi ngAG ,

pwCenFecl ndexMappi ngLocal Al | Type,

pwGenFecl ndexMappi ngLocal Al |,

pwGenFecl ndexMappi ngRenot eAl | Type,

pwGenFecl ndexMappi ngRenot eAl |

}
::= { pwCenFecl ndexMappi ngTable 1 }

PwGenFecl ndexMappi ngEntry :: = SEQUENCE {
pwGenFecl ndexMappi ngAd Type PwGenl dType,
pwGenFecl ndexMappi ngAG PwAt t achnent | denti fi er Type,
pwGenFecl ndexMappi ngLocal Al | Type PwGenl dType,
pwCGenFecl ndexMappi ngLocal Al | PwAt t achnent | denti fi er Type,
pwGenFecl ndexMappi ngRenot eAl | Type PwGenl dType,
pwGenFecl ndexMappi ngRenot eAl | PwAt t achnent | denti fi er Type,
pwGenFecl ndexMappi ngPwl ndex Pw ndexType
}
pwCenFecl ndexMappi ngAG Type OBJECT- TYPE
SYNTAX PwGenl dType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object is the type of the attachnent
group identifier (Ad) that this PWbelongs to."
i = { pwCenFecl ndexMappi ngEntry 1 }

pwGenFecl ndexMappi ngAG OBJECT- TYPE

SYNTAX PwAt t achnent | denti fi er Type
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object is an octet string representing the attachnent
group identifier (Ad) that this PWbelongs to,
which typically identifies the VPN ID."

.= { pwGenFecl ndexMappi ngEntry 2 }

pwGenFecl ndexMappi ngLocal Al | Type OBJECT- TYPE

SYNTAX PwGenl dType
MAX- ACCESS not - accessi bl e
STATUS current

Nadeau & Zelig St andards Track [ Page 45]



RFC 5601 PWM B July 2009

DESCRI PTI ON

"This object is the type of the local forwarder
attachnent individual identifier (All) to be used
by this PW"

::= { pwGenFecl ndexMappi ngEntry 3 }

pwGenFecl ndexMappi ngLocal Al Il OBJECT- TYPE

SYNTAX PwAt t achnent | denti fi er Type
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object is an octet string representing the |oca
forwarder attachnent individual identifier (All) to be used
by this PW It is used as the SAIl for outgoing signaling

nmessages and the TAIl in the inconi ng messages fromthe
peer."

::= { pwCGenFecl ndexMappi ngEntry 4 }

pwGenFecl ndexMappi ngRenot eAl | Type OBJECT- TYPE

SYNTAX PwGenl dType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object is the type of the renote forwarder
attachnent individual identifier (All) to be used
by this PW"

i = { pwCenFecl ndexMappi ngEntry 5 }

pwGenFecl ndexMappi ngRenot eAl | OBJECT- TYPE

SYNTAX PwAt t achnent | denti fi er Type
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object is an octet string representing the peer
forwarder attachnent individual identifier (All) to be used
by this PW It is used as the TAIl for outgoing signaling

messages and the SAIl in the incom ng nessages fromthe
peer."

i1 = { pwCenFecl ndexMappi ngEntry 6 }

pwGenFecl ndexMappi ngPw ndex OBJECT- TYPE

SYNTAX PwW ndexType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value that represents the PWin the pwrlable."
::= { pwCGenFecl ndexMappi ngEntry 7 }
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-- End of the Gen Fec PWID napping table
-- Notifications - PW

pwDown NOTI FI CATI ON- TYPE
OBJECTS { pwOper Status, --start of range
pwOper Status --end of range

}

STATUS current

DESCRI PTI ON
"This notification is generated when the pwOper St at us
obj ect for one or nore contiguous entries in the pwrlable are
about to enter the down(2) or |owerLayerDown(6) state from
any other state, except for transition fromthe
not Present (5) state. For the purpose of deciding when
these notifications occur, the | owerlLayer Down(6) state
and the down(2) state are considered to be equivalent;
i.e., there is no notification on transition from
| ower Layer Down(6) into down(2), and there is a trap on
transition fromany other state except down(2) (and
not Present) into | owerLayer Down(®6).

The included val ues of pwQOper Status MJIST each be equal to
down(2) or |owerLayerDown(6). The two instances of
pwOper Status in this notification indicate the range of
i ndexes that are affected. Note that all the indexes of
the two ends of the range can be derived fromthe
instance identifiers of these two objects. For cases
where a contiguous range of cross-connects have
transitioned into the down(2) and | owerLayer Down(6) states
at roughly the sane tine, the device SHOULD i ssue a single
notification for each range of contiguous indexes in an
effort to minimze the emission of a |arge nunmber of
notifications. |If a notification has to be issued for
just a single cross-connect entry, then the instance
identifier (and values) of the two pwQOper Status objects
MJUST be identical."

o= { pwNotifications 1}

pwUp NOTI FI CATI ON- TYPE
OBJECTS { pwOper Status, --start of range
pwOper Status --end of range

}

STATUS current

DESCRI PTI ON
"This notification is generated when the pwOper St at us
object for one or nore contiguous entries in the pwlrable are
about to enter the up(l) state fromsone other state
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except the notPresent(5) state and given that the pwbown
notification been issued for these entries. The included
val ues of pwQper Status MJST both be set equal to this
new state (i.e., up(l)). The two instances of pwOper Status
inthis notification indicate the range of indexes that
are affected. Note that all the indexes of the two ends
of the range can be derived fromthe instance identifiers
of these two objects. For cases where a contiguous range
of cross-connects have transitioned into the up(l) state
at roughly the sane tine, the device SHOULD i ssue a single
notification for each range of contiguous indexes in an
effort to mnimze the em ssion of a |arge nunber of
notifications. |If a notification has to be issued for
just a single cross-connect entry, then the instance
identifier (and values) of the two pwQper Status objects
MUST be identical."

:={ pwNotifications 2 }

pwDel et ed NOTI FI CATI ON- TYPE
OBJECTS { pwType,
pwl D,
pwPeer Addr Type,
pwPeer Addr

}

STATUS current

DESCRI PTI ON
"This notification is generated when the PWhas been
deleted, i.e., when the pwRowStatus has been set to
destroy(6) or the PWhas been deleted by a non-MB
application or due to an auto-di scovery process.

o= { pwNotifications 3}
-- BEnd of notifications.
-- Conformance infornation

pw& oups OBJECT | DENTI FI ER :
pwConpl i ances OBJECT | DENTI FI ER ::

{ pwConf or mance 1}
{ pwConf or mance 2}

-- Compliance requirenent for fully conpliant inplenentations

pwivbdul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for agents that provide ful
support for the PWMB nodul e. Such devices can
then be nonitored and configured using
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this MB nodule."

MODULE -- this nodul e
MANDATORY- GROUPS { pwBasi cG oup,
pwPer f or manceGener al G oup

}

GROUP pwiNoti fi cati onG oup

DESCRI PTION "This group is only mandatory for inplenmentations
that can efficiently inplenment the notifications
contained in this group.

GROUP pwPw dGr oup
DESCRI PTION "This group is only mandatory for inplenmentations
that support the PWID FEC

GROUP pwGener al i zedFecG oup
DESCRI PTION "This group is only nmandatory for inplenmentations
that support the generalized PW FEC

GROUP pwFcs G oup
DESCRI PTION "This group is only nmandatory for inplenentations
t hat support FCS retention."

CGROUP pwFr agG oup
DESCRI PTION "This group is only mandatory for inplenmentations
that support PW fragnentation.

GROUP pwPwSt at usG oup
DESCRI PTION "This group is only mandatory for inplenmentations
that support PWstatus notification.

GROUP pwGet Next Gr oup

DESCRI PTION "This group is only mandatory for inplenmentations
where the pwl ndex may be any arbitrary val ue
and the EM5 would require retrieval of the next
free index."

GROUP pwPri orityG oup

DESCRI PTION "This group is only mandatory for inplenmentations
that support the controlling the PWsetup and
hol ding priority.”
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GROUP pwAt t achment G- oup
DESCRI PTION "This group is only nmandatory for inplenmentations
that support attachnment of two PW (PWstitching)."

GROUP pwPef or mancelDayl nt er val Gr oup

DESCRI PTION "This group is only nmandatory for inplenentations
t hat support PW perfornance gathering in 1-day
intervals."

GROUP pwPer f or mancel nt er val Gener al G oup

DESCRI PTION "This group is only mandatory for inplenmentations
that support PW perfornmance gathering in 15-
mnute intervals.”

GROUP pwPef or mancel nt er val G oup

DESCRI PTION "This group is only mandatory for inplenmentations
t hat support PW performance gathering in 15-
mnute intervals."

GROUP pwHCPef or mancel nt er val G oup

DESCRI PTION "This group is only mandatory for inplenmentations
where at | east one of the interval performance
counters waps around too quickly based on the
criteria specified in RFC 2863 for high-capacity
counters."

GROUP pwiVappi ngTabl esG oup

DESCRI PTION "This group is only mandatory for inplenmentations
that support reverse mappi ng of PWindexes to
the pwi ndex and the peer mapping table."

GROUP pwSi gnal i ngGr oup
DESCRI PTION "This group is only mandatory for inplenmentations
that support the PWsignaling."

GROUP pwNot i fi cati onControl G oup
DESCRI PTION "This group is only nmandatory for inplenentations
that support the PWnotifications."

OBJECT pwAdm nSt at us

SYNTAX I NTEGER { up(1l), down(2) }

DESCRI PTI ON " Support of the value testing(3) is not
required.”

OBJECT pwQOper St at us

SYNTAX I NTEGER { up(1l), down(2), notPresent(5),

| ower Layer Down( 6) }
DESCRI PTI ON " Support of the values testing(3) and dornmant (4)
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is not required.”

OBJECT pwRowSt at us

SYNTAX RowSt atus { active(l), notlnService(2),
not Ready(3) }

VRl TE- SYNTAX RowSt atus { active(l), notlnService(2)
creat eAndGo(4), destroy(6)

}

DESCRI PTI ON "Support for createAndWait is not required. Support
of notReady is not required for inplenmentations
that do not support signaling, or if it is
guaranteed that the conceptual row has all the
required information to create the PWwhen the
row has been created by the agent or witten by
the operator.”

OBJECT pwPeer Addr Type

SYNTAX | net Addr essType { unknown(0), ipv4(1l) }

M N- ACCESS read-only

DESCRI PTI ON "Only unknown(0) and ipv4(1) are required.
| mpl enent ati ons that support only |IPv4d MAY support
read-only access."

OBJECT pwPeer Addr

SYNTAX | net Address (Sl ZE(0| 4))

DESCRI PTION "An i npl enentation is only required to support
0, 4 address sizes."

OBJECT pwSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT pwNot i f Rat e
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

;.= { pwConpliances 1}
-- Compliance requirenment for read-only conpliant inplenmentations

pwivbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for agents that provide read-
only support for the PWM B nodule. Such devices can
then be nonitored but cannot be configured using this
M B nodul e. "
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MODULE -- this nodule
MANDATORY- GROUPS { pwBasi cG oup
}
GROUP pwNot i fi cati onG oup

DESCRI PTION "This group is only nmandatory for inplenentations
that can efficiently inplenent the notifications
contained in this group.”

GROUP pwPw dG oup
DESCRI PTION "This group is only mandatory for inplenmentations
that support the PWID FEC

GROUP pwGener al i zedFecG oup
DESCRI PTION "This group is only mandatory for inplenmentations
that support the generalized PW FEC

GROUP pwFcsG oup
DESCRI PTION "This group is only mandatory for inplenmentations
t hat support FCS retention.”

GROUP pwFr agGr oup
DESCRI PTION "This group is only nmandatory for inplenentations
that support PW fragnentation.

CROUP pwPwSt at usGr oup
DESCRI PTION "This group is only nmandatory for inplenentations
that support PWstatus notification.

CGROUP pwGet Next Gr oup

DESCRI PTION "This group is only mandatory for inplenmentations
where the pwl ndex may be any arbitrary val ue
and the EM5 would require retrieval of the next
free index."

GROUP pwPri orityG oup

DESCRI PTION "This group is only mandatory for inplenmentations
that support the controlling the PWsetup and
hol ding priority."

GROUP pwAt t achment G oup

DESCRI PTION "This group is only mandatory for inplenmentations
t hat support attachnent of two PW (PWstitching)."
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GROUP pwPef or mancelDayl nt er val Group

DESCRI PTION "This group is only mandatory for inplenmentations
t hat support PW perfornmance gathering in 1-day
interval s."

GROUP pwPer f or mancel nt er val Gener al G oup

DESCRI PTION "This group is only nmandatory for inplenentations
that support PW perfornmance gathering in 15-
mnute intervals."

GROUP pwPef or mancel nt er val G oup

DESCRI PTION "This group is only nmandatory for inplenentations
that support PW perfornmance gathering in 15-
mnute intervals."

GROUP pwHCPef or mancel nt er val G oup

DESCRI PTION "This group is only mandatory for inplenmentations
where at |east one of the interval perfornmance
counters waps around too quickly based on the
criteria specified in RFC 2863 for high-capacity
counters."

GROUP pwivappi ngTabl esG oup

DESCRI PTION "This group is only nmandatory for inplenentations
that support reverse mappi ng of PWindexes to
the pw ndex and the peer napping table."”

GROUP pwSi gnal i ngG oup
DESCRI PTION "This group is only mandatory for inplenmentations
that support the PWsignaling."

GROUP pwNot i fi cati onControl G oup
DESCRI PTION "This group is only mandatory for inplenmentations
that support the PWnotifications."

OBJECT pwType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT pwOwner

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."
OBJECT pwPsnType

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT pwSet UpPriority
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M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
SYNTAX

M N- ACCESS
DESCRI PTI ON

OBJECT
SYNTAX

M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON
OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT
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read-only

"Wite access is not required.
pwHol di ngPriority
read-only

"Wite access is not required.
pwPeer Addr Type
| net Addr essType { unknown(O0),
read-only

"Wite access is not required.

i pv4(1l) are required.”

pwPeer Addr
I net Address (Sl ZE(0] 4))
read-only
"Wite access is not required.
is only required to support O,
pwAt t achedPw ndex
read-only
"Wite access is not required.
pw f | ndex
read-only
"Wite access is not required.
pw D
read-only
"Wite access is not required.
pwLocal G oupl D
read-only
"Wite access is not required.

pwG oupAt t achnment | D
read-only

"Wite access is not required.
pwLocal Att achnment | D
read-only

"Wite access is not required.
pwRenot eAtt achnment |1 D
read-only

"Wite access is not required.

pwOwPr ef er ence

St andards Track
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ipv4(1) }

Only unknown(0) and

An i nmpl enentation
4 address sizes."
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M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT pwLocal | f M u
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT pwLocal | f Stri ng
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwLocal CapabAdvert
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT pwkr agrment Cf gSi ze
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT pwFcsRet enti onCf g
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwQut boundLabel
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT pwi nboundLabel
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT pwNane
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwDescr
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT pwAdm nSt at us

SYNTAX I NTEGER { up(1l), down(2) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required. The support
testing(3) is not required."

OBJECT pwQOper St at us

SYNTAX I NTEGER { up(1l), down(2), notPresent(5),
| ower Layer Down(6) }
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DESCRI PTI ON "The support of the values testing(3)
is not required.”

OBJECT pwRowSt at us

SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."

OBJECT pwSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwGantnabl e
M N ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT pwGenAd Type
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT pwCenLocal Al | Type
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwGenRenot eAl | Type
M N ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT pwUpDownNot i f Enabl e
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT pwDel et edNot i f Enabl e
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT pwNot i f Rat e

M N ACCESS read-only

DESCRI PTION "Wite access is not required."”
::={ pwConpliances 2}

-- Units of conformance.

pwBasi cG oup  OBJECT- GROUP
OBJECTS {
pwlype,
pwOaner ,
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pwPsnType,

pw f | ndex,
pwOwPr ef er ence,
pwLocal | f M u,
pwQut boundLabel ,
pw nboundLabel ,
pwNane,
pwbDescr ,

pwCr eat eTi ne,
pwWUpTi e,
pwLast Change,
pwAdm nSt at us,
pwQper St at us,
pwLocal St at us,
pwRowSt at us,
pwSt or ageType,
pwGankEnabl e

STATUS current
DESCRI PTI ON
"Col l ection of objects that are required in all
i npl enent ati ons that support the PWM B nodul e. "
= { pwGoups 1}

pwPw dGr oup OBJECT- GROUP
OBJECTS {
pw D
}

STATUS current
DESCRI PTI ON
"Col l ection of objects required for PWID configuration
and signaling."
= { pwGoups 2}

pwGener al i zedFecG oup OBJECT- GROUP
OBJECTS {

pwG oupAt t achment | D,
pwLocal At t achment | D,
pwRenot eAtt achnment | D,
pwGenAd Type,
pwGenLocal Al | Type,
pwGenRenot eAl | Type

}
STATUS current

DESCRI PTI ON
"Col | ection of objects required for generalized FEC
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configuration and signaling."
o= { pwGoups 3}

pwFcsG oup OBJECT- GROUP
OBJECTS {
pwFcsRet ent i onCf g,
pwFcsRet ent i onSt at us

}

STATUS current
DESCRI PTI ON
"Col | ection of objects required for FCS retention
configuration and signaling."
= { pwGoups 4}

pwFr agG oup OBJECT- GROUP
OBJECTS {
pwkFr agnent Cf gSi ze,
pwRnt FragCapabi l ity
}

STATUS current
DESCRI PTI ON
"Col | ection of objects required for fragnentation
configuration and signaling."
:={ pwGoups 5}

pwPwSt at usGr oup OBJECT- GROUP
OBJECTS {
pwRenot eCapabi liti es,
pwRenot eSt at usCapabl e,
pwRenot eSt at us

}

STATUS current
DESCRI PTI ON
"Col | ection of objects required for PWstatus configuration
and signaling."
= { pwGoups 6 }

pwGet Next Group  OBJECT- GROUP
OBJECTS {
pw ndexNext

}
STATUS current
DESCRI PTI ON
"Col | ection of objects for getting the next avail abl e
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i ndex. "
= { pwGoups 7 }

pwPriorityG oup OBJECT- GROUP
OBJECTS {
pwSet UpPriority,
pwHol di ngPriority

}
STATUS current
DESCRI PTI ON

"Col | ection of objects for controlling the PWsetup and
hol ding priority."
.= { pwGoups 8 }

pwAt t achment G- oup OBJECT- GROUP
OBJECTS {
pwAt t achedPw ndex

}

STATUS current
DESCRI PTI ON

"Col l ection of objects for PWconfiguration as iflndex."
o= { pwGoups 9 }

pwPer f or manceGener al G oup OBJECT- GROUP
OBJECTS {
pwPer f Tot al Err or Packet s

}

STATUS current

DESCRI PTI ON
"Col l ection of general objects needed for nanaging the
total running performance paraneters.”

:={ pwGoups 10 }

pwPef or mancelDayl nt er val Group OBJECT- GROUP
OBJECTS {

pwPer f 1Dayl nt er val Val i dDat a,
pwPer f 1Dayl nt er val Ti neEl apsed,
pwPer f 1Dayl nt er val | nHCPacket s,
pwPer f 1Dayl nt er val | nHCByt es,
pwPer f 1Dayl nt er val Qut HCPacket s,
pwPer f 1Dayl nt er val Cut HCByt es

}
STATUS current
DESCRI PTI ON
"Col | ection of objects needed for a PWrunning 1-day
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i nterval perfornance collection.”
o= { pwGoups 11 }

pwPer f or mancel nt er val Gener al G oup OBJECT- GROUP
OBJECTS {
pwTi neEl apsed,
pwval i dl nterval s,
pwPer f | nt er val Val i dDat a,
pwPer f | nt er val Ti meEl apsed

}

STATUS current

DESCRI PTI ON
"Col l ection of general objects needed for nanaging the
i nterval perfornmance paraneters.”

:={ pwGoups 12 }

pwPef or mancel nt er val G oup OBJECT- GROUP
OBJECTS {
pwPer f Cur r ent | nPacket s,
pwPer f Cur r ent | nByt es,
pwPer f Cur r ent Qut Packet s,
pwPer f Cur r ent Qut Byt es,

pwPer f | nt erval | nPacket s,
pwPer f | nt er val | nByt es,
pwPer f | nt er val Qut Packet s,
pwPer f | nt er val Qut Byt es

STATUS current
DESCRI PTI ON
"Col l ection of 32-bit objects needed for PW perfornance
collection in 15-mnute intervals."
:={ pwGoups 13 }

pwHCPef or mancel nt er val G oup OBJECT- GROUP
OBJECTS {
pwPer f Cur r ent | nHCPacket s,
pwPer f Cur r ent | nHCByt es,
pwPer f Cur r ent Qut HCPacket s,
pwPer f Cur r ent Qut HCByt es,

pwPer f | nt er val | nHCPacket s,
pwPer f | nt er val | nHCByt es,
pwPer f | nt er val Qut HCPacket s,
pwPer f | nt er val Qut HCByt es
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STATUS current
DESCRI PTI ON
"Col l ection of HC objects needed for PW perfornance
collection in 15-mnute intervals."
:={ pwGoups 14 }

pwivappi ngTabl esG oup OBJECT- GROUP
OBJECTS {
pw ndexMappi ngPw ndex,
pwPeer Mappi ngPw ndex,
pwGenFecl ndexMappi ngPwl ndex

}

STATUS current
DESCRI PTI ON
"Col | ection of objects contained in the reverse
mappi ng tables.”
o= { pwGoups 15 }

pwNot i fi cati onControl G oup OBJECT- GROUP
OBJECTS {
pwUpDownNot i f Enabl e,
pwDel et edNot i f Enabl e,
pwNot i f Rat e

}

STATUS current
DESCRI PTI ON
"Col | ection of objects for controlling the PW
notifications."
o= { pwGoups 16 }

pwNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
pwUp,
pwDown,
pwDel et ed
}

STATUS current
DESCRI PTI ON

"Col l ection of PWnotifications objects."
o= { pwGoups 17 }

pwSi gnal i ngG oup OBJECT- GROUP
OBJECTS {
pwPeer Addr Type,
pwPeer Addr ,
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13.

pwLocal G- oupl D,
pwLocal | f Stri ng,
pwLocal CapabAdvert,
pwRenot eG oupl D,
pwCwsSt at us,
pwRenot el f M u
pwRenot el f Stri ng

STATUS current

DESCRI PTI ON
"Col l ection of objects for use in inplenentations that
support the PWsignaling."

.= { pwGoups 18 }

END
Security Considerations

It is clear that this MB nodule is potentially useful for monitoring
PW capable PEs. This M B nodul e can also be used for configuration
of certain objects, and anything that can be configured can be
incorrectly configured, with potentially disastrous results.

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnments. The support for SET operations in a non-secure
environment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

o the pwrlabl e contains objects to configure PWparanmeters on a
Provi der Edge (PE) device. Unauthorized access to objects in this
table could result in disruption of traffic on the network. The
obj ects pwUpDownNoti f Enabl e and pwNotifRate control the reports
fromthe network el ement to the EMS. Unauthorized access to these
objects could result in disruption of configuration and status
change reporting, resulting ms-view of the network conditions.
The use of stronger mechani sms such as SNMPv3 security should be
consi dered where possible. Specifically, SNWv3 VACM and USM MUST
be used with any v3 agent that inplenents this MB nodul e.
Adnmi ni strators shoul d consi der whether read access to these
obj ects should be all owed, since read access may be undesirabl e
under certain circunstances
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14.

14.

14.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

o the pwrlabl e, pwPerfCurrent Table, pwPerflnterval Tabl e,
pwPer f 1Dayl nt er val Tabl e, pwl ndexMappi ngTabl e, pwPeer Mappi ngTabl e,
and pwCGenFecl ndexMappi ngTabl e col | ectively show the pseudow re
connectivity topology and its performance characteristics. |If an
adm ni strator does not want to reveal this information, then these
t abl es shoul d be consi dered sensitive/vul nerable.

SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechanisns (for
aut henti cation and privacy).

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to indeed GET or SET (change/create/ delete) them

| ANA Consi derations
1. ifType for PW

| ANA has assigned a value (246) for PWin the | ANAi f Type-M B cal |l ed
i f PwType.

2. PWMB Mdul es OBJECT | DENTI FI ER Val ues

A PWnay appear as iflndex in the ifTable, and therefore the pwStdM B
OBJECT | DENTI FI ER has been assigned under the 'transnission’ subtree,
as the conmon practice in assigning OBJECT | DENTI FIERs for MB
nmodul es representing entities in the ifTable.
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14.

14.

15.

16.

16.

Al'l other MB nodules related to PWnmanagenent SHOULD be assi gned
under the 'mi b-2' subtree; individual requests will appear in the MB
nmodul e nenmo’ s | ANA Consi derati ons section.

3. | ANA Considerations for PWSTD-MB

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

pwSst dM B { transni ssion 246 }
4. | ANA Considerations for | ANA-PWE3-M B

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

i anaPwe3M B { mb-2 174 }
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