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Thi s docunent describes the usage of Service Codes by the Datagram
Congestion Control Protocol, RFC 4340. It notivates the setting of a
Service Code by applications. Service Codes provide a nethod to
identify the intended service/application to process a DCCP
connection request. This provides inproved flexibility in the use
and assignment of port nunbers for connection nultiplexing. The use
of a DCCP Service Code can al so enable nore explicit coordination of
services with m ddl eboxes (e.g., network address translators and
firewalls). This docunent updates the specification provided in RFC
4340.
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Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
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1

1

I ntroduction

DCCP specifies a Service Code as a 4-byte value (32 bits) that
describes the application-level service to which a client application
wi shes to connect ([RFC4340], Section 8.1.2). A Service Code
identifies the protocol (or the standard profile, e.g., [RTP-DCCP])
to be used at the application layer. It is not intended to be used
to specify a variant of an application or a specific variant of a
protocol (Section 2.2).

The Service Code nmechani sm allows an application to declare the set
of services that are associated with server port nunbers. This can
af fect how an application interacts with DCCP. It also allows
decoupling of the role of port nunbers to indicate a desired service
fromthe role of port nunbers in denultiplexing and state nanagenent.
A DCCP application identifies the requested service by the Service
Code val ue in a DCCP- Request packet. Each application therefore
associ ates one or nore Service Codes with each listening port

([ RFC4340], Section 8.1.2).

The use of Service Codes can assist in identifying the intended
service by a firewall and nmay assist other m ddl eboxes (e.g., a proxy
server or network address translator (NAT) [ RFC2663]). M ddl eboxes
that desire to identify the type of data a flow clains to transport
shoul d utilize the Service Code for this purpose. Wen consistently
used, the Service Code can provide a nore specific indication of the
actual service (e.g., indicating the type of nultinedia flow or

i nt ended application behaviour) than deriving this information from
the server port val ue.

The nore flexible use of server ports can also offer benefits to
applications where servers need to handle very | arge nunbers of
si mul t aneous-open ports to the sane service.

RFC 4340 onmits a description of the notivation behind Service Codes,
and it does not properly describe how Well Known and Regi stered
server ports relate to Service Codes. The intent of this docunent is
to clarify these issues.

RFC 4340 states that Service Codes are not intended to be DCCP-
specific. Service Codes, or simlar concepts, may therefore also be
useful to other |ETF transport protocols.
1. History

It is sinplest to understand the notivation for defining Service
Codes by describing the history of the DCCP protocol
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Most current Internet transport protocols (TCP [ RFC793], UDP

[ RFC768], SCTP (the Stream Control Transnission Protocol) [RFC4960],
and UDP-Lite [RFC3828]) use "Published" port numbers fromthe Wl
Known or Regi stered nunber spaces [ RFC814]. These 16-bit val ues

i ndi cate the application service associated with a connection or
message. The server port nust be known to the client to allow a
connection to be established. This may be achi eved using out-of - band
signalling (e.g., described using SDP [ RFC4566]), but nore comonly a
Publ i shed port is allocated to a particular protocol or application;
for exanple, HTTP commonly uses port 80 and SMIP commonly uses port
25. Making a port nunber Published [RFC1122] invol ves registration
with the Internet Assigned Nunbers Authority (I1ANA), which includes
defining a service by a unique keyword and reserving a port nunber
fromanong a fixed pool [I|ANA].

In the earliest draft of DCCP, the authors wanted to address the
i ssue of Published ports in a future-proof manner, since this nethod
suffers fromseveral problens:

0 The port space is not sufficiently large for ports to be easily
all ocated (e.g., in an unregul ated nanner). Thus, nany
applications operate using unregistered ports, possibly colliding
wi th use by other applications.

0 The use of port-based firewalls encourages application witers to
di sgui se one application as another in an attenpt to bypass
firewall filter rules. This notivates firewall witers to use
deep packet inspection in an attenpt to identify the service
associated with a port nunber.

o0 |SPs often deploy transparent proxies, primarily to inprove
performance and reduce costs. For exanple, TCP requests destined
to TCP port 80 are often redirected to a web proxy.

These issues are coupled. Wen applications collide on the sane
Publ i shed- but -unregi stered port, there is no sinple way for network
security equipnent to tell themapart, and thus it is likely that
problems will be introduced through the interaction of features.

There is little that a transport protocol designer can do about
applications that attenpt to nmasquerade as other applications. For
ones that are not attenpting to hide, the problem may be sinply that
they cannot trivially obtain a Published port. |Ideally, it should be
sufficiently easy that every application witer can request a Wl
Known or Regi stered port and receive one instantly with no questions
asked. The 16-bit port space traditionally used is not |arge enough
to support such a trivial allocation of ports.
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Thus, the designers of DCCP sought an alternative solution. The idea
was sinple. A 32-bit server port space should be sufficiently |arge
to enabl e use of very sinple allocation policies. However, overhead
consi derati ons made a 32-bit port val ue undesirable (DCCP needed to
be useful for lowrate applications).

The solution in DCCP to this problemwas to use a 32-bit Service Code
[ RFC4340] that is included only in the DCCP-Request packet. The use
of a 32-bit value was intended to nake it trivially sinple to obtain
a uni que value for each application. Placing the value in a DCCP-
Request packet requires no additional overhead for the actual data
flow It is however sufficient for both the end systens, and

provi des any stateful middl eboxes along the path with additiona

i nformati on to understand what applications are being used.

Early di scussion of the DCCP protocol considered an alternative to
the use of traditional ports; instead, it was suggested that a client
use a 32-bit identifier to uniquely identify each connection and that
the server listen on a socket bound only to a Service Code. This

sol uti on was unanbi guous; the Service Code was the only identifier
for a listening socket at the server side. The DCCP client included
a Service Code in the request, allowing it to reach the correspondi ng
listening application. One downside was that this prevented

depl oynent of two servers for the sane service on a single nachine,
sonmething that is trivial with ports. The design also suffered from
t he downsi de of being sufficiently different fromexisting protocols
that there were concerns that it would hinder the use of DCCP through
NATs and ot her m ddl eboxes.

RFC 4340 abandoned the use of a 32-bit connection identifier in favor
of two traditional 16-bit port val ues, one chosen by the server and
one by the client. This allows mddl eboxes to utilize sinilar

techni ques for DCCP, UDP, TCP, etc. However, it introduced a new
problem "How does the server port relate to the Service Code?" The
intent was that the Service Code identified the application or
protocol using DCCP, providing niddl eboxes with information about the
i ntended use of a connection, and that the pair of ports effectively
fornmed a 32-bit connection identifier, which was uni que between a
pair of end systens.

The | arge nunber of avail able, unique Service Code val ues all ows al
applications to be assigned a uni que Service Code. However, there
renmai ned a problem the server port was chosen by the server, but the
client needed to know this port to establish a connection. |t was
undesirabl e to nandat e out - of -band conmmuni cation to di scover the
server port. The chosen solution was to regi ster DCCP server ports.
The linmted availability of DCCP server ports appears to contradict
the benefits of DCCP Service Codes because, although it nmay be
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trivial to obtain a Service Code, it has not traditionally been
trivial to obtain a Registered port fromI|ANA and, in the |ong-run
it may not be possible to allocate a uni que Regi stered DCCP port to
new applications. As port numbers beconme scarce, this notivates the
need to associate nore than one Service Code with a |istening port
(e.g., two different applications could be assigned the sane server
port and need to run on the sane host at the sane tine,
differentiated by their different associated Service Codes).

Service Codes provide flexibility in the way clients identify the
server application to which they wish to conmuni cate. The nechani sm
all ows a server to associate a set of server ports with a service.
The set may be common with other services avail able at the sane
server host, allowing a |larger nunmber of concurrent connections for a
particul ar service than possible when the service is identified by a
singl e Published port number.

1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. An Architecture for Service Codes

DCCP defines the use of a conbination of ports and Service Codes to
identify the server application ([ RFC4340], Section 8.1.2). These
are described in the foll ow ng sections.

2.1. |1 ANA Port Nunbers

In DCCP, the packets belonging to a connection are denultipl exed
based on a conbination of four values {source |IP address, source
port, dest |P address, dest port}, as in TCP. An endpoint address is
associated with a port nunber (e.g., formng a socket) and a pair of
associ ations uniquely identifies each connection. Ports provide the
fundament al per-packet demultiplexing function

The Internet Assigned Nunbers Authority currently nanages the set of
globally reserved port nunbers [I ANA]. The source port associ ated
with a connection request, often known as the "epheneral port", is
traditionally in the range 49152-65535 and al so includes the range
1024- 49151. The val ue used for the epheneral port is usually chosen
by the client operating system It has been suggested that a
randoni zed choi ce port nunber val ue can hel p defend agai nst "blind"
attacks [Rand] in TCP. This method may be applicable to other |ETF-
defined transport protocols, including DCCP
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Traditionally, the destination (server) port value associated with a
service is determined either by an operating systemindex that points
to a copy of the ANA table (e.g., getportbyname() in Unix, which

i ndexes the /etc/services file) or by the application specifying a

di rect mappi ng.

The UDP and TCP port nunber space: 0..65535, is split into three
ranges [ RFC2780]:

o 0..1023 "Well Known", also called "systen! ports,
0 1024..49151 "Regi stered", also called "user" ports, and
0 49152..65535 "Dynamic", also called "private" ports.

DCCP supports Well Known and Regi stered ports. These are allocated
in the DCCP | ANA Port Numbers registry ([RFC4340], Section 19.9).
Each Regi stered DCCP port MJST be associated with at | east one pre-
defined Service Code

Applications that do not need to use a server port in the Wll Known
or Regi stered range SHOULD use a Dynami c server port (i.e., one not
required to be registered in the DCCP Port registry). dients can
identify the server port value for the services to which they wish to
connect using a range of nethods. One common nethod is by reception
of an SDP record (Section 2.6) exchanged out-of-band (e.g., using SIP
[ RFC3261] or the Real Tinme Streaming Protocol (RTSP) [RFC2326]). DNS
SRV resource records al so provide a way to identify a server port for
a particul ar service based on the service's string name [ RFC2782].

Applications that do not use out-of-band signalling can stil
communi cate, provided that both client and server agree on the port
value to be used. This elininates the need for each registered
Service Code to be allocated to an | ANA-assi gned server port (see
al so Section 2.7).

2.2. DCCP Service Code Val ues

DCCP specifies a 4-byte Service Code ([RFC4340], Section 8.1.2)
represented in one of three fornms: a deci mal nunber (the canonica
nmet hod), a 4-character ASCII| string [ANSI. X3-4.1986], or an 8-digit
hexadeci mal nunber. All standards assigned Service Codes, including
all values assigned by IANA, are required to use a value that nay be
represented using a subset of the ASCI|I character set. Private
Servi ce Codes do not need to follow this convention, although RFC
4340 suggests that users choose Service Codes that may al so be
represented in ASClI
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The Service Code identifies the application-level service to which a
client application wishes to connect. For exanple, services have
been defined for the Real -Tine Protocol (RTP) [RTP-DCCP]. In a

di fferent exanpl e, Datagram Transport Layer Security (DTLS) [RFC5238]
provides a transport-service (not an application-|layer service);
therefore, applications using DTILS are individually identified by a
set of correspondi ng Service Code val ues.

Endpoi nts MJST associate a Service Code with every DCCP socket

[ RFCA340], both actively and passively opened. The application will
generally supply this Service Code. A single passive-listening port
may be associated with nore than one Service Code value. The set of
Servi ce Codes could be associated with one or nore server
applications. This permts a nore flexible correspondence between
services and port nunbers than is possible using the correspondi ng
socket pair (4-tuple of |layer-3 addresses and | ayer-4 ports). |In the
currently defined set of packet types, the Service Code value is
present only in DCCP-Request ([RFC4340], Section 5.2) and DCCP-
Response packets ([ RFC4340], Section 5.3). Note that new DCCP packet
types (e.g., [RFC5596]) could also carry a Service Code val ue.

2.2.1. New Versions of Applications or Protocols

2.

3.

Appl i cations/protocols that provide version negotiation or indication
in the protocol operating over DCCP do not require a new server port
or new Service Code for each new protocol version. New versions of
such applications/protocols SHOULD continue to use the sanme Service
Code. If the application developers feel that the new version

provi des significant new capabilities (e.g., that will change the
behavi or of m ddl eboxes), they MAY all ocate a new Service Code
associated with the sane or different set of Wll Known ports. |If
the new Service Code is associated with a Wll Known or Registered
port, the DCCP Ports registry MIST al so be updated to include the new
Servi ce Code val ue, but MAY share the sane server port assignnent(s).

Service Code Registry

The set of registered Service Codes specified for use within the
general Internet are defined in an | ANA-controll ed name space. |ANA
manages new al l ocations of Service Codes in this space [ RFC4340].
Private Service Codes are not centrally allocated and are denoted by
t he deci mal range 1056964608- 1073741823 (i.e., 32-bit values with the
hi gh-order byte equal to a value of 63, corresponding to the ASCl
character '?').

Associ ations of Service Code with Well Known ports are al so defined
in the | ANA DCCP Port registry (Section 2.1).
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2.4, Zero Service Code

A Service Code of zero is "permanently reserved (it represents the
absence of a neaningful Service Code)" [RFC4340]. This indicates
that no application informati on was provided. RFC 4340 states that
applications MAY be associated with this Service Code in the same way
as other Service Code values. This use is pernitted for any server
port.

This docunment clarifies Section 19.8 of RFC 4340 by addi ng the
fol | owi ng:

Appl i cations SHOULD NOT use a Service Code of zero.

Application witers that need a tenporary Service Code val ue
SHOULD choose a value fromthe private range (Section 2.3).

Applications intended for deploynent in the Internet are

encouraged to use an | ANA-defined Service Code. |If no specific
Service Code exists, they SHOULD request a new assignnent fromthe
| ANA.

2.5. Invalid Service Code

RFC 4340 defines the Service Code val ue of 4294967295 in deci mal
(OXFFFFFFFF) as "invalid". This is provided so inplenentations can
use a special 4-byte value to indicate "no valid Service Code"

| mpl enent ati ons MUST NOT accept a DCCP- Request with this value, and
SHOULD NOT al | ow applications to bind to this Service Code val ue

[ RFC4340] .

2.6. SDP for Describing Service Codes

Met hods that currently signal destination port nunbers, such as the
Session Description Protocol (SDP) [ RFC4566], require an extension to
support DCCP Service Codes [ RTP-DCCP].

2.7. A Method to Hash the Service Code to a Dynami c Port

Applications that do not use out-of-band signalling or an | ANA-
assigned port still require both the client and server to agree on
the server port value to be used. This section describes an optiona
met hod that allows an application to derive a default server port
nunber fromthe Service Code. The returned value is in the Dynamc
port range [ RFC4340]:
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int s _port; /* server port */
s_port = ((sc[0]<<7)"(sc[1] <<b)"(sc[2]<<3)"sc[3]) | 0xCO0O0;
i f (s_port==0xFFFF) {s_port = 0xCO000;}

where sc[] represents the 4 bytes of the Service Code, and sc[3] is
the | east significant byte. For exanple, this function associates
SC. fdpz with the server port 64634.

This algorithmhas the follow ng properties:
o It identifies a default server port for each service.

0 It seeks to assign different Service Codes to different ports, but
does not guarantee an assignnent is unique.

0 It preserves the 4 lowest bits of the final bytes of the Service
Code, which allows many common series of Service Codes to be
mapped to a set of adjacent port nunbers, e.g., Fool, and FooZ2;
Fooa and Foob woul d be assigned adjacent ports. (Note: this
consecutive nunbering only applies to characters in the range 0-9
and A-O and P-Z. \When the characters cross a range boundary, the
al gorithmintroduces a discontinuity, resulting in mapping to
non- consecutive ports. Hence, Fooo and Foop respectively map to
t he deci mal val ues of 65015 and 65000).

o It avoids the port OxFFFF, which is not accessible on all host
pl at f or ns.

Appl i cations and hi gher-1layer protocols that have been assigned a
Service Code (or use a Service Code fromthe unassigned private
space) nmay use this nethod. |t does not preclude other applications
using the selected server port, since DCCP servers are differentiated
by the Service Code val ue.

3. Use of the DCCP Service Code
The basic operation of Service Codes is as foll ows:
Aclient initiating a connection

- 1ssues a DCCP-Request with a Service Code and chooses a

destination (server) port nunber that is expected to be
associated with the specified Service Code at the destination.

Fai r hur st St andards Track [ Page 10]



RFC 5595 DCCP Servi ce Codes Sept ember 2009

A server that receives a DCCP- Request:

- determines whet her an avail able service nmatching the Service
Code is supported for the specified destination server port.
The session is associated with the Service Code and a
correspondi ng server. A DCCP-Response is returned.

- if the service is not available, the session is rejected and a
DCCP- Reset packet is returned.

3.1. Setting Service Codes at the dient

A client application MIST associate every DCCP connection (and hence
every DCCP active socket) with a single Service Code val ue

[ RFC4340]). This value is used in the correspondi ng DCCP- Request
packet .

3.2. Using Service Codes in the Network

DCCP connections identified by the Service Code continue to use |IP
addresses and ports, although neither port nunber may be Published.

Port nunmbers and | P addresses are the traditional nethods to identify
a flowwithin an I P network. M ddl ebox [ RFC3234] inpl enentors
therefore need to note that new DCCP connections are identified by
the pair of server port and Service Code in addition to the IP
address. This neans that the | ANA may allocate a server port to nore
than one DCCP application [ RFC4340].

Net wor k address and port translators, known collectively as NATs

[ RFC2663], nmay interpret DCCP ports ([RFC2993] and [ RFC5597]). They
may al so interpret DCCP Service Codes. |Interpreting DCCP Service
Codes can reduce the need to correctly interpret port nunbers,

| eading to new opportunities for network address and port
translators. Although it is encouraged to associate specific
delivery properties with the Service Code, e.g., to identify the
real -tinme nature of a flowthat clains to be using RTP, there is no
guarantee that the actual connection data corresponds to the

associ ated Service Code. A niddlebox inplenentor may still use deep
packet inspection, and other means, in an attenpt to verify the
content of a connection.

The use of the DCCP Service Code can potentially lead to interactions
with other protocols that interpret or nodify DCCP port nunbers

[ RFC3234]. The follow ng additional clarifications update the
description provided in Section 16 of RFC 4340:
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0 A nmiddlebox that intends to differentiate applications SHOULD
test the Service Code in addition to the destination or source
port of a DCCP- Request or DCCP- Response packet.

0 A mddl ebox that does not nodify the intended application
(e.g., NATs [RFC5597] and Firewalls) MJST NOT change the
Servi ce Code

0 A middl ebox MAY send a DCCP-Reset in response to a packet with
a Service Code that is considered unsuitable.

3.3. Using Service Codes at the Server

The conbi nati on of the Service Code and server port disanbi guates
i nconmi ng DCCP- Requests received by a server. The Service Code is
used to associate a new DCCP connection with the correspondi ng
application service. Four cases can arise when two DCCP server
applications passively listen on the sane host:

0 The sinplest case arises when two servers are associated with
different Service Codes and are bound to different server ports
(Section 3.3.1).

o0 Two servers may be associated with the sane DCCP Service Code
val ue but be bound to different server ports (Section 3.3.2).

o0 Two servers could use different DCCP Service Code val ues and be
bound to the sane server port (Section 3.3.1).

0o Two servers could attenpt to use the sane DCCP Service Code and
bind to the sane server port. A DCCP inplenmentation MJST
disallow this, since there is no way for the DCCP host to
direct a new connection to the correct server application

RFC 4340 (Section 8.1.2) states that an inplenentation:

0 MJST associate each active socket with exactly one Service Code
on a specified server port.

In addition, Section 8.1.2 of RFC 4340 al so states:

0 Passive sockets MAY, at the inplenentation’s discretion, be
associated with nore than one Service Code; this nmight |et
nmul tiple applications, or multiple versions of the sane
application, listen on the same port, differentiated by Service
Code.
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Thi s docunent updates the above text from RFC 4340 by replacing it
with the follow ng:

0 An inplenmentation SHOULD al |l ow nore than one Service Code to be
associated with a passive server port, enabling nultiple
applications, or nultiple versions of an application, to listen
on the sane port, differentiated by the associ ated Service
Code.

It al so adds:

0 An inplenentation SHOULD provide a nethod that inforns a server
of the Service Code value that was sel ected by an active
connecti on.

A single passively opened (listening) port MAY therefore be
associated with nmultiple Service Codes, although an active (open)
connection can only be associated with a single Service Code. A
single application may wi sh to accept connections for nore than one
Service Code using the sane server port. This nmay allow a server to
offer nore than the Iimt of 65,536 services depending on the size of
the Port field. The upper limt is based solely on the nunber of

uni que connections between two hosts (i.e., 4,294,967, 296).

3.3.1. Reception of a DCCP-Request

When a DCCP- Request is received and the specified destination port is
not bound to a server, the host MJST reject the connection by issuing
a DCCP-Reset with the Reset Code "Connection Refused”. A host MNAY

al so use the Reset Code "Too Busy" ([RFC4340], Section 8.1.3).

Wien the requested destination port is bound to a server, the host
MUST al so verify that the server port is associated with the
specified Service Code (there could be multiple Service Code val ues
associated with the sane server port). Two cases can occur:

o |If the receiving host is listening on a server port and the DCCP-
Request uses a Service Code that is associated with the port, the
host accepts the connection. Once connected, the server returns a
copy of the Service Code in the DCCP-Response packet, conpleting
the initial handshake [ RFC4340].

o |If the server port is not associated with the requested Service
Code, the server SHOULD reject the request by sending a DCCP- Reset
packet with the Reset Code 8, "Bad Service Code" ([RFC4340],
Section 8.1.2), but MAY use the reason "Connection Refused"
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After a connection has been accepted, the protocol control block is
associated with a pair of ports, a pair of |IP addresses, and a single
Servi ce Code val ue.

3.3.2. Miltiple Associations of a Service Code with Ports

DCCP Service Codes are not restricted to specific ports, although
they may be associated with a specific Wll Known port. This allows
the same DCCP Service Code value to be associated with nore than one
server port (in either the active or passive state).

3.3.3. Autonmatically Launching a Server

A host inplementation nay pernmt a service to be associated with a
server port (or range of ports) that is not permanently running at
the server. |In this case, the arrival of a DCCP-Request may require
a method to associate a DCCP- Request with a server that handles the
correspondi ng Service Code. This operation could resenble that of
"inetd" [inetd].

As in the previous section, when the specified Service Code is not
associated with the specified server port, the connection MIST be
aborted and a DCCP Reset nessage sent [RFC4340].

4. Security Considerations

The security considerations of RFC 4340 identify and offer guidance
on security issues relating to DCCP. This docunent discusses the
usage of Service Codes. It does not describe new protocol functions.

Al'l I Psec nodes protect the integrity of the DCCP header. This
protects the Service Code field from undetected nodification within
the network. 1In addition, the | Psec Encapsul ated Security Payl oad
(ESP) node nmay be used to encrypt the Service Code field, hiding the
Service Code value within the network and al so preventing
interpretation by mddl eboxes. The DCCP header is not protected by
application-layer security (e.g., the use of DILS [ RFC5238] as
specified in DTLS/ DCCP [ RFC4347]).

There are four areas of security that are inportant:
1. Server Port nunber reuse (Section 4.1).
2. Interaction with NATs and firewalls (Section 3.2 describes

ni ddl ebox behavior). Requirenents relating to DCCP are described
in [ RFC5597].
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3. Interpretation of DCCP Service Codes overriding traditional use of
reserved/ VWl | Known port nunbers (Section 4.2).

4. Interaction with | Psec and DTLS security (Section 4.3).
4.1. Server Port Nunber Reuse

Service Codes are used in addition to ports when denul tipl exi ng

i ncom ng connections. This changes the service nodel to be used by
applications and m ddl eboxes. The Port Nunbers registry already
contains instances of nultiple application registrations for a single
port nunber for TCP and UDP. These are relatively rare. Since the
DCCP Service Code allows multiple applications to safely share the
sane port nunber, even on the sanme host, server port number reuse in
DCCP may be nore common than in TCP and UDP

4.2. Association of Applications with Service Codes

The use of Service Codes provides nore ready feedback that a concrete
service is associated with a given port on a server than for a
service that does not enploy Service Codes. By responding to an

i nbound connection request, systens not using these codes may

i ndicate that some service is, or is not, available on a given port,
but systens using this nechani sminmediately provide confirmation (or
denial) that a particular service is present. This may have
inmplications in terns of port scanning and reconnai ssance.

Care needs to be exercised when interpreting the mapping of a Service
Code value to the correspondi ng service. The sane service
(application) may be accessed using nore than one Service Code.
Exanpl es i nclude the use of separate Service Codes for an application
| ayered directly upon DCCP and one using DTLS transport over DCCP

[ RFC5238]. O her possibilities include the use of a private Service
Code to map to an application that has already been assigned an | ANA-
defined Service Code value, or multiple Service Code val ues that map
to a single application providing nore than one service. Different
versions of a service (application) nmay al so be napped to a
correspondi ng set of Service Code val ues.

Processing of Service Codes may inply nore processing than currently
associated with incom ng port numbers. Inplenmentors need to guard
agai nst increasing opportunities for Denial of Service attacks.

4.3. Interactions with | Psec
The Internet Key Exchange protocol (IKEv2) does not currently specify

a method to use DCCP Service Codes as a part of the information used
to set up an | Psec security association

Fai r hur st St andards Track [ Page 15]



RFC 5595 DCCP Servi ce Codes Sept ember 2009

| Psec uses port nunbers to perform access control in transport node
[ RFC4301]. Security policies can define port-specific access contro
( PROTECT, BYPASS, DI SCARD) as well as port-specific algorithns and
keys. Simlarly, firewall policies allow or block traffic based on
port nunbers.

Use of port nunbers in I Psec selectors and firewalls may assune that
t he nunbers correspond to Well Known services. It is useful to note
that there is no such requirenent; any service nmay run on any port,
subject to nmutual agreenment between the endpoint hosts. Use of the
Service Code may interfere with this assunption both within |IPsec and
within other firewall systens, but it does not add a new
vulnerability. New inplenentations of IPsec and firewall systens nay
interpret the Service Code when inplenmenting policy rules, but should
not rely on either port nunbers or Service Codes to indicate a
specific service

5. | ANA Consi derati ons

Thi s docunent does not update the | ANA allocation procedures for the
DCCP Port Nunber and DCCP Service Codes Registries as defined in RFC
4340.

For conpl et eness, the docunent notes that it is not required to
supply an approved docunment (e.g., a published RFC) to support an
application for a DCCP Service Code or port nunber val ue, although
RFCs may be used to request Service Code values via the | ANA

Consi derations section. A specification is however required to
all ocate a Service Code that uses a conbination of ASCII digits,

uppercase letters, and character space, '-', '.’, and '/’) [RFC4340].
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