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Abst r act

This meno describes a Transport Security Mdel for the Sinple Network
Managenent Prot ocol (SNWP).

This meno al so defines a portion of the Managenent |nfornmation Base
(MB) for nonitoring and nmanagi ng the Transport Security Mdel for
SNWVP.
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1. Introduction

This meno describes a Transport Security Mdel for the Sinple Network
Management Protocol for use with secure Transport Models in the
Transport Subsystem [ RFC5590] .

This meno al so defines a portion of the Managenment |nformation Base
(MB) for nonitoring and nmanagi ng the Transport Security Mdel for
SNVP.

It is inmportant to understand the SNMP architecture and the

term nol ogy of the architecture to understand where the Transport
Security Mddel described in this meno fits into the architecture and
interacts with other subsystens and nodels within the architecture.
It is expected that readers will have al so read and under st ood

[ RFC3411], [ RFC3412], [RFC3413], and [ RFC3418].

1.1. The Internet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

1.2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Harri ngton & Hardaker St andards Track [ Page 3]



RFC 5591 Transport Security Mdel for SNW June 2009

Lower case versions of the keywords should be read as in nornal
English. They will usually, but not always, be used in a context
that relates to conpatibility with the RFC 3411 architecture or the
subsystem defi ned here but that m ght have no inpact on on-the-wire
compatibility. These terns are used as gui dance for designers of
proposed | ETF nodels to nake the designs conpatible with RFC 3411
subsystens and Abstract Service Interfaces (ASIs). Inplenenters are
free to inplenent differently. Sone usages of these | owercase terns
are sinply nornmal English usage.

For consistency with SNVP-rel ated specifications, this docunent
favors term nology as defined in STD 62, rather than favoring
term nol ogy that is consistent with non-SNVWP specifications that use
different variations of the sane termi nology. This is consistent
with the | ESG decision to not require the SNMPv3 term nol ogy be

nmodi fied to match the usage of other non- SNVMP specifications when
SNWPv3 was advanced to Full Standard.

Aut hentication in this docunent typically refers to the English
nmeani ng of "serving to prove the authenticity of" the nessage, not
data source authentication or peer identity authentication

The ternms "nmanager” and "agent" are not used in this docunent

because, in the RFC 3411 architecture, all SNMP entities have the
capability of acting as manager, agent, or both depending on the SNW
applications included in the engine. Were distinction is needed,
the application nanmes of comrand generator, conmmand responder
notification originator, notification receiver, and proxy forwarder
are used. See "Sinple Network Managenent Protocol (SNWP)
Applications" [RFC3413] for further information

Whil e security protocols frequently refer to a user, the term nol ogy
used in [RFC3411] and in this menmo is "principal". A principal is
the "who" on whose behal f services are provided or processing takes
pl ace. A principal can be, anmong other things, an individual acting
in a particular role, a set of individuals each acting in a
particular role, an application or a set of applications, or a

conbi nati on of these within an administrative domain.

1.3. Modularity

The reader is expected to have read and understood the description of
the SNVP architecture, as defined in [ RFC3411], and the architecture
extension specified in "Transport Subsystem for the Sinple Network
Managenent Protocol (SNWP)" [RFC5590], which enables the use of
external "lower-layer transport"” protocols to provide nessage
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security. Transport Models are tied into the SNVMP architecture
t hrough the Transport Subsystem The Transport Security Model is
designed to work with such | ower-Ilayer, secure Transport Model s.

In keeping with the RFC 3411 desi gn decisions to use self-contained
docunents, this meno includes the el enents of procedure plus

associ ated M B objects that are needed for processing the Transport
Security Mdel for SNMP. These M B objects SHOULD NOT be referenced
in other docunments. This allows the Transport Security Mdel to be
desi gned and docunented as i ndependent and sel f-contai ned, having no
direct inpact on other nmodules. It also allows this nodule to be
upgraded and suppl enented as the need arises, and to nove al ong the
standards track on different tinme-lines from other nodul es.

This nodul arity of specification is not meant to be interpreted as
i mposi ng any specific requirenments on inplenentation

1.4. NMbtivation

This meno describes a Security Mdel to nake use of Transport Mbdel s
that use | ower-layer, secure transports and existing and comonly
depl oyed security infrastructures. This Security Mdel is designed
to neet the security and operational needs of network adm nistrators,
maxi m ze usability in operational environnents to achieve high

depl oynent success, and at the sanme tine mnimze i nplenmentation and
depl oynent costs to minimze the tinme until deploynent is possible.

1.5. Constraints

The design of this SNWP Security Model is also influenced by the
foll owi ng constraints:

1. In times of network stress, the security protocol and its
underlying security nechani sns SHOULD NOT depend sol ely upon the
ready availability of other network services (e.g., Network Tine
Protocol (NTP) or Authentication, Authorization, and Accounting
(AAA) protocaols).

2. \Wen the network is not under stress, the Security Mdel and its
underlying security nechani sns MAY depend upon the ready
availability of other network services.

3. It might not be possible for the Security Mddel to deternine when
the network is under stress.

4. A Security Mdel SHOULD NOT require changes to the SNW
architecture.
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2.

2.

2.

5. A Security Mdel SHOULD NOT require changes to the underlying
security protocol.

How t he Transport Security Model Fits in the Architecture

The Transport Security Moddel is designed to fit into the RFC 3411
architecture as a Security Mdel in the Security Subsystemand to
utilize the services of a secure Transport Nbdel.

For incom ng nessages, a secure Transport Mdel will pass a

t nSt at eRef erence cache, described in [ RFC5590]. To nmintain RFC 3411
nodul arity, the Transport Model will not know which securityModel

will process the incom ng nessage; the Message Processing Mdel will

deternmine this. |If the Transport Security Mdel is used with a non-
secure Transport Mdel, then the cache will not exist or will not be
popul ated with security paraneters, which will cause the Transport

Security Mbdel to return an error (see Section 5.2).

The Transport Security Mddel will create the securityNanme and
securitylLevel to be passed to applications, and will verify that the
t nifr ansport SecuritylLevel reported by the Transport Mdel is at |east
as strong as the securitylLevel requested by the Message Processing
Model .

For out goi ng nessages, the Transport Security Mdel will create a
t n5t at eRef erence cache (or use an existing one), and will pass the
t nSt at eRef erence to the specified Transport Nbdel.

1. Security Capabilities of this Model
1.1. Threats

The Transport Security Mdel is conpatible with the RFC 3411
architecture and provides protection against the threats identified
by the RFC 3411 architecture. However, the Transport Security Model
does not provide security nechani sns such as authentication and
encryption itself. Wich threats are addressed and how they are
mtigated depends on the Transport Mdel used. To avoid creating
potential security vulnerabilities, operators should configure their
system so this Security Mdel is always used with a Transport Model
that provides appropriate security, where "appropriate" for a
particul ar deploynent is an adm nistrative deci sion.
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2.1.2. Security Levels
The RFC 3411 architecture recogni zes three levels of security:
- without authentication and w thout privacy (noAuthNoPriv)
- with authentication but w thout privacy (authNoPriv)
- with authentication and with privacy (authPriv)

The nodel -i ndependent securitylLevel paraneter is used to request
specific levels of security for outgoing nessages and to assert that
specific levels of security were applied during the transport and
processi ng of incom ng nessages.

The transport-layer algorithnms used to provide security should not be
exposed to the Transport Security Mdel, as the Transport Security
Model has no nechanisns by which it can test whether an assertion
made by a Transport Mdel is accurate.

The Transport Security Mdel trusts that the underlying secure
transport connection has been properly configured to support security
characteristics at |east as strong as reported in

t mlransport SecuritylLevel .

2.2. Transport Sessions

The Transport Security Mdel does not work with transport sessions
directly. Instead the transport-related state is associated with a
uni que conbi nation of transportDomain, transportAddress,
securityName, and securitylLevel, and is referenced via the

t nSt at eRef erence paraneter. How and if this is napped to a
particular transport or channel is the responsibility of the
Transport Subsystem

2.3. Coexistence

In the RFC 3411 architecture, a Message Processing Mdel determ nes
whi ch Security Mddel SHALL be called. As of this witing, |ANA has
regi stered four Message Processing Mddels (SNMPv1, SNMPv2c, SNWPv2u/
SNWPv2*, and SNMPv3) and three other Security Mdels (SNwPv1,
SNMPv2c, and the User-based Security Model).

2.3.1. Coexistence with Message Processing Model s
The SNWPv1l and SNMPv2c nessage processing described in BCP 74

[ RFC3584] al ways selects the SNWPv1(1l) and SNMPv2c(2) Security
Model s.  Since there is no nechani smdefined in RFC 3584 to sel ect an
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alternative Security Mdel, SNWPv1l and SNWPv2c nessages cannot use

the Transport Security Mdel. Messages night still be able to be
conveyed over a secure transport protocol, but the Transport Security
Model will not be invoked.

The SNWVPv2u/ SNVPv2* Message Processing Model is an historic artifact
for which there is no existing | ETF specification.

The SNWPv3 nessage processing defined in [RFC3412] extracts the
securityMdel fromthe nmsgSecurityMdel field of an incom ng
SNWPv3Message. When this value is transport SecurityhMdel (4),
security processing is directed to the Transport Security Mdel. For
an outgoi ng nessage to be secured using the Transport Security Mbodel,
the applicati on MIST specify a securityhMdel paraneter val ue of
transport SecurityMdel (4) in the sendPdu Abstract Service Interface
(ASI).

2.3.2. Coexistence with Other Security Mdels

The Transport Security Mdel uses its own M B nodul e for processing
to maintain i ndependence fromother Security Mdels. This allows the
Transport Security Mdel to coexist with other Security Mdels, such
as the User-based Security Mdel (USM [RFC3414].

2.3.3. Coexistence with Transport Mdels

The Transport Security Mdel (TSM MAY work with nultiple Transport
Model s, but the RFC 3411 Abstract Service Interfaces (ASIs) do not
carry a value for the Transport Mddel. The MB nodule defined in
this meno allows an adninistrator to configure whether or not TSM
prepends a Transport Model prefix to the securityNane. This will

al | ow SNMP applications to consider Transport Mdel as a factor when
maki ng deci si ons, such as access control, notification generation,
and proxy forwarding.

To have SNWP properly utilize the security services coordi nated by
the Transport Security Mdel, this Security Mdel MJIST only be used
with Transport Models that know how to process a tnttateReference,

such as the Secure Shell Transport Mdel [RFC5592].

3. Cached Informati on and References

When perform ng SNWP processing, there are two |levels of state
information that might need to be retained: the inmediate state
linking a request-response pair and a potentially longer-termstate
relating to transport and security. "Transport Subsystemfor the
Si mpl e Networ k Managenent Protocol (SNWP)" [ RFC5590] defines general
requirenents for caches and references.
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Thi s docunent defines additional cache requirenents related to the
Transport Security Model

3.1. Transport Security Mdel Cached Infornmation

The Transport Security Model has specific responsibilities regarding
t he cached information.

3.1.1. securityStateReference

The Transport Security Mdel adds the tnfstateReference received from
t he processlncom ngMsg ASI to the securityStateReference. This

t nSt at eRef erence can then be retrieved during the generat eResponseMsg
ASlI so that it can be passed back to the Transport Model

3.1.2. tnbttateReference

For out goi ng nessages, the Transport Security Mdel uses paraneters
provi ded by the SNWVP application to | ook up or create a
t nSt at eRef er ence

For the Transport Security Model, the security paranmeters used for a
response MJUST be the sane as those used for the correspondi ng
request. This Security Model uses the tnttateReference stored as
part of the securityStateReference when appropriate. For responses
and reports, this Security Mddel sets the tnBSanmeSecurity flag to true
in the tnttateReference before passing it to a Transport Mdel

For incom ng nessages, the Transport Security Mdel uses paraneters
provided in the tnfttateReference cache to establish a securityNane,
and to verify adequate security |evels.

3.1.3. Prefixes and securityNanes

The SNWP- VI EW BASED- ACMM B nodul e [ RFC3415], the SNMP- TARCGET-M B
nodul e [ RFC3413], and other M B nodul es contain objects to configure
security paraneters for use by applications such as access control
notification generation, and proxy forwarding.

Transport dommins and their correspondi ng prefixes are coordi nated
via the I ANA registry "SNMP Transport Donmai ns"

I f snnpTsnConfigurationUsePrefix is set to true, then all

securityNames provided by, or provided to, the Transport Security
Model MJST include a valid transport donain prefix.
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I f snnpTsnConfigurationUsePrefix is set to false, then all
securityNames provided by, or provided to, the Transport Security
Model MJST NOT include a transport domain prefix.

The tnecurityNane in the tnStateReference stored as part of the
securityStateReference does not contain a prefix.

4. Processing an Qutgoi ng Message

An error indication mght return an bject ldentifier (O D) and val ue
for an incremented counter, a value for securitylLevel, values for
cont ext Engi nel D and cont ext Name for the counter, and the
securityStateReference, if this information is available at the point
where the error is detected.

4.1. Security Processing for an Qutgoi ng Message

This section describes the procedure followed by the Transport
Security Model.

The paraneters needed for generating a nmessage are supplied to the
Security Mdel by the Message Processing Model via the

gener at eRequest Msg() or the generateResponseMsg() ASI. The Transport
Subsystem architectural extension has added the transport Donain,
transport Address, and tnttat eRef erence paranmeters to the original RFC
3411 ASIs.

statuslnformation = -- success or errorlndication
gener at eRequest Msg(
IN nessageProcessi ngModel -- typically, SNWP version
IN gl obal Dat a -- message header, adnin data
IN nmaxMessageSi ze -- of the sending SNWP entity
IN transportDonain -- (NEW specified by application
IN transportAddress -- (NEW specified by application
IN securityMdel -- for the outgoing nessage
IN securityEnginelD -- authoritative SNWP entity
IN securityName -- on behalf of this principal
IN securitylLevel -- Level of Security requested
IN  scopedPDU -- message (plaintext) payl oad
QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsglLengt h -- length of generated nessage
QUT tnttat eRef erence -- (NEW transport info

)
statuslnformation = -- success or errorlndication

gener at eResponseMsg(
IN nessageProcessi ngModel -- typically, SNWP version
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IN gl obal Dat a -- message header, adnin data
IN nmaxMessageSi ze -- of the sending SNWP entity
IN transportDonain -- (NEW specified by application
IN transportAddress -- (NEW specified by application
IN securityMdel -- for the outgoing nessage
IN securityEnginelD -- authoritative SNWP entity
IN securityName -- on behalf of this principa
IN securitylLevel -- Level of Security requested
IN scopedPDU -- message (plaintext) payl oad
IN securityStateReference -- reference to security state
-- information fromorigina
-- request
QUT securityParaneters -- filled in by Security Mdule
QUT whol eMsg -- conpl ete generated nessage
QUT whol eMsgLengt h -- length of generated nessage
QUT tnft at eRef erence -- (NEW transport info
)

4.2. Elenments of Procedure for Qutgoing Messages

1. If there is a securityStateReference (Response or Report
message), then this Security Mddel uses the cached information
rather than the information provided by the ASI. Extract the
t nSt at eReference fromthe securityStateReference cache. Set the
t MRequest edSecuritylLevel to the value of the extracted
t nTransport SecuritylLevel. Set the tnBanmeSecurity parameter in
t he tnft at eRef erence cache to true. The cachedSecurityData for
this message can now be di scarded.

2. If there is no securityStateReference (e.g., a Request-type or
Notification nessage), then create a tnttateReference cache. Set
t mTransport Donmain to the value of transportDonain,
t mTransport Address to the value of transportAddress, and
t MRequest edSecuritylLevel to the value of securitylLevel
(I'npl ementers mght optimnmze by pointing to saved copies of these
session-specific values.) Set the transaction-specific
t nSameSecurity paraneter to fal se

I f the snnpTsnConfi gurati onUsePrefix object is set to false, then
set tnBecurityName to the val ue of securityNane.

If the snnpTsnConfigurati onUsePrefix object is set to true, then
use the transportDonmain to | ook up the correspondi ng prefix.
(Since the securityStateReference stores the tnfttateReference
with the tnBSecurityNane for the incom ng nessage, and since
tnSecurityName never has a prefix, the prefix-stripping step only
occurs when we are not using the securityStateReference).
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5.

5.

If the prefix | ookup fails for any reason, then the
snnpTsmUnknownPr ef i xes counter is increnmented, an error
indication is returned to the calling nodul e, and nessage
processi ng stops.

If the | ookup succeeds, but there is no prefix in the
securityName, or the prefix returned does not natch the prefix
in the securityNane, or the length of the prefix is I ess than
1 or greater than 4 US-ASClI| al pha-nuneric characters, then
the snnpTsm nval i dPrefi xes counter is incremented, an error
indication is returned to the calling nodul e, and nmessage
processi ng stops.

Strip the transport-specific prefix and trailing ':’ character
(US-ASCII 0x3a) fromthe securityName. Set tnBecurityNane to
the val ue of securityNane.

3. Set securityParaneters to a zero-length OCTET STRI NG (' 0400').

4. Conbine the nessage parts into a whol eMsg and cal cul ate
whol eMsgLengt h.

5.  The whol eMsg, whol eMsgLength, securityParaneters, and
tnSt at eReference are returned to the calling Message Processing
Model with the statuslnformation set to success

Processi ng an I ncom ng SNVP Message

An error indication mght return an OD and value for an increnmented
counter, a value for securitylLevel, values for contextEnginelD and
context Nane for the counter, and the securityStateReference, if this
information is available at the point where the error is detected.

1. Security Processing for an Incom ng Message

This section describes the procedure followed by the Transport
Security Mbddel whenever it receives an i ncom ng nessage froma
Message Processing Mbdel. The ASI from a Message Processing Mdel to
the Security Subsystemfor a received nessage is:

statuslinformation = -- errorlndication or success
-- error counter A D/value if error

processl nconm nghvsg(

IN nessageProcessi nghbdel -- typically, SNWP version
IN maxMessageSi ze -- fromthe received nessage
IN securityParaneters -- fromthe recei ved nessage
IN securityMdel -- fromthe recei ved nmessage
IN securitylLevel -- fromthe recei ved nessage
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whol eMsg -- as received on the wire

whol eMsgLengt h -- length as received on the wire
t NSt at eRef er ence -- (NEW fromthe Transport Model
securi tyEngi nel D -- authoritative SNW entity
secur it yName -- identification of the principa
scopedPDU, -- message (plaintext) payl oad
maxSi zeResponseScopedPDU -- maxi num si ze sender can handl e
securityStat eRef erence -- reference to security state

-- information, needed for response
El ements of Procedure for Incom ng Messages
Set the securityEnginelD to the | ocal snnpEngi nel D

I f tnttateReference does not refer to a cache containing val ues
for tmlransport Domai n, tnilransportAddress, tnSecurityNane, and
t mMlr ansport SecuritylLevel, then the snnpTsml nval i dCaches counter
is incremented, an error indication is returned to the calling
nodul e, and Security Model processing stops for this nessage.

Copy the tnBecurityName to securityNane.

If the snnpTsnConfigurati onUsePrefix object is set to true, then
use the tmlransportDomain to | ook up the correspondi ng prefix.

If the prefix lookup fails for any reason, then the
snnpTsmuUnknownPr ef i xes counter is incremented, an error
indication is returned to the calling nodul e, and nessage
processi ng stops.

If the | ookup succeeds but the prefix length is less than 1 or
greater than 4 octets, then the snnpTsm nval i dPrefi xes counter
is increnmented, an error indication is returned to the calling
nmodul e, and nessage processing stops.

Set the securityNane to be the concatenation of the prefix, a
"' character (US-ASCI| 0x3a), and the tnBecurityNane.

Conmpare the val ue of tniTransport SecuritylLevel in the

t NSt at eRef erence cache to the value of the securityleve

paraneter passed in the processlncom ngMsg ASI. |If securitylLeve
specifies privacy (Priv) and tnlransportSecuritylLevel specifies
no privacy (noPriv), or if securitylLevel specifies authentication
(auth) and tnTransport SecuritylLevel specifies no authentication
(noAuth) was provided by the Transport Mdel, then the

snmpTsm nadequat eSecuritylLevel s counter is increnented, an error

i ndi cati on (unsupportedSecuritylLevel) together with the O D and
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val ue of the incremented counter is returned to the calling
nmodul e, and Transport Security Mdel processing stops for this
nessage

5. The tnftateReference is cached as cachedSecurityData so that a
possi bl e response to this nessage will use the sane security
paraneters. Then securityStateReference is set for subsequent
references to this cached data.

6. The scopedPDU conponent is extracted fromthe whol eMsg.

7. The nmaxSi zeResponseScopedPDU is calcul ated. This is the maxinum
size allowed for a scopedPDU for a possi bl e Response nessage.

8. The statusinformation is set to success and a return is nmade to
the calling nodul e passing back the OUT paraneters as specified
in the processl nconm ngMsg ASI

6. M B Mdule Overview

This M B nodul e provi des objects for use only by the Transport

Security Mddel. It defines a configuration scalar and related error

counters.

6.1. Structure of the MB Mdul e

hjects in this MB nodule are arranged into subtrees. Each subtree

is organi zed as a set of related objects. The overall structure and

assignnent of objects to their subtrees, and the intended purpose of
each subtree, is shown bel ow
6.1.1. The snnpTsnttats Subtree

This subtree contains error counters specific to the Transport
Security Mdel

6.1.2. The snnpTsnConfi guration Subtree
This subtree contains a configuration object that enables
adm nistrators to specify if they want a transport domain prefix
prepended to securityNanes for use by applications.

6.2. Relationship to Gher MB Mdul es

Sone managenent objects defined in other M B nodul es are applicable

to an entity inplenmenting the Transport Security Mdel. In
particular, it is assumed that an entity inplenenting the Transport
Security Mdel will inplenent the SNVP- FRAMEWORK- M B [ RFC3411], the
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SNVP- TARGET- M B [ RFC3413], the SNWP-VI EW BASED- ACM M B [ RFC3415], and
the SNWPv2-M B [ RFC3418]. These are not needed to inplenment the
SNMP- TSM M B.

6.2.1. MB Mdules Required for | MPORTS

The following MB nodule inports items from[RFC2578], [RFC2579], and
[ RFC2580] .

7. M B Mbdul e Definition
SNVP-TSMM B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
m b-2, Counter 32
FROM SNWVPv2-SM -- RFC2578
MODUL E- COMPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF -- RFC2580
Trut hVal ue
FROM SNWPv2-TC -- RFC2579

snnpTsmM B MODULE- | DENTI TY
LAST- UPDATED "200906090000Z"
ORGANI ZATI ON "I SM5 Wor ki ng G oup”

CONTACT- | NFO "W5 EMnai | : isms@ists.ietf.org
Subscribe: isns-request@ists.ietf.org
Chairs:

Juergen Quittek

NEC Eur ope Ltd.

Net wor k Laboratori es
Kur f uer st en- Anl age 36
69115 Hei del berg

Cer many

+49 6221 90511- 15
quittek@etl ab. nec. de

Juer gen Schoenwael der

Jacobs University Brenen

Canpus Ring 1

28725 Brenen

CGer many

+49 421 200- 3587

j - schoenwael der @ acobs- uni versity. de
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Edi t or:
Davi d Harrington
Huawei Technol ogi es USA

1700 Al na Dr.
Pl ano TX 75075
USA

+1 603-436-8634
i etfdbh@ontast. net

Wes Har daker
Cobham Anal ytic Sol utions
P. O Box 382

Davis, CA 95617

USA

+1 530 792 1913

i et f @har dakers. net

DESCRI PTI ON
"The Transport Security Mdel M B.

In keeping with the RFC 3411 design decisions to use

sel f-cont ai ned docunents, the RFC that contains the definition
of this MB nodule also includes the el enents of procedure
that are needed for processing the Transport Security Model
for SNMP. These M B objects SHOULD NOT be nodified via other
subsystens or nodels defined in other docunments. This allows
the Transport Security Mdel for SNVMP to be designed and
docunent ed as i ndependent and sel f-contai ned, having no direct
i npact on other nodules, and this allows this nodule to be
upgraded and suppl enented as the need arises, and to nove

al ong the standards track on different tinme-lines from other
nodul es.

Copyright (c) 2009 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, are permtted provided that the
followi ng conditions are net:

- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

- Redistributions in binary form nust reproduce the above
copyright notice, this Iist of conditions and the foll ow ng
disclainmer in the docunentation and/or other naterials
provided with the distribution.
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- Neither the nane of Internet Society, |ETF or |ETF Trust,
nor the nanes of specific contributors, may be used to endorse
or pronote products derived fromthis software w thout
specific prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTCRS " AS | S AND ANY EXPRESS CR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OANER OR

CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT
NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;
LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)
HOANEVER CAUSED AND ON ANY THEORY COF LI ABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE OR
OTHERW SE) ARI SING I N ANY WAY OUT OF THE USE OF THI S SOFTWARE,
EVEN I F ADVI SED OF THE PGSSI BI LI TY OF SUCH DANMAGE.

This version of this MB nodule is part of RFC 5591;
see the RFC itself for full legal notices."

SION "200906090000Z"

DESCRI PTION "The initial version, published in RFC 5591."

{ mb-2 190 }

snnpTsnmNoti ficati ons OBJECT IDENTIFIER ::= { snmpTsnM B 0 }
snnpTsnM BObj ect s OBJECT IDENTIFIER ::= { snnpTsnMB 1 }
snnpTsnConf or mance OBJECT IDENTIFIER ::= { snnpTsnMB 2 }
-- (bjects
-- Statistics for the Transport Security Model
snnpTsntt at s OBJECT IDENTIFIER ::= { snnpTsnM Bbj ects 1 }
snnmpTsm nval i dCaches OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunber of incom ng nessages dropped because the
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t St at eRef erence referred to an invalid cache.

::={ snnpTsnttats 1 }

snmpTsm nadequat eSecuritylLevel s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of incom ng nessages dropped because
the securitylLevel asserted by the Transport Mddel was
| ess than the securitylLevel requested by the
application.

.= { snnpTsnttats 2 }

snnpTsmuUnknownPr ef i xes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of nessages dropped because
snnpTsnConfi gurati onUsePrefix was set to true and
there is no known prefix for the specified transport
donai n.

::={ snnpTsnttats 3 }

snnpTsm nval i dPr ef i xes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of nessages dropped because
the securityNane associated with an outgoi nhg nessage
did not contain a valid transport domain prefix.

::={ snnpTsnttats 4 }

-- Configuration for the Transport Security Model

snnmpTsnConfi guration OBJECT IDENTIFIER ::= { snnpTsnM BObj ects 2 }
snnpTsnConfi gurati onUsePrefi x OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-wite

STATUS current
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DESCRI PTION "If this object is set to true, then securityNanes
passing to and fromthe application are expected to
contain a transport-donain-specific prefix. |If this
object is set to true, then a domain-specific prefix
will be added by the TSMto the securityNanme for
i ncom ng nmessages and renoved fromthe securityNane
when processi ng outgoi ng nessages. Transport donains
and prefixes are maintained in a registry by | ANA
Thi s obj ect SHOULD persist across system reboots.

DEFVAL { false }

;.= { snnpTsnConfiguration 1 }

snnpTsnConpl i ances OBJECT | DENTI FIER ::= { snnpTsnConfornance 1 }

snnpTsnm& oups OBJECT | DENTI FI ER :

{ snmpTsntConf or mance 2 }

snnpTsnConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The conpliance statenment for SNMP engi nes that support
t he SNWP- TSM M B.
MODULE
MANDATORY- GROUPS { snnpTsnmG oup }
::={ snnpTsnmConpliances 1 }

-- Units of confornmance
snnmpTsnG oup OBJECT- GROUP
OBJECTS {

snnpTsm nval i dCaches,
snmpTsm nadequat eSecuritylLevel s,
snnpTsnmUnknownPr ef i xes,
snnpTsm nval i dPr ef i xes,
snnpTsnConfi gurati onUsePrefi x

}
STATUS current

DESCRI PTION "A col |l ection of objects for maintaining
i nformati on of an SNMP engi ne that inplenents
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the SNVP Transport Security Model

::={ snnpTsnGoups 2 }

END

8.

8.

Security Considerations

Thi s docunent describes a Security Mdel, conpatible with the RFC
3411 architecture, that permits SNMP to utilize security services
provi ded through an SNWP Transport Model. The Transport Security
Model relies on Transport Mdels for nutual authentication, binding
of keys, confidentiality, and integrity.

The Transport Security Mddel relies on secure Transport Models to
provi de an authenticated principal identifier and an assertion of
whet her authentication and privacy are used during transport. This
Security Mdel SHOULD al ways be used with Transport Model s that
provi de adequate security, but "adequate security" is a configuration
and/or run-time decision of the operator or managenent application.
The security threats and how these threats are mitigated should be
covered in detail in the specifications of the Transport Mddels and

t he underlying secure transports.

An aut henticated principal identifier (securityNane) is used in SNWP
applications for purposes such as access control, notification
generation, and proxy forwarding. This Security Mdel supports
multiple Transport Mddels. Operators m ght judge some transports to
be nore secure than others, so this Security Mdel can be configured
to prepend a prefix to the securityNane to indicate the Transport
Model used to authenticate the principal. Operators can use the
prefixed securityNanme when maki ng application decisions about |evels
of access.

1. MB Mdule Security

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-write and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnments. The support for SET operations in a non-secure

envi ronnment wi thout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:
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0 The snnpTsnConfi gurati onUsePrefi x object could be nodified,
creating a denial of service or authorizing SNV nessages that
woul d not have previously been authorized by an Access Contro
Model (e.g., the View based Access Control Mbdel (VACM).

Sonme of the readable objects inthis MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

o Al the counters in this nodule refer to configuration errors and
do not expose sensitive information

SNWP versions prior to SNVPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using | Psec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the USM and Transport Security Mode

crypt ographi ¢ nechanisns (for authentication and privacy).

Furt her, depl oyment of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOMWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

9. | ANA Consi derations
| ANA has assi gned:

1. An SM nunber (190) with a prefix of mb-2 in the MB nodul e
registry for the MB nodule in this docunent.

2. Awvalue (4) to identify the Transport Security Mdel, in the

Security Models registry of the SNMP Nunber Spaces registry.
This results in the follow ng table of val ues
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Val ue Description Ref er ences
0 reserved for ’any’ [ RFC3411]
1 reserved for SNwPv1l [ RFC3411]
2 reserved for SNWPv2c [ RFC3411]
3 User - Based Security Mdel (USM [ RFC3411]
4 Transport Security Mdel (TSM [ RFC5591]
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Appendi x A.  Notification Tables Configuration

The SNWP- TARCET-M B and SNWVP- NOTI FI CATION-M B [ RFC3413] are used to
configure notification originators with the destinations to which
notifications should be sent.

Most of the configuration is Security-Model-independent and
Transport - Model -i ndependent .

The values we will use in the exanples for the five nodel -i ndependent
security and transport paraneters are:

transport Domai n = snnpSSHDonai n
transport Address = 192.0.2. 1: 5162
securityhMbdel = Transport Security Mdel
securityName = alice

securitylLevel = authPriv

The followi ng exanple will configure the notification originator to
send inforns to a notification receiver at 192.0.2.1:5162 using the
securityName "alice". "alice" is the nanme for the recipient fromthe
standpoi nt of the notification originator and is used for processing
access controls before sending a notification.

The colums marked with an "*" are the itens that are Security-Mdel -
specific or Transport-Mdel -specific.

The configuration for the "alice" settings in the SNWP-VI EW BASED-
ACM M B objects are not shown here for brevity. First, we configure
whi ch type of notification will be sent for this taglist (toCRTag).
In this exanple, we choose to send an Inform

snnpNot i fyTabl e row

snnpNot i f yNane CRNot i f
snnpNot i fyTag t oCRTag
snnpNot i fyType i nform
snnpNot i f ySt or ageType nonVol atil e
snnpNot i f yCol umSt at us cr eat eAndGo

Then we configure a transport address to which notifications
associated with this taglist will be sent, and we specify which
snnpTar get ParansEntry will be used (toCR) when sending to this
transport address.
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snnpTar get Addr Tabl e row:
snnpTar get Addr Nane
snnpTar get Addr TDonai n
snnpTar get Addr TAddr ess
snnpTar get Addr Ti meout
snnpTar get Addr Ret r yCount
snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snnpTar get Addr St or ageType
snnpTar get Addr Col urmSt at us

for SNWP June 2009

t oCRAddr
snnpSSHDonai n
192.0.2.1:5162

1500

3

t oCRTag

toCR (MJUST match bel ow)
nonVol atil e

creat eAndCGo

Then we configure which principal at the host will receive the

notifications associated with this taglist. Here, we choose "alice",
who uses the Transport Security Mbodel.
snnpTar get Par ansTabl e row

snnpTar get Par ansNane t oCR

snnpTar get Par ans MPModel SNWPv3

snnpTar get Par ansSecur i t yModel Transport Securi t yModel

snnpTar get Par ansSecur i t yName "alice"

snnpTar get Par ansSecuri tylLevel aut hPri v

snnpTar get Par ans St or ageType nonVol atil e

snnpTar get Par ansRowSt at us cr eat eAndGo

A.1. Transport Security Model Processing for Notifications

The Transport Security Mdel is called using the generateRequest Msg()
ASI, with the followi ng paraneters (those with an * are fromthe
above tabl es):

statuslinformati on = -- success or errorlndication

Harri ngton & Hardaker

gener at eRequest Msg(

IN nessageProcessi ngbdel --
gl obal Dat a --
maxMessageSi ze --
t ransport Donai n --
transport Addr ess --
securit yModel --
securityEngi nel D --
securit yName --
securitylLevel --
scopedPDU --
securi tyParaneters --
whol eMsg --
whol eMsgLengt h --
t NSt at eRef er ence --

)

222222222

SEEE

St andards Track

*snnpTar get Par ans MPWbdel
nmessage header, adnmin data

of the sending SNWP entity
*snnpTar get Addr TDonmai n
*snnpTar get Addr TAddr ess
*snnpTar get Par ansSecur i t yModel
imuaterial; TSMw Il ignore.
snnpTar get Par ansSecur i t yName
*snnpTar get Par ansSecuritylLevel
message (plaintext) payl oad
filled in by Security Mdule
conpl et e generated nessage

| ength of generated nessage
reference to transport info
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App

Har

The Transport Security Mddel will determ ne the Transport Mdel based
on the snnpTarget Addr TDormai n. The sel ected Transport Mdel will

sel ect the appropriate transport connection using the

t nSt at eRef erence cache created fromthe val ues of
snnpTar get Addr TAddr ess, snnpTar get Par ansSecurit yNanme, and

snnpTar get Par ansSecuri tyLevel

endi x B. Processing Differences between USM and Secure Transport

USM and secure transports differ in the processing order and
responsibilities within the RFC 3411 architecture. Wile the steps
are the same, they occur in a different order and mi ght be done by

di fferent subsystens. The following lists illustrate the difference
inthe flow and the responsibility for different processing steps for
i ncom ng nmessages when using USM and when using a secure transport.
(These lists are sinplified for illustrative purposes, and do not
represent all details of processing. Transport Mdels MJST provide
the detail ed el enents of procedure.)

Wth USM SNwPv1l, and SNWMPv2c Security Models, security processing
starts when the Message Processi ng Mbdel decodes portions of the
ASN. 1 nessage to extract header fields that are used to deterni ne
which Security Mbdel will process the nmessage to perform

aut henti cation, decryption, tineliness checking, integrity checking,
and transl ation of paranmeters to nodel -i ndependent paraneters. By
conpari son, a secure transport perforns those security functions on
t he message, before the ASN. 1 is decoded.

Step 6 cannot occur until after decryption occurs. Steps 6 and
beyond are the sane for USM and a secure transport.

USM and the RFC 3411 Architecture
1) Decode the ASN. 1 header (Message Processi ng Model).

2) Determine the SNWP Security Model and paraneters (Message
Pr ocessi ng Model).

3) Verify securitylLevel (Security Model).

4) Transl ate paranmeters to nodel -i ndependent paraneters (Security
Model ).

5) Authenticate the principal, check message integrity and
timeliness, and decrypt the nessage (Security Model).
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6) Determine the pduType in the decrypted portions (Message
Processi ng Model).
7) Pass on the decrypted portions wth nodel -i ndependent paraneters.
B.2. Transport Subsystem and the RFC 3411 Architecture

1) Authenticate the principal, check integrity and tineliness of the
nmessage, and decrypt the nmessage (Transport Mbdel).

2) Translate paraneters to nodel -i ndependent paraneters (Transport
Model ).

3) Decode the ASN. 1 header (Message Processing Model).

4) Determ ne the SNVWP Security Mdel and paraneters (Message
Processi ng Model).

5) Verify securitylLevel (Security Model).

6) Determnmine the pduType in the decrypted portions (Message
Processi ng Model).

7) Pass on the decrypted portions wth nodel -i ndependent security
par anet ers.

If a nessage is secured using a secure transport layer, then the
Transport Mbdel will provide the translation fromthe authenticated
identity (e.g., an SSH user nane) to a human-friendly identifier
(tnBecurityNanme) in step 2. The Security Mdel will provide a
mappi ng fromthat identifier to a nodel -i ndependent securityNane.
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