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Abst ract

Mul tiprotocol Label Switching (MPLS) and CGeneralized MPLS ( GVPLS)
Traffic Engineering (TE) Label Switched Paths (LSPs) nmay be conputed
by Path Conputation El enents (PCEs). Where the TE LSP crosses
mul ti pl e donmai ns, such as Autononous Systens (ASes), the path nay be
computed by nultiple PCEs that cooperate, with each responsible for
conmputing a segnment of the path. However, in sone cases (e.g., when
ASes are adm nistered by separate Service Providers), it would break
confidentiality rules for a PCE to supply a path segnent to a PCE in
anot her domai n, thus disclosing AS-internal topology information.
This issue nmay be circunmvented by returning a | oose hop and by

i nvoki ng a new path conputation fromthe donmain boundary Labe

Swi tching Router (LSR) during TE LSP setup as the signaling nessage
enters the second domain, but this technique has several issues

i ncluding the problem of maintaining path diversity.
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Thi s docunent defines a nechanismto hide the contents of a segnent
of a path, called the Confidential Path Segnent (CPS). The CPS nay
be replaced by a path-key that can be conveyed in the PCE

Commruni cati on Protocol (PCEP) and signaled within in a Resource
Reservation Protocol TE (RSVP-TE) explicit route object.
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1

I ntroduction

Pat h computation techni ques using the Path Conputation El enent (PCE)
are described in [ RFC4655] and all ow for path conputation of inter-
domain Multiprotocol Label Switching (MPLS) Traffic Engineering (TE)
and Generalized MPLS (GWLS) Label Sw tched Pat hs (LSPs).

An inmportant element of inter-domain TE is that TE information i s not
shared between domains for scalability and confidentiality reasons

([ RFC4105] and [ RFC4216]). Therefore, a single PCE is unlikely to be
able to compute a full inter-donain path.

Two pat h conputation scenarios can be used for inter-domain TE LSPs:
one using per-domain path conputation (defined in [ RFC5152]), and the
ot her using a PCE-based path conputation technique w th cooperation
bet ween PCEs (as described in [RFC4655]). |In this second case, paths
for inter-domain LSPs can be conputed by cooperation between PCEs
each of which conputes a segnent of the path across one domain. Such
a path conputation procedure is described in [ RFC5441].

If confidentiality is required between domains (such as would very
likely be the case between Aut ononobus Systenms (ASes) belonging to
different Service Providers), then cooperating PCEs cannot exchange
path segnments or else the receiving PCE and the Path Conputation
Cient (PCC) will be able to see the individual hops through another
domai n thus breaking the confidentiality requirement stated in

[ RFC4105] and [RFC4216]. W define the part of the path that we w sh
to keep confidential as the Confidential Path Segnment (CPS)

One nechani smfor preserving the confidentiality of the CPS is for
the PCE to return a path containing a | oose hop in place of the
segrment that nust be kept confidential. The concept of |oose and
strict hops for the route of a TE LSP is described in [RFC3209]. The
Pat h Comput ati on El ement Communi cati on Protocol (PCEP) defined in

[ RFC5440] supports the use of paths with | oose hops, and it is a

| ocal policy decision at a PCE whether it returns a full explicit
path with strict hops or uses |oose hops. Note that a path

conput ation request nmay request an explicit path with strict hops or
may all ow | oose hops as detailed in [ RFC5440].

The option of returning a | oose hop in place of the CPS can be

achi eved without further extensions to PCEP or the signaling
protocol. |If |oose hops are used, the TE LSPs are signal ed as nor nal
([ RFC3209]), and when a | oose hop is encountered in the explicit
route, it is resolved by perforning a secondary path conputation to
reach the resource or set of resources identified by the | oose hop

G ven the nature of the cooperation between PCEs in conputing the
original path, this secondary conputation occurs at or on behalf of a
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Label Switching Router (LSR) at a domain boundary (i.e., an Area
Border Router (ABR) or an AS Border Router (ASBR)) and the path is
expanded as described in [ RFC5152].

The PCE-based conputation nodel is particularly useful for

determ ning nutually disjoint inter-domain paths such as mi ght be
required for service protection [RFC5298]. A single path conputation
request is used. However, if |oose hops are returned, the path of
each TE LSP nust be reconputed at the domain boundaries as the TE
LSPs are signal ed, and since the TE LSP signaling proceeds

i ndependently for each TE LSP, disjoint paths cannot be guaranteed
since the LSRs in charge of expanding the explicit route objects
(ERGCs) are not synchronized. Therefore, if the |oose hop technique
is used without further extensions, path segnent confidentiality and
path diversity are rmutually inconpatible requirenments

Thi s docunent defines the notion of a Path-Key that is a token that
replaces a path segnent in an explicit route. The Path-Key is
encoded as a Pat h-Key Subobject (PKS) returned in the PCEP Path
Conmput ati on Reply nessage (PCRep) ([ RFC5440]). Upon receiving the
computed path, the PKS will be carried in an RSVP-TE Path nessage
(RSVP-TE [ RFC3209] and [ RSVP-PKS]) during signaling.

The BNF in this docunent follows the fornmat described in [ RBNF].
Pl ease note that the term "pat h-key" used in this docunent refers to
an identifier allocated by a PCE to represent a segnent of a conputed
path. This termhas no relation to the term "cryptographic key" used
in some docunents that describe security nechani sns.

1.1. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Thi s docunent nakes use of the follow ng term nology and acronyns.
AS: Aut ononobus System
ASBR: Aut ononmpbus System Border Routers used to connect to another AS
of a different or the sanme Service Provider via one or nore |inks
i nter-connecting between ASes.
CPS: Confidential Path Segment. A segnent of a path that contains

nodes and |inks that the AS policy requires to not be disclosed
outsi de the AS.

Bradford, et al. St andards Track [ Page 4]



RFC 5520 Preserving Topol ogy Confidentiality April 2009

Inter-AS TE LSP: A TE LSP that crosses an AS boundary.
LSR: Label Switching Router
LSP: Label Switched Path.

PCC. Path Conputation Client: Any client application requesting a
path conputation to be performed by a Path Conputation El enment.

PCE: Path Conputation Elenment: An entity (conponent, application or
networ k node) that is capable of conputing a network path or route
based on a network graph and applying conputational constraints.

TE LSP: Traffic Engineering Label Sw tched Pat h.
2. Path-Key Solution

The Pat h-Key solution nmay be applied in the PCE-based path
conputation context as follows. A PCE conputes a path segnent
related to a particular domain and replaces any CPS in the path
reported to the requesting PCC (or another PCE) by one or nore

subobj ects referred to as PKSes. The entry boundary LSR of each CPS
SHOULD be specified using its TE Router Id as a hop in the returned
path i mmedi ately preceding the CPS, and other subobjects MAY be
included in the path i mediately before the hop identifying the
boundary LSR to indicate link and | abel choices. Were two PKSes are
supplied in sequence with no interveni ng nodes, the entry node to the
second CPS MAY be part of the first CPS and does not need to be
explicitly present in the returned path. The exit node of a CPS MAY
be present as a strict hop imediately foll owing the PKS

2.1. Mde of Operation

During path computation, when |ocal policy dictates that
confidentiality nmust be preserved for all or part of the path segment
being conputed or if explicitly requested by the path conputation
request, the PCE associates a path-key with the conputed path for the
CPS, places its own identifier (its PCE ID as defined in Section 3.1)
along with the path-key in a PKS, and inserts the PKS object in the
path returned to the requesting PCC or PCE i nmedi ately after the
subobj ect that identifies (using the TE Router Id) the LSR that will
expand the PKS into explicit path hops. This will usually be the LSR
that is the starting point of the CPS. The PCE that generates a PKS
SHOULD store the conputed path segnent and the path-key for later
retrieval. A local policy SHOULD be used to deternine for how | ong
to retain such stored
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i nformati on, and whether to discard the infornmation after it has been
queried using the procedures described below. It is RECOMVENDED f or
a PCE to store the PKS for a period of 10 minutes.

A path-key value is scoped to the PCE that conputed it as identified
by the PCE-ID carried in the PKS. A PCE MUST NOT re-use a path-key
value to represent a new CPS for at least 30 ninutes after discarding
the previous use of the same path-key. A PCE that is unable to
retain information about previously used path-key val ues over a
restart SHOULD use some ot her nechani smto guarantee uni queness of
pat h- key val ues such as enbedding a tinestanp or version nunber in

t he pat h-key.

A head-end LSR that is a PCC converts the path returned by a PCE into
an explicit route object (ERO that it includes in the Resource
Reservation Protocol (RSVP) Path nmessage. |f the path returned by
the PCE contains a PKS, this is included in the ERO. Li ke any other
subobj ects, the PKS is passed transparently fromhop to hop, until it
becones the first subobject in the ERO. This will occur at the start
of the CPS, which will usually be the domain boundary. The PKS MJST
be preceded by an ERO subobject that identifies the LSR that nust
expand the PKS. This neans that (followi ng the rules for ERO
processing set out in [RFC3209]) the PKS will not be encountered in
ERO processing until the ERO is being processed by the LSR that is
capabl e of correctly handling the PKS

An LSR that encounters a PKS when trying to identify the next hop
retrieves the PCE-1D fromthe PKS and sends a Path Conputation
Request (PCReq) nessage as defined in [RFC5440] to the PCE identified
by the PCE-1D that contains the path-key object

Upon receiving the PCReq nessage, the PCE identifies the conmputed
pat h segment using the supplied path-key, and returns the previously
conmput ed path segnent in the formof explicit hops using an ERO

obj ect contained in the Path Conmputation Reply (PCRep) to the
requesting node as defined in [ RFC5440]. The requesting node inserts
the explicit hops into the ERO and continues to process the TE LSP
setup as per [RFC3209].

2.2. Exanple

Figure 1 shows a sinple two-AS topology with a PCE responsible for
the path conputations in each AS. An LSP is requested fromthe
ingress LSRin one ASto the egress LSRin the other AS. The

i ngress, acting as the PCC, sends a path conputation request to
PCE-1. PCE-1 is unable to conpute an end-to-end path and invokes
PCE-2 (possibly using the techni ques described in [RFC5441]). PCE-2
conputes a path segnent fromASBR-2 to the egress as {ASBR-2, C, D,
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Egress}. It could pass this path segnment back to PCE-1 in full, or
it could send back the path {ASBR-2, Egress} where the second hop is
a | oose hop.

However, in order to protect the confidentiality of the topology in
the second AS while still specifying the path in full, PCE-2 may send
PCE-1 a path segnent expressed as {ASBR-2, PKS, Egress} where the PKS
is a Path-Key Subobject as defined in this docunent. |In this case,
PCE-2 has identified the segment {ASBR-2, C, D, Egress} as a
Confidential Path Segrment (CPS). PCE-1 will conpute the path segment
that it is responsible for, and will supply the full path to the PCC
as {Ingress, A B, ASBR-1, ASBR-2, PKS, Egress}.

Signaling proceeds in the first AS as normal, but when the Path
nmessage reaches ASBR-2, the next hop is the PKS, and this nust be
expanded before signaling can progress further. ASBR-2 uses the
information in the PKS to request PCE-2 for a path segnent, and PCE-2
will return the segment {ASBR-2, C, D, Egress} allowing signaling to
continue to set up the LSP

| |Ingress|--|A/--|B|--| 1|-|-- -l 21--19--1D--|Egress| |

| |
| |
| - I |
| ~ || n |
| | || | |
I ] |
| | PCC | - - | ASBR | | | ASBR| - T
+- -+
|
|

Figure 1 : A Sinple network to denonstrate the use of the PKS
3. PCEP Protocol Extensions
3.1. Path-Keys in PCRep Messages
Pat h- Keys are carried in PCReq and PCRep nessages as part of the
various objects that carry path definitions. |In particular, a Path-

Key is carried in the Explicit Route Object (ERO on PCRep nessages.

In all cases, the Path-Key is carried in a Path-Key Subobject (PKS).

Bradford, et al. St andards Track [ Page 7]



RFC 5520 Preserving Topol ogy Confidentiality April 2009

The PKS is a fixed-length subobject containing a Path-Key and a
PCE-ID. The Path-Key is an identifier, or token used to represent
the CPS within the context of the PCE identified by the PCE-ID. The
PCE-ID identifies the PCE that can decode the Path-Key using an
identifier that is unique within the domain that the PCE serves. The
PCE-1D has to be nmapped to a reachable IPv4 or |1 Pv6 address of the
PCE by the first node of the CPS (usually a donain border router) and
a PCE MAY use one of its reachable I P addresses as its PCE-1D
Alternatively and to provide greater security (see Section 5) or

i ncreased confidentiality, according to domain-local policy, the PCE
MAY use sone other identifier that is scoped only within the domain.

To allow I Pv4 and | Pv6 addresses to be carried, two subobjects are
defined in the foll owi ng subsecti ons.

The Pat h- Key Subobj ect may be present in the PCEP ERO or the PCEP
PATH KEY obj ect (see Section 3.2).

3.1.1. PKSwith 32-Bit PCE ID

The Subobj ect Type for the PKS with 32-bit PCEID is 64. The fornat
of this subobject is as follows:

0 1 2 3
01234567890123456789012345678901
e o T i i o o O S e S ol o S S S s it SR R SR S

| L] Type | Length | Pat h- Key

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| PCE I D (4 bytes)

B T S S e s e i s S i S S S S S S T S SR S S S i S S S

L
The L bit SHOULD NOT be set, so that the subobject represents a
strict hop in the explicit route.

Type
Subobj ect Type for a Path-Key with 32-bit PCE ID (64).

Length

The Length contains the total |ength of the subobject in bytes,
i ncluding the Type and Length fields. The Length is always 8.
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PCE I D

A 32-bit identifier of the PCE that can decode this path-key.
The identifier MJST be unique within the scope of the domain
that the CPS crosses, and MJST be understood by the LSR that
will act as PCC for the expansion of the PKS. The
interpretation of the PCE-1D is subject to donmin-1ocal policy.
It MAY be an | Pv4 address of the PCE that is always reachable
and MAY be an address that is restricted to the domain in which
the LSR that is called upon to expand the CPS lies. O her

val ues that have no meani ng outside the domain (for exanple,
the Router ID of the PCE) MAY be used to increase security or
confidentiality (see Section 5).

3.1.2. PKS with 128-Bit PCE ID

The Subobject Type for the PKS with 128-bit PCE IDis 65. The format
of the subobject is as follows.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| L] Type | Length | Pat h- Key

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
PCE I D (16 bytes)

| |
| |
| |
| |
+- +

B S i st i i i T S I Y Y ST S S S S S S S S S i
L
As above.
Type
Subobj ect Type for a Path-Key with 128-bit PCE I D (65).
Length
The Length contains the total |ength of the subobject in bytes,
including the Type and Length fields. The Length is always 20.
PCE I D

A 128-bit identifier of the PCE that can decode this path-key.
The identifier MIST be unique within the scope of the domain
that the CPS crosses, and MJST be understood by the LSR that
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3.

3.

3.

2.

2.

2.

will act as PCC for the expansion of the PKS. The
interpretation of the PCE-I1D is subject to domain-1ocal policy.
It MAY be an | Pv6 address of the PCE that is always reachable
but MAY be an address that is restricted to the domain in which
the LSR that is called upon to expand the CPS lies. O her

val ues that have no neani ng outside the domain (for exanple,
the I1Pv6 TE Router ID) MAY be used to increase security (see
Section 5).

Unl ocki ng Pat h- Keys

When a network node needs to decode a Path-Key so that it can
continue signaling for an LSP, it nust send a PCReq to the designated
PCE. The PCReq defined in [ RFC5440] needs to be nodified to support
this usage, which differs fromthe normal path conputation request.
To that end, a new flag is defined to show that the PCReq relates to
t he expansion of a PKS, and a new object is defined to carry the PKS
in the PCReq. These result in an update to the BNF for the nessage.
The BNF used in this docunent is as described in [ RBNF].

1. Path-Key Bit

[ RFC5440] defines the Request Parameters (RP) object that is used to
specify various characteristics of the Path Conputati on Request
(PCReq) .

In this docunment, we define a new bit named the Pat h-Key bit as
follows. See Section 7.3 for the | ANA assignnent of the appropriate
bit nunber.

Pat h- Key bit: Wen set, the requesting PCC requires the retrieval of
a Confidential Path Segment that corresponds to the PKS carried in a
PATH KEY object in the path conputation request. The Path-Key bit
MUST be cl eared when the path computation request is not related to a
CPS retrieval

2. PATH KEY Obj ect

When a PCC needs to expand a path-key in order to expand a CPS, it

i ssues a Path Conmputation Request (PCReq) to the PCE identified in

the PKS in the RSVP-TE EROthat it is processing. The PCC supplies
the PKS to be expanded in a PATH KEY Object in the PCReq nessage.
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The PATH KEY Object is defined as foll ows:
PATH KEY hject-Class is 16.
Pat h- Key hject-Type is 1

The PATH KEY Cbj ect MJST contain at |east one Pat h-Key Subobject (see
Section 3.1). The first PKS MJUST be processed by the PCE
Subsequent subobj ects SHOULD be i gnor ed.

3.2.3. Path Conmputation Request (PCReq) Message w th Path-Key

The format of a PCReq nessage including a PATH KEY object is
unchanged as foll ows:

<PCReq Message>:: = <Conmon Header >
[ <SVEC-Ii st >]
<request-1list>

wher e:
<svec-list>::=<SVEC>[ <svec-|i st>]
<request-list>::=<request>[<request-list>]

To support the use of the nessage to expand a PKS, the definition of
<request> is nodified as foll ows :

<request >:: = <RP>
<segnent - conput ati on> | <pat h- key- expansi on>

wher e:
<segnent - conput ati on> :: = <END- PO NTS>
[ <LSPA>]
[ <BANDW DTH>]
[ <BANDW DTH>]
[<nmetric-list>]
[ <RROC>]
[ <I RO>]
[ <LOAD- BALANCI NG>]
<pat h- key- expansi on> ::= <PATH KEY>

Thus, the format of the nessage for use in normal path conmputation is
unnodi fi ed.
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4. PCEP Mode of Qperation for Path-Key Expansion

The retrieval of the explicit path (the CPS) associated with a PKS by
a PCCis no different than any other path conputation request wth
the exception that the PCReq nessage MJST contain a PATH- KEY obj ect
and the Path-Key bit of the RP object MJUST be set. On receipt of a
PCRep containing a CPS, the requesting PCC SHOULD insert the CPS into
the EROthat it will signal, in accordance with |ocal policy.

If the receiving PCE does not recognize itself as identified by the
PCE ID carried in the PKS, it MAY forward the PCReq nessage to

anot her PCE according to local policy. |If the PCE does not forward
such a PCReq, it MJST respond with a PCRep nessage containing a

NO PATH obj ect .

If the receiving PCE recogni zes itself, but cannot find the rel ated
CPS, or if the retrieval of the CPS is not allowed by policy, the PCE
MUST send a PCRep nessage that contains a NO PATH object. The

NO PATH VECTOR TLV SHOULD be used as described in [ RFC5440] and a new
bit nunber (see Section 7.4) is assigned to indicate "Cannot expand
PKS".

Upon recei pt of a negative reply, the requesting LSR MIST fail the
LSP setup and SHOULD use the procedures associated with | cose hop
expansi on failure [ RFC3209].

5. Security Considerations
Thi s docunent describes tunneling confidential path information
across an untrusted domain (such as an AS). There are many security
considerations that apply to PCEP and RSVP-TE.
| ssues i ncl ude:

- Confidentiality of the CPS (can other network el enents probe for
expansi on of path-keys, possibly at randon?).

- Authenticity of the path-key (resilience to alteration by
internmediaries, resilience to fake expansi on of path-keys).

- Resilience from Deni al -of -Servi ce (DoS) attacks (insertion of
spurious pat h-keys; flooding of bogus path-key expansion requests).

Most of the interactions required by this extension are point to

poi nt, can be authenticated and nmade secure as described in [ RFC5440]
and [ RFC3209]. These interactions include the:

Bradford, et al. St andards Track [ Page 12]



RFC 5520 Preserving Topol ogy Confidentiality April 2009

6.

6.

- PCC- >PCE request

- PCE- >PCE request (s)
- PCE- >PCE response(s)
- PCE->PCC response

- LSR->LSR request and response. Note that a rogue LSR could
nmodi fy the ERO and insert or nodify Path-Keys. This would
result in an LSR (which is downstreamin the ERO sending
decode requests to a PCE. This is actually a | arger problem
with RSVP. The rogue LSRis an existing issue with RSVP and
will not be addressed here.

- LSR->PCE request. Note that the PCE can check that the LSR
requesting the decode is the LSR at the head of the Path-Key.
This largely contains the previous problemof DoS rather than a
security issue. A rogue LSR can issue random decode requests,
but these will amunt only to DoS.

- PCE->LSR response

Thus, the mmjor security issues can be dealt with using standard
techni ques for securing and authenticating point-to-point

communi cations. |In addition, it is recomended that the PCE

provi ding a decode response should check that the LSR that issued the
decode request is the head end of the decoded ERO segnent.

Furt her protection can be provided by using a PCE IDto identify the
decoding PCE that is only neaningful within the domain that contains
the LSR at the head of the CPS. This may be an I P address that is
only reachable fromw thin the domain, or sone not-address val ue.
The former requires configuration of policy on the PCEs, the latter
requi res domai n-w de policy.

Manageabi |l ity Consi derations
1. Control of Function through Configuration and Policy

The treatnment of a path segnent as a CPS, and its substitution in a
PCRep EROWwith a PKS, is a function that MJST be under operator and
policy control where a PCE supports the function. The operator MJST
be given the ability to specify which path segnents are to be

repl aced and under what circunstances. For exanple, an operator

m ght set a policy that states that every path segnment for the
operator’s dormain will be replaced by a PKS when the PCReq has been
i ssued from outside the domain.
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6. 2.

The operation of the PKS extensions require that path-keys are
retained by the issuing PCE to be available for retrieval by an LSR
(acting as a PCC) at a later date. But it is possible that the
retrieval request will never be nmade, so good housekeepi ng requires
that a timer is run to discard unwanted path-keys. A default val ue
for this tiner is suggested in Section 2.1. |nplenentations SHOULD
provide the ability for this value to be overridden through operator
configuration or policy.

After a PKS has been expanded in response to a retrieval request, it
may be valuable to retain the path-key and CPS for debuggi ng

pur poses. Such retention SHOULD NOT be the default behavior of an

i mpl enentation, but MAY be available in response to operator request.

Once a path-key has been di scarded, the path-key val ue SHOULD NOT be

i medi ately available for re-use for a new CPS since this might |ead

to accidental misuse. A default tinmer value is suggested in Section

2.1. Inplenentations SHOULD provide the ability for this value to be
overridden through operator configuration or policy.

A PCE nust set a PCE-ID value in each PKS it creates so that PCCs can
correctly identify it and send PCReq nmessages to expand the PKS to a
path segment. A PCE inplenentation SHOULD al | ow operator or policy
control of the value to be used as the PCE-1D. |f the PCE all ows
PCE-I D val ues that are not routable addresses to be used, the PCCs
MUST be configurable (by the operator or through policy) to allow the
PCCs to nmap fromthe PCE-I1D to a routabl e address of the PCE. Such
mappi ng may be al gorithm c, procedural (for exanple, mapping a PCE-ID
equal to the 1GP Router IDinto a routable address), or configured
through a local or renote mapping table.

I nformati on and Data Model s

A M B nodule for PCEP is already defined in [PCEP-MB]. The
configurable itens listed in Section 6.1 MJIST be added as readabl e
objects in the nodul e and SHOULD be added as witable objects.

A new M B nodul e MJUST be created to all ow inspection of path-keys.
For a given PCE, this MB nodul e MUST provi de a napping from pat h-
key to path segnent (that is, a list of hops), and MJST supply other
i nformati on incl uding:

- The identity of the PCC that issued the original request that |ed
to the creation of the path-Kkey.

- The request ID of the original PCReq.
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- Whet her the path-key has been retrieved yet, and if so, by which
PCC

- How long until the path segment associated with the path-key will
be di scarded.

- How long until the path-key will be available for re-use.
6.3. Liveness Detection and Monitoring

The procedures in this docunent extend PCEP, but do not introduce new
i nteractions between network entities. Thus, no new |liveness
detection or nonitoring is required.

It is possible that a head-end LSR that has be given a path including
PKSs replacing specific CPSs will want to know whet her the path-keys
are still valid (or have tined out). However, rather than introduce
a mechanismto poll the PCE that is responsible for the PKS, it is
considered pragmatic to sinply signal the associated LSP

6.4. \Verifying Correct Operation

The procedures in this docunent extend PCEP, but do not introduce new
i nteractions between network entities. Thus, no new tools for
verifying correct operation are required.

A PCE SHOULD mai ntain counters and | ogs of the followi ng events that
m ght indicate incorrect operation (or night indicate security
i ssues).

- Attenpts to expand an unknown pat h-key.
- Attenpts to expand an expired path-key.
- Duplicate attenpts to expand the sanme pat h-key.
- Expiry of path-key without attenpt to expand it.

6.5. Requirements on QG her Protocols and Functional Conponents
The procedures described in this docunent require that the LSRs
signal PKSs as defined in [RSVP-PKS]. Note that the only changes to
LSRs are at the PCCs. Specifically, changes are only needed at the
head-end LSRs that build RSVP-TE Path nmessages contai ni ng Pat h- Key
Subobj ects in their ERCs, and the LSRs that di scover such subobjects
as next hops and nust expand them Oher LSRs in the network, even

if they are on the path of the LSP, will not be called upon to
process the PKS
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6.6. Inpact on Network Qperation

As well as the security and confidentiality aspects addressed by the
use of the PKS, there may be sonme scaling benefits associated wth
the procedures described in this docunent. For exanple, a single PKS
in an explicit route may substitute for nmany subobjects and can
reduce the overall nessage size correspondingly. |n sonme

circumst ances, such as when the explicit route contains multiple
subobj ects for each hop (including node IDs, TE |ink IDs, conmponent
link IDs for each direction of a bidirectional LSP, and |abel 1Ds for
each direction of a bidirectional LSP) or when the LSP is a point-
to-multipoint LSP, this scaling inprovenent nay be very significant.

Note that a PCE will not supply a PKS unless it knows that the LSR
that will receive the PKS through signaling will be able to handle
it. Furthernore, as noted in Section 6.5, only those LSRs
specifically called upon to expand the PKS will be required to
process the subobjects during signaling. Thus, the only backward
conmpatibility issues associated with the procedures introduced in
this docunent arise when a head-end LSR receives a PCRep with an ERO
containing a PKS, and it does not know how to encode this into

si gnal i ng.

Since the PCE that inserted the PKS is required to keep the CPS
confidential, the | egacy head-end LSR cannot be protected. |t nust
either fail the LSP setup, or request a new path conputation avoiding
the domain that has supplied it wth unknown subobjects.

7. | ANA Considerations

| ANA assigns values to PCEP paraneters in registries defined in
[ RFC5440]. | ANA has made the foll owi ng additional assignments.

7.1. New Subobjects for the ERO Object
| ANA has previously assigned an bject-C ass and Object-Type to the
ERO carried in PCEP nessages [ RFC5440]. | ANA also naintains a |ist
of subobject types valid for inclusion in the ERO

| ANA assigned two new subobject types for inclusion in the ERO as

fol | ows:

Subobj ect Type Ref er ence
64 Path-Key with 32-bit PCE ID [ RFC5520]
65 Pat h-Key with 128-bit PCE ID [ RFC5520]
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7.2. New PCEP nject

| ANA assigned a new object class in the registry of PCEP Objects as

fol |l ows.

hj ect Name hj ect Name Ref er ence
d ass Type

16 PATH- KEY 1 Pat h- Key [ RFC5520]

Subobj ect s
This object may carry the follow ng subobjects as defined
for the ERO object.

64 Path-Key with 32-bit PCE I D [ RFC5520]
65 Path-Key with 128-bit PCE I D [ RFC5520]

7.3. New RP hject Bit Flag

| ANA maintains a registry of bit flags carried in the PCEP RP obj ect

as defined in [RFC5440]. | ANA assigned a new bit flag as foll ows:
Bit Nunmber Hex Narme Ref er ence
23 0x000017 Path-Key (P-bit) [ RFC5520]

7.4. New NO PATH VECTOR TLV Bit Flag
| ANA maintains a registry of bit flags carried in the PCEP NO PATH
VECTOR TLV in the PCEP NO PATH object as defined in [ RFC5440]. |ANA
assigned a new bit flag as foll ows:

Bit Number Name Fl ag Ref erence
27 PKS expansion failure [ RFC5520]
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