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Abst r act

Thi s docunent specifies the export of packet information froma
Packet SAMPlIing (PSAMP) Exporting Process to a PSAWP Col |l ecti ng
Process. For export of packet information, the IP Flow I nformation
exXport (IPFIX) protocol is used, as both the |IPFI X and PSAMP
architecture match very well, and the neans provided by the | PFI X
protocol are sufficient. The document specifies in detail how the
| PFI X protocol is used for PSAMP export of packet infornmation
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1. Introduction

The name PSAMP is a contraction of the phrase "Packet Sanpling". The
word "Sanpling" captures the idea that only a subset of all packets
passing a network element will be selected for reporting. PSAWMP

sel ection operations include random selection, determnistic

sel ection, and deterninistic approximations to random sel ection
(Hash-based Sel ection).

The I P Flow I nformati on eXport (IPFIX) protocol specified in

[ RFC5101] exports IP traffic informati on [ RFC5102] observed at
networ k devices. This matches the general protocol requirenents
outlined in the PSAMP franework [ RFC5474]. However, there are sone
architectural differences between | PFl X and PSAMP in the requirenents
for an export protocol. While the |PFIX architecture [RFC5470] is
focused on gathering and exporting IP traffic flow information, the
focus of the PSAMP framework [ RFC5474] is on exporting information on
i ndi vi dual packets. This basic difference and a set of derived
differences in protocol requirenents are outlined in Section 4.
Despite these differences, the IPFI X protocol is well suited for the
PSAMP protocol. Section 5 specifies howthe IPFIX protocol is used
for the export of packet sanples. Required extensions of the | PFI X

i nformati on nodel are specified in the PSAMP information node

[ RFC5477] .

1.1. Conventions Used in This Docunment
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. PSAMP Docunents Overvi ew

This docunent is one out of a series of docunents fromthe PSAWMP
group.

[ RFC5474]: "A Framework for Packet Sel ection and Reporting" describes
the PSAMP framework for network el enments to sel ect subsets of packets
by statistical and other nethods, and to export a stream of reports
on the sel ected packets to a Collector

[ RFC5475]: "Sanpling and Filtering Techni ques for |P Packet
Sel ection" describes the set of packet selection techniques supported
by PSAMP

RFC 5476 (this docunent): "Packet Sanpling (PSAMP) Protoco
Speci fications" specifies the export of packet information froma
PSAMP Exporting Process to a PSAMP Col |l ecting Process.

[ RFC5477]: "Information Model for Packet Sanpling Exports" defines an
i nformati on and data nodel for PSAMP

3. Term nol ogy

As the | PFI X export protocol is used to export the PSAMP information
the relevant | PFI X term nology from[RFC5101] is copied over in this
document. All terns defined in this section have their first letter
capitalized when used in this docunent. The terninology sunmary
table in Section 3.1 gives a quick overview of the rel ationshi ps
between the different IPFIX terns. The PSAMP term nol ogy defined
here is fully consistent with all terns listed in [RFC5475] and

[ RFC5474], but only definitions that are relevant to the PSAMP
protocol appear here. Section 3.3 applies the PSAMP term nol ogy to
the | PFlI X protocol terninol ogy.

3. 1. | PFI X Ter m nol ogy

| PFI X-specific term nol ogy used in this docunent is defined in
Section 2 of [RFC5101]. The only exceptions are the Metering
Process, Exporting Process, and the Collector terms, which are
defined nore precisely in the PSAVP term nol ogy section. In this
docunent, as in [RFC5101], the first letter of each |IPFI X-specific
termis capitalized.

C aise, et al. St andards Track [ Page 4]



RFC 5476 PSAMP Pr ot ocol Specification March 2009
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Fi gure A: Term nol ogy Sunmary Tabl e
3.2. PSAWMP Term nol ogy
The PSAMP term nol ogy section has been copied from [ RFC5475].
3.2.1. Packet Streans and Packet Content
* (bserved Packet Stream

The oserved Packet Streamis the set of all packets observed at
t he Qbservation Point.

* Packet Stream

A Packet Stream denotes a set of packets fromthe Cbserved Packet
Streamthat flows past sone specified point within the Metering
Process. An exanple of a Packet Streamis the output of the

Sel ection Process. Note that packets selected froma stream
e.g., by Sanpling, do not necessarily possess a property by which
they can be distingui shed from packets that have not been
selected. For this reason, the term"streant is favored over
"flow', which is defined as a set of packets with common
properties [RFC3917].

* Packet Content

The Packet Content denotes the union of the packet header (which
includes link layer, network |ayer, and other encapsul ation
headers) and the packet payload. Note that, depending on the
bservation Point, the link layer information night not be
avail abl e.
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3.2.2. Selection Process
* Sel ection Process

A Sel ection Process takes the Observed Packet Streamas its input
and sel ects a subset of that streamas its output.

* Selection State
A Sel ection Process may naintain state information for use by the
Sel ection Process. At a given tine, the Selection State my
depend on packets observed at and before that tine, and other
vari abl es. Exanpl es incl ude:
(i) sequence nunbers of packets at the input of Selectors;

(ii) a timestanp of observation of the packet at the Cbservation
Poi nt ;

(iii) iterators for pseudorandom nunber generators;
(iv) hash val ues cal cul ated during sel ection

(v) indicators of whether the packet was selected by a given
Sel ector.

Sel ection Processes nmay change portions of the Selection State as
a result of processing a packet. Selection state for a packet is
to reflect the state after processing the packet.

* Sel ector
A Sel ector defines the action of a Selection Process on a single
packet of its input. |If selected, the packet becomes an el enent
of the output Packet Stream

The Sel ector can nmake use of the following information in
det erm ni ng whet her a packet is selected

(i) the Packet Content;

(ii) information derived fromthe packet’s treatnent at the
Observati on Point;

(iii) any selection state that nay be nmaintained by the Sel ection
Process.
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* Conposite Sel ector

A Composite Selector is an ordered conposition of Selectors, in
whi ch the output Packet Streamissuing fromone Selector forns the
i nput Packet Streamto the succeedi ng Sel ector

* Primtive Sel ector
A Selector is primtive if it is not a Conposite Selector
* Selector ID

The Selector IDis the unique IDidentifying a Primtive Sel ector.
The IDis unique within the Qbservati on Domai n.

* Sel ecti on Sequence

Fromall the packets observed at an Cbservation Point, only a few
packets are selected by one or nore Selectors. The Sel ection
Sequence is a unique val ue per Ohservation Domai n describing the
hservation Point and the Selector IDs through which the packets
are sel ected.

3.2.3. Reporting
* Packet Reports

Packet Reports conprise a configurable subset of a packet’s input
to the Selection Process, including the Packet Content,
information relating to its treatnent (for exanple, the output
interface), and its associated selection state (for exanple, a
hash of the Packet Content).

* Report Interpretation
Report Interpretation conprises subsidiary infornmation, relating
to one or nore packets, that is used for interpretation of their
Packet Reports. Exanples include configuration paraneters of the
Sel ection Process.

* Report Stream
The Report Streamis the output of a Metering Process, conprising

two distinguished types of infornmation: Packet Reports and Report
Interpretation.
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3.2.4. Metering Process
* Metering Process

A Metering Process sel ects packets fromthe Cbserved Packet Stream
using a Selection Process, and produces as output a Report Stream
concerning the sel ected packets.

The PSAMP Metering Process can be viewed as anal ogous to the | PFIX
Met eri ng Process [RFC5101], which produces Flow Records as its
output, with the difference that the PSAMP Metering Process al ways
contains a Selection Process. The relationship between PSAVP and
I PFI X is further described in [RFC5477] and [ RFC5474].

3.2.5. Exporting Process
* Exporting Process

An Exporting Process sends, in the form of Export Packets, the
out put of one or nore Metering Processes to one or nore
Col | ectors.

* Export Packet

An Export Packet is a conbination of Report Interpretation(s)
and/ or one or nore Packet Reports that are bundled by the
Exporting Process into an Export Packet for exporting to a
Col | ector.

3.2.6. PSAWP Device
* PSAMP Devi ce
A PSAMP Device is a device hosting at | east an Cbservation Point,
a Sel ection Process, and an Exporting Process. Typically,
correspondi ng Cbservation Point(s), Selection Process(es), and
Exporting Process(es) are co-located at this device, for exanple,
at a router.
3.2.7. Collector
* Col |l ector
A Col l ector receives a Report Stream exported by one or nore

Exporting Processes. |n some cases, the host of the Metering
and/ or Exporting Processes may al so serve as the Collector.
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3.2.8. Sel ection Mthods
* Filtering

Afilter is a Selector that selects a packet determi nistically
based on the Packet Content, or its treatnment, or functions of
these occurring in the Selection State. Two exanpl es are:

(i) Property Match Filtering: A packet is selected if a
specific field in the packet equals a predefined val ue.

(ii) Hash-based Selection: A Hash Function is applied to the
Packet Content, and the packet is selected if the result
falls in a specified range.

* Sanmpling

A Selector that is not a filter is called a Sanpling
operation. This reflects the intuitive notion that if the
sel ection of a packet cannot be determined fromits content
al one, there nmust be sonme type of Sanmpling taking place.

* Cont ent -1 ndependent Sanpl i ng

A Sanpling operation that does not use Packet Content (or
quantities derived fromit) as the basis for selection is
call ed a Content-independent Sanpling operation. Exanples
i ncl ude systematic Sanpling, and uniform pseudorandom
Sampling driven by a pseudorandom nunber whose generation
i s i ndependent of Packet Content. Note that in Content-

i ndependent Sanpling, it is not necessary to access the
Packet Content in order to make the sel ection decision.

* Cont ent - Dependent Sanpl i ng

A Sanpling operation where selection is dependent on Packet
Content is called a Content-dependent Sanpling operation
An exanpl e i s pseudorandom sel ecti on according to a
probability that depends on the contents of a packet field.
Note that this is not a filter, because the selection is
not determnistic.

* Hash Domai n
A Hash Domain is a subset of the Packet Content and the

packet treatnent, viewed as an N-bit string for some
positive integer N
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* Hash Range

A Hash Range is a set of Mbit strings for sone positive
integer Mthat define the range of values the result of the
hash operation can take.

* Hash Function

* Hash Sel

A Hash Function defines a deterministic map fromthe Hash
Domain into the Hash Range

ection Range

A Hash Sel ection Range is a subset of the Hash Range. The
packet is selected if the action of the Hash Function on
the Hash Domain for the packet yields a result in the Hash
Sel ecti on Range.

* Hash-based Sel ection

A Hash-based Selection is Filtering specified by a Hash
Domai n, a Hash Function, a Hash Range, and a Hash Sel ection
Range.

* Approxi mative Sel ection

* Popul ati

* Popul ati

Claise, et a

Selectors in any of the above categories nmay be

approxi mated by operations in the same or another category
for the purposes of inplementation. For exanple, uniform
pseudor andom Sanpl i ng may be approxi nated by Hash-based

Sel ection, using a suitable Hash Function and Hash Domai n.
In this case, the cl oseness of the approxi nati on depends on
t he choi ce of Hash Function and Hash Dormai n.

on
A Popul ation is a Packet Stream or a subset of a Packet
Stream A Popul ation can be considered as a base set from
whi ch packets are selected. An exanple is all packets in
the Observed Packet Streamthat are observed within some
specified tine interval

on Size

The Popul ation Size is the nunber of all packets in the
Popul ati on.
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* Sanmple Size

The Sanple Size is the nunber of packets selected fromthe
Popul ation by a Sel ector.

* Configured Selection Fraction

The Configured Sel ection Fraction is the expected ratio of
the Sanple Size to the Popul ation Size, as based on the
configured sel ection paraneters.

* Attai ned Sel ection Fraction

The Attained Selection Fraction is the ratio of the actua
Sanple Size to the Popul ation Size. For sonme Sanpling

nmet hods, the Attained Selection Fraction can differ from
the Configured Sel ection Fraction due to, for exanple, the
i nherent statistical variability in Sanpling decisions of
probabilistic Sanpling and Hash-based Sel ection
Nevert hel ess, for |arge Popul ation Sizes and properly
configured Selectors, the Attained Sel ection Fraction
usual I y approaches the Configured Sel ection Fraction

3.3. I PFI X and PSAMP Terni nol ogy Conpari son
The PSAMP termninol ogy has been specified with an | PFl X background, as
PSAMP and | PFI X have similar terns. However, this section clarifies
the ternms between the | PFI X and PSAMP term nol ogy.

3.3.1. |IPFIX and PSAMP Processes

Figure B indicates the sequence of the | PFI X processes (Metering and
Exporting) within the PSAMP Devi ce.

Fom e e e e e o +
| Metering Process
e + | e +
bserved | | Selection | | | Exporting
Packet--->| | Process [--------- >| Process | --->Coll ector
Stream | +----------- + | e +
Fom e e e e e o +

Fi gure B: PSAMP Processes
The Sel ection Process, which takes an (bserved Packet Streamas its

input, is an integral part of the Metering Process. The Sel ection
Process chooses which packets fromits input Packet Streamwi |l be
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reported on by the rest of the Metering Process. Note that a
"Process" is not necessarily inplenmented as a separate CPU thread.

3.3.2. Packet Report, Packet Interpretation, and Data Record

The PSAMP term nol ogy speaks of Packet Report and Packet
Interpretation, while the I PFI X term nol ogy speaks of Data Record and
(Options) Tenplate Record. The PSAMP Packet Report, which conprises
i nformati on about the observed packet, can be viewed as anal ogous to
the I PFI X Data Record defined by a Tenplate Record. The PSAMP Report
Interpretation, which conprises subsidiary information used for the
interpretation of the Packet Reports, can be viewed as anal ogous to
the I PFI X Data Record defined by an Options Tenplate Record. This
Options Tenpl ate Record contains subsidiary information, applicable
to the observed packet sent into the PSAMP Packet Report.

4. D fferences between PSAMP and | PFI X

The out put of the IPFI X working group relevant for this docunent is
structured into three docunents:

- IP Flow information architecture [ RFC5470]
- I PFI X protocol specifications [ RFC5101]
- IP Flow informati on export information nodel [RFC5102]

In the followi ng sections, we investigate the differences between
| PFI X and PSAMP for each of those aspects.

4.1. Architecture Point of View

Traffic Fl ow measurenment as described in the | PFI X requirenents

[ RFC3917] and the IPFI X architecture [RFC5470] can be separated into
two stages: packet processing and Fl ow processing. Figure C
illustrates these stages.

In stage 1, all processing steps act on packets. Packets are
captured, tinestanped, selected by one or nore selection steps, and
finally forwarded to packet classification that naps packets to

Fl ows. The packets’ selection steps may include Filtering and
Sanpl i ng functions.

In stage 2, all processing steps act on Flows. After packets are
classified (mapped to Flows), Flows are generated (or updated if they
exi st already). Flow generation and update steps rmay be perforned
repeatedly for aggregating Flows. Finally, Flows are exported.
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Packet Sanpling as described in the PSAMP franmework [ RFC5474] covers
only stage 1 of the IPFIX architecture with the packet classification

repl aced by Packet Report export,

while I PFl X covers stage 2 al so, as

it generates Flow Records out of the selected packets

| PFI X architecture

packet header
capturing
|

ti mest anpi ng

|

| packet
| sel ection
|

packet
classification

Fl ow generation
and update
|
v
Fl ow
sel ection

Fl ow Record
export

Fi gure C. Conpari son of

Cl ai se, et al
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packet header
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stage 1:

processi ng packet

|
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| sel ection
|

Packet Report
export

stage 2:

> Fl ow
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| PFI X Architecture and PSAMP Fr anewor k
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4.2. Protocol Point of View

Concerning the protocol, the major difference between |IPFI X and PSAMP
is that the I PFI X protocol exports Flow Records while the PSAWP

prot ocol exports Packet Reports. Froma pure export point of view,
IPFI X will not distinguish a Flow Record conposed of several packets
aggregated together froma Fl ow Record conposed of a single packet.

So the PSAMP export can be seen as a special |PFI X Flow Record
containing information about a single packet.

Al'l extensions of the IPFIX protocol that are required to satisfy the
PSAMP requi renents have al ready been incorporated in the | PFI X
protocol [RFC5101], which was developed in parallel with the PSAW
protocol. An exanple is the need for a data type for protocol fields
that have flexible length, such as an octet array. This was added to
the 1 PFI X protocol specification in order to neet the requirenment of
the PSAMP protocol to report content of captured packets, for

exanpl e, the first octets of a packet.

4.3. Infornmation Mdel Point of View

From the informati on nodel point of view, the overlap between both
the I PFI X and PSAMP protocols is quite large. Mst of the
Information Elements in the | PFI X protocol are also relevant for
exporting packet information, for exanple, all fields reporting
packet header properties. Only a few Information El ements, such as
obser vedFl owTot al Count (whose value will always be 1 for PSAMP)
etc., cannot be used in a neaningful way by the PSAWP pr ot ocol

Al so, | PFIX protocol requirenents concerning stage 2 of Figure C do
not apply to the PSAMP Metering Process.

Furt her required extensions apply to the information nodel. Even if
the I PFl X charter speaks of Sampling, no Sampling-related |nfornmation
El ements are specified in [ RFC5102]. The task of specifying them was
intentionally left for the PSAMP i nformati on nodel [RFC5477]. A set
of several additional fields is required for satisfying the
requirenents for the PSAMP infornmation nodel [RFC5475].

Exploiting the extensibility of the IPFI X information nodel, the
required extension is covered by the PSAMP information nodel
specified in [ RFC5477].

5.  PSAMP Requirements versus the | PFI X Solution
The [ RFC5474] contains PSAMP protocol requirenents throughout the

docunent, with a special focus in Section 4, "Generic Requirenents
for PSAMP", and its subsections.
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Section 4 of [RFC5474] describes one requirenent that, if not
directly related to the export protocol, will put sonme constraints on
it. Parallel Measurenments: nultiple i ndependent Sel ection Processes
at the sane entity.

[ RFC5474] al so describes a series of requirenents specifying the
different Informati on El enents that MJST and SHOULD be reported to
the Collector. Nevertheless, |IPFIX being a generic export protocol
can export any Information Elenents as long as they are described in
the informati on nodel. So these requirenents are mainly targeted for
[ RFC5477] .

The PSAMP protocol specification neets alnost all the protoco
requi renents stated in the PSAMP framework docunent [RFC5474]:

* Extensibility

* Parallel selection processes

* Encrypted packets

* | ndication of information |oss

* Accuracy

* Privacy

* Timeliness

* Congestion avoi dance

* Secure export

* Export rate limt

* M crosecond tinestanp resolution
The only requirement that is not net is Export Packet conpression
Wth the choice of IPFIX as the PSAWMP export protocol, the Export
Packet conpression option nentioned in the Section 8.5 of the
framewor k docunent [ RFC5474] is not addressed.

5.1. High-Level View of the Integration

The Tenplate Record in the Tenplate Set is used to describe the
different PSAMP Information Elements that will be exported to the

Col l ector. The Collector decodes the Tenplate Record in the Tenplate
Set and knows which Infornmation El enents to expect when it receives
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the Data Records in the PSAVP Packet Report Data Set. Typically, in
the base | evel of the PSAMP functionality, the Tenplate Set will
contain the input sequence nunber, the packet fragment (some nunber
of contiguous bytes fromthe start of the packet or fromthe start of
t he payl oad), and the Sel ecti on Sequence.

The Options Tenplate Record in the Options Tenplate Set is used to
describe the different PSAMP Information El ements that concern the
Metering Process itself: Sanmpling and/or Filtering functions, and the
associ ated paranmeters. The Coll ector decodes the Options Tenpl ate
Records in the Options Tenplate Set and knows which I nformation

El enents to expect when it receives the Data Records in the PSAMP
Report Interpretation Data Set. Typically, the Options Tenpl ate
woul d contain the Sel ection Sequence, the Sanpling or Filtering
functions, and the Sanpling or Filtering associ ated paraneters.

PSAMP requires all the different possibilities of the |IPFI X protocol
specifications [RFC5101], that is, the three types of Sets (Data Set,
Tenpl ate Set, and Options Tenplates Set) with the two types of
Tenpl at e Records (Tenplate Record and Options Tenplate Record), as
described in Figure A. As a consequence, PSAMP can’'t rely on a
subset of the I PFI X protocol specifications described in [RFC5101].
The entire | PFI X protocol specifications [RFC5101] MJST be

i mpl enented for the PSAVP prot ocol

6. Using the IPFIX Protocol for PSAMP

In this section, we describe the usage of the | PFI X protocol for
PSAMP. W describe the record formats and the additiona
requirenents that nust be net. PSAMP uses two different types of
nessages:

- Packet Reports
- Report Interpretation

The format of Packet Reports is defined in |IPFIX Tenpl ate Records.
The PSAMP data is transferred as Information El ements in | PFI X Data
Records as described by the Tenplate Record. There are two different
types of Packet Reports. Basic Packet Reports contain only the basic
Information El ements required for PSAVMP reporting. Extended Packet
Reports MAY contain other Information El enents, and do not
necessarily include Packet Content (See section 6.4.2).

The format of Report Interpretations is defined in the I PFI X Options
Tenpl ate Record. The Information Elenents are transferred in | PFI X
Dat a Records as described by the Options Tenplate Record. There are
four different types of Report Interpretation nessages:
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- Sel ection Sequence Report Interpretation

- Selector Report Interpretation

- Sel ection Sequence Statistics Report Interpretation
- Accuracy Report Interpretation

A description and exanpl es about the usage of those reports are given
bel ow.

6.1. Selector ID

The Selector IDis the unique IDidentifying a Prinitive Selector.
Each Prinitive Selector MIUST have a unique ID within the Cbservation
Domain. The Selector IDis represented by the selectorld Information
El ement [ RFC5477].

6.2. The Selection Sequence ID

From all the packets observed at an Cbservation Point, a subset of
packets is selected by one or nore Selectors. The Sel ection Sequence
is the conbination of an Cbservati on Point and one or nore

Sel ector(s) through which the packets are selected. The Sel ection
Sequence ID is a unique value representing that conbination. The

Sel ection Sequence IDis represented by the sel ectionSequenceld

I nformati on El ement [ RFC5477].

6.3. The Exporting Process
An Exporting Process MJST be able to linmit the export rate according
to a configurable value. The Exporting Process MAY linmit the export
rate on a per Collecting Process basis.

6.4. Packet Report
For each Sel ection Sequence, for each sel ected packet, a Packet
Report MJST be created. The format of the Packet Report is specified
in a Tenplate Record contained in a Tenplate Set.

There are two types of Packet Report, as described in [RFC5474]: the
basi ¢ Packet Report and the extended Packet Report.

6.4.1. Basic Packet Report

For each sel ected packet, the Packet Report MJUST contain the
followi ng information:
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- The sel ectionSequenceld | nformation El enent
If there is a digest function in the Sel ecti on Sequence, the Packet
Report MJST contain the hash val ue (digestHashVal ue I nformation
El ement) generated by the di gest Hash Function for each sel ected

packet. |If there is nore than one digest function, then each hash
val ue MUST be included in the sane order as they appear in the
Sel ection Sequence. |If there are no digest functions in the

Sel ection Sequence, no elenent for the digest needs to be sent.

- Sone nunber of contiguous bytes fromthe start of the packet,
i ncludi ng the packet header (which includes |Iink |ayer, network
| ayer, and other encapsul ati on headers) and sone subsequent bytes
of the packet payload. Alternatively, the number of contiguous
bytes may start at the begi nning of the payload. The
dat aLi nkFrameSecti on, npl sLabel StackSecti on
nmpl sPayl oadPacket Secti on, i pPacket Secti on, and
i pPayl oadPacket Secti on PSAMP | nformati on El enents are avail able for
t hi s use.

For each sel ected packet, the Packet Report SHOULD contain a tine-
related Informati on El enent that matches the Metering Process tine
accuracy. Typically, the observationTi meM croseconds I nfornmation
El ement. O her possible Information Elements are the
observati onTi meSeconds, the observationTineM|Iliseconds, or the
observati onTi meNanoseconds.

In the Packet Report, the PSAVP Devi ce MJUST be capabl e of exporting
t he nunber of observed packets and the number of packets sel ected by
each instance of its Primitive Selectors (as described by the
non-scope Information El enents of the Sel ection Sequence Statistics
Report Interpretation), although it MAY be a configurable option not
to include them |f exported, the Attained Sel ection Fraction may be
calcul ated precisely for the (bserved Packet Stream The Packet
Report MAY include only the final selector packetSelected, to act as
an index for that Selection Sequence in the Sel ection Sequence
Statistics Report Interpretation, which also allows the calcul ation
of the Attained Sel ection Fraction

The contiguous Information El enments (dataLi nkFrameSection

nmpl sLabel St ackSecti on, npl sPayl oadPacket Secti on, i pPacket Section, and
i pPayl oadPacket Secti on) MAY be encoded with a fixed-length field or
with a variable-sized field. |f one of these Information Elenents is
encoded with a fixed-length field whose length is too long for the
nunber of contiguous bytes in the selected packet, paddi ng MUST NOT
be used. In this case, the Exporting Process MJST export the
information either in a new Tenplate Record with the correct fixed-
length field or in a new Tenpl ate Record with a variabl e-length
field.
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Here is an exanple of a basic Packet Report, with a

Sel ecti onSequencel d val ue of 9 and dat alLi nkFranmeSection | nfornation
El ement of 12 bytes, 0x4500 005B Al174 0000 FF11l 832E, encoded with a
fixed-length field.

| PFI X Tenpl ate Record
0 1 2 3

01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Set ID=2 | Length = 24 |

B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Tenplate 1D = 260 | Field Count = 4

B Lt r s i i i o o T s ks S R S

| sel ecti onSequenceld = 301 | Field Length = 4

B s T s s e T o e S T ks et s oot ST S S S o S S 3

| di gest HashVal ue = 326 | Field Length = 4

B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| dat aLi nkFranmeSection = 315 | Field Length = 12

B Lt r s i i i o o T s ks S R S

| observati onTi mreM cr oseconds=324| Field Length = 4

B s T s s e T o e S T ks et s oot ST S S S o S S 3
The associated | PFl X Data Record:

0 1 2 3

01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Set ID = 260 | Length = 32
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| 9 |
B Lt r s i i i o o T s ks S R S
| 0x9123 0613
B T T T o o S S S e i S S Tk e e Y S
| 0x4500 005B
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| 0xAl74 0000
B Lt r s i i i o o T s ks S R S
| OxFF11 832E
B T T T o o S S S e i S S Tk e e Y S
| observation tine ...

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| ... encoded as dateTi neM croSeconds [ RFC5101]
B Lt r s i i i o o T s ks S R S

Figure D: Exanpl e of a Basic Packet Report
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Here is an exanple of a basic Packet Report, with a

Sel ecti onSequencel d val ue of 9 and i pHeader Packet Section | nformation
El ement of 12 bytes, 0x4500 005B Al174 0000 FF11l 832E, encoded with a
vari abl e-si zed field.

| PFI X Tenpl ate Record:

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Set ID=2 | Length = 16 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Tenplate 1D = 261 | Field Count = 2 |
B Lt r s i i i o o T s ks S R S
| sel ecti onSequenceld = 301 | Field Length = 4 |
B T T T o o S S S e i S S Tk e e Y S
| i pHeaderPacket Section = 313 | Field Length = 65535 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

The associ ated | PFl X Data Record:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Set ID = 261 | Length = 21 |
B Lt r s i i i o o T s ks S R S
9
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
Length = 12 | 0x4500 ... |
B s o s o S S e e S i TRIE TR TR S S S e e o o e i =
005B | 0xA174 ... |
e T S e S et e Sl S e e e T i s ST TR S e TR S
0000 | OxFF11 ... |
B T T o S T o il s S S S S S i S il i

832E |
B i SN N S

+

|
+-
|
+-
|
+-
|
+-
|
+-

Figure E Exanple of a Basic Packet Report
with a Variable-Sized Field
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6.4.2. Extended Packet Report

Alternatively to the basic Packet Report, the extended Packet Report
MAY contain other Information Elenents related to the protocols used
in the packet (such as source and destination |IP addresses), related
to the packet treatnent (such as output interface, destination BGP
aut ononous system [ RFC4271]), or related to the Selection State
associ ated with the packet (such as tinestanp, hash val ue).

It is envisaged that selection of fields for extended Packet Reports
may be used to reduce reporting bandwi dth, in which case the option
to report sonme nunber of contiguous bytes fromthe start of the
packet, mandatory in the basic Packet Report, nmay not be exercised.
In this case, the Packet Content MAY be omitted. Note this
configuration is quite sinilar to an | PFl X Device for which a

Tenpl ate Record containing informati on about a single packet is
reported.

Exanpl e of a detail ed Extended Packet Report:

| PFI X Tenpl ate Record

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Set ID= 2 | Length = 32

i T i i o e e e e E et ek i s s SR R S
| Tenplate 1D = 261 | Field Count = 6

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| 0] selectionSequenceld = 301 | Field Length = 4

R e e i T T e e ks i I SR S S
| 0] sourcel Pv4Address = 8 | Field Length = 4

T e ik i o e e S e  E e e e i s e S R S
| 0| destinationl PvdAddress = 12 | Field Length = 4

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| O] total Lengt hl Pv4 = 190 | Field Length = 2
R e e e i i e e et s S S SN S
| Of tcpSourcePort = 182 | Field Length = 2

i e i e S e S e e s e o S S S SR R S
| 0] tcpDestinationPort = 183 | Field Length = 2

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
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6. 5.

The associ ated | PFI X Data Record:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Set ID = 261 | Length = 20

B e i S T e i T e S R S e e e s i i T S
| 9 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 192.0. 2. |
B T e o i S I i i S S N iy St S I S S
| 192.0. 2. 106

B e i S T e i T e S R S e e e s i i T S
| 72 | 1372 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 80 |

B s o ks ik ks S SR S i R S S e

+
1
+
0

Fi gure F: Exanpl e of an Extended Packet Report

Report Interpretation

To make full sense of the Packet Reports, there are a nunber of
addi ti onal pieces of infornmation that nust be comrunicated to the
Col I ector:

The details about which Selectors and Observation Points are being
used within a Sel ecti on Sequence MJST be provided using the
Sel ecti on Sequence Report Interpretation

The configuration details of each Sel ector MJUST be provided using
the Sel ector Report Interpretation

The Selector ID statistics MIUST be provided using the Sel ection
Sequence Statistics Report Interpretation

The accuracies of the reported fields MJST be provided using the
Accuracy Report Interpretation

C aise, et al. St andards Track [ Page 22]



RFC 5476 PSAMP Pr ot ocol Specification March 2009

6.5.1. Selection Sequence Report Interpretation

Each Packet Report contains a sel ectionSequenceld |Infornmation El enent
that identifies the particular comnbination of Gbservation Point and
Selector(s) used for its selection. For every selectionSequenceld
Information El ement in use, the PSAMP Devi ce MJST export a Sel ection
Sequence Report Interpretation using an Options Tenplate with the
followi ng Information El enents:

Scope: sel ecti onSequencel d
Non- Scope: one Information El ement mapping the Cbservation Point
selectorld (one or nore)

An Information El ement representing the Cbservation Point would
typically be taken fromthe ingressinterface, egressinterface,
lineCardld, exporterlPv4Address, or exporterl Pv6Address |Information
El ements (specified in [ RFC5102]), but is not limted to those: any
Information El enent specified in [ RFC5102] or [RFC5477] can
potentially be used. |In case of nore conplex Cbservation Points
(such as a list of interfaces, a bus, etc.), a new Information

El enent describing the new type of (bservation Point nust be
specified, along with an Options Tenplate Record describing it in
nmore detail (if necessary).

If the packets are selected by a Conposite Selector, the Selection

Sequence is conposed of several Prinmitive Selectors. In such a case
the Sel ection Sequence Report Interpretation MJUST contain the list of
all the Primtive Selector IDs in the Sel ecti on Sequence. |If

multiple Selectors are contained in the Selection Sequence Report
Interpretation, the selectorld s MIST be identified in the order they
are used.

Exanpl e of two Sel ecti on Sequences:

Sel ection Sequence 7 (Filter->Sanpling):

i ngresslinterface 5
selectorld 5 (Filter, match | PV4SourceAddress 192.0.2.1)
selectorld 10 (Sanpl er, Random 1 out-of ten)
Sel ecti on Sequence 9 (Sanpling->Filtering):
i ngressinterface 5
selectorld 10 (Sanpl er, Random 1 out-of ten)
selectorld 5 (Filter, match | PV4SourceAddress 192.0.2.1)
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| PFI X Options Tenpl ate Record:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Set ID=3 | Length = 26 |
T e e i i e e i S S e e h e
| Tenplate 1D = 262 | Field Count = 4 |
i T b e o T i S e e et o o o Sl T
| Scope Field Count = 1 | 0| selectionSequenceld = 301 |
B T e o i S I i i S S N iy St S I S S
| Scope 1 Length = 4 | O] i ngressinterface = 10 |
e T e i e S S e e o S S SR SN SR
| Field Length 4 | Of selectorld = 302 |
T T i i o o i e e S ol SRR R S
| Field Length 4 | Of selectorld = 302 |
B T e o i S I i i S S N iy St S I S S
| Field Length = 4 |
s i T S e TR T o E

The associ ated | PFl X Data Record:

0 1 2 3

01234567890123456789012345678901
B e i S T e i T e S R S e e e s i i T S
| Set ID = 262 | Length = 36 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 7 |
B T e o i S I i i S S N iy St S I S S
| 5 |
B e i S T e i T e S R S e e e s i i T S
| 5 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 10 |
B T e o i S I i i S S N iy St S I S S
| 9 |
B e i S T e i T e S R S e e e s i i T S
| 5 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 10 |
B T e o i S I i i S S N iy St S I S S
| 5 |
B e i S T e i T e S R S e e e s i i T S

Figure G Exanple of a Selection Sequence Report Interpretation
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Not es:

* There are two Records here in the sane Data Set. FEach record
defines a different Sel ection Sequence.

* | f, for exanple, a different Selection Sequence is conposed of
three Selectors, then a different Options Tenplate with three
selectorld Information Elenents (instead of two) nust be used.

6.5.2. Selector Report Interpretation

An | PFI X Data Record, defined by an Options Tenpl ate Record, MJST be
used to send the configuration details of every Selector in use. The
Options Tenplate Record MJUST contain the selectorld Information

El ement as the Scope field and the Sel ectorAl gorithm I nformation

El ement foll owed by sonme specific configuration paraneters:

Scope: selectorld
Non-scope: sel ectorAl gorithm
al gorithmspecific Information El enents

The algorithmspecific Information Elements are specified in the
foll owi ng subsecti ons, depending on the sel ection nethod represented
by the val ue of the selectorAl gorithm][RFC5477].

6.5.2.1. Systematic Count-Based Sanpling
In systematic count-based Sanpling, the start and stop triggers for
the Sanpling interval are defined in accordance with the spati al
packet position (packet count) [RFC5475].

The REQUI RED al gorithmspecific Information Elenments in the case of
systemati c count-based Sanpling are:

sanpl i ngPacket I nterval : nunber of packets selected in a row
sanpl i ngPacket Space: nunber of packets between sel ections

Exanpl e of a sinple 1 out-of 10 systematic count-based Sel ector

definition, where the sanplingPacketlnterval is 1 and the
sanpl i ngPacket Space is 9.
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| PFI X Options Tenpl ate Record:

0 1 2 3
01234567890123456789012345678901

B T e o i S I i i S S N iy St S I S S
| Set ID=3 | Length = 26 |
T e e i i e e i S S e e h e
| Tenplate ID = 263 | Field Count = 4 |
i T b e o T i S e e et o o o Sl T
| Scope Field Count = 1 | Of selectorld = 302 |
B T e o i S I i i S S N iy St S I S S
| Scope 1 Length = 4 | O] sel ector Al gorithm = 304 |
T e e i i T e e o s S S SN SR
| Field Length = 1 | O] sanpl i ngPacket I nterval = 305 |
i T i i o e e e e e it i S s s SRR R SR
| Field Length = 1 | 0| sanplingPacket Space = 306 |
B T e o i S I i i S S N iy St S I S S
| Field Length = 1 |

s i T S e R e E

Associ ated | PFI X Data Record:
0 1 2 3

01234567890123456789012345678901
i i S S e i it Ui S S S S S S ik Sk e e
| Set I D = 263 | Length = 11 |
i I S e i i i S i it N L it S I SN
| 15 |
B ey St S S s i I I R R S o S S S S S S S S S s S
| 1 | 1 | 9 |

i i S i S Ui S S S S S S S

Figure H Exanple of the Selector Report Interpretation
for Systematic Count-Based Sanpling

Not es:

* A selectorAl gorithmvalue of 1 represents systenatic count-based
Sanpl i ng.
* sampl i ngPacket I nt erval and sanpl i ngPacket Space are of type

unsi gned32 but are conpressed down to one octet here, as allowed by
the I PFI X protocol specifications [ RFC5101].
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6.5.2.2. Systematic Tinme-Based Sanpling

In systematic tine-based Sanpling, the start and stop triggers are
used to define the Sanpling intervals [RFC5475]. The REQUI RED

al gorithmspecific Information Elenments in the case of systematic
ti me-based Sanpling are:

sanmplingTimelnterval: time (in mcroseconds) when packets are
sel ected
sanpl i ngTi meSpace: time (in mcroseconds) between sel ections

Exanpl e of a 100 mi crosecond out-of 1000 microsecond systematic
ti me-based Sel ector definition, where the sanplingTinelnterval is 100
and t he sanplingTi meSpace i s 900.

| PFI X Options Tenpl ate Record:
0 1 2 3

01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Set ID=3 | Length = 26 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Tenpl ate 1D = 264 | Field Count = 4
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Scope Field Count =1 | Of selectorld = 302
B Lt r s i i i o o T s ks S R S
| Scope 1 Length = 4 | O sel ector Al gorithm = 304
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Field Length = 1 | 0| sanplingTinelnterval = 307
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Field Length = 1 | Of sanpl i ngTi neSpace = 308
B Lt r s i i i o o T s ks S R S
| Field Length = 2 |
B i i S S S Tk i o

Associ ated | PFI X Data Record

0 1 2 3

01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Set ID = 264 | Length = 12 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

16
|+- B e i i S e S e S S i T T i e e e e e e S +-L—
| 2 | 100 | 900
B T T T o o S S S e i S S Tk e e Y S

Figure |: Exanple of the Selector Report Interpretation
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for Systematic Time-Based Sanpling
Not es:

* A selectorAl gorithmvalue of 2 represents systenmatic tinme-based
Sanpl i ng.

* sanpl i ngTi mel nterval and sanplingTi neSpace are of type unsigned32
but are conpressed down here.

6.5.2.3. Random n-out-of-N Sanpling
In random n-out-of -N Sanpling, n elenents are sel ected out of the
parent Popul ation that consists of N elenents [RFC5475]. The
REQUI RED al gorithm specific Information El ements in case of random
n-out-of -N Sanpling are:

sanpl i ngSi ze: nunber of packets sel ected
sanpl i ngPopul ati on: nunber of packets in selection Popul ation

Exanple of a 1 out-of 10 random n-out-of-N Sanpling Sel ector:
| PFI X Options Tenpl ate Record:
0 1 2 3

01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Set ID=3 | Length = 26 |
B T e o i S I i i S S N iy St S I S S
| Tenplate I D = 265 | Field Count = 4 |
T e e i i e e S e et i s s SN SR
| Scope Field Count =1 | Of selectorld = 302 |
T T i i o o e e e e e t E o i s S SR R S
| Scope 1 Length = 4 | 0] selectorAlgorithm= 304 |
B T e o i S I i i S S N iy St S I S S
| Field Length = 1 | O] sanpl i ngSi ze = 309 |
T e e e i e T e e i s L e e h e
| Field Length = 1 | 0| sanplingPopulation = 310 |
i T i i o o e e et o i ol SRR R SR
| Field Length = 1 |

B I T i o SIS S S S S S
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Associ ated | PFI X Data Record

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Set I D = 265 | Length = 11

B e i S T e i T e S R S e e e s i i T S
17

|-|-- B o o e S e i I S R T e i i i T S S e e |-|-

| 3 | 1 | 10 |

B S T i s s oI S S SN S S S S S e

Figure J: Exanple of the Sel ector Report Interpretation
for Random n-out - of - N Sanpl i ng

Not es:

* A selectorAl gorithmvalue of 3 represents Random n-out-of-N
Sanpl i ng.

* sanplingSi ze and sanplingPopul ation are of type unsigned32 but are
conpressed down to one octet here.

6.5.2.4. Uniform Probabilistic Sanpling
In uniformprobabilistic Sanpling, each el enent has the same
probability p of being selected fromthe parent Popul ation [ RFC5475].
The algorithmspecific Information El ement in case of uniform
probabilistic Sanpling is:

sanpl i ngProbability: a floating point nunber for the Sanpling
probability.
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Exanpl e of a 15% uni form probability Sanpling Sel ector:

| PFI X Options Tenpl ate Record:

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Set ID=3 | Length = 22 |
i S i i o e e e e e E et e S s o R R S
| Tenplate 1D = 271 | Field Count = 3 |
B T e o i S I i i S S N iy St S I S S
| Scope Field Count =1 | O] selectorld = 302 |
T e e i i e e e st s s s SN SR
| Field Length = 4 | Of sel ector Al gorithm = 304 |
i T i i o o e e e et e e o s R R S
| Field Length = 1 | 0| samplingProbability = 311 |
B T e o i S I i i S S N iy St S I S S
| Field Length = 4 |
i T S R e E e
Associ ated | PFI X Data Record:
0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Set ID = 271 | Length = 11 |
T T i i e e e e e e E et o i s o S R S
20
L—+++++++++++++++++++++++++++++++L—
| 4 | 0.15 |
e i e i i e i S s S S ey
|++++++++|+

Figure K Exanple of the Selector Report Interpretation
for Uniform Probabilistic Sanpling

Not es:

* A selectorAl gorithmvalue of 4 represents Uniform Probabilistic

Sanmpl i ng.

* sanplingProbability is of type float64 but is conpressed down to a

fl oat 32 here.
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6.5.2.5. Property Match Filtering

This classification includes match(es) on field(s) within a packet
and/ or on properties of the router state. Wth this nethod, a packet
is selected if a specific field in the packet equals a predefined

val ue.

The al gorithmspecific Information El ements defining configuration
paraneters for Property Match Filtering are taken fromthe full range
of available Information El enments.

When multiple different Information El enments are defined, the filter
acts as a logical AND. Note that the logical ORis not covered by

t hese PSAMP specifications. The Property Match Filtering Options
Tenpl ate Record MUST NOT have nultiple identical Information

El ements. The result of the filter is independent fromthe order of
the Informati on Elenents in the Options Tenplate Record, but the
order may be inportant for inplenentation purposes, as the first
filter will have to work at a higher rate. |n any case, an

i mpl enentation is not constrained to respect the filter ordering as
long as the result is the sane, and it may even inpl ement the
conposite Filtering in one single step.

Since encryption alters the neaning of encrypted fields, when the
Property Match Filtering classification is based on the encrypted
field(s) in the packet, it MJST be able to recognize that the
field(s) are not available and MUST NOT sel ect those packets unless
specifically directed by the Information El ement description. Even
if they are ignored, the encrypted packets MJST be accounted for in
the Sel ector packetsObserved Information El enent [RFC5477], part of
the Sel ection Sequence Statistics Report Interpretation

Exanpl e of a match-based filter Selector, whose rules are:

| Pv4 Source Address = 192.0.2.1
| Pv4 Next-Hop Address = 192.0.2.129
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| PFI X Options Tenpl ate Record:

0 1 2 3
01234567890123456789012345678901

B T e o i S I i i S S N iy St S I S S
| Set ID= 3 | Length = 26 |
T e e i i e e i S S e e h e
| Tenplate I D = 266 | Field Count = 4 |
i T b e o T i S e e et o o o Sl T
| Scope Field Count =1 | Of selectorld = 302 |
B T e o i S I i i S S N iy St S I S S
| Scope 1 Length = 4 | O] sel ector Al gorithm = 304 |
T e e i i T e e o s S S SN SR
| Field Length = 1 | Of sour cel Pv4Address = 8 |
i T i i o e e e e et i S hI SR R R SR
| Field Length = 4 | Of i pNext Hopl Pv4Address = 15 |

B T e o i S I i i S S N iy St S I S S
| Field Length = 4 |
B T i i S i S S e e

Associ ated | PFI X Data Record:

0 1 2 3
01234567890123456789012345678901
i i S S e i it Ui S S S S S S ik Sk e e
| Set I D = 266 | Length = 11 |
I I S i i i S i i L ik S IR S S
21

L—-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L—
| 5 | 192.0.2 ... |
i S e i U S it S U S S S S S it Sk e e
| ... .1 | 192.0.2 ... |
I I S i i i S ik Sk I S S S S S e
| ... .129 |

B ik i SN

Figure L: Exanple of the Sel ector Report Interpretation
for Match-Based and Router State Filtering

Not es:
* A selectorAl gorithmvalue of 5 represents Property Match Filtering.

* Inthis filter, there is a mx of information fromthe packet and
i nformati on fromthe router.
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6.5.2.6. Hash-Based Filtering

I n Hash-based Sel ection, a Hash Function is run on IPv4 traffic. The
followi ng fields MJUST be used as input to that Hash Function

- IPidentification field
- Flags field

- Fragnent offset

- Source | P address

- Destination | P address

- A nunber of bytes fromthe |IP payload. The nunber of bytes and
starting offset MJUST be configurable if the Hash Function
supports it.

For the bytes taken fromthe |IP payload, |PSX has a fixed offset of 0O
bytes and a fixed size of 8 bytes. The nunber and offset of payl oad
bytes in the BOB function MJST be confi gurable.

The m ni num configuration ranges MJST be as foll ows:

Nunmber of bytes: from8 to 32
Ofset: fromO to 64

If the selected payl oad bytes are not avail able and the Hash Function
can take a variable-sized input, then the Hash Function MJUST be run
with the infornmation that is available and a shorter size. Passing 0
as a substitute for nissing payload bytes is only acceptable if the
Hash Function takes a fixed size as is the case with | PSX.

If the Hash Function can take an initialization value, then this
val ue MUST be configurabl e.

A Hash-based Sel ection function MAY be configurable as a digest
function. Any Selection Process that is configured as a digest
function MJUST have the output value included in the basic Packet
Report for any sel ected packet.

Each Hash Function used as a Hash-based Sel ection Sel ector requires
its own value for the selectorAlgorithm Currently, we have BOB (6),
| PSX (7), and CRC (8) defined and any MAY be used for either
Filtering or creating a Packet Digest. Only BOB is recomended

t hough and SHOULD be used.
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The REQUI RED al gorithmspecific Information Elenents in case of
Hash- based Sel ection are:

hashl PPayl oadOf f set - The payl oad offset used by a Hash-based
Sel ection Sel ector

hashl PPayl oadSi ze - The payl oad size used by a Hash-based
Sel ection Sel ector

hashQut put RangeM n - One or nore values for the begi nning of each
potential output range.

hashQut put RangeMax - One or nore values for the end of each
potential output range.

hashSel ect edRangeM n - One or nore values for the beginning of each
sel ected range.

hashSel ect edRangeMax - One or nore values for the end of each
sel ected range.

hashDi gest Qut put - A boolean value, TRUE if the output fromthis
Sel ector has been configured to be included
in the Packet Report as a packet digest.

Note: If nore than one selection or output range needs to be sent,
then the mini mum and maxi mum el enents nmay be repeated as needed.
These MUST nmke one or nore non-overl apping ranges. The el ements
SHOULD be sent as pairs of mnimum and maxi numin ascendi ng order
however, if they are sent out of order, then there will only be one
way to interpret the ranges to produce a non-overl appi ng range and
the Collecting Process MJST be prepared to accept and decode this.

The followi ng algorithmspecific Information El enent MAY be sent, but
is optional for security considerations:

hashinitialiserValue - The initialiser value to the Hash Function

Since encryption alters the neaning of encrypted fields, when the
Hash-based Filtering classification is based on the encrypted
field(s) in the packet, it MJST be able to recognize that the
field(s) are not available and MUST NOT sel ect those packets. Even
if they are ignored, the encrypted packets MJST be accounted for in
t he Sel ector packetsCbserved Information El enent [ RFC5477], which is
part of the Selection Sequence Statistics Report Interpretation
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Exanpl e of a Hash-based Filter Sel ector, whose configuration is:

Hash Qut put Range
Hash Sel ect ed Range

0 to OxFFFFFFFF
100 to 200 and 400 to 500

Hash Function = BOB

Hash I P Payl cad OFfset =0

Hash | P Payl oad Size = 16

Hash Initialiser Value = O0x9A3F9A3F

| PFI X Options Tenpl ate Record:

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Set ID= 3 | Length = 50 |
T T i i e e e e e e E et o i s o S R S
| Tenpl ate 1D = 269 | Field Count = 8 |
B T e o i S I i i S S N iy St S I S S
| Scope Field Count =1 | O] selectorld = 302 |
T e e i i e e e st s s s SN SR
| Scope 1 Length = 4 | Of sel ector Al gorithm = 302 |
i T e i o T e e e e e E e i s s R R S
| Field Length = 1 | 0| hashl Ppayl coadOF fset = 327 |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| Field Length = | O] hashl Ppayl oadSi ze = 328 |
+-+++++++++++++++++++++++++++++-+-+-+
| Field Length = 4 | 0] hashlnitialiserValue = 329 |
i T i i o e e e e et i S hI SR R R SR
| Field Length = 4 | Of hashQut put RangeM n = 330 |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| Field Length = | O] hashQut put RangeMax = 331 |
+-++++++++++++++++++++++++++++++-+-+
| Field Length = 4 | 0| hashSel eti onRangeM n = 332 |
i T i e o e e e e et i S SEI SR SR R S
| Field Length = 4 | 0| hashSel eti onRangeMax = 333 |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| Field Length = | 0] hashSel eti onRangeM n = 332 |
+-++++++++++++++++++-++++-+-+-+-+-++++-+-+
| Field Length = 4 | 0| hashSel eti onRangeMax = 333 |
i T i e o e e e e et i S SEI SR SR R S
| Field Length = 4 |

B s o ks ik ks S SR S i R S S e
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Associ ated | PFI X Data Record:

0
0
+-
|
+
|
+
|
+-
|
+
|
+
|
+-
|
+
|
+
|
+-
|
+
|
+
|
+-

7
- +- - +-
t

w
D

- -t -

S

o e e e e e e e e e b e e e b e e e e e e e e e e e e e e e

16

8
+-
I

+
|
+-
|

9
+-

D = 266
i S S i Uit N S S it S e o

+-

+-

3
678901
oo o - -+

1
+OI\)

L

~+
+:r+oo

-Ii-II-Il-h

1
0123456789 1 5
B i i S +- -+
| e 45 |
+- B S
22 |
R L i s T S S R e e
|

T S S i Sup Sug S

2
+-
ng
+

OX9A3F9A . |

i S i i S i S S e s T S e

3F

e i m I S S i i e N

0

OXFFFFFF . .. |

T S e e T

FF

100 |

i S i i S i S S e s T S e

200 |

e i m I S S i i e N

400 |

e i i S e i i S ik it JHiE SN SR S S S S 1

500 |

i S i i S i S S e s T S e

S

+

Figure M Exanple of the Selector Report Interpretation

Not es:

for Hash-based Filtering

* A selectorAl gorithmvalue of 6 represents Hash-based Filtering
using the BOB al gorithm

6.5.2.7.

Sone
sel ec

furth

Cl ai se,

O her Sel ection Met hods

potential new sel ection nmethods MAY be added. Sone of the new
such as non-uni form probabilistic Sanpling and
fl ow st at e-dependent Sanpling, are described in [RFC5475], with

ti on net hods,

er references.

et al.
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Each new sel ection nmethod MUST be assigned a uni que value for the
selectorAlgorithm Information Element. |Its configuration
paraneter(s), along with the way to report it/themw th an Options
Tenpl ate, MJIST be clearly specified.

6.5.3. Selection Sequence Statistics Report Interpretation

A Sel ector MAY be used in nultiple Selection Sequences. However,
each use of a Selector nust be independent, so each separate |ogica
instance of a Selector MUST maintain its own individual Selection
State and statistics.

The Sel ection Sequence Statistics Report Interpretation MJST include
t he nunber of observed packets (Population Size) and the nunber of
packets selected (Sanple Size) by each instance of its Prinitive

Sel ect ors.

Wthin a Sel ecti on Sequence conposed of several Prinmitive Selectors,
t he nunber of packets selected for one Selector is equal to the
nunber of packets seen by the next Selector. The order of the
Selectors in the Sel ecti on Sequence Statistics Report Interpretation
MUST match the order of the Selectors in the Selection Sequence.

If the full set of statistics is not sent as part of the Basic Packet
Reports, the PSAMP Devi ce MUST export a Sel ection Sequence Statistics
Report Interpretation for every Sel ecti on Sequence, using an Options
Tenpl ate containing the followi ng Information El enents:

Scope: sel ecti onSequencel d
Non- scope: packet sCbser ved
packet sSel ected (first Sel ector)

bééketsSelected (last Sel ector)

The packet sCbserved I nformation El enment [ RFC5477] MUST contain the
nunber of packets seen at the Cbservation Point, and as a consequence
passed to the first Selector in the Sel ection Sequence. The
packet sSel ected I nformati on El enent [ RFC5477] contains the nunber of
packets selected by a Selector in the Selection Sequence.

The Attained Selection Fraction for the Sel ecti on Sequence is
cal cul ated by dividing the nunmber of sel ected packets

(packetsSel ected Information Elenent) for the |ast Selector by the
nunber of observed packets (packetsCbserved Information El enment).
The Attained Selection Fraction can be cal culated for each Sel ector
by di viding the nunber of packets selected for that Selector by the
val ue for the previous Sel ector
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The statistics for the whol e sequence SHOULD be taken at a single
| ogical point in tine; the input value for a Selector MJST equal the
out put val ue of the previous Sel ector

The Sel ection Sequence Statistics Report Interpretati on MIST be
exported periodically.

Exanpl e of Sel ection Sequence Statistics Report Interpretation:
Sel ection Sequence 7 (Filter->Sanpling):

bserved 100 (observationPointld 1, Interface 5)
Sel ect ed 50 (selectorld 5, match | PV4Sour ceAddress 192.0.2.1)
Sel ect ed 6 (selectorld 10, Sanpler: Random one out-of ten)

Sel ection Sequence 9 (Sanpling->Filtering):

bserved 100 (observationPointld 1, Interface 5)
Sel ect ed 10 (selectorld 10, Sanpler: Random one out-of ten)
Sel ected 3 (selectorld 5, match | PV4SourceAddress 192.0.2.1)

| PFI X Options Tenpl ate Record:

0 1 2 3
01234567890123456789012345678901
e o T i i o o O S e S ol o S S S s it SR R SR S
| Set ID=3 | Length = 26 |
B T S St i i T s T e o S S i St SN

| Tenpl ate 1D = 267 | Field Count = 4

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Scope Field Count =1 | 0] selectionSequenceld = 301

B Lt r s i i i o o T s ks S R S
| Scope 1 Length = 4 | O packet sCbserved = 318

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Field Length = 4 | Of packet sSel ected = 319

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Field Length = 4 | O] packet sSel ected = 319

B Lt r s i i i o o T s ks S R S
| Field Length = 4

B i i S S S Tk i o

I+ 1
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The associ ated | PFI X Data Record:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Set ID = 267 | Length = 36

B e i S T e i T e S R S e e e s i i T S
| 7 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 100 |
B T e o i S I i i S S N iy St S I S S
| 50 |
B e i S T e i T e S R S e e e s i i T S
| 6 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 9 |
B T e o i S I i i S S N iy St S I S S
| 100 |
B e i S T e i T e S R S e e e s i i T S
| 10 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 3 |
B T e o i S I i i S S N iy St S I S S

Figure N. Exanple of the Sel ection Sequence Statistics
Report Interpretation

Not es:

* The Attained Selection Fractions for Selection Sequence 7 are:
Filter 10: 50/100
Sampl er 5: 6/50
Number of sanples selected: 6

* The Attained Selection Fractions for Selection Sequence 9 are:
Sanmpl er 5: 10/100
Filter 10: 3/10
Number of sanples selected: 3

6.5.4. Accuracy Report Interpretation
In order for the Collecting Process to determ ne the inherent
accuracy of the reported quantities (for exanple, tinestanps), the
PSAMP Devi ce SHOULD send an Accuracy Report Interpretation.
The Accuracy Report Interpretation MIUST be exported by an Options

Tenpl ate Record with a scope that contains the Information El ement
for which the accuracy is required. In case the accuracy is specific
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to a tenplate, a second scope containing the tenplateld value MJIST be
added to the Options Tenplate Record. The accuracy SHOULD be
reported either with the absoluteError Information El enent [ RFC5477]
or with the relativeError Information El ement [ RFC5477].

Accuracy Report Interpretation using the absoluteError Information
El ement :

Scope: i nformati onEl ement | d

Non- scope: absol ut eError

Accuracy Report Interpretation using the absoluteError Information
El enent and a doubl e scope:
Scope: tenpl ateld
i nformati onEl ement | d
Non- scope: absol ut eError

Accuracy Report Interpretation using the relativeError Information
El ement :

Scope: i nformati onEl ement | d

Non-scope: rel ativeError

Accuracy Report Interpretation using the relativeError Information
El emrent and a doubl e scope:
Scope: tenpl ateld
i nformationEl enentld
Non-scope: rel ativeError

For exanple, the accuracy of an Information El enent whose Abstract
Data Type is dateTimeM | Iliseconds [ RFC5102], for which the unit is
specified as nmilliseconds, can be specified with the absol uteError
Information Element with the nilliseconds units. |In this case, the
error interval is the Information El ement value +/- the val ue
reported in the absol uteError

For exanple, the accuracy of an Information El enent to estimte the
accuracy of a sanpled flow, for which the unit would be specified in
octets, can be specified with the relativeError Information El enent
with the octet units. |In this case, the error interval is the

I nformation El ement value +/- the value reported in the relativeError
times the reported Information El enent val ue.

An alternative to reporting either the absoluteError Infornation

El ement or the relativeError Infornmation Elenent in the Accuracy
Report Interpretation, is to report both. For this case whatever is
| east accurate for the reported val ue shoul d be used.

If the accuracy of a reported quantity changes on the Metering
Process, a new Accuracy Report Interpretation MJST be generated. The
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Col l ecting Process MJUST keep the accuracy of the | atest Accuracy
Report Interpretation.

Exanpl e of an Accuracy Report Interpretation using the absol uteError
Informati on El ement and a doubl e scope: the tinmeM croseconds
contained in the Tenplate 5 has an accuracy of +/- 2 ns, represented
by the absol uteError Information El enent.

Scope: tenplateld = 6
i nformati onEl ementld = ti meM croseconds
Non- scope: absoluteError = 2 ns

| PFI X Options Tenpl ate Record:

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Set ID=3 | Length = 22 |
e e i i e e e i S S S e
| Tenpl ate 1D = 267 | Field Count = 3 |
i T i i o T e e e R e e S o o S NI SR
| Scope Field Count 2 | Of tenplateld = 145 |
B T e o i S I i i S S N iy St S I S S
| Scope 1 Length

I+ 1

+-
=2 | 0] InformationEl ementld = 303 |
B s S S i i i ks a ks st S S S S S S
| Scope 2 Length = 2 | Of absol uteError = 320 |
R R R R e e s o S e R S S S S S S e e e e e
| Field Length = 4 |

B il i S S S S S T S S

The associ ated | PFI X Data Record:
0 1 2 3

01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Set ID = 267 | Length = 12 |
B s S S i i i ks a ks st S S S S S S
I 5 | 324 |

T T i i e e e e e E et e i s s SR R SR
| 2 (encoded as a fl oat 32) |
B T e o i S I i i S S N iy St S I S S

Figure O Exanple of the Sel ection Sequence
Statistics Report Interpretation
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Not es:

* absoluteError is of type float64 but is conpressed down to a
fl oat 32 here.

The second exanpl e di spl ays an Accuracy Report Interpretation using
the relativeError Information Elenment and a single scope: the

ti meM croseconds has an error of 5% represented by the
proportional Accuracy | nformation El enent.

Scope: i nformati onEl enentld = tineM croseconds
Non-scope: relativeError = 0.05

| PFI X Options Tenpl ate Record:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Set ID=3 | Length = 18 |
B o T T S e i i Sl NI S e S et ol mt ST T S i S S

| Tenpl ate 1D = 268 | Field Count = 2

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Scope Field Count =1 [0 I'nformationEl enentld = 303

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Scope 1 Length = 2 | Of relativeError= 321

e o T i i o o O S e S ol o S S S s it SR R SR S
| Field Length = 4 |

B i i S S S Tk i o

I+ 1

The associ ated | PFI X Data Record:

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Set ID = 267 | Length = 10
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
I 324 | 0.05 ... |

B Lt r s i i i o o T s ks S R S
| ...(encoded as a float32) |
B i i S S S Tk i o

Fi gure P. Exanple of the Sel ection Sequence
Statistics Report Interpretation

Not es:

* relativeError is of type float64 but is conpressed down to a
fl oat 32 here.
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7.

8.

8.

Security Considerations

As | PFI X has been sel ected as the PSAMP export protocol and as the
PSAMP security requirements are not stricter than the | PFI X security
requirenents, refer to the I PFl X export protocol [RFC5101] for the
security considerations.

In the basic Packet Report, a PSAMP Device exports sonme nunber of
contiguous bytes fromthe start of the packet, including the packet
header (which includes |ink |ayer, network |layer, and other
encapsul ati on headers) and sone subsequent bytes of the packet

payl oad. The PSAMP Devi ce SHOULD NOT export the full payl oad of
conversations, as this would nean wretapping [ RFC2804]. The PSAMP
Devi ce MUST respect local privacy |aws.

| ANA Consi der ati ons

The PSAMP protocol, as set out in this docunent, has two sets of

assi gned nunbers. Considerations for assigning themare discussed in
this section, using the exanple policies as set out in [ RFC5226],

"Cui deli nes for | ANA Consi derations"

1. | PFl X- Rel at ed Consi der ati ons

As the PSAMP protocol uses the |PFI X protocol, refer to the | ANA
consi derations section in [RFC5101] for the assignnents of nunbers
used in the protocol and for the nunbers used in the information
nodel .

2. PSAMP- Rel at ed Consi der ati ons

Each new sel ection nmethod MJUST be assigned a uni que value for the

sel ector Al gorithm Information El ement [RFC5477]. Initial contents of
this registry are found in Section 8.2.1 in [RFC5477]. Its
configuration parameter(s), along with the way to report themwth an
Options Tenplate, MJST be clearly specified.

New assi gnments for the PSAMP sel ection nethod will be adninistered
by 1ANA, on a First Conme First Served basis [ RFC5226], subject to
Expert Revi ew [ RFC5226]. The group of experts nust double check the
Information El enments definitions with already defined Information

El enents for conpl eteness, accuracy, and redundancy. These experts
will initially be drawn fromthe Wrking Goup Chairs and docunent
editors of the I PFI X and PSAMP Wr ki ng G oups.
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