Net wor k Wor ki ng Group
Request for Comments: 5447
Cat egory: Standards Track

D aneter Mbbile | Pv6:

J. Kor honen, Ed.

Noki a Si emens Net wor ks
J. Bournelle

Orange Labs

H. Tschof eni g

Noki a Si enens Net wor ks
C. Perkins

W Chor us

K. Chowdhury

St arent Net wor ks
February 2009

Support for Network Access Server to Dianeter Server Interaction

Status of This Meno
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O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (http://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew t hese docunents carefully, as they describe your rights

and restrictions with respect to this docunent.

Abst ract

A Mbile IPv6 node requires a hone agent address, a hone address, and
a security association with its honme agent before it can start
utilizing Mobile IPv6. RFC 3775 requires that sone or all of these
paraneters be statically configured. Mbbile |IPv6 bootstrappi ng work
ainms to nmake this information dynanically available to the nobile
node. An inportant aspect of the Mobile | Pv6 bootstrappi ng solution
is to support interworking with existing Authentication

Aut hori zation, and Accounting (AAA) infrastructures. This docunent
descri bes M Pv6 boot strappi ng using the Di aneter Network Access

Server to hone AAA server interface
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1

I ntroduction

The Mobile I Pv6 (M Pv6) specification [RFC3775] requires a nobile
node (MN) to performregistration with a home agent (HA) with

i nformati on about its current point of attachnment (care-of address).
The HA creates and naintains the binding between the MN's hone
address and the M\'s care-of address.

In order to register with an HA, the WMN needs to know sone

i nformati on, such as the home |link prefix, the HA address, the home
address(es), the hone link prefix length, and security-association-
related information.

The af orenentioned informati on may be statically configured.

However, static provisioning becomes an adninistrative burden for an
operator. Mbreover, it does not address |oad bal ancing, failover,
opportuni stic honme |ink assignnent, or assignment of local HAs in
close proximty to the M\. Also, the ability to react to sudden
environnental or topological changes is mninmal. Static provisioning
may not be desirable, in light of these linitations.

Dynami ¢ assi gnment of M Pv6 hone registration information is a
desirable feature for ease of deploynment and network mai ntenance.

For this purpose, the AAA infrastructure, which is used for access
aut hentication, can be | everaged to assign sonme or all of the
necessary paranmeters. The Dianmeter server in the Access Service
Provider’'s (ASP's) or Mobility Service Provider’'s (MSP's) network may
return these paraneters to the AAA client. Regarding the
boot st rappi ng procedures, the AAA client m ght either be the Network
Access Server, in case of the integrated scenario, or the HA in case
of the split scenario [ RFC5026]. The ternms "integrated" and "split"
are described in the follow ng term nology section and were

i ntroduced in [ RFC4640] and [ AAA].

Ter m nol ogy and Abbrevi ati ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
Ceneral nobility term nol ogy can be found in [RFC3753]. The
following additional terns are either borrowed from[RFC4640] or

[ RFC5026] or are introduced in this docunent:

Access Service Authorizer (ASA):

A network operator that authenticates an MN and establishes the
M\'s authorization to receive |Internet service.
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Access Service Provider (ASP)

A network operator that provides direct |IP packet-forwarding to
and fromthe M\

Mobility Service Authorizer (NMBA):
A service provider that authorizes MPv6 service.

Mobility Service Provider (MSP)

A service provider that provides MPv6 service. |n order to
obtai n such service, the MN nust be authenticated and authori zed
to do so.

Split Scenari o:

A scenario where the nobility service and the network access
service are authorized by different entities.

I ntegrated Scenari o:

A scenario where the nmobility service and the network access
service are authorized by the sane entity.

Net wor k Access Server (NAS):
A device that provides an access service for a user to a network.
Hone AAA (HAAA):

An Aut henti cation, Authorization, and Accounting server |ocated in
the user’s hone network, i.e., in the home realm

Local AAA (LAAA):

An Aut hentication, Authorization, and Accounting proxy located in
the | ocal (ASP) network.

Visited AAA (VAAA):
An Aut hentication, Authorization, and Accounting proxy located in

a visited network, i.e., inthe visited realm In a roam ng case,
the local Dianeter proxy has the VAAA role (see Figure 1).
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3. Overview

Thi s docunent addresses the Authentication, Authorization, and
Accounting (AAA) functionality required for the M Pv6 boot strappi ng
solutions outlined in [ RFC4640], and focuses on the D aneter-based
AAA functionality for the NAS-to- HAAA (hone AAA) server
communi cati on.

In the integrated scenario, M Pv6 bootstrapping is provided as part
of the network access authentication procedure. Figure 1 shows the
participating entities.

o o e e ee oo e e +
| Access Service Provider | | ASA/ VBA/ ( VSP)
| (Mobility Service Provider)| | |
R . I . .
| | Local | Di amreter | | | Honme | |
| |Diameter|<---------------------- >| Di anet er | |
| |Proxy | (*) | | Server | |
| +-------- + | | F +
| oA || A |
| | | | | (+) |
| |1 || | |
| D anet er | % |
R oo R +
| || | Home | | | | Homre | |
| IRSEREEEE >[Agent | | |  |Agent | |
| ()] [in ASP | | | [in MSP | |
| Vv f +| | f + |

S RS + | EEE | +----------- + S RS + | S U +

| Mobile | 802.1X | | NAS/ Rel ay | | DHCPv6 |

| Node [------------ | Di aret er | ---] Server |

| | PANA, | |Cient [ ()] ||

R + | KEV2, | +----mmee- - + R +

DHCP, . e +

Legend:
(*): Functionality in scope of this specification
(+): Extensions described in other documents.

Figure 1: Mbile | Pv6 Bootstrapping in the Integrated Scenario
In a typical MPv6 access scenario, an MN is attached to an ASP' s
network. During the network attachment procedure, the MN interacts

with the NAS/ D aneter client. Subsequently, the NAS/ D ameter client
interacts with the D aneter server over the NAS-to-HAAA interface.
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When the Dianeter server perfornms the authentication and

aut hori zation for network access, it also deterni nes whether the user
is authorized for the MPv6 service. Based on the MPv6 service

aut hori zation and the user’s policy profile, the D aneter server may
return several M Pv6 bootstrapping-related paraneters to the NAS

The NAS-to-HAAA interface described in this docunent is not tied to
the Dynam ¢ Host Configuration Protocol for |Pve (DHCPv6) as the only
mechani smto convey M Pv6-rel ated configuration parameters fromthe
NAS/ Di ameter client to the nobil e node.

VWhile this specification addresses the bootstrapping of MPve HA

i nformati on and possi bly the assignment of the hone link prefix, it
does not address how the Security Association (SA) between the MN and
the HA for M Pv6 purposes is created. The creation or the use of the
SA between the MN and the HA takes places after the procedures
described in this specification, and therefore are out of scope.

Commands, Attribute-Value Pairs, and Advertising Application Support
1. Advertising Application Support

Thi s docunent does not define a new application. On the other hand,
it defines a nunber of attribute-value pairs (AVPs) used in the
interface between NAS to HAAA for the integrated scenario of M Pv6
boot st rappi ng. These AVPs can be used with any present and future

D aneter applications, where pernitted by the command ABNF. The
exanpl es using existing applications and their commands in the

foll owi ng sections are for informational purposes only. The exanples
in this docunent reuse the Extensible Authentication Protocol (EAP)

[ RFC4072] application and its respective comands.

2. Attribute-Value Pair Definitions
2.1. MP6-Agent-Info AVP

The M P6- Agent-1nfo AVP (AVP code 486) is of type G ouped and

contai ns necessary information to assign an HA to the MN. \Wen the
M P6- Agent-Info AVP is present in a nessage, it MJST contain either

t he M P- Hone- Agent - Address AVP, the M P-Hone- Agent-Host AVP, or both
AVPs. The grouped AVP has the follow ng nodified ABNF (as defined in
[ RFC3588]):

VP- Header: 486 >

M P6- Agent -1 nfo :: A
M P- Home- Agent - Addr ess ]
M
M

*2
P- Horre- Agent - Host ]
P6- Hone- Li nk- Prefix ]
P ]

*

2

<
[
[
[
[
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If both the M P-Hone- Agent - Address and M P- Home- Agent - Host APVs are
present in the M P6-Agent-Info, the M P-Home- Agent - Address SHOULD
have a precedence over the M P-Hone-Agent-Host. The reason for this
recomendation is that the M P-Hone-Agent - Address points to a
speci fic home agent, whereas the M P-Hone- Agent-Host may point to a
group of HAs located within the sane realm A Dianeter client or
agent may use the M P-Hone- Agent-Host AVP, for instance, to find out
in which realmthe HA is | ocated.

The ABNF allows returning up to two M Pv6 HA addresses. This is a
useful feature for deploynents where the HA has both | Pv6 and | Pv4
addresses, and particularly addresses Dual Stack Mbile | Pv6

(DSM Pv6) depl oynent scenarios [ DSM Pv6].

The M P6- Agent-1nfo AVP MAY al so be attached by the NAS or by the
internmedi ating Dianeter proxies in a request nmessage when sent to the
D aneter server as a hint of a locally assigned HA. This AVP MAY

al so be attached by the internediating D aneter proxies in a reply
message fromthe Dianeter server, if locally assigned HAs are

aut horized by the Dianeter server. There MAY be nmultiple instances
of the MP6-Agent-Info AVP in Dianeter messages, for exanple, in
cases where the NAS receives HA information froman MN s hone network
and locally allocated HA information fromthe visited network. See
Section 4.2.5 for further discussion on possible scenarios.

4.2.2. M P-Hone- Agent - Addr ess AVP

The M P- Horre- Agent - Address AVP (AVP Code 334 [ RFC4004]) is of type
Address and contains the I1Pv6 or | Pv4 address of the M Pv6 HA. The
D aneter server MAY decide to assign an HA to the MNthat is in close
proxinmty to the point of attachnent (e.g., deternined by the NAS-
Identifier AVP). There may be other reasons for dynanically
assigning HAs to the M\, for exanple, to share the traffic | oad.

4.2.3. M P-Honme- Agent - Host AVP

The M P- Hone- Agent - Host AVP (AVP Code 348 [ RFC4004]) is of type
Grouped and contains the identity of the assigned MPv6 HA. Both the
Desti nati on- Real m and the Destination-Host AVPs of the HA are

i ncluded in the grouped AVP. The usage of the M P-Home- Agent - Host
AVP is equivalent to the M P-Hone- Agent - Address AVP but offers an
additional level of indirection by using the DNS infrastructure. The
Destination-Host AVP is used to identify an HA, and the Destination-
Real m AVP is used to identify the real mwhere the HA is | ocated.

Dependi ng on the actual depl oynment and DNS configuration, the

Desti nati on- Host AVP MAY represent one or nore home agents. It is
RECOMVENDED t hat the Destination-Host AVP identifies exactly one HA
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It is RECOWENDED that the M P-Hone-Agent-Host AVP is al ways i ncl uded
in the MP6-Agent-Info AVP. In this way, the HA can be associated
with the corresponding realmof the Dianeter entity that added the

M P6- Agent -1 nfo AVP using the Destination-Real m AVP, which is

i ncluded in the M P-Hone- Agent - Host AVP.

4.2.4. M P6-Honme-Li nk-Prefix AVP

The M P6- Home- Li nk-Prefix AVP (AVP Code 125) is of type CctetString
and contains the Mobile IPv6 home network prefix information in a
network byte order. The home network prefix MJST be encoded as the
8-bit prefix length information (one octet) followed by the 128-bit
field (16 octets) for the available home network prefix. The
trailing bits of the IPv6 prefix after the prefix length bits MJST be
set to zero (e.g., if the prefix length is 60, then the remnai ning 68
bits MJST be set to zero).

The HAAA MAY act as a central entity managing prefixes for MNs. In
this case, the HAAA returns to the NAS the prefix allocated to the
M\. The NAS/ ASP then delivers the hone link prefix to the M\ using,
e.g., nechanisns described in [I NTEGRATED]. The NAS/ ASP MAY propose
to the HAAA a specific prefix to allocate to the MN by including the
M P6- Horre- Li nk-Prefix AVP in the request nessage. However, the HAAA
MAY override the prefix allocation hint proposed by the NAS/ ASP and
return a different prefix in the response nessage.

4.2.5. M P6- Feat ur e- Vect or AVP

The M P6- Feat ure-Vector AVP (AVP Code 124) is of type Unsigned64 and
contains a 64-bit flags field of supported capabilities of the NAS/
ASP. Sending and receiving the M P6-Feature-Vector AVP with value 0
MUST be supported, although that does not provide nuch gui dance about
speci fic needs of bootstrapping.

The NAS MAY include this AVP to indicate capabilities of the NAS/ ASP
to the Dianeter server. For exanple, the NAS may indicate that a

| ocal HA can be provided. Sinmilarly, the D aneter server MY include
this AVP to informthe NAS/ ASP about which of the NAS/ ASP i ndicated
capabilities are supported or authorized by the ASA/ MSA(/ NSP).

The followi ng capabilities are defined in this document:
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M P6_| NTEGRATED ( 0x0000000000000001)

Wien this flag is set by the NAS, it neans that the Mbile | Pv6

i ntegrated scenario bootstrapping functionality is supported by
the NAS. Wien this flag is set by the Dianeter server, then the
Mobil e I Pv6 integrated scenario bootstrapping is supported by the
Di aneter server.

LOCAL_HOVE_AGENT_ASSI GNMENT (0x0000000000000002)

When this flag is set in the request nessage, a |ocal honme agent
outside the hone realmis requested and may be assigned to the M\
When this flag is set by the D aneter server in the answer
message, then the assignnment of local HAs is authorized by the

Di anet er server.

A local HA may be assigned by the NAS, LAAA or VAAA dependi ng on
the network architecture and the depl oynent.

The foll owi ng exanpl es show how t he LOCAL_HOVE AGENT_ASSI GNMVENT
(referred to as LOCAL-bit in the exanpl es) capability and the M P-
Agent-Info AVP (referred to as HA-Info in the exanples) are used to
assign HAs -- either a local HA (L-HA) or a honme network HA (H HA).
Bel ow are exanpl es of request nessage conbinati ons as seen by the
HAAA:

LOCAL-bit HA-Info Meaning

- ASP or [LV]AAA is not able to assign an L-HA

L- HA Sanme as above. HA-Info nust be ignored.

- ASP or [LV] AAA can/wi shes to assign an L-HA

L- HA Same as above but the ASP or [LV] AAA al so
provides a hint of the assigned L-HA

R, OO

The sane as above but for answer message conbinations as seen by the
NAS:

LOCAL-bit HA-Info Meaning

No HA assignnment all owed for HAAA or [LV] AAA

L-HA is not allowed. HAAA assigns an H HA

L-HA is allowed. No HAAA- or [LV] AAA-assigned HA
L-HA is allowed. [LV]AAA also assigns an L-HA
L-HA is allowed. HAAA also assigns an HA

L-HA is allowed. HAAA assigns an H HA and

[ LV] AAA al so assigns an L-HA

PR RRPROO

TIET L E,
EEEE ¥

+

An NAS shoul d expect to receive nultiple MP6-Agent-Info AVPs.
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5. Exampl es
5.1. Home Agent Assignment by the NAS

In this scenario, we consider the case where the NAS w shes to
allocate a local HA to the MN. The NAS will also informthe D aneter
server about the HA address it has assigned to the visiting MN (e.g.,
2001: db8: 1:¢c020::1). The D aneter-EAP- Request nessage, therefore,
has the M P6-Feature-Vector with the LOCAL_HOVE_AGENT_ASSI GNVENT and
the M P6_I| NTEGRATED set. The M P6-Agent-1nfo AVP contains the M P-
Home- Agent - Address AVP with the address of the proposed HA

Di anet er

NAS/ VAAA Server
I I
| Di amet er - EAP- Request |
| M P6-Feat ure- Vect or =( LOCAL_HOVE_AGENT_ASSI GNVENT |
| | M P6_I NTEGRATED) |
| M P6-Agent - | nf of |
| M P- Horre- Agent - Addr ess(2001: db8: 1: c020:: 1)} |
|} I
| Aut h- Request - Type=AUTHORI ZE_AUTHENTI CATE |
| EAP-Payl oad( EAP Start) |
[ --mmmmmmm e >|
I
I

...nhore EAP Request/Response pairs...

| |
| Di anet er - EAP- Answer |
| M P6- Feat ur e- Vect or =( LOCAL_HOVE_AGENT_ASSI GNVENT |
| | M P6_I NTEGRATED) |
| Resul t - Code=DI AMETER _SUCCESS |
| EAP- Payl oad( EAP Success) |
| EAP- Mast er - Sessi on- Key |
| (aut hori zation AVPs) |
I I
I
I

NS . |

|
Fi gure 2: Honme Agent Assignment by the NAS

Dependi ng on the Dianeter server’'s configuration and the user’s
subscription profile, the Diameter server either accepts or rejects
the I ocal HA allocated by the NAS. |In our exanple, the D aneter
server accepts the proposal, and the M P6-Feature-Vector AVP with
LOCAL_HOVE_AGENT_ASSI GNMENT flag (together with the M P6_| NTEGRATED
flag) is set and returned to the NAS.
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5.2. Honme Agent Assignnent by the D aneter Server

In this scenario, we consider the case where the NAS supports the

Di aneter M Pv6 integrated scenario as defined in this docunent, but
does not offer |ocal HA assignnent. Hence, the M P6-Feature-Vector
AVP only has the M P6 | NTEGRATED flag set. The Di aneter server

all ocates an HA to the nobil e node and conveys the address in the

M P- Homre- Agent - Address AVP that is encapsulated in the M P6-Agent -
Info AVP. Additionally, the M P6-Feature-Vector AVP has the

M P6_| NTEGRATED fl ag set.

Di anet er

NAS Server

| |

| Dianeter-EAP- Request

| M P6- Feat ure-Vect or =(M P6_| NTEGRATED)

| Aut h- Request - Type=AUTHORI ZE_AUTHENTI CATE

|

I e I R >

|

|

EAP- Payl oad( EAP Start) |

|

| |
| |

...nhore EAP Request/Response pairs...

Di anet er - EAP- Answer
M P6- Agent - | nf o
M P- Homre- Agent - Addr ess(2001: db8: 6000: 302: : 1)

|

|

|

|

|

| }
| M P6- Feat ur e- Vect or =( M P6_I| NTEGRATED)
| Resul t - Code=DI AMETER SUCCESS
| EAP- Payl oad( EAP Success)
| EAP- Mast er - Sessi on- Key
| (aut hori zati on AVPS)
| e

|
|

Fi gure 3: Hone Agent Assignment by the Di ameter Server
5.3. Honme Agent Assignment by the NAS or Di aneter Server

This section shows anot her nessage flow for the M Pv6 integrated
scenari o bootstrappi ng where the NAS inforns the D aneter server that
it is able to locally assign an HA to the MN\. The Dianeter server is
able to provide an HA to the MN but al so authorizes the assignnent of
the local HA. The Dianeter server then replies to the NAS with

HA-r el at ed boot strappi ng i nformation.
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Whet her the NAS/ ASP then offers a locally assigned HA or the
D aneter-server-assigned HA to the MNis, in this exanple, based on
the |l ocal ASP policy.

D aneter

NAS/ VAAA Server
| |
| D amet er - EAP- Request |
| M P6- Feat ure-Vect or =( LOCAL_HOVE_AGENT_ASSI GNIVENT |
| | M P6_I| NTEGRATED) |
| M P6-Agent -1 nfof |
| M P- Home- Agent - Addr ess(2001: db8: 1: c020:: 1)} |
|} |
| Aut h- Request - Type=AUTHORI ZE_AUTHENTI CATE |
| EAP-Payl oad( EAP Start) |
R >
|
|

...hore EAP Request/ Response pairs...

| |
| |
| Di anet er - EAP- Answer |
| M P6- Agent - I nfo{ |
| M P- Hone- Agent - Addr ess(2001: db8: 6000: 302:: 1)} |
| M P6- Feat ur e- Vect or =( LOCAL_HOVE_AGENT_ASSI GNVENT |
| | M P6_I NTEGRATED) |
| Resul t - Code=DI AMETER _SUCCESS |
| EAP- Payl oad( EAP Success) |
| EAP- Mast er - Sessi on- Key |
| (aut hori zation AVPs) |
| |
|
|

NS . |

Figure 4: Honme Agent Assignment by the NAS or Di aneter Server

If the Dianeter server does not allowthe MNto use a locally
assigned HA, the Dianeter server returns to the MN the M P6-Feat ure-
Vector AVP with the LOCAL _HOVE AGENT_ASSI GNMVENT bit unset and the HA
address it all ocated.

6. Attribute-Value Pair Cccurrence Tabl es

Figure 5 lists the M Pv6 bootstrappi ng NAS-to- HAAA i nterface AVPs
along with a specification determ ning how nany of each new AVP nmay
be included in a Dianeter conmand. They nay be present in any

D aneter application request and answer conmands, where permitted by
t he command ABNF.
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oo +
| Command |
[----- L +
Attribute Name | Req | Ans |
------------------------------- [-----4-----]
M P6- Agent - | nfo | 0+ | O+ |
M P6- Feat ur e- Vect or | 0-1 ] 0-1 |
oo - oo - +

Figure 5: Ceneric Request and Answer Conmands AVP Tabl e
7. | ANA Consi derations
7.1. Registration of New AVPs

This specification defines the follow ng AVPs that have been
all ocated froma normal Di aneter AVP Code space (val ues >= 256):

M P6- Agent - | nf o is set to 486
The following new AVPs are to be allocated from RADI US Attri bute Type
space [ RFC2865] so that they are RADI US backward-conpati ble (AVP Code
val ues between 0-255):

M P6- Feat ur e- Vect or is set to 124
M P6- Hone- Li nk- Prefi x is set to 125

7.2. New Registry: Mbility Capability

| ANA has created a new registry for the Mbility Capability as
described in Section 4.2.5.

Token | Val ue | Description
__________________________________ o
M P6_| NTEGRATED | 0x0000000000000001 | [ RFC5447]
LOCAL_HOVE_AGENT_ASS| GNVENT | 0x0000000000000002 | [ RFC5447]
Avai l abl e for Assignnment via | ANA | 27X |

Al'location rule: Only nuneric values that are 2"x (power of two,
where x >= 2) are allowed, based on the allocation policy described
bel ow.

Fol | owi ng the exanpl e policies described in [ RFC5226], new val ues for
the Mobility Capability Registry will be assigned based on the
"Specification Required" policy. No nmechanismto mark entries as
"deprecated" is envisioned.
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8.

Security Considerations

The security considerations for the Dianmeter interaction required to
acconplish the integrated scenario are described in [|NTEGRATED] .
Additionally, the security considerations for the Di aneter base
protocol [RFC3588], the Diameter NASREQ application [ RFC4005], and
the Dianeter EAP application (with respect to network access

aut hentication and the transport of keying material) [RFC4072] are
applicable to this docunment. Devel opers should insure that special
attention is paid to configuring the security associations protecting
the messages that enable the gl obal positioning and allocation of
hone agents, for instance, as outlined in Section 5.

Furt hernmore, the Diameter nessages nmay be transported between the NAS
and the Dianeter server via one or nore AAA brokers or Dianeter
agents (such as proxies). |In this case, the AAA conmunication from
the NAS to the Dianeter server relies on the security properties of
the internedi ate AAA brokers and Di aneter agents.
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