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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (http://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew t hese docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abstr act
Thi s docunent describes a profile of the Sieve extension for

notifications, to allow notifications to be sent over the Extensible
Messagi ng and Presence Protocol (XWPP), also known as Jabber
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1. Introduction
1.1. Overview

The [NOTIFY] extension to the [SIEVE] mail filtering | anguage is a
framework for providing notifications by enploying URIs to specify
the notification mechanism This docunent defines how xnpp URIs (see
[ XMPP-URI]) are used to generate notifications via the Extensible
Messagi ng and Presence Protocol [XWMPP], which is widely inplenmented

i n Jabber instant nmessagi ng technol ogi es.

1.2. Term nol ogy

This docunent inherits term nology from[NOTIFY], [SIEVE], and
[XMPP]. In particular, the terns "paraneter"” and "tag" are used as
described in [NOTIFY] to refer to aspects of Sieve scripts, and the
term"key" is used as described in [ XMPP-URI] to refer to aspects of
an XMPP URI.

The capitalized key words "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWMENDED', " NOT
RECOMVENDED', "NMAY", and "OPTIONAL" in this docunment are to be
interpreted as described in [ TERVG].

2. Definition
2.1. Notify Paranmeter "nethod"

The "nmet hod" parameter MJST be a URI that conforns to the xmpp URI
schene (as specified in [XMPP-URI]) and that identifies an XMPP
account associated with the email inbox. The URI MAY include the
resource identifier of an XMPP address and/or the query conponent
portion of an XMPP URI, but SHOULD NOT include an authority conponent
or fragnment identifier conponent. The processing application MJST
extract an XWMPP address fromthe URI in accordance with the
processing rules specified in [ XMPP-URI]. The resulting XMPP address
MUST be encapsul ated in XMPP syntax as the value of the XMPP 'to
attribute.

2.2. Test notify_method_capability

In response to a notify nmethod capability test for the "online"
notification-capability, an inplenentation SHOULD return a val ue of
"yes" if it has know edge of an active presence session (see

[ XMPP-1 M) for the specified XMPP notification-uri; otherw se, it
SHOULD return a val ue of "maybe" (since typical XMPP systens nay not
all ow a Sieve engine to gain know edge about the presence of XWPP
entities).
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2.3. Notify Tag ":front

If included, the ":fromf tag MJUST be an el ectroni c address that
confornms to the "Mailbox" rule defined in [RFC5321]. The val ue of
the ":fronf tag MAY be included in the human-readabl e XM. char act er
data of the XMPP notification; alternatively or in addition, it MAY
be transfornmed into fornal XMPP syntax, in which case it MJST be
encapsul ated as the value of an XMPP SHI M (St anza Headers and
Internet Metadata) [SHIM header named "Resent-Froni.

2.4. Notify Tag ":inportance”

The ":inportance" tag has no special neaning for this notification
nmechani sm and this specification puts no restriction on its use.

The value of the ":inportance" tag MAY be transforned into XMPP
syntax (in addition to or instead of including appropriate text in
the XML character data of the XMPP <body/> elenment); if so, it SHOULD
be encapsul ated as the value of an XMPP SHI M (Stanza Headers and
Internet Metadata) [SHIM header naned "Urgency", where the XM

character of that header is "high" if the value of the ":inportance"
tag is "1", "medium if the value of the ":inmportance" tag is "2"
and "low' if the value of the ":inportance" tag is "3"

2.5. Notify Tag ": nmessage"
If the ":message" tag is included, that string MJST be transforned
into the XML character data of an XMPP <body/> el ement (where the
string is generated according to the guidelines specified in Section
3.6 of [NOTIFY]).

2.6. Notify Tag ":options"
The ":options" tag has no special nmeaning for this notification
mechanism Any handling of this tag is the responsibility of an
i mpl enent ati on.

2.7. XWMPP Synt ax
The xnpp nechanismresults in the sending of an XMPP nessage to
notify a recipient about an email nessage. The general XWPP syntax
is as follows:

o The notification MIST be an XMPP <nessage/ > stanza.
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0 The value of the XMPP 'from attribute SHOULD be the XMPP address
of the notification service associated with the Sieve engine or
the XMPP address of the entity to be notified. The value of the
XMPP "fromi attribute MIUST NOT be generated fromthe Sieve ":fronf
tag.

0 The value of the XMPP 'to’ attribute MIUST be the XMPP address
specified in the XMPP URI contained in the "method" notify
par aneter.

o The value of the XMPP 'type’ attribute MJST be ' headline’ or
"nor mal ’

0 The XMPP <nmessage/ > stanza MJST include a <body/> child el enent.
If the ":message" tag is included in the Sieve script, that string
MUST be used as the XML character data of the <body/> elenent. |If
not and if the XMPP URI contained in the "method" notify paraneter
specified a "body" key in the query conponent, that val ue SHOULD
be used. Oherwi se, the XML character data SHOULD be sone
configurable text indicating that the nessage is a Sieve
notification.

o The XMPP <nessage/ > stanza MAY include a <subject/> child el enent.
If the XMPP URI contained in the "nethod" notify paraneter
specified a "subject" key in the query conponent, that val ue
SHOULD be used as the XML character data of the <subject/>
element. O herwise, the XM. character data SHOULD be sone
configurable text indicating that the nmessage is a Sieve
notification.

0 The XMPP <nessage/ > stanza SHOULD i nclude a URI, for the recipient
to use as a hint in locating the nessage, encapsul ated as the XM
character data of a <url/> child elenment of an <x/> el enent
qualified by the 'jabber:x: oob’ nanespace, as specified in [OOB].
If included, the URI SHOULD be an Internet Message Access Protoco
[IMAP] URL that specifies the location of the nessage, as defined
in [I MAP-URL], but MAY be another URI type that can specify or
hint at the location of an enail nessage, such as a URI for an
HTTP resource [HTTP] or a Post Ofice Protocol Version 3 (POP3)

mai | box [ POP-URL] at which the nessage can be accessed. It is not
expected that an XMPP user agent shall directly handl e such a URI
but instead that it shall invoke an appropriate hel per application

to handle the URI.
0 The XMPP <nessage/ > stanza MAY include an XMPP SH M (St anza

Headers and Internet Metadata) [SH M header naned "Resent-Front.
If the Sieve script included a ":fromt' tag, the "Resent-Froni
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val ue MUST be the value of the ":from' tag; otherw se, the
"Resent - From' val ue SHOULD be the envel ope recipi ent address of
the original email nessage that triggered the notification

3. Examples

In the follow ng exanples, the sender of the enamil has an address of
<mailto:juliet@xanple.org> the entity to be notified has an emil
address of <mailto:ronmeo@xanpl e. conr and an XMPP address of

roneo@ m exanpl e.com (resulting in an XWMPP URl of

<xnpp: romreo@ m exanpl e. conr), and the notification service associ ated
with the Sieve engine has an XMPP address of notify. exanple.com

Note: In the followi ng exanples, line breaks are included in XMPP
URIs solely for the purpose of readability.

3. 1. Basi ¢ Action

The following is a basic Sieve notify action with only a nethod. The
XM. character data of the XMPP <body/> and <subject/> el enments are
therefore generated by the Sieve engi ne based on configuration. In
addition, the Sieve engine includes a URl pointing to the nmessage.

Basi c action (Sieve syntax)

notify "xnmpp:roneo@ m exanpl e. cont'
The resulting XMPP <message/ > stanza m ght be as foll ows:
Basi c action (XMPP synt ax)

<message from=' notify. exanpl e. com
to="romeo@ m exanpl e. comi
type=" headl i ne’
xm 1 ang="en’ >
<subj ect >SI| EVE</ subj ect >
<body>& t;juliet @xanpl e.com&gt; You got nmil.</body>
<x xm ns='j abber: x: oob’ >
<url >
i map: //romeo@xanpl e. coni | NBOX; Ul DVALI DI TY=385759043/ ; Ul D=18
</url>
</ x>
</ message>
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3.2. Action with "body"

The followi ng action contains a "body" key in the query conponent of
the XMPP URI but no ":nessage" tag in the Sieve script. As a result,
the XML character data of the XMPP <body/> el ement in the XWPP
notification is taken fromthe XMPP URI. In addition, the Sieve

engi ne includes a URI pointing to the nessage.

Action with "body" (Sieve syntax)

notify "xnmpp:roneo@ m exanpl e. con?nmessage
; body=Wher ef or e%20ar t %20t hou%3F"

The resul ting XMPP <nmessage/ > stanza ni ght be as foll ows.
Action with "body" (XMPP syntax)

<nessage from=" notify. exanpl e. coni
to="roneo@ m exanpl e. coni
type=" headl i ne’
xm :lang="en’ >
<subj ect >SI EVE</ subj ect >
<body>Wherefore art thou?</body>
<x xnml ns=’j abber: x: oob’ >
<url >
i map://romeo@xanpl e. con | NBOX; Ul DVALI DI TY=385759044/ ; Ul D=19
</url>
</ x>
</ message>

3.3. Action with "body", ":inportance", ":nessage", and "subject"

The follow ng action specifies an ":inportance" tag and a ": message"
tag in the Sieve script, as well as a "body" key and a "subject" key
in the query conponent of the XMPP URI. As a result, the ":message"
tag fromthe Sieve script overrides the "body" key fromthe XWMPP UR
when generating the XML character data of the XMPP <body/> el enent.
In addition, the Sieve engine includes a URI pointing to the nessage.

Action with "body", ":inportance", ":nessage", and "subject" (Sieve
synt ax)

notify :inportance "1"
:message "Contact Juliet imediately!"
"Xnpp: romreo@ m exanpl e. conPnessage
; body=You%27r e%20i n%20t r oubl e
; subj ect =ALERT%21"
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The resulting XMPP <nessage/ > stanza m ght be as foll ows.

Action with "body", ":inportance", ":nessage", and "subject" (XMPP
synt ax)

<nmessage from=" notify. exanpl e. coni
to="roneo@ m exanpl e. coni
type=" headl i ne’
xm :lang="en’ >
<subj ect >ALERT! </ subj ect >
<body>Cont act Juliet inmmedi ately!</body>
<headers xm ns=" http://jabber. org/protocol/shini>
<header name=' Urgency’ >hi gh</ header >
</ header s>
<x xm ns='j abber: x: oob’ >
<url >
i map://romeo@xanpl e. conl | NBOX; Ul DVALI DI TY=385759045/ ; Ul D=20
</url>
</ x>
</ message>

3.4. Action with ":fronm, ":nmessage", ":inportance", "body", and
"subj ect”
The followi ng action specifies a ":fronl tag, an ":inportance" tag,
and a ":nmessage" tag in the Sieve script, as well as a "body" key and

a "subject" key in the query conmponent of the XMPP URI. As a result,
the ":nessage" tag fromthe Sieve script overrides the "body" key
fromthe XMPP URI when generating the XML character data of the XMPP
<body/> elenent. |In addition, the Sieve engine includes a UR
pointing to the nessage, as well as an XMPP SH M ( St anza Headers and
Internet Metadata) [SHIM header naned "Resent-Fronl (which

encapsul ates the value of the ":fronf tag).

Action with ":fronf, ":inportance", ":nmessage", "body", and "subject"
(Si eve syntax)

notify :from "roneo. ny. roneo@xanpl e. cont
Jimportance "1"
:message "Contact Juliet inmediately!"”
" Xnpp: romreo@ m exanpl e. con?Pnessage
; body=You%27r e%20i n%20t r oubl e
; subj ect =ALERT%21"

The resulting XMPP <nmessage/ > stanza ni ght be as foll ows.
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Action with ":fronf, ":inportance", ":nessage", "body", and "subject"
( XMPP synt ax)

<nessage from=" notify. exanpl e. coni
to="roneo@ m exanpl e. com
type=" headl i ne’
xm ;1 ang="en' >
<subj ect >ALERT! </ subj ect >
<body>Cont act Juliet imrediately!</body>
<headers xm ns="http://jabber.org/protocol/shin>
<header name=' Resent - From >r oneo. ny. r oneo@xanpl e. conk/ header >
<header name=' Urgency’ >hi gh</ header >
</ header s>
<x xm ns='j abber: x: oob’ >
<url >
i map: //romeo@xanpl e. coni | NBOX; Ul DVALI DI TY=385759045/ ; Ul D=21
<furl>
</ x>
</ message>

4. Requirements Conformance

Section 3.8 of [NOTIFY] specifies a set of requirenents for Sieve
notification nmethods. The conformance of the xnpp notification
mechani smis provided here

1. An inplenentation of the xmpp notification nmethod SHOULD NOT
modi fy the final notification text (e.g., to limt the Iength);
however, a given depl oynent MAY do so (e.g., if recipients pay
per character or byte for XMPP nessages). Mbdification of
characters thensel ves shoul d not be necessary, since XWPP
character data is encoded in [UTF-8].

2. An i npl enentation MAY ignore parameters specified in the
":fronf, ":inportance", and ":options" tags.

3. There is no recomended default nessage for an inplenentation to
include if the ":nessage" tag is not specified.

4. A notification sent via the xnpp notification nmethod MAY i ncl ude
a tinestanp in the textual nessage

5. The value of the XMPP 'from attribute MUST be the XMPP address
of the notification service associated with the Sieve engine.
The value of the Sieve ":fronf tag MAY be transforned into the
val ue of an XMPP SHI M (Stanza Headers and I nternet Mt adata)
[SHHM header named "Resent-Fronf.
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6. The value of the XWPP 'to’ attribute MJST be the XWMPP address
specified in the XMPP URI contained in the "method" paraneter.

7. In accordance with [ XMPP-URI], an inplenentati on MIST i gnore any
URI action or key it does not understand (i.e., the URI MJST be
processed as if the action or key were not present). It is

RECOMVENDED to support the XMPP "nessage" query type (see
[QUERIES]) and the associated "body" and "subject" keys, which
SHOULD be mapped to the XWMPP <body/> and <subject/> child

el ements of the XMPP <nessage/ > stanza, respectively. However,
if included, then the Sieve notify ":message" tag MJST be mapped
to the XMPP <body/> el enent, overriding the "body" key (if any)
included in the XMPP URI

8. An inplementati on MUST NOT include any other extraneous
i nformati on not specified in paraneters to the notify action

9. In response to a notify nethod capability test for the "online"
notification-capability, an inplenentation SHOULD return a val ue
of "yes" if it has knowl edge of an active presence session (see
[ XMPP-1M) for the specified XMPP notification-uri, but only if
the entity that requested the test is authorized to know the
presence of the associated XWPP entity (e.g., via explicit
presence subscription as specified in [ XMPP-1M); otherwi se, it
SHOULD return a val ue of "nmaybe" (since typical XMPP systens nmay
not allow a Sieve engine to gain know edge about the presence of
XMPP entities).

10. An inplenmentation SHOULD NOT attenpt to retry delivery of a
notification if it receives an XMPP error of type "auth" or
"cancel ", MAY attenpt to retry delivery if it receives an XWPP
error of type "wait", and MAY attenpt to retry delivery if it
receives an XWPP error of "nodify", but only if it makes
appropriate nodifications to the notification (see [ XMPP]); in
any case, the nunber of retries SHOULD be limted to a
configurabl e nunber no I ess than 3 and no nore than 10. An
i mpl ementation MAY throttle notifications if the nunber of
notifications within a given tine period becomes excessive
according to local service policy. Duplicate suppression (if
any) is a matter of inplenentation and is not specified herein.

5. Internationalization Considerations

Al t hough an XMPP address may contain nearly any [ UNI CODE] character,
the value of the "method" paraneter MJST be a Uniform Resource
Identifier (see [URI]) rather than an Internationalized Resource
Identifier (see [IRI]). The rules specified in [ XMPP-URI] MJST be
fol |l oned when generating XMPP URI s.
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In accordance with Section 13 of RFC 3920, all data sent over XWMPP
MJUST be encoded in [UTF-8].

6. Security Considerations

Depending on the information included, sending a notification can be
conparable to forwarding nail to the notification recipient. Care
nmust be taken when forwarding mail automatically, to ensure that
confidential information is not sent into an insecure environment.
In particular, inplenmentations MIST conformto the security

consi derations given in [NOTIFY], [SIEVE], and [ XMPP].

[ NOTI FY] specifies that a notification nethod MIST provi de nechani sns
for avoiding notification |loops. One type of notification | ocop can
be caused by nessage forwarding; however, such | oops are prevented
because XMPP does not support the forwarding of nmessages from one
XMPP address to another. Another type of notification |oop can be
caused by auto-replies to XMPP nessages received by the XWPP
notification service associated with the Sieve engine; therefore,
such a service MJST NOT auto-reply to XMPP nessages it receives.

A common use case might be for a user to create a script that enables
the Sieve engine to act differently if the user is currently
available at a particular type of service (e.g., send notifications
to the user’s XMPP address if the user has an active session at an
XMPP service). Wether the user is currently available can be
determi ned by neans of a notify_nethod _capability test for the
"online" notification-capability. In XMPP, information about current
network availability is called "presence" (see also [MODEL]). Since
[ XMPP-1M requires that a user nust approve a presence subscription
before an entity can gain access to the user’'s presence information,
alinmted but reasonably safe inplenentation mght be for the Sieve
engi ne to request a subscription to the user’s presence. The user
woul d then need to approve that subscription request so that the

Si eve engi ne can act appropriately dependi ng on whether the user is
online or offline. However, the Sieve engine MIUST NOT use the user’s
presence i nformati on when processing scripts on behalf of a script
owner other than the user, unless the Sieve engine has explicit

know edge (e.g., via integration with an XMPP server’s presence

aut hori zation rules) that the script owner is authorized to know the
user’s presence. Wiile it would be possible to design a nore
advanced approach to the del egation of presence authorization, any
such approach is left to future standards work.
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7. | ANA Consi derati ons

The followi ng tenplate provides the | ANA registration of the Sieve
notification mechani smspecified in this docunent:

To: iana@ ana.org

Subj ect: Registration of new Sieve notification nechanism

Mechani sm nane: xnpp

Mechani sm URI: RFC 5122 [ XMPP- URI ]

Mechani sm speci fic options: none

Per manent and readily avail abl e reference: RFC 5437

Person and enmil address to contact for further information:
Pet er Saint-Andre <registrar@npp. org>

This informati on has been added to the list of Sieve notification
nmechani sns mai ntai ned at <http://ww.iana. org>.
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