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Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (c) 2009 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abst r act

One of the missing features in the existing Internet mail and
messagi ng standards is a facility for server-to-server and server-to-
client event notifications related to nessage store events. As the
scope of Internet nmmil expands to support nore diverse nedia (such as
voice nail) and devices (such as cell phones) and to provide rich
interactions with other services (such as web portals and | ega
conpliance systens), the need for an interoperable notification
systemincreases. This docunment attenpts to enunerate the types of
events that interest real-world consunmers of such a system

Thi s docunent describes events and event paraneters that are usefu

for several cases, including notification to adm nistrative systens
and end users. This is not intended as a replacenent for a nessage
access facility such as | MAP.
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1. Introduction

A nmessage store is used to organize Internet Messages [RFC5322] into
one or nore nail boxes (possibly hierarchical), annotate themin

vari ous ways, and provide access to these nessages and associ at ed

net adata. Three different standards-based protocols have been wi dely
depl oyed to renotely access a nessage store. The Post Ofice
Protocol (POP) [RFC1939] provides sinple downl oad-and-del ete access
to a single mail drop (which is a subset of the functionality
typically associated with a nessage store). The Internet Message
Access Protocol (IMAP) [RFC3501] provides an extensible feature-rich
nmodel for online, offline, and di sconnected access to a nessage store
with mninmal constraints on any associated "fat-client" user
interface. Finally, mail access applications built on top of the
Hypertext Transfer Protocol (HITP) [RFC2616] that run in standards-
based web browsers provide a third standards-based access nechani sm
for online-only access.

Wil e sinple and/ or ad-hoc mechani snms for notifications have sufficed
to some degree in the past (e.g., "Sinple New Mail Notification"

[ RFCA146], "IMAP4 | DLE Conmmand" [RFC2177]), as the scope and

i nportance of message stores expand, the demand for a nore conplete
store notification systemincreases. Sone of the driving forces

behi nd this demand i ncl ude:

o Mbobile devices with intermttent network connectivity that have
"new mai |l " or "message count" indicators.
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o Unified nessaging systens that include both Internet and voice
mail require support for a nessage-waiting indicator on phones.

0 Interaction with systens for event-based or utility-conputing
billing.

o Sinplification of the process of passing nessage store events to
non-Internet notification systens.

0 A calendar systemmay wi sh to subscribe to MessageNew
notifications in order to support i MP [RFC2447].

0 Sone jurisdictions have |aws or regulations for infornation
protection and auditing that require interoperable protocols
bet ween nmessage stores built by nmessagi ng experts and conpliance
auditing systens built by conpliance experts.

Vendors who have depl oyed proprietary notification systens for their
I nternet nessage stores have seen significant demand to provide
notifications for nore and nore events. As a first step towards
building a notification system this docunent attenpts to enunerate
the core events that real -world custoners demand

Thi s docunent includes those events that can be generated by the use
of | MAP4revl [ RFC3501] and sone existing extensions. As new | MAP
extensions are defined, or additional event types or paraneters need
to be added, the set specified here can be extended by neans of an
| ANA registry with update requirements, as specified in Section 6.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
When these words appear in lower-case or with initial capita
letters, they are not RFC 2119 key words.

2. Terninol ogy
The following term nology is used in this docunent:
mai | box
A container for Internet nessages and/or child nail boxes. A

mai | box may or nay not pernmit delivery of new nessages via a mail
del i very agent.

Cel l ens & Newmran St andards Track [ Page 3]



RFC 5423 I nternet Message Store Events March 2009

mai | box identifier
A mail box identifier provides sufficient information to identify a
specific mail box on a specific server instance. An | MAP URL can
be a mail box identifier.

nessage access protocols
Protocols that provide clients (e.g., a mail user agent or web
browser) with access to the nessage store, including but not
limted to | MAP, POP, and HTTP

nessage context
As defined in [ RFC3458].

Ul DVALI DI TY
As defined in | MAP4revl [RFC3501]. U DVALIDITY is critical to the
correct operation of a caching mail client. When it changes, the
client MIUST flush its cache. |It’s particularly inportant to
include UDVALIDITY with event notifications related to nessage
addition or renoval in order to keep the nmessage data correctly
synchroni zed.

3. Event Model

The events that are generated by a nessage store depend to sone
degree on the nodel used to represent a nessage store. The nodel the
| ETF has for a nmessage store is inplicit fromI|MAP4revl and

ext ensions, so that nodel is assuned by this docunent.

A nessage store event typically has an associ ated nmail box name and
usual Iy has an associ ated user nane (or authorization identity if
using the term nology from"Sinple Authentication and Security Layer"
(SASL) [RFC4422]). Events referring to a specific nessage can use an
| MAP URL [ RFC5092] to do so. Events referring to a set of nessages
can use an |MAP URL to the mail box plus an I MAP U D (Uni que
Identifier) set.

Each notification has a type and paraneters. The type determ nes the
type of event, while the paraneters supply information about the
context of the event that may be used to adjust subscription
preferences or may sinply supply data associated with the event. The
types and paraneter nanes in this docunent are restricted to US-ASCl
printable characters, so these events can be easily napped to an
arbitrary notification system However, this docunent assunes that
arbitrary paraneter values (including |large and multi-line val ues)
can be encoded with the notification system Systenms which |ack that
feature could only inplenent a subset of these events.
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Thi s docunent does not indicate which event paraneters are nandatory
or optional. That is done in docunents that specify specific nessage
formats or bindings to a notification system

For scalability reasons, some degree of filtering at event generation
is necessary. At the very least, the ability to turn on and off
groups of related events and to suppress inclusion of large
paraneters (such as nessageContent) is needed. A sophisticated

publ i sh/ subscri be notification systemmy be able to propagate

curmul ative subscription information to the publisher.

Sonme of these events might be logically collapsed into a single event
type with a required paranmeter to distinguish between the cases
(e.g., QuotaExceed and QuotaWthin). However, until such tine that
an event subscription nodel is fornulated, it’s not practical to make
such decisions. W thus note only the fact that sone of these events
may be viewed as a single event type.

4. Event Types

This section discusses the different types of events useful in a
nmessage store event notification system The intentionis to
docunent the events sufficient to cover an overwhelnming majority of
known use cases while |leaving | ess conmon event types for the future.
This section nentions paraneters that are inportant or specific to
the events described here. Event paraneters likely to be included in
nost or all notifications are discussed in the next section

4.1. Message Addition and Del etion

This section includes events related to nessage addition and
del eti on.

MessageAppend
A nmessage was appended or concatenated to a mail box by a nmessage
access client. For the nost part, this is identical to the
MessageNew event type except that the SMIP envel ope information is
not included as a paranmeter, but information about which protoco
triggered the event MAY be included. See the MessageNew event for
nmore i nformation

MessageExpire
One or nore nessages were expired froma nail box due to server
expiration policy and are no |onger accessible by the end user

The paraneters include a mail box identifier that MJST include
U DVALIDI TY and a U D set that describes the nessages.
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I nformati on about which server expiration policy was applied nmay
be included in the future.

MessageExpunge
One or nore nessages were expunged froma nail box by an | MAP
CLOSE/ EXPUNGE, POP3 DELE+QUI T, HTTP, or equivalent client action
and are no | onger accessible by the end user.

The paraneters include a nail box identifier that MJST include
U DVALIDI TY, a U D set, and MAY al so indicate which access
protocol triggered the event.

MessageNew
A new nessage was received into a nmailbox via a nmessage delivery
agent .

The paraneters include a nmessage identifier that, for | MAP-
accessi bl e nessage stores, MJST include U DVALIDI TY and a Ul D.

The paraneters MAY al so include an SMIP envel ope and ot her
arbitrary nmessage and nmil box netadata. In sone cases, the entire
new nessage itself may be included. The set of paraneters SHOULD
be adjustable to the client’s preference, with linits set by
server policy. An interesting policy, for exanple, would be to

i nclude nmessages up to 2K in size with the notification, but to

i nclude a URLAUTH [ RFC4467] reference for |arger nessages.

Quot aExceed
An operation failed (typically MessageNew) because the user’s
mai | box exceeded one of the quotas (e.g., disk quota, nessage
gquota, quota by nmessage context, etc.). The paraneters SHOULD
i nclude at least the relevant user and quota and, optionally, the
mai | box. Quota usage SHOULD be included if possible. Paraneters
needed to extend this to support quota by context are not
presently described in this docunment but could be added in the
future.

QuotaWthin
An operation occurred (typically MessageExpunge or MessageExpire)
that reduced the user’s quota usage under the linit.

Quot aChange
The user’s quota was changed.
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4.2. Message Fl ags
This section includes events related to changes in nmessage fl ags.

MessageRead
One or nore nessages in the mail box were nmarked as read or seen by
a user. Note that POP has no concept of read or seen nessages, SO
these events are only generated by | MAP or HTTP clients (or
equi val ent) .

The paraneters include a mailbox identifier and a set of nmessage

Ul Ds.

MessageTr ash
One or nore messages were narked for future deletion by the user
but are still accessible over the protocol (the user’s client may
or may not make these nessages accessible through its user
i nterface).

The paraneters include a nmail box identifier and a set of nessage
Ul Ds.

FI agsSet
One or nore nessages in the mail box had one or nore | MAP fl ags or
keywor ds set.

The paraneters include a list of | MAP flag or keyword nanes that
were set, a mailbox identifier, and the set of U Ds of affected
messages. The flagNames MUST NOT include \Recent. For
conpatibility with sinpler clients, it SHOULD be configurable
whet her setting the \Seen or \Deleted flags results in this event
or the sinpler MessageRead/ MessageTrash events. By default, the
si npl er nmessage forms SHOULD be used for MessageRead and
MessageTr ash.

Fl agsd ear
One or nore nessages in the mail box had one or nore | MAP fl ags or
keywor ds cl ear ed.

The paraneters include a list of | MAP flag or keyword nanmes that
were cleared, a mailbox identifier, and the set of Ul Ds of

af fected nessages. The flagNanes paraneter MJST NOT incl ude

\ Recent .
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4. 3.

Access Accounti ng

This section lists events related to nessage store access accounti ng.

Logi n

A user has logged into the systemvia | MAP, HTTP, POP, or sone
ot her nechani sm

The paraneters include the domain name and port used to access the
server and the user’s authorization identity. Additional possible
paraneters include the client’s | P address and port, the
authentication identity (if different fromthe authorization
identity), the service nane, the authentication nmechani sm

i nformati on about any negotiated security layers, a tinestanp, and
ot her information.

Logout

4.4.

Thi

A user has | ogged out or otherw se been di sconnected fromthe
message store via | MAP, HTTP, POP, or sone other nechani sm

The paranmeters include the server domain nanme and the user’s

aut hori zation identity. Additional paranmeters MAY include any of
the information fromthe "Login" event as well as information
about the type of disconnect (suggested val ues include graceful
abort, tineout, and security layer error), the duration of the
connection or session, and other information.

Mai | box Managenent
s section lists events related to the nanagenent of nmil boxes.

| boxCreat e

A mai | box has been created, or an access control changed on an

exi sting mail box so that it is now accessible by the user. |If the
mai | box creation caused the creation of new mail boxes earlier in
the hierarchy, separate Mail boxCreate events are not generated, as
their creation is inplied.

The paraneters include the created mail box identifier, its

U DVALI DI TY for | MAP-accessi bl e message stores, and MAY al so

i ndi cate which access protocol triggered the event. Access and
pernmi ssions information (such as Access Control List (ACL)

[ RFC4A314] settings) require a standardi zed format to be incl uded,
and so are left for future extension.
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Mai | boxDel et e
A nai | box has been del eted, or an access control changed on an
existing mailbox so that it is no |onger accessible by the user.
Note that if the mail box has child mail boxes, only the specified
mai | box has been deleted, not the children. The mail box becones
\ NOSELECT, and the hi erarchy remai ns unchanged, as per the
description of the DELETE conmand in | MAP4revl [ RFC3501].

The paraneters include the del eted nmail box identifier and MAY al so
i ndi cate whi ch access protocol triggered the event.

5

i | boxRenane

A nui | box has been renaned. Note that, per the description of the
RENAME conmand in | MAP4revl [ RFC3501], special semantics regarding
the mail box hierarchy apply when INBOX is renaned (child nail boxes
are usually included in the renane, but are excluded when INBOX is
renaned). Wen a mail box other than INBOX is renamed and its
child mail boxes are also renaned as a result, separate

Mai | boxRenanme events are not generated for the child mail boxes, as
their renaning is inplied. |If the renanme caused the creation of
new nmai | boxes earlier in the hierarchy, separate Mil boxCreate
events are not generated for those, as their creation is inplied.
When INBOX is renaned, a new INBOX is created. A Mil boxCreate
event is not generated for the new I NBOX, since it is inplied

The paraneters include the old nail box identifier, the new nail box
identifier, and MAY al so indicate which access protocol triggered
the event.

5

i | boxSubscri be

A nai | box has been added to the server-stored subscription |ist,
such as the one managed by the | MAP SUBSCRI BE and UNSUBSCRI BE
commands.

The paraneters include the user whose subscription |list has been
affected, the nmailbox identifier, and MAY al so indicate which
access protocol triggered the event.

5

i | boxUnSubscri be
A mai | box has been renmoved fromthe subscription |list.

The paraneters include the user whose subscription |ist has been

affected, the nail box identifier, and MAY al so i ndi cate which
access protocol triggered the event.
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5.

Event Paraneters
This section lists paranmeters included with these events.

adm n
Included with all events generated by nessage access protocols.

The authentication identity associated with this event, as
distinct fromthe authorization identity (see "user"). This is
not included when it is the same as the value of the user

par anet er .

bodySt ructure
May be included with MessageAppend and MessageNew.

The | MAP BODYSTRUCTURE of the nessage.

clientIlP
Included with all events generated by nessage access protocols.

The 1 Pv4 or 1 Pv6 address of the nessage store access client that
performed the action that triggered the notification.

clientPort
Included with all events generated by nessage access protocols.

The port nunber of the nessage store access client that perforned
an action that triggered the notification (the port from which the
connection occurred).

di skQuot a
I ncl uded with QuotaExceed, QuotaWthin, and QuotaChange
notifications relating to a user or nailbox disk quota. My be
i ncluded with other notifications.

Disk quota Iinmt in kilobytes (1024 octets).

di skUsed
I ncl uded with QuotaExceed and QuotaWthin notifications relating
to a user or mail box disk quota. My be included with other
notifications.

Di sk space used in kilobytes (1024 octets). Only disk space that
counts against the quota is included.
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envel ope
May be included with the MessageNew notification.

The message transfer envel ope associated with final delivery of
the message for the MessageNew notification. This includes the
MAI L FROM and rel evant RCPT TO line(s) used for final delivery

with CRLF deliniters and any ESMIP paraneters.

f | agNanes
Included with FlagsSet and Fl agsCl ear events. My be incl uded
wi th MessageAppend and MessageNew to indicate flags that were set
initially by the APPEND conmand or delivery agent, respectively.

Alist (likely to be space-separated) of | MAP flag or keyword
names that were set or cleared. Flag nanes begin with a backsl ash
whi |l e keyword nanmes do not. The \Recent flag is explicitly not
permtted in the list.

mai | box| D
Included in events that affect nmail boxes. A URl describing the
mai | box. In the case of MilboxRenane, this refers to the new
name.

maxMessages

I ncl uded with QuotaExceed and QuotaWthin notifications relating
to a user or nmuail box nessage count quota. May be included with
other notifications.

Quota limt on the nunber of nessages in the mail box, for events
referring to a mail box.

messageCont ent
May be included with MessageAppend and MessageNew.

The entire nessage itself. Size-based suppression of this SHOULD
be avail abl e.

nmessagesSi ze
May be included with MessageAppend and MessageNew.

Si ze of the RFC 5322 nessage itself in octets. This value matches

the length of the IMAP literal returned in response to an | MAP
FETCH of BODY[] for the referenced nessage.
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messages
I ncluded with QuotaExceed and QuotaWthin notifications relating
to a user or mail box nessage count quota. May be included with
ot her notifications.

Nunmber of nessages in the mailbox. This is typically included
with nmessage addition and del eti on events.

nodseq
May be included with any notification referring to one nessage.

This is the 64-bit integer MODSEQ as defined in [ RFC4551]. No
assunpti ons about MODSEQ can be nmade if this is omtted.

ol dMai | boxI D
A URl describing the old nane of a renamed or noved nmail box.

pid
May be included with any notification

The process I D of the process that generated the notification

process
May be included with any notification

The nane of the process that generated the notification

server Domai n
Included in Login and optionally in Logout or other events. The
domai n nane or | P address (v4 or v6) used to access the server or
mai | box.

server Port
Included in Login and optionally in Logout or other events. The
port nunber used to access the server. This is often a well-known
port.

server FQDN
May be included with any notification.

The fully qualified domain nane of the server that generated the

event. Note that this may be different fromthe server nanme used
to access the nail box included in the mail box identifier
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service
May be included with any notification.

The nane of the service that triggered the event. Suggested
val ues include "imp", "pop", "http", and "adm ncli™ (for an
adm nistrative client).

tags
May be included with any notification.

A list of UTF-8 tags (likely to be conmma-separated). One or nore
tags can be set at the tinme a notification criteria or
notification subscription is created. Subscribers can use tags
for additional client-side filtering or dispatch of events.

ti mestanp
May be included with any notification.

The tine at which the event occurred that triggered the
notification (the underlying protocol carrying the notification
may contain a timestanp for when the notification was generated).
This MAY be an approxi mate tine.

Ti nestanps are expressed in local tine and contain the offset from
UTC (this information is used in several places in Internet nail)
and are normally in [ RFC3339] fornat.

ui dnext
May be included with any notification referring to a mail box.

The UDthat is projected to be assigned next in the nail box.

This is typically included with message addition and del etion
events. This is equivalent to the U DNEXT status itemin the | MAP
STATUS conmand.

ui dset
I ncluded with MessageExpi res, MessageExpunges, MessageRead,
MessageTrash, FlagsSet, and Fl agsd ear.

This includes the set of | MAP Ul Ds referenced.

uri
Included with all notifications. A reference to the | MAP server

a mail box, or a nessage.
Typically an IMAP URL. This can include the name of the server

used to access the nail box/ nmessage, the nail box name, the
U DVALI DI TY of the mail box, and the U D of a specific nessage.

Cel l ens & Newmran St andards Track [ Page 13]



RFC 5423 I nternet Message Store Events March 2009

6.

user
Included with all events generated by nessage access protocols.

This is the authorization identifier used when the client
connected to the access protocol that triggered the event. Some
protocols (for exanple, many SASL nechani sns) distingui sh between
aut hori zation and authentication identifiers. For events
associated with a mailbox, this may be different fromthe owner of
the mail box specified in the | MAP URL.

| ANA Consi der ations

The 1 ANA has created a new registry for "lInternet Message Store
Events" that contains two sub-registries: event nanes and event
paraneters. For both event names and event paraneters, entries that
do not start with "vnd." are added by the | ETF and are intended for
i nteroperable use. Entries that start with "vnd." are intended for
private use by one or nore parties and are allocated to avoid

col I'i sions.

The initial values are contained in this docunent.

Usi ng | ANA Consi derations [ RFC5226] term nol ogy, entries that do not
start with "vnd." are allocated by | ETF Consensus, while those
starting with "vnd." are allocated First Cone First Served.

Security Considerations

Notifications can produce a |arge amount of traffic and expose
sensitive information. Wen notification nechanisns are used to

mai ntain state between different entities, the ability to corrupt or
mani pul ate notification nessages could enable an attacker to nodul ate
the state of these entities. For exanple, if an attacker were able
to nodify notifications sent froma nessage store to an auditing
server, he could nodify the "user" and "nessageContent™ paraneters in
MessageNew notifications to create false audit log entries.

A conpetent transfer protocol for notifications nmust consider

aut henti cation, authorization, privacy, and nessage integrity, as
wel | as denial -of-service issues. Wile the | ETF has adequate tools
and experience to address these issues for nechanisns that involve
only one TCP connection, notification or publish/subscribe protocols
that are nore sophisticated than a single end-to-end TCP connection
will need to pay extra attention to these issues and carefully

bal ance requirenents to successfully deploy a systemwith security
and privacy considerations.
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Appendi x A, Future Extensions

Thi s docunent specifies core functionality based on events that are
believed to be well understood, have known use cases, and are

i npl emented by at | east one deployed real-world I nternet nessage
store. (A few events are exceptions to the last test only: FlagsSet,
Fl agsd ear, Mail boxCreate, Mil boxDel ete, Mail boxRenane,

Mai | boxSubscri be, and Mail boxUnSubscri be.)

Some events have been suggested but are postponed to future

ext ensi ons because they do not nmeet this criteria. These events

i ncl ude nmessages that have been noved to archive storage and nay
require extra tinme to access, quota by nessage context,

aut hentication failure, user mail account disabled, annotations, and
mai | box ACL or netadata change. The descriptions of several events
note additional paraneters that are |likely candidates for future
inclusion. See Section 6 for howthe |list of events and paraneters
can be extended.

In order to narrow the scope of this docunment to sonething that can
be conpl eted, only events generated fromthe nessage store (by a
nmessage access nodul e, admi nistrative nodul e, or nessage delivery
agent) are considered. A conplete mail systemis normally |inked
with an identity systemthat would al so publish events of interest to
a nmessage store event subscriber. Events of interest include account
creat ed/ del et ed/ di sabl ed and password changed/ expi r ed.
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