Net wor k Wor ki ng Group R Cellens
Request for Comments: 5383 Qual comm
BCP: 143 Cct ober 2008
Category: Best Current Practice

Depl oynment Consi derations for Lenonade- Conpliant NMbobile Email
Status of This Menp
This docunent specifies an Internet Best Current Practices for the
Internet Community, and requests discussion and suggestions for
i mprovenents. Distribution of this neno is unlimted.
Abst ract
Thi s docunent di scusses depl oynment issues and descri bes requirenents
for successful deploynent of nobile enmail that are inplicit in the

| ETF | enbnade docunents.

Tabl e of Contents

1. I NtroduCti ON ..o e 2
2. Conventions Used in This Docunment ............. ..., 2
3. POt S 2
4. TCP CoNNECt i ONS . .ottt e e e e e e 3

4. 1. Lifetime ..o e 4

4.2. Maintenance during Tenporary Transport LOSS ................ 5
. DOrMBNCY .. 6
6. Firewal | s . ... e 6

6.1. Firewall Traversal .......... ... i 7
T NATS 8
8. Security Considerations .......... ... 8
9. AcknNOW edgmMENt S . ... . 10
10. Normative References . ... ... e 10
11. Informative Ref erences .. .... .. ... 10

Gel | ens Best Current Practice [ Page 1]



RFC 5383 Lenmonade Depl oynment Consi derati ons Cct ober 2008

1. Introduction

The | ETF | enpnade group has devel oped a set of extensions to | MAP and
Message Submnission, along with a profile docunment that restricts
server behavior and describes client usage [ PROFILE].

Successful depl oynent of | enonade-conpliant nobile email requires
various functionality that is generally assunmed and hence not often
covered in email RFCs. This docunent describes sonme of these

addi tional considerations, with a focus on those that have been
reported to be problematic.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

3. Ports

Both | MAP and Message Subni ssion have been assigned wel | -known ports
[ ANA] that MJUST be avail able. | MAP uses port 143. Message

Submi ssion uses port 587. It is REQURED that the client be able to
contact the server on these ports. Hence, the client and server
systens, as well as any internediary systens, MJST all ow

conmuni cation on these ports.

Hi storically, Message User Agents (MJAs) have used port 25 for
Message Subni ssion, and [ SUBM SSI ON] does accommopdate this. However,
it has becone increasingly common for |SPs and organi zations to
restrict outbound port 25. Additionally, hotels and other public
acconmodati ons sonetines intercept port 25 connections, regardl ess of
the destination host, resulting in users unexpectedly subnmitting
potentially sensitive comunications to unknown and untrusted third-
party servers. Typically, users are not aware of such interception
(Such interception violates [ FIREWALLS] and has many negative
consequences. )

Due to endemic security vulnerabilities in w dely depl oyed SMIP
servers, organi zations often enploy application-level firewalls that
intercept SMIP and permt only a limted subset of the protocol. New
extensions are therefore nore difficult to deploy on port 25. Since
| enonade requires support for several [SUBM SSION] extensions, it is
extremely inportant that |enobnade clients use, and | enonade servers
listen on, port 587 by default.
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In addition to comunications between the client and server systens,
| enbnade requires that the Message Submi ssion server be able to
establish a TCP connection to the | MAP server (for forward-w thout-
downl oad). This uses port 143 by default.

Messaging clients sonetimes use protocols to store, retrieve, and
update configuration and preference data. Functionality such as
setting a new device to use the configuration and preference data of
anot her device, or having a device inherit default configuration data
froma user account, an organi zation, or other source, is likely to
be even nore useful with small nobile devices. Various protocols can
be used for configuration and preference data; nost of these
protocol s have designated ports. It is inportant that clients be
able to contact such servers on the appropriate ports. As an
exanpl e, one protocol that can be used for this purpose is [ACAP], in
whi ch case port 674 needs to be avail abl e.

Note that systens that do not support application use of [TCP] on
arbitrary ports are not full Internet clients. As a result, such
systens use gateways to the Internet that necessarily result in data
integrity problens.

4. TCP Connections

Both | MAP and Message Subni ssion use [TCP]. Hence, the client system
MJUST be able to establish and maintain TCP connections to these
servers. The Message Subni ssion server MIUST be able to initiate a
connection to the | MAP server. Support for application use of [TCP]
is REQUI RED of both client and server systens.

The requirenents and advice in [ HOST- REQUI REMENTS] SHOULD be
fol | oned.

Note that, for environments that do not support application use of
[TCP] but do so for HITP, enmil can be offered by depl oyi ng webmail .

Webnmail is a conmon termfor enmail over the web, where a server
speaks HTTP to the client and an enmil protocol (often |MAP) to the
mail store. Its functionality is necessarily linmted by the

capabilities of the web client, the webmail server, the protocols
used between the webmail server and the client (HTTP and a markup

| anguage such as HTM.), and between the webmail server and the mai
store. However, if HITP is all that is available to an application
the environnent is by definition limted and thus, functionality
offered to the user nust also be linmted, and can’t be |enopnade
conpliant.
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4.1. Lifetine

In this docunent, "idle" refers to the idle tinme, as in the
"establ i shed connection idle-timeout" of [BEHAVE-TCP], while
"duration" refers to the total tinme that a TCP connecti on has been
est abl i shed.

The duration of the TCP connections between the client and server
systenms for both | MAP and Message Submission can be arbitrarily |ong.
The client system the server, as well as all internediate systens
MUST NOT termi nate these TCP connections sinply because of their
duration (that is, just because of how | ong they have been open).

Lenmonade depends on idle timers being enforced only at the
application level (IMAP and Message Submission): if no data is
received within a period of time, either side MAY terminate the
connection as pernitted by the protocol (see [SUBM SSION] or [INMAP]).
Since | MAP permits unsolicited notifications of state changes, it is
reasonabl e for clients to remain connected for extended periods with
no data bei ng exchanged. Being forced to send data just to keep the
connection alive can prevent or hinder optim zations such as dornancy
node (see Section 5).

Two hours is a fairly common configuration tineout at mn ddl eboxes.
That is, there are a nunber of sites at which TCP connections are
torn down by the network two hours after data was |ast sent in either
direction (for exanple, REQ 5 in [BEHAVE-TCP]). Thus, |enonade
clients and servers SHOULD make sure that, in the absence of a
specific configuration setting that specifies a | onger maxinumidle
interval, the TCP connection does not remain idle for two hours.
This rule ensures that, by default, |Ienonade clients and servers
operate in environments configured with a two-hour nmaximumfor idle
TCP connections. Network and server operators can still permit | MAP
connections to rermain idle in excess of two hours and thus increase
the benefits of dormancy, by configuring | enonade clients and
servers, and network equi pnent, to allowthis.

It has been reported that sone networks inpose duration tine
restrictions of their own on TCP connections other than HTTP. Such
behavior is harnful to email and all other TCP-based protocols. It

i s uncl ear how wi despread such reported behavior is, or if it is an
acci dental consequence of an attenpt at optimizing for HTTP traffic,
implenentation limtations in firewalls, NATs, or other devices, or a
del i berate choice. 1In any case, such a barrier to TCP connections is
a significant risk to the increasing usage of |ETF protocols on such
networks. Note that TCP is designed to be nore efficient when it is

Cel l ens Best Current Practice [ Page 4]



RFC 5383 Lenmonade Depl oynment Consi derati ons Cct ober 2008

used to transfer data over tinme. Prohibiting such connections thus

i mposes hi dden costs on an operator’s network, forcing clients to use
TCP in inefficient ways. One way in which carriers can inadvertently
force TCP connections closed, resulting in users wasting packets by
reopening them is described in Section 7.

Note that systens remain able to term nate TCP connections at any
time based on | ocal decisions, for exanple, to prevent overl oad
during a denial -of-service attack. These nechanisns are pernitted to
take idle time into consideration and are not affected by these
requirenents.

4.2. Maintenance during Tenporary Transport Loss

TCP is designed to withstand tenporary |oss of |ower-|evel
connectivity. Such transient loss is not unconmon in nobile systens
(for example, due to handoffs, fade, etc.). The TCP connection
SHOULD be able to survive tenporary | ower-level |oss when the IP
address of the client does not change (for exanple, short-duration

| oss of the nobile device's traffic channel or periods of high packet
loss). Thus, the TCP/IP stack on the client, the server, and al

i nternmedi ate systens SHOULD naintain the TCP connection during
transient |oss of connectivity.

In general, applications can choose whether or not to enable TCP
keep-alives, but in many cases are unable to affect any other aspect
of TCP keep-alive operation, such as tinme between keep-alive packets,

nunber of packets sent before the connection is aborted, etc. In
some environnents, these are operating systemtuning paraneters not
under application control. In sone cases, operational difficulties

have been reported with application use of the TCP keep-alive option
whi ch nmight be the result of TCP inplementation differences or
defects specific to a platform Lenonade client and server systens
SHOULD NOT set the TCP keep-alive socket option unless operating in
environnments where this works correctly and such packets will not be
sent nore frequently than every two hours. Application-Ilevel keep-
alives (such as | MAP NOOP) MAY be used instead of the TCP keep-alive
option.

Cient, server, and internediate systens MJUST conply with the
"Destination Unreachable -- codes 0, 1, 5" text in Section 4.2.3.9 of
[ HOST- REQUI REMENTS], which states "Since these Unreachabl e nessages
indicate soft error conditions, TCP MJUST NOT abort the connection".
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5.

Dor mancy

Cel lul ar data channels are connection-oriented (they are brought up
or down to establish or tear down connections); it costs network
resources to establish connections. Generally speaking, nobile
device battery charges |last | onger when the traffic channel is used
| ess.

Some nobil e devi ces and networks support dormant node, in which the
traffic channel is brought down during idle periods, yet the PPP or
equi val ent | evel remains active, and the mobile retains its IP

addr ess.

Mai nt enance of TCP connections during dormancy SHOULD be supported by
the client, server, and any internedi ate systens, as described in
Sections 4.1 and 4. 2.

Sendi ng packets just to keep the session active causes unnecessary
channel establishnent and tinmeout; with a long-idle TCP connection
this would periodically bring up the channel and then let it idle
until it tines out, again and again. However, in the absence of
specific configuration information to the contrary, it is necessary
to do this to ensure correct operation by default.

Firewal | s

New services nust necessarily have their traffic pass through
firewalls in order to be usable by corporate enpl oyees or

organi zati on nmenbers connecting externally, such as when using nobile
devices. Firewalls exist to block traffic, yet exceptions nust be
made for services to be used. There is a body of best practices
based on long experience in this area. Nunmerous techniques exist to
hel p organi zati ons bal ance protecting thensel ves and providi ng
services to their menbers, enployees, and/or custonmers. (Descri bing,
or even enunerating, such techniques and practices is beyond the
scope of this docunent, but Section 8 does nention sone.)

It is critical that protocol design and architecture pernmit such
practices, and not constrain them One key way in which the design
of a new service can aid its secure deploynent is to maintain the
one-to-one association of services and port nunbers.
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One or nore firewalls mght exist in the path between the client and
server systens, as well as between the Message Submi ssion and | MAP
servers. Proper deploynent REQU RES that TCP connections be possible
fromthe client systemto the | MAP and Message Submni ssion ports on
the servers, as well as fromthe Message Submi ssion server to the

| MAP server. This may require configuring firewalls to permt such
usage.

Firewal | s deployed in the network path MUST NOT danage protoco
traffic. |In particular, both Message Submi ssion and | MAP connecti ons
fromthe client MIST be permitted. Firewalls MIST NOT partially

bl ock extensions to these protocols, such as by allow ng one side of
an extension negotiation, as doing so results in the two sides being
out of synch, with later failures. See [FIREWALLS] for nore

di scussi on.

Application proxies, which are not uncomon mechani sns, are di scussed
in [ PROXI ES]

6.1. Firewal | Traversa

An often-heard conplaint fromthose attenpting to deploy new services
within an organi zation is that the group responsible for maintaining
the firewall is unable or unwilling to open the required ports. The
group that owns the firewall, being charged w th organi zati ona
network security, is often reluctant to open firewall ports w thout
an understandi ng of the benefits and the security inplications of the
new service

The group wishing to deploy a new service is often tenpted to bypass
the procedure and internal politics necessary to open the firewall
ports. A tenpting kludge is to tunnel the new service over an
existing service that is already pernmitted to pass through the
firewall, typically HTTP on port 80 or sonetines SMIP on port 25.
Some of the downsides to this are discussed in [ KLUDGE]

Such a bypass can appear to be i medi ately successful, since the new
service seens to deploy. However, assuning the network security
group i s conpetent, when they becone aware of the kludge, their
response is generally to block the violation of organizationa
security policy. It is difficult to design an application-I|eve
proxy/firewal |l that can provide such access control w thout violating
the transparency requirenents of firewalls, as described in

[ FIREWALLS]. Collateral danage is conmmon in these circunstances.

The new service (which initially appeared to have been successfully
depl oyed) as well as those existing services that were | everaged to
tunnel the new service, beconme subject to arbitrary and unpredictable
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failures. This encourages an adversarial relationship between the
two groups, which hinders attenpts at resol ution

Even nore serious is what happens if a vulnerability is discovered in
the new service. Until the vulnerability is corrected, the network
security group nmust disable both the new service and the (typically
m ssion-critical) existing service on which it is |ayered.

An often-repeated truismis that any conputer that is connected to a
network is insecure. Security and useful ness are both

consi derations, with organizati ons nmaki ng choi ces about achi eving
acceptabl e neasures in both areas. Deploying new services typically
requires deciding to pernit access to the ports used by the service,
with appropriate protections. Wile the delay necessary to review
the inplications of a new service may be frustrating, in the |ong
run, it is likely to be | ess expensive than a kl udge.

7. NATs

Any NAT boxes that are deployed between client and server systens
MJUST conmply with REQ 5 in [BEHAVE-TCP], which requires that "the
val ue of the ’'established connection idle-tinmeout’ MJST NOT be |ess
than 2 hours 4 m nutes”

See Section 5 for additional information on connection lifetines.

Note that | MAP and Message Submission clients will automatically re-
open TCP connections as needed, but it saves tinme, packets, and
processing to avoid the need to do so. Re-opening | MAP and Message
Submi ssi on connections generally incurs costs for authentication
Transport Layer Security (TLS) negotiation, and server processing, as
well as resetting of TCP behavior, such as windows. It is also
wasteful to force clients to send NOOP conmands just to maintain NAT
state, especially since this can defeat dornancy node

8. Security Considerations

There are numerous security considerations whenever an organi zation
chooses to make any of its services available via the Internet. This
i ncludes email fromnobile clients.

Sites concerned about enmmil security should performa threat

anal ysis, get relevant protections in place, and then nmake a

consci ous decision to open up this service. As discussed in Section
6.1, piggybacking email traffic on the HITP port in an attenpt to
avoid making a firewall configuration change to explicitly permnit
nmobi | e emai | connecti ons woul d bypass this inportant step and reduce
the overall security of the system
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Organi zati ons depl oyi ng a nessagi ng server "on the edge" (that is,
accessible fromthe open Internet) are encouraged to choose one that
has been designed to operate in that environnent.

Thi s docunent does not attenpt to catal ogue either the various risks
an organi zation mght face or the numerous techni ques that can be
used to protect against the risks. However, to help illustrate the
depl oynent considerations, a very snall sanple of sonme of the risks
and count ermeasures appear bel ow.

Some organi zations are concerned that permtting direct access to
their nmail servers via the Internet increases their vulnerability,
since a successful exploit against a mail server can potentially
expose all mail and authentication credentials stored on that server
and can serve as an injection point for spam |In addition, there are
concerns over eavesdropping or nodification of mail data and

aut henti cation credenti al s.

A large nunber of approaches exist that can nmitigate the risks while
all owi ng access to mail services via nobile clients.

Pl aci ng servers inside one or nore DMWs (demilitarized zones, also
call ed perinmeter networks) can protect the rest of the network froma
conprom sed server. An additional way to reduce the risk is to store
aut hentication credentials on a systemthat is not accessible from
the Internet and that the servers within the DMZ can access only by
sending the credentials as received fromthe client and receiving an
aut hori zed/ not authorized response. Such isolation reduces the
ability of a conprom sed server to serve as a base for attacking

ot her network hosts.

Many additional techniques for further isolation exist, such as
having the DMZ | MAP server have no nail store of its own. \Wen a
client connects to such a server, the DMZ | MAP server m ght contact
the authentication server and receive a ticket, which it passes to
the mail store in order to access the client’s mail. |In this way, a
conprom sed | MAP server cannot be used to access the mail or
credentials for other users.

It is inmportant to realize that sinply throwing an extra box in front
of the mail servers, such as a gateway that may use HTTP or any of a
nunber of synchronization protocols to communicate with clients, does
not itself change the security aspects. By adding such a gateway,
the overall security of the system and the vulnerability of the mail
servers, may remain unchanged or may be significantly worsened.
Isolation and indirection can be used to protect against specific
risks, but to be effective, such steps need to be done after a threat
anal ysis, and with an understandi ng of the issues involved.
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Organi zati ons SHOULD depl oy servers that support the use of TLS for
all connections and that can be optionally configured to require TLS.
Wien TLS is used, it SHOULD be via the STARTTLS extensions rather
than the alternate port nethod. TLS can be an effective neasure to
protect against specific threats, including eavesdropping and
alteration, of the traffic between the endpoints. However, just
because TLS is depl oyed does not nean the systemis "secure"

Attenpts at bypassing current firewall policy when depl oyi ng new
servi ces have serious risks, as discussed in Section 6. 1.

It’s rare for a new service to not have associ ated security
consi derations. Making enail available to an organization’s nenbers
usi ng nmobil e devices can offer significant benefits.

9. Acknow edgnents

Chris Newnan and Phil Karn suggested very hel pful text. Brian Ross
and Dave Cridland reviewed drafts and provi ded excel |l ent suggesti ons.

10. Nornmtive References

[ BEHAVE- TCP] Guha, S., Ed., Biswas, K, Ford, B., Sivakunar
S., and P. Srisuresh, "NAT Behaviora
Requirements for TCP', BCP 142, RFC 5382, Cctober
2008.

[ HOST- REQUI REMENTS] Braden, R, Ed., "Requirements for Internet Hosts
- Conmuni cation Layers"”, STD 3, RFC 1122, OCctober

1989.

[ KEYWORDS] Bradner, S., "Key words for use in RFCs to
I ndi cat e Requi renent Level s", BCP 14, RFC 2119,
March 1997.

[ 1 ANA] | ANA Port Nunber Registry,
<http://ww. i ana. or g/ assi gnnent s/ port - nunber s>

[ TCP] Postel, J., "Transm ssion Control Protocol", STD
7, RFC 793, Septenber 1981

11. Informative References
[ ACAP] Newnan, C. and J. Myers, "ACAP -- Application

Configuration Access Protocol", RFC 2244,
Novenber 1997.

Cel l ens Best Current Practice [ Page 10]



RFC 5383

[ FI REWALLS]

[ 1 MAP]

[ KLUDGE]

[ PROFI LE]

[ PROXI ES]

Leno

[ SUBM SSI ON]

Aut hor’ s Addr ess

Randal|l GCell ens
QUALCOW I ncor por at ed
5775 Mor ehouse Drive

nade Depl oynment Consi derations Cct ober 2008

Freed, N., "Behavior of and Requirenents for
Internet Firewalls", RFC 2979, Cctober 2000.

Crispin, M, "INTERNET MESSAGE ACCESS PROTOCOL -
VERSI ON 4rev1", RFC 3501, March 2003.

Moore, K, "On the use of HITP as a Substrate",
BCP 56, RFC 3205, February 2002.

Maes, S. and A. Melnikov, "Internet Email to
Support Diverse Service Environnments (Lenbnade)
Profile", RFC 4550, June 2006.

Chatel, M, "d assical versus Transparent |P
Proxi es", RFC 1919, March 1996.

CGellens, R and J. Klensin, "Message Subm ssion
for Mail", RFC 4409, April 2006.

San Diego, CA 92121
EMai | : randy@ual comm com
Cel l ens Best Current Practice [ Page 11]



RFC 5383 Lenmonade Depl oynment Consi derati ons Cct ober 2008

Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
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Intell ectual Property
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made any independent effort to identify any such rights. [Information
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