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Framework for Transcoding with the Session Initiation Protocol (SIP)
Status of This Menp

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

This docunent defines a franework for transcoding with SIP. This
framework includes how to discover the need for transcodi ng services
in a session and how to i nvoke those transcodi ng services. Two
nodel s for transcodi ng services invocation are discussed: the
conference bridge nodel and the third-party call control nodel. Both
nodel s neet the requirenents for SIP regardi ng transcodi ng services

i nvocation to support deaf, hard of hearing, and speech-inpaired

i ndi vi dual s.
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I ntroduction

Two user agents involved in a SIP [RFC3261] dialog may find it

i npossible to establish a nedia session due to a variety of

i nconpatibilities. Assuming that both user agents understand the
sanme session description format (e.g., SDP [ RFC4566]),

i nconpatibilities can be found at the user agent |evel and at the
user level. At the user agent level, both term nals may not support
any comon codec or may not support conmon nedia types (e.g., a text-
only termnal and an audio-only termnal). At the user |level, a deaf
person will not understand anything said over an audi o stream

In order to make communi cati ons possible in the presence of

i nconpatibilities, user agents need to introduce intermediaries that
provi de transcodi ng services to a session. Fromthe SIP point of
view, the introduction of a transcoder is done in the same way to
resol ve both user level and user agent level inconpatibilities. So,
the invocation nechani sns described in this docunent are generally
applicable to any type of inconpatibility related to how the
information that needs to be conmmunicated is encoded.

Furt hernmore, although this framework focuses on transcoding, the
mechani snms descri bed are applicable to nmedia mani pulation in
general. It would be possible to use them for exanple, to invoke
a server that sinply increases the volune of an audio stream

Thi s docunent does not describe nedia server discovery. That is an
ort hogonal problemthat one can address using user agent provisioning
or other nethods.

The renai nder of this docunent is organized as follows. Section 2
deal s with the discovery of the need for transcoding services for a
particul ar session. Section 3 introduces the third-party cal
control and conference bridge transcoding i nvocation nodels, which
are further described in Sections 3.1 and 3.2, respectively. Both
nodel s neet the requirenents regardi ng transcodi ng services

i nvocation in RFC 3351 [ RFC3351], which support deaf, hard of
hearing, and speech-inpaired individuals.

Di scovery of the Need for Transcodi ng Services

According to the one-party consent nodel defined in RFC 3238

[ RFC3238], services that involve nedia nanipulation invocation are
best invoked by one of the endpoints involved in the comunication
as opposed to being invoked by an internediary in the network.
Following this principle, one of the endpoints should be the one
detecting that transcoding is needed for a particul ar session
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In order to deci de whether or not transcoding is needed, a user agent
needs to know the capabilities of the renmpote user agent. A user
agent acting as an offerer [ RFC3264] typically obtains this know edge
by downl oadi ng a presence docunment that includes nedia capabilities
(e.g., Bob is available on a termnal that only supports audio) or by
getting an SDP description of nedia capabilities as defined in RFC
3264 [ RFC3264].

Presence docunents are typically received in a NOTlIFY request

[ RFC3265] as a result of a subscription. SDP nedia capabilities
descriptions are typically received in a 200 (OK) response to an
OPTI ONS request or in a 488 (Not Acceptable Here) response to an
| NVI TE.

In the absence of presence information, routing logic that involves
parallel forking to several user agents may nmake it difficult (or

i npossible) for the caller to know which user agent will answer the
next call attenpt. For exanple, a call attenpt may reach the user’s
voi cemai | while the next one may reach a SI P phone where the user is
available. |If both terminating user agents have different
capabilities, the caller cannot know, even after the first cal
attenpt, whether or not transcoding will be necessary for the
session. This is a well-known SIP problemthat is referred to as
HERFP (Het er ogeneous Error Response Forking Problen). Resolving
HERFP i s outside the scope of this docunent.

It is recommended that an offerer does not invoke transcodi ng
services before making sure that the answerer does not support the
capabilities needed for the session. Mking wong assunptions about
the answerer’s capabilities can |lead to situati ons where two
transcoders are introduced (one by the offerer and one by the
answerer) in a session that would not need any transcodi ng services
at all.

An exanpl e of the situation above is a call between two GSM

(d obal System for Mobile Commruni cations) phones (w thout using
transcodi ng-free operation). Both phones use a GSM codec, but the
speech is converted from GSMto PCM (Pul se Code Mdul ation) by the
originating MSC (Mobile Switching Center) and from PCM back to GSM
by the ternmi nating MSC

Not e that transcodi ng services can be symetric (e.g., speech-to-text

pl us text-to-speech) or asymetric (e.g., a one-way speech-to-text
transcoding for a hearing-inpaired user that can talKk).
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3.

3.

Transcodi ng Services Invocation

Once the need for transcoding for a particular session has been
identified as described in Section 2, one of the user agents needs to
i nvoke transcodi ng services.

As stated earlier, transcoder |location is outside the scope of this
document. So, we assune that the user agent invoking transcoding
services knows the URI of a server that provides them

I nvoki ng transcodi ng services froma server (T) for a session between
two user agents (A and B) involves establishing two nedi a sessions;
one between A and T and anot her between T and B. How to invoke T's
services (i.e., howto establish both A-T and T-B sessi ons) depends
on how we nodel the transcoding service. W have considered two
nmodel s for invoking a transcoding service. The first is to use
third-party call control [RFC3725], also referred to as 3pcc. The
second is to use a (dial-in and dial-out) conference bridge that
negoti ates the appropriate nmedia paraneters on each individual |eg
(i.e., AT and T-B)

Section 3.1 analyzes the applicability of the third-party cal
control nodel, and Section 3.2 analyzes the applicability of the
conference bridge transcodi ng i nvocati on nodel .

1. Third-Party Call Control Transcodi ng Mde

In the 3pcc transcodi ng nodel, defined in [ RFC4117], the user agent
i nvoki ng the transcoding service has a signalling relationship with
the transcoder and another signalling relationship with the renote
user agent. There is no signalling relationship between the
transcoder and the renote user agent, as shown in Figure 1
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Figure 1: Third-Party Call Control MNodel

This nodel is suitable for advanced endpoints that are able to
performthird party call control. It allows endpoints to i nvoke
transcodi ng services on a streambasis. That is, the nmedia streans
that need transcoding are routed through the transcoder while the
streanms that do not need it are sent directly between the endpoints.
This nodel also allows invoking one transcoder for the sending
direction and a different one for the receiving direction of the sanme
stream

I nvoking a transcoder in the niddle of an ongoing session is al so
quite sinple. This is useful when session changes occur (e.g., an
audi o session is upgraded to an audi o/ vi deo session) and the

endpoi nts cannot cope with the changes (e.g., they had common audi o
codecs but no comon vi deo codecs).

The privacy level that is achieved using 3pcc is high, since the
transcoder does not see the signalling between both endpoints. In
this nodel, the transcoder only has access to the information that is
strictly needed to performits function

3.2. Conference Bridge Transcodi ng Mde
In a centralized conference, there are a nunber of nedia streans

bet ween the conference server and each participant of a conference.
For a given nedia type (e.g., audio) the conference server sends,
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over each individual stream the nmedia received over the rest of the
streanms, typically performing some mxing. |If the capabilities of
all the endpoints participating in the conference are not the sane,
the conference server may have to send audio to different
participants using different audi o codecs.

Consequently, we can nodel a transcoding service as a two-party
conference server that may change not only the codec in use, but also
the format of the nmedia (e.g., audio to text).

Using this nodel, T behaves as a B2BUA (Back-to-Back User Agent) and
the whole A-T-B session is established as described in [ RFC5370].

Fi gure 2 shows the signalling relationships between the endpoints and
t he transcoder.
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Fi gure 2: Conference Bridge Mde

In the conferencing bridge nodel, the endpoint invoking the
transcoder is generally involved in less signalling exchanges than in

the 3pcc nodel. This may be an inportant feature for endpoints using
| ow bandwi dt h or high-delay access links (e.g., sone wreless
accesses).

On the other hand, this nodel is less flexible than the 3pcc nodel
It is not possible to use different transcoders for different streans
or for different directions of a stream
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6.

6.

I nvoking a transcoder in the niddle of an ongoi ng session or changing
fromone transcoder to another requires the renote endpoint to
support the Replaces [RFC3891] extension. At present, not nany user
agents support it.

Si mpl e endpoi nts that cannot perform 3pcc and t hus cannot use the
3pcc nodel, of course, need to use the conference bridge nodel.

Security Considerations

The specifications of the 3pcc and the conferencing transcodi ng
nodel s di scuss security issues directly related to the inplenentation
of those nodels. Additionally, there are sonme considerations that
apply to transcoding in general

In a session, a transcoder has access to at |east sone of the nedia
exchanged between the endpoints. |In order to avoid rogue transcoders
getting access to those nedia, it is recommended that endpoints

aut henticate the transcoder. TLS [RFC5246] and S/M Me [ RFC3850] can
be used for this purpose.

To achi eve a higher degree of privacy, endpoints follow ng the 3pcc
transcodi ng nodel can use one transcoder in one direction and a
different one in the other direction. This way, no single transcoder
has access to all the nedia exchanged between the endpoints.

The fact that transcoders need to access nmedi a exchanged between the
endpoints inplies that endpoints cannot use end-to-end nedia security
mechani sms.  Medi a encryption would not allow the transcoder to
access the nedia, and nedia integrity protection would not allow the
transcoder to nodify the nmedia (which is obviously necessary to
performthe transcoding function). Nevertheless, endpoints can stil
use nedia security between the transcoder and thensel ves.

Contri butors
This docunent is the result of discussions anongst the conferencing
design team The nenbers of this teaminclude Eric Burger, Henning
Schul zri nne, and Arnoud van Wj k.
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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