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Abstract

Thi s docunent defines a Media Gateway Control Protocol (M3CP) package
to support fax calls. The package allows for fax calls to be
supported in tw different ways. The first one utilizes ITUT
Recommendation T.38 for fax relay under the control of the Call

Agent. The second one lets the gateway deci de upon a nethod for fax
transmi ssion as well as handle the details of the fax call w thout
Call Agent involvenent.
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1. Introduction

Thi s docunent defines a Media Gateway Control Protocol (M3CP)

[ RFC3435] package that enables MECP control |l ed gateways to support
fax calls. The package enables fax calls to be supported in two
different ways. The first one utilizes |ITUT Reconmendation T.38
using either UDP Transport Layer (UDPTL) or TCP (see [T38]) for fax
rel ay under the control of the Call Agent. The second one lets the
gat eway deci de upon a nethod for fax transm ssion as well as handle
the details of the fax call without Call Agent involvenent.

The fax package definition is provided in Section 2, and in Section 3
we provide three call flow exanples showing howto use it. Security
consi derations are found in Section 4, followed by the | ANA

consi derati ons and references.
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1.1. Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. Fax Package Definition

A package is defined for fax. The package defines new
Local Connecti onOpti ons, events, and connection paraneters as detail ed

bel ow
Package Nane: FXR
Package Version: 0

2.1. Local Connecti onOptions

A new Fax Local Connecti onOptions (LCO paraneter is defined for fax
handling. The Call Agent supplies this fax LCOto indicate the
desired fax handling procedure to the Media Gateway. The fax LCO
contains a list of desired fax handling procedures ordered by
preference, with the nost desired procedure listed first. \Wen the
paraneter is explicitly included in a conmmand, the gateway MJST be
able to use at | east one of the listed procedures for the conmand to
succeed. Currently, the list can indicate one or nore of the
followi ng procedures (see Sections 2.1.1 to 2.1.4 for further details
on these):

* T.38 Strict:
Use T.38 [T38] with either UDPTL or TCP for fax relay and have the
Call Agent control it. Assumng the procedure can be used (see
Section 2.1.1), a switch to T.38 procedures will be initiated upon
fax detection, and a "t38(start)" event will be generated (see
Section 2.2). This node requires an indication of T.38 support
fromthe renote side in order to be used, as described further in
Section 2.1.1.

* T.38 Loose:
Identical to T.38 Strict procedure, except that an indication of
T.38 support fromthe renpte side is not required for the procedure
to be used.

* OfFf:

Do not invoke any special procedure for fax, except for echo
cancel | ati on adjustnment and possibly switching to another codec.

Andr easen & Hancock I nf or mat i onal [ Page 3]



RFC 5347 M3CP Fax Package Cct ober 2008

* Gat eway:
Let the gateway control and decide how to handl e fax calls without
Call Agent involvenment. This includes the case where the gateway
does not do anything special for fax; hence, by definition this
procedure can al ways be supported. |If the gateway invokes a
speci al procedure upon detection of fax, it will generate a
"gwfax(start)" event to informthe Call Agent of this (see Section
2.2). The Call Agent SHOULD then refrain fromissuing potentially
conflicting commands to the gateway until the gateway ends its
speci al fax handling procedure.

A gateway that ends up not being able to invoke any speci al
procedure for fax will generate a "nopfax(start)" event (see
Section 2.2) upon detection of fax.

The set of possible values (i.e., procedures) for the fax LCOis
extensible. The prefix "x-", which indicates an optional extension
and the prefix "x+", which indicates a nandatory extension, are
reserved for vendor-specific use.

In CreateConnection comrands, the fax LCO val ue defaults to
"gateway". In ModifyConnection commands, the fax LCO val ue defaults
toits current value on the connection. Thus, if

Local ConnectionOptions are omitted or if the fax LCOis not included
in a MdifyConnection conmmand, the previous fax LCO value for the
connection is retained without affecting the outconme of the command,
consequently, the gateway may now not apply any special procedure to
fax. If the Call Agent wants to ensure that a command succeeds only
when a fax procedure is applied, the conmand needs to include the fax
LCO explicitly.

As an exanple of this, assume that the CreateConnection conmrand
successfully specified the use of "T.38 Strict", and a

Modi f yConnecti on command is now recei ved wi thout the fax LCO but
wi th a Renot eConnectionDescriptor indicating no support for T.38.
In this case, the MdifyConnection conmand will succeed, but T.38
procedures will no |l onger be invoked upon fax detection (a
"nopfax" event will be generated). Had the Call Agent instead

i ncluded the fax LCO set to "T.38 Strict", the comrand woul d have
fail ed.

If nultiple fax paraneter values are provided, the gateway MJST

choose one of the procedures specified according to the order in
whi ch they are supplied, except as follows:
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1. If "gateway" woul d have been selected and it would have resulted
in no special procedure being applied, and

2. if there are procedures other than "off" that are specified after
"gateway" (e.g., "t38")

then the gateway MJST use the nost preferred of those subsequent
procedures that can be supported. |f none of those subsequent
procedures can be supported, the gateway reverts to not invoking any
speci al procedure for fax. Please refer to Section 2.1.4 for further
details on determ ni ng which procedures can be supported.

The fax LCO paraneter is encoded as the keyword "fx" (prefixed with
t he package nane per [RFC3435]), followed by a colon and then a
semi col on separated list of values, where T.38 Strict is encoded as
"t38", T.38 Loose is encoded as "t 38-100se", gateway i s encoded as
"gw', and off is encoded as "off".

The following exanple illustrates the use of PCMJ or G 729 for audio
encoding, and T.38 Strict fax relay (preferred) or gateway contro
for fax:

L: a: PCMJ, G729, fxr/fx:t38;gw

It should be noted that M3CP all ows the CreateConnection command to
omit both Local ConnectionOptions and Renot eConnecti onDescri ptor
thereby letting the gateway deci de upon the nedia paranmeters to use.
When the T.38 fax package is supported, the gateway could thus choose
to do either audio or T.38 fax relay in such cases. Mst likely, the
Call Agent requires one or the other to be used, and hence it SHOULD
NOT omit both Local ConnectionOpti ons and Renot eConnecti onDescri ptor

i n CreateConnection comuands.

When auditing capabilities, the fax LCO may be returned with a

sem col on-separated |ist of supported fax handling paraneters. The
val ues "t 38", "t38-loose", "off", and "gw' MAY be omitted from such a
list as they are always inplied. Gateways that inplenent additiona
paraneters SHOULD return these additional paraneters when
capabilities are audited, as illustrated by the follow ng exanpl e:

A: a:image/t38, fxr/fx:nypar,

In the follow ng subsections, we provide additional detail on the
above-defined fax procedures.
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2.1.1. T.38 Procedure (Strict or Loose)

Wien a gateway is instructed to use one of the T.38 procedures
(strict or loose), also known as Call Agent controlled T.38 node, the
"m=" line in the Session Description Protocol (SDP) returned will not
i ndi cate use of UDPTL-based or TCP-based T.38 (unless the gateway was
al so instructed to use "inage/t38" for the nedia strean). Any other
entity seeing this SDP will not know whether or not T.38 is supported
and hence whether it is safe to attenpt a switch to T.38 upon fax
detection. To renedy this dilemm, capability information for T.38
(if supported) using the SDP Sinple Capability Decl aration extensions
[ RFC3407] MUST be included. Oher capability information is included
as well, regardl ess of whether the Call Agent authorized use of those
in the connection handling command. A subsequent attenpt to actually
use these nmay of course not succeed, e.g., because the Call Agent LCO
does not allow themto be used. The follow ng exanple illustrates
the RFC 3407 [ RFC3407] capability descriptor--note the inclusion of
both current (audio) and latent (T.38) capabilities, as specified in
RFC 3407 [ RFC3407]:

mraudi o 3456 RTP/ AVP 18
a=sqn: O

a=cdsc: 1 audi o RTP/ AVP 18
a=cdsc: 2 image udptl t38

For a list of T.38 related paraneters to be included in the SDP
pl ease refer to T.38 Annex D [T38].

Upon fax detection, a gateway that has successfully been instructed
to use one of the T.38 procedures will:

1. Initiate the T.38 fax relay procedure and nute the nedia channe
in both the send and receive direction (unless the nedia channe
is already using T.38).

2. Cenerate a "t38(start)" event.

3. Await further instructions fromthe Call Agent in order to
initiate the actual nedia change (unless the nedia channel is
al ready using T.38).

The Call Agent instructs the gateway to performthe nedia change by
sending it a ModifyConnection command with "image/t38" listed as the
encodi ng nethod in the Local ConnectionOptions (receipt of a

Modi f yConnecti on comand wi t hout Local ConnectionOptions but with a
Renot eConnecti onDescri ptor containing an "n=" line with the MM type
"image/t 38" would achieve the sane). Per the normal M3CP codec
negoti ati on procedures (see [ RFC3435] Section 2.6), if a
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Renot eConnecti onDescri ptor was included as well, it needs to include
an "m=" line with "inage/t38" as an acceptable nedia format in order
for the coomand to succeed. The gateway may choose between the UDPTL
and TCP transport protocols at its own discretion subject to the
normal M3CP codec negotiation procedures (in practice, TCP-based

i npl enentations are currently rare).

I f a RenoteConnectionDescriptor was not included with the

Modi f yConnecti on command sent to a gateway that initiated the T.38
procedure, it is possible (in fact likely), that the last received
Renot eConnecti onDescriptor did not include an "n¥" line listing
"image/t 38" as an acceptable nedia format. |In that case, the
endpoi nt cannot send T.38 nedia to the other side. The endpoint MJST
instead wait for an updated RenoteConnectionDescriptor that contains
"image/t 38" as an acceptable nmedia format and a supported transport
protocol (UDPTL or TCP). The T.38 fax procedure continues when an
accept abl e Renot eConnectionDescriptor is received. An acceptable
Renot eConnecti onDescri ptor contains an "m=" line with the "inage/t 38"
M ME type (using the normal SDP syntax) and a supported transport
protocol (UDPTL or TCP). If the fax call fails (e.g., due to a fax
timeout) while waiting for either the Call Agent to instruct the
gateway to switch to "image/t38" or for an acceptable

Renmot eConnecti onDescriptor, a "t38(stop)"” or a "t38(failure)"” event
MUST be generated. Wien the T.38 procedure ends, a "t38(stop)" or
"t38(failure)" event MJST be generated.

Finally, the Call Agent nmay need to abort a T.38 procedure that is in
progress. This can for exanple be done when the renote side is
unable to switch to T.38, and a fallback to fax passthrough using an
audio codec is attenpted. The Call Agent instructs the endpoint to
abort an in-progress T.38 procedure by use of the "off" fax LCO as
illustrated bel ow

L: fxr/fx:off

We now define "tinme t38init" as the point in tine where the T.38
procedure was initiated, and "tine t38abort" as the point in time
where the Call Agent aborts an in-progress T.38 procedure. |If the
Call Agent at time t38abort instructs or enables the endpoint to
revert to one or nore codecs that were in use just prior to tine
t38init, the endpoint SHOULD use nedia stream paraneters that mmc
the nost recent Local ConnectionDescriptor issued before tine t38init.
For exanple, |P-address and UDP port, payload formats used and their
payl oad type mapping, should all be the same as before tine t38init.
This will enable the fallback to be as rapid as possible. A

Local Connecti onDescriptor is returned as usual, i.e., only if one or
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nore paraneters changed since the | ast Local Connecti onDescri ptor
issued (e.g., if a T.38 LCD was issued or a transport address in the
audi o LCD was changed).

2.1.2. CGateway Procedure

A gateway using the gateway procedure, also known as Gateway
controlled node, nay initiate special fax handling upon detecting a
fax call. The details of this special fax handling are outside the
scope of this document. However, in order to use any special fax
handl i ng, support for it MJST be negotiated with the other side by
passi ng and recogni zing rel evant paraneters via the

Local Connecti onDescri ptor and RenoteConnecti onDescriptor (this

i ncludes the use of RTP-based T.38). |If the other side has not

i ndi cated support for the special fax handling desired, the gateway
MUST NOT attenpt to initiate it. Wen special fax handling is
initiated, a "gwfax(start)" event MJST be generated, thereby enabling
the Call Agent to differ between the Call Agent and gateway
controll ed node while still being infornmed about the actual change to
fax. Wen the special gateway handling of fax ends, a "gwf ax(stop)"
or "gwfax(failure)" event MJST be generated.

2.1.3. Of Procedure

A gateway using the "off" procedure will not invoke any special fax
procedures, e.g., T.38, when detecting a fax. However, the gateway
may still adjust |local echo cancellation and/or switch to an
alternative codec as needed. Also, a "nopfax(start)" event MJIST be
generated; a corresponding "stop" event, however, wll not.

Cenerating a "stop" event would inply that the gateway had to infer
when the fax call ends, which involves processing the nedia stream
However, when using the "off" node, such processing is not expected
to occur.

2.1.4. Mode Qperation

For each of the above nodes, the RenpteConnectionDescriptor provides
i nformati on on what procedure(s) the other side supports. The
following rules are used to determ ne which procedure to use

1. Whatever the Call Agent specified in the Fax
Local Connecti onOptions for the current comand MUST be adhered to.
If the gateway cannot satisfy any of the options, the command
fails (error code 532 -- unsupported value(s) in
Local Connecti onOpti ons i s RECOMVENDED)
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2. | f both Fax Local Connecti onOptions and a
Renmot eConnecti onDescri ptor are provi ded, the procedure sel ected
MUST be supported by both sides -- this is currently only an issue

for "T.38 Strict". A procedure can be satisfied by the renote

side if:

* the relevant M ME nedia type, e.g., "inage/t38", is included in
the "nm=" line in the RenoteConnectionDescriptor, or

* the relevant M ME nmedia type is included as a capability (see
[ RFC3407]) in the RenoteConnectionDescri ptor

If the gateway cannot select any of the procedures in the Fax
Local Connecti onOptions, the comrand fails (error code 532 is
RECOMVENDED). Note that "T.38 Loose", "gateway", and "off" -- by
definition -- can al ways be supported by an inplenmentation that
supports this package, irrespective of what the

Renot eConnecti onDescri ptor indicates.

3. If the Call Agent did not include any Fax Local Connecti onQpti ons
or a RenoteConnectionDescriptor with the command, the gateway MJST
conti nue usi ng whichever procedure it is currently using.

4. |f the Call Agent did not include any Fax Local Connecti onQpti ons,
but a Renot eConnectionDescriptor was included, the gateway MJST

followrule 2 in selecting a procedure. In so doing, the default
Fax Local ConnectionOptions, i.e., "gateway" in CreateConnection
or the current value in MdifyConnection, MJST be used. 1In the

case of Mbdi fyConnection, the outcone of the command does not
depend on the gateway being able to select one of these "default"
procedures (as described in Section 2.1). Note that this is not
an issue for the CreateConnection comrand, since the default val ue
can always be supported by definition

5. A previously received RenoteConnectionDescriptor does not affect
what procedure can be selected. Only a RenoteConnecti onDescri ptor
supplied with the current conmand affects the procedure sel ection
However, in order to send nmedia of a given type (e.g.
"image/t38"), the nost recently received
Renot eConnecti onDescri ptor MJST include a correspondi ng nedi a
I'ine.
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The following exanples illustrate the use of the above rul es:

Per rule 1, a gateway that only supports standard T.38 fax relay wll
fail a command that only contains the fax option "nypar", whereas it
wi |l succeed a command that contains "t38-1oose", "gw', "off", or no
fax LCO A command that only contained "t38", i.e., use of T.38 in
"strict" node, may or nmay not succeed (depending on the

Renot eConnect i onDescri ptor).

A gateway supporting T.38 that receives a CreateConnecti on conmand
with the fax handling LCO set to "t38" and a

Renot eConnecti onDescriptor with neither a T.38 capability nor a T.38
media streamwi |l fail per rule 2. Had the fax handling LCO incl uded
either "t38-1o0o0se", "gw' or "off", the command woul d have succeeded,
and any of the procedures included could have been sel ected.

Assume a gateway supporting T.38 has successfully executed a

Creat eConnection command with fax handling set to "t38" (i.e.

strict). |If the gateway now receives a MdifyConnecti on conmand
without a fax handling LCO but with a RenoteConnecti onDescriptor that
has neither a T.38 capability nor a nmedia streamw th "imge/t 38"

the conmand wi Il succeed (since rule 1 has no effect in that case).
However, per rule 2 and 4, there will not be any T.38 procedure in
place. Had the Call Agent instead included a fax handling LCO set to
"t38" again, the command woul d have failed per rule 2.

Finally, it should be noted that a switch to T.38 can be initiated by
either one or both of the originating and term nati ng gateways and
hence inpl ementati ons MIST be prepared to handle this. This includes
the case where both sides initiate the switch, which for exanple can
occur when the originating fax generates Calling Tone (CNG and the
termi nating fax detects V.21 fax preanble (see [T30]) before the
switch to T.38 has been perforned on the term nating side.

2.1.5. Detecting a Fax Call

A fax call can be detected by several different neans (e.g., V.21 fax
preanble, T.30 CNG tone, or V.8 signals) depending on the fax
transm ssi on nethod being used. |Inplenmentations of this package MJST
at a mininumdetect a fax call based on V.21 fax preanble.

Triggering based on T.30 CNG tone MAY be done; this is generally
consi dered acceptable for G and | ower fax speeds. However, when
used with T.38 version 2 or earlier, it will inpact V.34 high-speed
fax. The reason is that T.38 version 2 (and earlier) does not
support the V.8 ANSam and CM signals used with V.34 fax, and hence
the V.34 faxes will downspeed to G3 (14.400 bps) or |ower when using
T.38 version 2 (or earlier). Also, a fewrare cases of nodens
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generating T.30 CNG tones for non-fax calls have been reported; such
nmodens woul d generate a false trigger for fax. As a consequence of
the above, it is RECOMWENDED that inplenentations of this package
that support T.30 CNG based fax detection provide a configuration
option to disable it for T.38 version 2 (or earlier).

2.1.6. Considerations for Determ ning Wiich Procedures to Request

It is inmportant to understand the inplications of using any one of

t he above defined procedures. Furthernore, multiple alternative
procedures can be requested, however not all conbinations nmake sense.
In this section, we elaborate on both of these issues.

Use of the T.38 Strict node is ideal in an environnment where it is
known that other endpoints generate RFC 3407 [ RFC3407] capability
descriptions with T.38 fax relay information. If a

Renot eConnecti onDescri ptor without T.38 fax relay capabilities is
received in such an environnent, it is known that the other side does
not support T.38, and hence an unsuccessful attenpt to switch to T.38
(which in turn may lead to a failed fax call) can be avoided. |If it
is not known whet her other endpoints support the RFC 3407 [ RFC3407]
capability descriptors, the trade-off is less clear. The advantage
is that a switch to T.38 will only be attenpted if it is known that
the other side supports it, but endpoints that do not indicate
support for T.38 nay still support it; however, T.38 will not be used
with these, which in turn may | ead to unnecessary fax failures with

| ow- bandwi dt h codecs or | ossy networks.

Use of the T.38 | oose node involves the sane considerations as for
T.38 Strict, however the pros and cons are reversed. |f a peer
endpoi nt does not support T.38, the T.38 | oose node will stil
attenpt to switch to T.38 (and fail), which in turn nmay lead to a

failed fax call. On the other hand, if the peer endpoint does not
support the RFC 3407 [ RFC3407] capability descriptors, but the peer
endpoi nt does in fact support T.38, T.38 would still be used with

t hi s node.

In summary, there is no single good answer to the use of either T.38
Strict or T.38 I oose node; it depends on the capabilities of the
endpoi nts involved as well as the trade-off between potentially
letting fax calls fail due to |lack of capability indications (where
T.38 is otherwi se supported) versus potentially letting fax calls
fail due to an unsuccessful switch to T.38 (because T.38 in fact was
not supported). It should be noted that Call Agents nmay have neans
beyond RFC 3407 [ RFC3407] capability descriptors to deternine if a
peer endpoint supports T.38 or not. For exanple, when SIP is used as
the signaling protocol with other peers (e.g., Call Agents or other
SI P devices), the SIP OPTIONS nethod can be used to | earn whether

Andr easen & Hancock I nf or mat i onal [ Page 11]



RFC 5347 M3CP Fax Package Cct ober 2008

T.38 is supported. Also, if the Call Agent allows use of

hi gh- bandwi dt h codecs with redundancy when support for T.38 is not
indicated, fax calls may still succeed w thout the use of T.38, even
in networks with non-negligible packet |oss.

When the gateway controlled node is selected, there will only be
special fax handling if the two peer endpoints support the sane fax
handl i ng nmethod; note that the details of the actual nmethod is
entirely up to the vendor. Also note that if the two peer endpoints
do not support the sanme method for fax handling or if the nethod is
not indicated in the SDP exchanged, there will be no special fax
handling in place. Furthernore, the Call Agent will not be aware
that this is the case until the fax transm ssion starts and a
"nopfax(start)" event is generated.

The of f node is straightforward; there will be no special procedure
in place for fax handling, except for the usual handling of echo
cancel | ati on and possibly a change to a hi gher bandw dth codec.

Havi ng | ooked at the individual procedures in nore detail, we now
el aborate on sonme of the conbinations of procedures that may be
request ed:

* T.38 strict:
If the T.38 strict procedure is placed after the T.38 |oose or the
of f procedure (both of which can al ways be supported), it will not
be selected. Apart fromthis, it nmakes little sense to request
both T.38 strict and T.38 | oose.

* T.38 | oose:
The T.38 | oose procedure can al ways be supported, so any procedure
specified after T.38 loose will not be sel ected.

* Gat eway:
The gateway control |l ed procedure can al ways be supported. |If the
gateway controll ed procedure would have resulted in no special fax
procedure and further options (except off) are provided, those
procedures will be attenpted. |If neither of those procedures can
be supported, there will be no special fax procedure in place.

* OFf:

The of f procedure can al ways be supported. Any procedure specified
after this one will not be sel ected.
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2.2. Events and Signals

The followi ng events are defined in support of the above:

| Synbol | Definition | R | S Dur ati on

| --e- e e et Bt |- |
| owfax | Gateway controlled fax | x| |
| nopfax | No special fax handling | x |

| t38 | T.38 fax rel ay | x|

The definitions of the individual events are provided in the
foll owi ng subsecti ons.

2.2.1. CGateway Controlled Fax (gwfax)

The "gateway controlled fax" event occurs when the gateway handl ed
fax procedure either starts, stops, or fails. The event is encoded
as "gwfax", and the followi ng event paraneters, which apply to
observedEvents only, are defined

* start:
Gateway controlled fax procedure was initiated. The Call Agent
SHOULD refrain fromissuing nmedia handling instructions to the
gateway until either a "gwfax(stop)" or "gwfax(failure)" event is
gener at ed.

* stop:
Gateway controlled fax procedure ended and the gateway did not
detect any errors. Note that this does not necessarily inply a
successfully transmitted fax. It nmerely indicates that the gateway
controll ed fax procedure has ended and the procedure itself did not
encounter any errors. Media paraneters for the connection are as
bef ore the gateway handl ed fax procedure started.

* failure:
The gateway control |l ed fax procedure ended abnornally. Sone kind
of problemwas encountered in the gateway controlled fax procedure,
and the procedure ended. Media paraneters are as before the
gat eway handl ed fax procedure started.

One of the above paraneters will be present when the event is
reported. The "gwfax" event MAY be paraneterized with additiona
paraneters in CbservedEvents, however it is RECOMVENDED t hat one of
the above paraneters is the first parameter supplied. Unknown
paraneters MJST be ignored
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The following exanple illustrates the encoding of the "gwfax" event:

O fxr/gwfax(start)
O fxr/gwf ax(stop, foobar)

2.2.2. No Special Fax Handling (nopfax)

The "no special fax handling" event occurs when there is no specia
fax handling procedure in place and a fax call is detected. This can
happen either because no special fax handling procedure was requested
(including "off") or negotiation resulted in no special fax handling
procedure being supported. The event is encoded as "nopfax", and the
foll owi ng event paraneter, which applies to CbservedEvents only, is
def i ned:

* start:
No special fax handling procedure is in place, however a fax cal
is now detected. The Call Agent may have to issue further comuands
in order to ensure a successful fax call (e.g., switch to another
codec).

The above paraneter will be present when the event is reported. The
"nopf ax" event MAY be paraneterized with additional paraneters on
bservedEvents, however it is RECOWENDED that the above paraneter is
the first paraneter supplied. Unknown paraneters MJST be ignored.
Note that this event currently cannot be paraneterized with "stop" or
"failure" as it only detects the beginning of a fax call.

The followi ng example illustrates the encoding of the "nopfax" event:
O fxr/nopfax(start)
2.2.3. T.38 Fax Relay (t38)

The "T.38 fax relay" event occurs when one of the T.38 fax relay
procedures (strict or loose) either starts, stops, or fails. The
event is encoded as "t38", and the followi ng event paraneters, which
apply to ObservedEvents only, are defined:

* start:
A fax call was detected on the endpoint and the Call Agent
controlled T.38 fax relay procedure was initiated. The Call Agent
SHOULD nodi fy each side of the connection to start using the
"image/t38" nedia format, unless they already do. Note that, as
long as use of the Call Agent controlled T.38 relay procedure is in

effect, the event will be generated upon fax call detection
irrespective of the current encodi ng nmethod on any connecti ons on
the endpoint (incl. "inmage/t38"). The "t38(start)" event MJST be
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generated at nost once by the endpoint per fax call, regardl ess of
whether or not it is requested again in a subsequent requested
events |ist.

* stop:
Call Agent controlled T.38 fax relay procedure ended and the
gateway did not detect any errors. Note that this does not
necessarily inmply a successfully transmitted fax. It nerely
indicates that the Call Agent controlled T.38 fax relay procedure
has ended and the procedure itself did not encounter any errors.
The Call Agent may want to nodify the media paraneters for each
side of the connection. Note that, in contrast to the gateway
controll ed fax procedure case, nedia paraneters such as codecs do
not automatically revert to their values before the start of the
fax call; however, echo cancellation and sil ence suppression do per
the procedures in [ RFC3435] Section 2.3.5. The "t38(stop)" event
MUST NOT be generated unless a corresponding "t38(start)" event for
the fax call in question was generated earlier

* failure:
Call Agent controlled T.38 fax relay procedure ended abnormally.
Some kind of problemin the Call Agent controlled T.38 fax rel ay
procedure was encountered, and the procedure ended. The Call Agent
may want to nodify the nedia paraneters for each side of the
connection. Note that, in contrast to the gateway controlled fax
procedure case, nedia paraneters such as codecs do not
automatically revert to their state before the start of the fax
call; however, echo cancellation and sil ence suppression do per the
procedures in [RFC3435] Section 2.3.5. The "t38(failure)" event
MUST NOT be generated unless a corresponding "t38(start)" event for
the fax call in question was generated earlier

One of the above paraneters will be present when the event is
reported. The "t38" event MAY be paraneterized with additiona
paraneters, however it is RECOMWENDED that one of the above
paraneters is the first paraneter supplied. Unknown paraneters MJST
be i gnored.

The followi ng exanple illustrates the encoding of the "t38" event:

O fxr/t38(start)
O fxr/t38(stop, foobar)

2.3. Connection Paraneters
The connection paraneters for the connection, that measures packets

and octets sent and received, MJST include packets and octets for fax
handling as well. Interarrival jitter and average transm ssion del ay
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cal cul ati on however MAY NOT be perfornmed while fax is in progress,
e.g., if T.38 is used. |In such cases, the interarrival jitter and
average transni ssion delay cal cul ations are sinply suspended unti

cal cul ations can resune, e.g., by changing back to an RTP-based nedia
stream

In addition to these connection paraneters, the fax package defines
the followi ng connection paraneters, which gateways MAY support:

Nunmber of fax pages sent (PGS):

The cunul ati ve nunber of fax pages sent by the endpoint for the
life of the connection. The paraneter is encoded as "PGS', and
the value supplied is a string of up to nine decinmal digits.

Number of fax pages received (PQR):

The cunul ati ve nunber of fax pages received by the endpoint for
the Iife of the connection. The paraneter is encoded as "PGR'
and the value supplied is a string of up to nine decinmal digits.

The following exanple illustrates the use of these paraneters:
P: FXR/ PGS=3, FXR/ PGR=0, PS=1245, 0S=62345,
2.4. Negotiation of T.38 Paraneters

T.38 Annex D [T38] defines a number of T.38 paraneters that can be
negotiated in the SDP. Currently, T.38 does not specify procedures
for how each of these paraneters is negotiated or in particular

whet her each side has to use the same value. Therefore, we

consi dered addi ng such definitions and procedures here. However, it
is expected that T.38 will rectify the above, which could lead to
conflicting definitions and procedures. To avoid that, we instead
assune the existence of an offer/answer [ RFC3264] section for T.38,
where T.38 Annex D paraneters are classified as either declarative or
negoti ated, and we then provide guidelines for howto nmap such
definitions and procedures to the M3CP fax package defined here.

M3CP does not specify use of the offer/answer nodel but instead
operates with the concept of connection handling conmands (e.g.
Creat eConnecti on and Modi f yConnection) that may include a

Renot eConnecti onDescriptor (SDP) and in turn nay generate a
Local Connecti onDescriptor (SDP) in their response.
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When an MGECP endpoi nt receives a CreateConnection comand without a
Renot eConnecti onDescriptor, it should follow the corresponding T.38
procedures for generating an initial offer and return the resulting
SDP in its Local Connecti onDescri ptor.

When an MGECP endpoi nt receives a CreateConnection command with a
Renot eConnecti onDescriptor, it should follow the corresponding T.38
procedures for receiving an initial offer and generating an answer to
it. The resulting SDP is returned in the Local Connecti onDescri ptor

When an MECP endpoi nt receives a MdifyConnection command with a
Renot eConnecti onDescriptor, it cannot deternine whether this
corresponds to an answer to an initial offer or to a new offer. This
is not an issue for declarative paraneters since they can be

speci fied i ndependently in either direction. Negotiated paraneters,
however, require sonme consideration

When an offerer receives an answer to a previous offer, the

negoti ati on has conpl eted and the paraneters negotiated can no | onger
be changed with this offer/answer exchange. The negoti ated
paraneters nmay be subject to certain validation checks. Conversely,
when an answerer receives an offer, the negotiation is open and the
answerer may change sone of the offered negotiated paraneters. Since
the M3CP endpoi nt does not know which situation it is in, it cannot
performthe "offerer" validation checks. Likewi se, in order to
ensure that any required negotiation actually takes place, it needs
to process an incoming SDP as an offer. |If the SDP in fact does
correspond to an offer, then this is obviously correct behavior.
However, if the SDP corresponds to an answer, and one or nore

negoti ated paraneters did change, then this will result in a new SDP
The Call Agent nmay or may not contain sufficient intelligence to

det erm ne whether or not this new SDP needs to result in another

of f er/ answer exchange.

For exanple, if the initial offer (in response to a

Creat eConnection wi thout SDP) contained fax version 2, and the
answer (in response to a CreateConnection with SDP) contained fax
version 0, then the correspondi ng Mddi fyConnecti on command (with
SDP) will result in an updated SDP with fax version also set to
zero. If this was the only change in the updated SDP, a new

of f er/ answer exchange woul d not be needed. Note that this exanple
does not inply that it is generally considered a good idea for

Call Agents to parse SDP in order to deternine whether or not new
of f er/ answer exchanges are needed.

Finally, a ModifyConnection without SDP that generates an SDP needs

to be considered. The SDP generated nay either correspond to an
initial offer/answer exchange or a subsequent offer/answer exchange.
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The endpoint should generate SDP as if it was part of a subsequent
of fer/answer exchange. |If the Call Agent does not desire such
semantics, it can sinply create a new connection instead.

2.5. Inplenmentation Considerations
2.5.1. Media IP Address and Port for T.38

When an endpoint is instructed to change to or fromT.38 for a nedia
stream it SHOULD continue using the sanme | P address and port the
media streamis currently using, since this will mnimze any Quality
of Service, Network Address Translator (NAT), and Firewall
interactions fromthe change. However, if an endpoint has a good
reason, it MAY choose not to follow this recomrendation

When an endpoi nt uses the sanme port for RTP audio and T.38 with

ei ther UDPTL or TCP, packets of one type (e.g., T.38) may be received
whi | e expecting packets of another type (RTP audio). Since there is
explicit signaling to indicate which type is expected at any given
point in tine, this does not introduce any new problenms. |n other
words, the receiver does not operate as a denultiplexer with a need
to determine if a given packet received is an RTP audi o packet or a
T.38 UDPTL/ TCP packet. The receiver sinply processes inconing
packets as usual. |If T.38 packets are expected, then inconing
packets are validated against T.38, and if RTP audi o packets are
expected, then incom ng packets are validated agai nst RTP.

2.5.2. Case Sensitivity

| ANA has registered the uppercase string "UDPTL" as the transport
protocol identifier to be used for UDP-based T.38. However, the
exanpl es provided in Reconmendation T.38, as well as nost (if not
all) current inplenentations, use the | owercase string "udptl"”
instead. Inplenentations conformng to this package SHOULD generate
the | owercase string "udptl" and accept the | owercase, uppercase, and
m xed upper/| owercase strings as being equival ent.

The attribute "T38MaxBitRate" was once incorrectly registered with
| ANA as "T38maxBitRate" (lower-case "nm'). |n accordance with T.38
exanpl es and common i npl enentati on practice, the form "T38MaxBitRate"
SHOULD be generated by inplenentations conformng to this package.

In general, it is RECOWENDED that inplenentations of this package

accept | owercase, uppercase, and ni xed upper/| owercase encodi ngs of
all the T.38 attributes.
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2.5.3. Boolean Indicator After T.38 Paraneters

Some i nplementations incorrectly use a colon (':’) followed by a
nunber (zero or one) after the attributes T38FaxFill Bi t Renpval
T38FaxTranscodi ngMVR, and T38FaxTranscodi ngJBI G | npl enentati ons
that receive such erroneous encodi ngs MAY interpret the value ":0" as
| ack of support for the option and all other val ues as support for
t he option.

3. Call Flow Exanples

In this section, we provide three exanple call flows. The first one
illustrates a T.38 fax call under Call Agent control on both the
originating and ternminating side. The second one illustrates the use
of multiple and different options on the two sides. The third one
illustrates the interaction with a SIP endpoint.
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3.1. Call Agent Controlled T.38 Strict

In this exanple, both sides are under strict T.38 Call Agent control
We assune the originating and term nating Call Agents conmunicate via
the Session Initiation Protocol (SIP) [RFC3261]. Furthernore, the
originating fax machi ne does not generate CNG tone, which is typica
of early (i.e., pre-1993) fax nachi nes.

| #]| GW o | CA-0 | CA-t | GV t |
| ==| I I I I
| 1 <-| CRCX I I I
| 2] 200(sdp-0)|-> I I I
| 3] | INVITE(sdp-0)]|-> |

| 4] I I CRCX(sdp-0) | -> I
| 5| I I <-1200 (sdp-t) I
| 6] I <-|1200(sdp-t) I I
| 7] <- | MDCX(sdp-t) I I I
B I I I
| 9 I I | <- ANS I
| | | | T.30 CED |
| 10] | | | <- V.21 fax
| I I I preanble |
| 11] | | <-| NTFY(t38 start)|
| 12] | | 200]| - > |
| 13] | | MDCX(t 38) | -> |
| 14| | | <-|200(sdp-t2) |
| 15] <-| INVITE(sdp-t2) | |
| 16] <-| MDCX( sdp-t2) | | |
| 17| 200(sdp-02)| -> | |

| 18] | 200(sdp-02) | -> |

| 19] | | MDCX( sdp-02) | - >

| 20| | | <-| 200 |
[21] V.21 fax -> | | |

| | preanble I I I I
| 22| NTFY(t38 start)]|-> | |

| 23] <-| 200 | |

| 24| <-| RONT(T38 event) | |

| 25] 200]| - > | |
[--]-------mm - |- - - |- - - [-----mmmmmm- - - I
| 26| | | | (fax ends) |
| 27| | | <-| NTFY(t 38 stop)

| 28| | | 200| - > |
| 29] NTFY(t 38 stop) |-> | |

| 30] <-| 200 | |

Andr easen & Hancock I nf or mat i onal [ Page 20]



RFC 5347 M3CP Fax Package Cct ober 2008

Step 1:

The Call Agent issues a CreateConnection command to the gateway,
instructing it to use PCMJ nedi a encoding and to use the strict Cal
Agent controlled T.38 procedure. Consequently, the Call Agent asks
the gateway to notify it of the "t38" event:

CRCX 1000 ds/dsl-1/1@w- o.exanple.net MCP 1.0
1

a: PCMJ, fxr/fx:t38

recvonly

fxr/t38

1

@

XA

Step 2:

The gat eway acknow edges the command and includes SDP with codec
i nformati on and RFC 3407 [ RFC3407] capability information

200 1000 &K
1:1

v=0

0=- 25678 753849 INIP4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mraudi o 3456 RTP/ AVP 0O

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38

Step 3:

The originating Call Agent sends a SIP INVITE nessage with the SDP to
the terminating Call Agent.
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Step 4.

The termnating Call Agent issues a CreateConnection comrand to the
term nating gateway, instructing it to use PCMJ nedia encoding and to
use the strict Call Agent controlled T.38 procedure. Consequently,
the Call Agent asks the gateway to notify it of the "t38" event:

CRCX 2000 ds/dsl-1/2@wt.exanple.net MCP 1.0
C 2

L: a:PCWMJ, fxr/fx:t38

M sendrecv

R fxr/t38

X 20

v=0

0o=- 25678 753849 INIP4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

nmFaudi o 3456 RTP/ AVP 0

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38

Step 5:

The terminating gateway supports T.38, and the

Renot eConnecti onDescri ptor included indicates that the other side
supports T.38 as well, so the strict T.38 Call Agent controlled
procedure requested can be used. The term nating gateway sends back
a success response with its SDP, which also includes capability

i nformati on:

200 2000 &

1:2

v=0

0=- 25678 753849 IN I1P4 192.0.2.2
S=-

c=IN1P4 192.0.2.2

t=0 0

mFaudi o 1296 RTP/ AVP 0O

a=sqgn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38

Andr easen & Hancock I nf or mat i onal [ Page 22]



RFC 5347 M3CP Fax Package Cct ober 2008

Step 6:

The terminating Call Agent sends back a SIP 200 OK response to the
originating Call Agent, which in turn sends a SIP ACK (not shown).

Step 7:

The originating Call Agent in turn sends a MdifyConnecti on comrand
to the originating gateway:

MDCX 1001 ds/dsl-1/1@w o. exanpl e. net MECP 1.0

C 1

1.1

M sendrecv

v=0

0o=- 25678 753849 INIP4 192.0.2.2
S=-

c=INIP4 192.0.2.2

t=0 0

mFaudi o 1296 RTP/ AVP 0

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38

The Modi f yConnection comrand does not repeat the
Local ConnectionOptions sent previously. As far as fax handling is
concerned, the gateway therefore attenpts to continue using the

current fax handling procedure, i.e., strict Call Agent controlled
T.38. Since the capability infornmation indicates the other side
supports T.38, the gateway will in fact be able to use the strict

Call Agent controlled T.38 procedure. Had there not been any support
for T.38 in the RenoteConnectionDescriptor, then this conmand woul d
still have succeeded, however there would be no special fax handling
procedure (since strict node could not be supported).

Step 8:
The gat eway acknow edges the command. At this point, a call is
est abl i shed usi ng PCMJ encoding, and if a fax call is detected, the

Call Agent controlled T.38 procedure will be initiated.
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Steps 9-11:

A fax call now occurs. The T.30 CED tone (a.k.a. V.25 ANS) is sent
-- in this case, it is sinply passed through the current PCWVJ
encodi ng. Since both fax and nodemcalls can start with this
sequence, it is not possible to deternmine that this is a fax call
until step 10, where the V.21 fax preanble is detected.

The gateway was instructed to apply the Call Agent controlled T.38
procedure for fax calls, so it begins to nute audio, generates the
"t38(start)" event, and notifies the Call Agent:

NTFY 2500 ds/dsl-1/2@wt.exanple.net M3CP 1.0
O fxr/t38(start)
X 20

Step 12:

The Call Agent acknow edges the Notify conmand:
200 2500 XK

Step 13:

The Call Agent then instructs the ternminating gateway to use the
"image/t 38" M ME type instead:

MDCX 2002 ds/dsl-1/2@wt.exanpl e. net MECP 1.0
C 2

I: 2

L: a:image/t38

R fxr/t38

X 21
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Step 14:

The gateway changes to T.38 and sends back a success response wth
updat ed SDP

200 2002 X

v=0

0=- 25678 753850 IN IP4 192.0.2.2
S=-

c=IN P4 192.0.2.2

t=0 0

mei nrage 1296 udptl t38

a=sqgn: O

a=cdsc: 1 audio RTP/AVP O 18
a=cdsc: 3 image udptl t38

Note that since the gateway’s current RenoteConnectionDescriptor (as
opposed to the Local Connecti onDescriptor returned here) does not I|ist
"image/t38" as a valid encoding nethod, the terminating gateway is
still nmuting the nedia and is now waiting for an updated

Renmot eConnecti onDescriptor with "inage/t 38"

Step 15:

The terminating Call Agent sends a re-INVITE to the originating Cal
Agent with the updated SDP

Step 16:

The originating Call Agent then sends a MdifyConnection conmand to
the originating gateway:

MDCX 1003 ds/dsl-1/1@w o. exanpl e. net MECP 1.0
C 1
.1

v=0

0=- 25678 753850 IN I P4 192.0.2.2
S=-

c=IN P4 192.0.2.2

t=0 0

mei nage 1296 udptl t38

a=sqgn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38

Andr easen & Hancock I nf or mat i onal [ Page 25]



RFC 5347

Step 17:

200 1003 &

v=0

0=- 25678 753850 INI1P4 192.0.2.1

S=-

c=INI1P4 192.0.2.1

t=0 0

mFi nrage 3456 udptl t38
a=sqgn: O

a=cdsc: 1 audio RTP/AVP O 18
a=cdsc: 3 image udptl t38

M3CP Fax Package

Step 18:

The originating Call
updated SDP to the terminating Call

ACK (not shown).

Step 19:

The terminating Call

SDP to the terminating gateway

MDCX 2003 ds/dsl-1/2@wt.exanpl e. net MECP 1.0

C 2
l: 2

v=0

0=- 25678 753850 INI1P4 192.0.2.1

s=-

cC=IN1P4 192.0.2.1

t=0 0

mei mage 3456 udpt

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0O 18

a=cdsc: 3 image udptl
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Agent sends a ModifyConnection with the updated
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Step 20:
The termi nating gateway sends back a success response:

200 2003 X
Since the terninati ng gateway now has a Renot eConnecti onDescri ptor
with "inmage/t38" as valid nmedia, it can start exchanging T.38 with
the originating gateway.
Steps 21, 22:
The originating endpoint detects V.21 fax preanble. Even though the
endpoint is already using "inmage/t38" for nedia, it generates a
"t38(start)" event and notifies the Call Agent.

NTFY 3500 ds/dsl-1/1@w o. exanpl e. net MECP 1.0

O fxr/t38(start)

X1
Steps 23, 24:

The Call Agent acknow edges the Notify command, then issues a new
request for notification of the "t38" event.

200 3500 X
i?Q\IT 1004 ds/dsl-1/1@w- o. exanpl e.net M3CP 1.0
R fxr/t38
X 2
Step 25:
The gat eway acknow edges the comand.
200 1004 &
St eps 26, 27:

When the fax ends, a "t38(stop)" event is generated by the
term nating endpoint, which is notified to the Call Agent:

NTFY 2501 ds/dsl-1/2@wt.exanpl e.net MECP 1.0

O t38(stop)
X 21
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Step 28:

The Call Agent acknow edges the Notify command:
200 2501 &

Step 29:

The originating endpoint al so generates a "t38(stop)" event, which is
notified to the Call Agent:

NTFY 3502 ds/dsl-1/1@w o. exanpl e. net MECP 1.0
O t38(stop)
X 2

Step 30:

The Call Agent acknow edges the Notify conmand:

200 3502 XK
The fax call is now over. The Call Agent may now decide to change
back to a voice codec, delete the connection, or do sonething
different.
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3.2. Miltiple and Different Options

In this exanple, the originating gateway is instructed to use the
gat eway procedure, whereas the terminating gateway is given a choice
bet ween the gateway procedure and the strict t38 procedure.
Furthernore, the originating fax machine is generating CNG tone.

| #]| GV o | CA-0 | CA-t | GV t |
| == I I I I
| 1] <-| CRCX I I I
| 2| 200(sdp-0) | -> I I I
| 3] | I NVITE(sdp-0)]|-> |

| 4] I I CRCX(sdp-0) | -> I
| 5| I I <-1200 (sdp-t) I
| 6] I <-|1200(sdp-t) I I
| 7] <-| MDCX('sdp-t) I I I
B I I I
| 9| CNG - > I I I
| 10] | | | <- ANS/ T.30 CED
| 11§ | | | <- V.21 fax

| | I I I preanbl e I
| 12] | | <-| NTFY(t38 start)|
| 13| | | 200]| - > |
| 14| | | MDCX(t 38) ] -> |
| 15] | | <-|200(sdp-t2) |
| 16] | <-| I NVI TE(sdp-t2) | |
| 17] <- | MDCX(sdp-t2) | | |
| 18| 200(sdp-02) | -> | |

| 19] | 200(sdp-02)| -> |

| 20| | | MDCX( sdp-02) | - > |
| 21] | | <-| 200 |
|--]------mmm - [----mmmmmmme - [----mmmmmmme - [-----mmmmmm- - I
| 22| | | | (fax ends) |
| 23] | | <-| NTFY(t 38 stop)

| 24| | | 200]| - > |
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Step 1:

The Call Agent issues a CreateConnection command to the gateway,
instructing it to use PCMJ nedi a encodi ng and to use the gateway
procedure. Consequently, the Call Agent asks the gateway to notify
it of the "gwfax" event:

CRCX 1000 ds/dsl-1/1@w- o.exanple.net MCP 1.0
1

a: PCMU, fxr/fx:gw

recvonly

fxr/ gwf ax

1

@

XA

Step 2:

The gat eway acknow edges the command and includes SDP with codec
i nformati on and capability information

200 1000 &K

1:1

v=0

0o=- 25678 753849 IN P4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

nFaudi o 3456 RTP/ AVP 0O

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38
a=X- FaxSchene: 123

We assume the gateway supports some other fax schene, and it
indicates this by including an attribute "X-FaxSchenme: 123"

Step 3:

The originating Call Agent sends a SIP I NVITE nessage with the SDP to
the term nating Call Agent.
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Step 4.

The termnating Call Agent issues a CreateConnection comrand to the
term nating gateway, instructing it to use PCMJ nedia encoding and to
use either the gateway procedure or the strict Call Agent controlled
T.38 procedure. Consequently, the Call Agent asks the gateway to
notify it of both the "gwfax" and "t 38" events:

CRCX 2000 ds/dsl-1/2@wt.exanple.net MCP 1.0

C 2

L: a:PCWMJ, fxr/fx:gw t38
M sendrecv

R fxr/t38, fxr/gw ax

X 20

v=0

0=- 25678 753849 INI1P4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mraudi o 3456 RTP/ AVP 0
a=sqn: O

a=cdsc: 1 audio RTP/AVP 0O 18
a=cdsc: 3 image udptl t38
a=X- FaxSchene: 123

Step 5:

The term nati ng gateway does not support any special gateway fax
handl i ng; however, it does support T.38, and the

Renot eConnecti onDescri ptor included indicates that the other side
supports T.38 as well, so the strict T.38 Call Agent controlled
procedure requested can be honored. The terninating gateway sends
back a success response with its SDP, which also includes capability
i nformati on:

200 2000 &K

1:2

v=0

o=- 25678 753849 IN IP4 192.0.2.2
S=-

c=INIP4 192.0.2.2

t=0 0

mFaudi o 1296 RTP/ AVP 0

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 inmage udptl t38
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Step 6:

The terminating Call Agent sends back a SIP 200 OK response to the
originating Call Agent, which in turn sends a SIP ACK (not shown).

Step 7:

The originating Call Agent in turns sends a MdifyConnection comrand
to the originating gateway:

MDCX 1001 ds/dsl-1/1@w o. exanpl e. net MECP 1.0

C 1

1.1

M sendrecv

v=0

0o=- 25678 753849 INIP4 192.0.2.2
S=-

c=INIP4 192.0.2.2

t=0 0

mFaudi o 1296 RTP/ AVP 0

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38

The Modi f yConnection comrand does not repeat the

Local ConnectionOptions sent previously. As far as fax handling is
concerned, the gateway therefore attenpts to continue using the
current fax handling, i.e., the gateway procedure. The SDP

i nformati on returned however does not indicate support for the "X-
FaxSchenme: 123", and hence the originating gateway will not invoke
any special fax handling procedure for this call

Step 8:
The gat eway acknow edges the command. At this point, a call is
est abl i shed using PCMJ encoding, and if a fax call is detected, no

speci al fax handling procedure will occur
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Steps 9-12:

A CNG tone is generated by the originating fax, thereby indicating a
fax call. |If the gateway was using either of the T.38 nodes, or if
it had negotiated support for a special gateway handling procedure
with the other side, a "t38(start)" or "gwfax(start)" event would now
have been generated and the switch to T.38 (or special gateway

handl ing) could start. However, since the negotiation with the
term nating gateway resulted in the originating gateway not doing
anyt hi ng special for fax, no such event is generated. |Instead, the
"nopfax(start)"” event is now generated, but since the Call Agent has
not requested this event, it is not detected and hence not reported
to the Call Agent. Consequently, the CNG tone is sinply passed

t hrough the current PCMJ encodi ng wi thout the (originating) Cal

Agent being aware of the fax call.

Subsequently, the T.30 CED tone (a.k.a. V.25 ANS) occurs -- in this
case, it is also sinply passed through the current PCMJ encodi ng.
Since both fax and nodemcalls can start with this sequence, it is
not possible to determine that this is a fax call until step 11
where the V.21 fax preanble is detected

The term nating gateway is using the Call Agent controlled T.38
procedure for fax calls, so it begins to nute audio, generates the
"t38(start)" event, and notifies the Call Agent:

NTFY 2500 ds/dsl-1/2@wt.exanpl e. net MECP 1.0
O fxr/t38(start)
X: 20

Step 13:

The Call Agent acknow edges the Notify command:
200 2500 &

Step 14:

The Call Agent then instructs the term nating gateway to use the
"image/t 38" M ME type instead:

MDCX 2002 ds/dsl-1/2@wt.exanpl e. net M3CP 1.0
. 2

2

a:imge/t38

fxr/t38

21

XA TO
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Step 15:

The gateway changes to T.38 and sends back a success response wth
updat ed SDP

200 2002 X

v=0

0=- 25678 753850 IN IP4 192.0.2.2
S=-

c=IN P4 192.0.2.2

t=0 0

mei nrage 1296 udptl t38

a=sqgn: O

a=cdsc: 1 audio RTP/AVP O 18
a=cdsc: 3 image udptl t38

Note that since the term nating gateway's |ast received

Renot eConnecti onDescri ptor (as opposed to the

Local Connecti onDescriptor returned here) did not list "inmage/t38" as
a valid encoding nethod, the termnating gateway is still nuting the
medi a and is now waiting for an updated Renot eConnecti onDescri ptor
with "imge/t38".

Step 16:

The terminating Call Agent sends a re-INVITE to the originating Cal
Agent with the updated SDP

Step 17:

The originating Call Agent then sends a MdifyConnection comrand to
the originating gateway:

MDCX 1003 ds/dsl-1/1@w o. exanpl e. net MECP 1.0

cC 1

1

v=0

0=- 25678 753850 IN I P4 192.0.2.2
S=-

c=IN1P4 192.0.2.2

t=0 0

m=i mage 1296 udpt! t38

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38
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Step 18:

200 1003 &

v=0

0=- 25678 753850 INI1P4 192.0.2.1

S=-

c=INI1P4 192.0.2.1

t=0 0

mFi nrage 3456 udptl t38
a=sqgn: O

a=cdsc: 1 audio RTP/AVP O 18
a=cdsc: 3 image udptl t38

M3CP Fax Package

Step 19:

The originating Call
updated SDP to the terminating Call

ACK (not shown).

Step 20:

The terminating Call

SDP to the terminating gateway

MDCX 2003 ds/dsl-1/2@wt.exanpl e. net MECP 1.0

C 2
l: 2

v=0

0=- 25678 753850 INI1P4 192.0.2.1

s=-

cC=IN1P4 192.0.2.1

t=0 0

mei mage 3456 udpt

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0O 18

a=cdsc: 3 image udptl

Andr easen & Hancock
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The originating gateway changes to T.38 and sends back a success
response with updated SDP

Agent sends a SIP 200 OK response with the
which in turn sends a SIP

Agent sends a ModifyConnection with the updated
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Step 21:
The termi nating gateway sends back a success response:

200 2003 X
Since the terninati ng gateway now has a Renot eConnecti onDescri ptor
with "inmage/t38" as valid nmedia, it can start exchanging T.38 with
the originating gateway.

Steps 22, 23:

When the fax ends, a "t38(stop)" event is generated, which is
notified to the Call Agent:

NTFY 2501 ds/dsl-1/2@wt.exanpl e. net MECP 1.0
O t38(stop)
X 21
Step 24:
The Call Agent acknow edges the Notify command:
200 2501 XK
The fax call is now over. The Call Agent may now decide to change

back to a voice codec, delete the connection, or do sonething
different.
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3.3. Interaction with SIP Endpoints

In this exanple, we show interaction with a SIP endpoint that does
not support the RFC 3407 [ RFC3407] capability descriptors. To
acconmodat e such endpoints, the T.38 | oose node is being used (at the
risk of initiating T.38 to an endpoint that does not support it).
Once again, the originating fax does not generate CNG tone.

| #| GWo | CA-o0 | S| P- UA- t | f ax |
| ==| I I I I
| 1 <-| CRCX I I I
| 2] 200(sdp-0)|-> I I I
| 3] | INVITE(sdp-0)]|-> |

| 4] I <-1200(sdp-t) I I
| 5| I ACK| - > I I
| 6] <-| MDCX('sdp-t) I I I
B I I I
| 8| I I | <- ANY/ I
[ | | | T.30 CED |
| 9] | | | <- V.21 fax

| | I I I preanble |
| 10| | <-| I NVI TE(sdp-t2) | |
| 11] <-| MDCX(sdp-t 2) | | |
| 12] 200(sdp-02)| -> | |

| 13] | 200(sdp-02) | -> |

| 14| I <-| ACK I I
| 15] V.21 fax -> | | |

| | preanble I I I I
| 16| NTFY(t38 start)]|-> | | |
| 17] <-| 200 | |

| 18] <-| RONT(T38 event) | | |
| 19] 200]| - > | |
[--]-------mm - |- - - [=--mmmmmm e I
| 20| | | | (fax ends) |
| 21| | <-| BYE | |
| 22] | 200| - > |

| 23] NTFY(t 38 stop) |-> | |

| 24| <-| 200 | |
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Step 1:

The Call Agent issues a CreateConnection command to the gateway,
instructing it to use PCMJ nedi a encodi ng and to use the | oose Call
Agent controlled T.38 procedure. Consequently, the Call Agent asks
the gateway to notify it of the "t38" event:

CRCX 1000 ds/dsl-1/1@w- o.exanple.net MCP 1.0
1

a: PCMJ, fxr/fx:t38-1o0se

recvonly

fxr/t38

1

@

XA

Step 2:

The gat eway acknow edges the command and includes SDP with codec
i nformati on and RFC 3407 [ RFC3407] capability information

200 1000 &K
1:1

v=0

0=- 25678 753849 INIP4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mraudi o 3456 RTP/ AVP 0O

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38
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Step 3:

The originating SIP User Agent (UA) sends a SIP INVITE nmessage with
the SDP to the terminating Call Agent (not all SIP details shown
here):

I NVI TE si p: bob@i | oxi . exanpl e.com SI P/ 2.0

Cbﬁtent-Type: application/sdp
Content-Lengt h: 167

v=0

0=- 25678 753849 IN|IP4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mraudi 0 3456 RTP/ AVP 0O

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38

Step 4:

The ternminating SIP User Agent sends back a SIP 200 OK response (nhot
all SIP details shown) to the originating Call Agent:

SIP/2.0 200 &K

tbhtent—Type: application/sdp
Cont ent - Lengt h: 100

v=0

0=- 25678 753849 INIP4 192.0.2.2
S:-

c=INIP4 192.0.2.2

t=0 0

nmFaudi o 1296 RTP/ AVP 0

Note that the terminating SIP User Agent does not use the RFC 3407

[ RFC3407] capability descriptor to indicate support for (or |ack of
support for) T.38.
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Step 5:

The originating Call Agent receives the SIP 200 response and sends a
SIP ACK nessage to the terminating SIP UA

Note that the Call Agent does not know whether the peer entity
supports T.38. In order to figure this out, the Call Agent could
send a SIP OPTIONS request to the terminating SIP UA requesting it
to return its capabilities (not shown). Note that this can of course
be done towards any SIP peer, e.g., if the other side was a Call

Agent speaking SIP it could be done there too.

Step 6:

The originating Call Agent in turns sends a MdifyConnection comrand
to the originating gateway:

MDCX 1001 ds/dsl-1/1@w o. exanpl e. net MECP 1.0

C 1

1. 1

M sendrecv

v=0

0o=- 25678 753849 INIP4 192.0.2.2
S=-

c=INI1P4 192.0.2.2

t=0 0

nFaudi o 1296 RTP/ AVP 0O

The Modi f yConnecti on command does not repeat the

Local Connecti onOptions sent previously. As far as fax handling is
concerned, the gateway therefore attenpts to continue using the
current fax handling procedure, i.e., loose Call Agent controlled
T.38. The T.38 | oose procedure can al ways be supported, and hence a
switch to T.38 will be attenpted if the originating gateway detects a

fax call.

Step 7:

The gat eway acknow edges the command. At this point, a call is

est abl i shed usi ng PCMJ encoding, and if a fax call is detected, the

Call Agent controlled T.38 procedure will be initiated.
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Steps 8, 9:

A fax call now occurs. The T.30 CED tone (a.k.a. V.25 ANS) is
sent--in this case, it is sinply passed through the current PCMJ
encodi ng. Since both fax and nodemcalls can start with this
sequence, it is not possible to determine that this is a fax cal
until step 9, where the V.21 fax preanble is detected.

Step 10:
The term nating SIP UA does in fact support T.38 and, upon detecting
the fax call, attenpts to change to T.38. Consequently, it sends a
re-INVITE to the originating Call Agent with an updated SDP
indicating a switch to T.38.

I NVI TE si p: ca@a-o.exanple.net SIP/2.0

tbhtent—Type: application/sdp
Cont ent - Lengt h: 100

v=0

0=- 25678 753850 IN P4 192.0.2.2
S=-

c=INI1P4 192.0.2.2

t=0 0

m=i mage 1296 udpt! t38
Step 11:

The originating Call Agent then sends a MdifyConnection conmand to
the originating gateway:

MDCX 1003 ds/dsl-1/1@w o. exanpl e.net MCP 1.0

C 1

1.1

v=0

o=- 25678 753850 IN IP4 192.0.2.2
S:-

c=INIP4 192.0.2.2

t=0 0

mei mage 1296 udpt!l t38
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Step 12:

The originating gateway changes to T.38 and sends back a success
response with updated SDP

200 1003 &

v=0

0=- 25678 753850 IN IP4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mFi nrage 3456 udptl t38

a=sqgn: O

a=cdsc: 1 audio RTP/AVP O 18
a=cdsc: 3 image udptl t38

Step 13:

The originating Call Agent sends a SIP 200 OK response with the
updated SDP to the terminating SIP User Agent:

SIP/2.0 200 &K

tbﬁtent—Type: application/sdp
Cont ent - Lengt h: 167

v=0

0=- 25678 753850 IN1P4 192.0.2.1
S=-

c=IN1P4 192.0.2.1

t=0 0

mei mage 3456 udptl t38

a=sqn: O

a=cdsc: 1 audio RTP/AVP 0 18
a=cdsc: 3 image udptl t38

Step 14:

The termnating SIP User Agent receives the SIP 200 and sends a SIP
ACK.

Since the ternminating SIP User Agent now has a

Renot eConnecti onDescriptor with "inage/t38" as valid nmedia, it can
start exchanging T.38 with the originating gateway (and vice versa).
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Steps 15, 16:
The originating endpoint detects V.21 fax preanble. Even though the
endpoint is already using "inmage/t38" for nmedia, it generates a
"t38(start)" event and notifies the Call Agent.

NTFY 3500 ds/dsl-1/1@w o. exanpl e. net MECP 1.0

O fxr/t38(start)

X1
Steps 17, 18:

The Call Agent acknow edges the Notify command and i ssues a new
(pi ggybacked) request for notification of the T38 event.

200 3500 X
i?Q\IT 1004 ds/dsl-1/ 1@w- o. exanpl e.net M3CP 1.0
R fxr/t38
X 2
Step 19:
The gat eway acknow edges the comand.
200 1004 XK
St eps 20-22:
When the fax ends, the terminating SIP UA decides to tear down the
call and hence sends a SIP BYE nessage, which the Call Agent responds
towith a SIP 200.
Step 23:

The originating endpoint al so generates a "t38(stop)" event, which is
notified to the Call Agent:

NTFY 3502 ds/dsl-1/1@w o. exanple.net MECP 1.0 O t38(stop) X 2
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Step 24:

The Call Agent acknow edges the Notify command:

200 3502 X
The fax call is now over. The Call Agent may now decide to change
back to a voice codec, delete the connection, or do sonething
different.

4. Security Considerations

The MCP fax package itself is not known to introduce any new
security concerns. However, inplenenters should note that T.38 nedia
is currently transported over UDP (UDPTL) or TCP in the clear and

wi thout any integrity protection. |If for exanple security services
are in place to protect RTP nmedia streans, these will thus not be in
effect for the T.38 nedia stream |If such lack of security is a
concern, the fax Local ConnectionOptions allowing T.38 in this package
SHOULD NOT be used, i.e., the "off" (or a new secure extension) fax
Local Connecti onOpti on shoul d be used.

5. | ANA Consi derati ons
| ANA has registered the foll owing MCP package
Package Title Narre Ver si on
Fax PR 0
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