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Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act

Thi s docunent defines a new Qutbound Router Filter (ORF) type for
BGP, ternmed "Address Prefix Qutbound Route Filter", that can be used
to perform address-prefix-based route filtering. This ORF-type
supports prefix-length- or range-based nmatching, wld-card-based
address prefix matching, as well as the exact address prefix nmatching
for address fanilies.

1. I nt roducti on

The Qut bound Route Filtering Capability defined in [ BGP-ORF] provides
a mechani sm for a BGP speaker to send to its BGP peer a set of

Qut bound Route Filters (ORFs) that can be used by its peer to filter
its outbound routing updates to the speaker.

Thi s docunents defines a new ORF-type for BGP, terned "Address Prefix
Qut bound Route Filter (Address Prefix ORF)", that can be used to
perform address-prefi x-based route filtering. The Address Prefix ORF
supports prefix-length- or range-based nmatching, wld-card-based
address prefix matching, as well as the exact address prefix matching
for address fanilies [ BGP-M].

2. Address Prefix ORF- Type
The Address Prefix ORF-Type allows one to express ORFs in terns of
address prefixes. That is, it provides address-prefix-based route
filtering, including prefix-length- or range-based matching, as well
as wild-card address prefix matching.

Conceptual ly, an Address Prefix ORF entry consists of the fields
<Sequence, Match, Length, Prefix, Mnlen, Mxlen>.
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The "Sequence" field specifies the relative ordering of the entry
anong all the Address Prefix ORF entries.

The "Match" field specifies whether this entry is "PERMT" (val ue 0)
or "DENY" (value 1).

The "Length" field indicates the length (in bits) of the address
prefix. A length of zero indicates a prefix that matches all (as
specified by the address fanmly) addresses (with the prefix itself of
zero octets).

The "Prefix" field contains an address prefix of an address fanily

The "M nlen" field indicates the mininumprefix Iength (in bits) that
is required for "matching". The field is considered unspecified with
a val ue of 0.

The "Maxl en" field indicates the maxi mum prefix length (in bits) that
is required for "matching". The field is considered unspecified with
a val ue of 0.

The fields "Sequence", "Length", "Mnlen", and "Maxl en" are all
unsi gned i nt egers.

Thi s docunent inposes the follow ng requirenment on the val ues of
t hese fields:

0 <= Length < Mnlen <= Maxl en
However, tests related to the "M nlen" or "NMaxlen" val ue shoul d be
omtted when the "M nlen" or "Maxlen" field (respectively) is
unspeci fi ed.
In addition, the "Muxlen" value nust be no nore than the naxi num

length (in bits) of a host address for a given address fanmly
[ BGP- MP]
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3. Address Prefix ORF Encoding
The val ue of the ORF-Type for the Address Prefix ORF-Type is 64.

An Address Prefix ORF entry is encoded as follows. The "Match" field
of the entry is encoded in the "Match" field of the common part
[BGP-ORF], and the remaining fields of the entry are encoded in the
"Type specific part", as shown in Figure 1

o e e e e e e e e e e e e o +
| Sequence (4 octets) |
e +
| M nl en (1 octet) |
o m e e e e e e e e me oo +
| Max| en (1 octet) |
o e e e e e e e e e e e e o +
| Length (1 octet) |
e +
| Prefix (variabl e | ength) |
o m e e e e e e e e me oo +

Figure 1: Address Prefix ORF Encoding

Note that the "Prefix" field contains the address prefix foll owed by
enough trailing bits to make the end of the field fall on an octet
boundary. The value of the trailing bits is irrelevant.

4. Address Prefix ORF Matching

In addition to the general matching rules defined in [ BGP-ORF],
several Address-Prefix-ORF-specific matching rules are defined as
fol | ows.

Consi der an Address Prefix ORF entry, and a route maintained by a BGP
speaker with Network Layer Reachability Information (NLRI) in the
formof <Prefix, Length>.

The route is considered as "no match" to the ORF entry if the NLRI is
nei ther nore specific than, nor equal to, the <Prefix, Length> fields
of the ORF entry.

When the NLRI is either nore specific than, or equal to, the <Prefix,
Length> fields of the ORF entry, the route is considered as a match
to the ORF entry only if the NLRI match condition as listed in Table
1 is satisfied.
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ORF Entry NLRI
M nl en Max| en Mat ch Condi tion
e . +
| un-spec. un- spec. NLRI .l ength == ORF.length |
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| specified un- spec. NLRI . I ength >= ORF. M nl en |
S SN +
| un-spec. speci fied NLRI . |l ength <= ORF. Maxl en |
eSS +
| specified specified NLRI .l ength >= ORF. M nl en |
| AND NLRI .l ength <= ORF. Maxl en |
o +

Tabl e 1: Address Prefix ORF Matching

When nore than one Address Prefix ORF entry matches the NLRI of the
route, the "first-match" rule applies. That is, the ORF entry with
the smal | est sequence nunber (anong all the matching ORF entries) is
considered as the sole match, and it woul d determ ne whether the
route should be adverti sed.

The assignnment of the sequence nunbers is a local matter for the BGP
speaker that sends the Address Prefix ORF entries.

5. | ANA Consi derati ons

Thi s docunent specifies a new Qutbound Route Filtering (ORF) type,
Address Prefix ORF. The value of the ORF-type is 64.

6. Security Considerations

This extension to BGP does not change the underlying security issues
in [ BGP-4].
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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