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Status of This Menp

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlinted.

Abst ract

The objective of this document is to establish a term nol ogy
framework and to suggest the operational requirenents of Public Key
Infrastructure (PKI) domain for interoperability of nulti-donmain
Public Key Infrastructure, where each PKI domain is operated under a
distinct policy. This docunent describes the relationships between
Certification Authorities (CAs), provides the definition and

requi renents for PKI domains, and di scusses typical nodels of nulti-
domai n PKI.
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1. Introduction
1.1. bjective

The objective of this docunment is to establish a term nol ogy
framework and to provide the operational requirenents, which can be
used by different Public Key Infrastructure (PKlI) authorities who are
consi dering establishing trust relationships with each other. The
docunent defines different types of possible trust relationships,
identifies design and inplenmentation considerations that PKIs shoul d
inplement to facilitate trust relationships across PKls, and
identifies issues that should be considered when inplenenting trust
rel ati onships. This docunent defines terninology and
interoperability requirements for multi-domain PKIs from one
perspective. A PKI domain can achieve nulti-domain PKI
interoperability by conplying with the requirenents in this docunent.
However, there are other ways to define and realize nulti-domin PK
interoperability.

1.2. Docunent CQutline

Section 2 introduces the PKI basics, which provide a background for

mul ti-domain PKI. Section 3 provides the definitions and
requirenents of 'PKI donmain’ and describes the typical nodels of
nmul ti-domain PKI. Section 4 considers the Trust List Mbdels

dependi ng on relying party-CA rel ationships (not CA-CA trust
rel ati onships, as they are not a focus of this docunent). Section 5
identifies abbreviations used in the docunent.

2. Public Key Infrastructure (PKI) Basics
2.1. Basic Terns

The following ternms are used throughout this docunent. \Were
possi bl e, definitions found in RFC 4949 [ RFC4949] have been used.

Certificate: A digitally signed data structure that attests to the
bi nding of a systementity’'s identity to a public key val ue (based
on the definition of public key certificate in RFC 4949
[ RFC4949]) .

Certificate Policy: A naned set of rules that indicates the
applicability of a certificate to a particular community and/ or
class of application with conmon security requirenents (X 509
[CCTT. X509.2000]). Note that to avoid confusion, this docunent
uses the term nology "Certificate Policy Docunment” to refer to the
docunent that defines the rules and "Policy Object Identifier
(OD" to specify a particular rule set.
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Certificate Policy Docunment: A docunent that defines the rules for
the i ssuance and managenent of certificates and identifies Policy
hject ldentifiers (ODs) for these rules. A Certificate Policy
Docunent may define nmore than one Policy QO D.

Policy Object ldentifier (Policy OD): An identifier applied to a
set of rules governing the i ssuance and nanagenent of
certificates. Policy ODs are defined in the Certificate Policy
Docunent s.

Certification Authority (CA): An entity that issues certificates
(especially X. 509 certificates) and vouches for the binding
between the data itens in a certificate (RFC 4949 [ RFC4949]).

End Entity (EE): A systementity that is the subject of a
certificate and that is using, or is pernmtted and able to use,
the matching private key only for a purpose or purposes other than
signing a certificate; i.e., an entity that is not a CA (RFC 4949
[ RFC4949]) .

Relying party: A systementity that depends on the validity of
i nformati on (such as another entity’s public key val ue) provided
by a certificate (fromthe RFC 4949 [ RFC4949] definition of
certificate user).

2.2. Relationships between Certification Authorities

CAs establish trust relationships by issuing certificates to other

CAs. CArelationships are divided into 'certification hierarchy’

[ RFC4949] and ’'cross-certification [RFC4949].

In a certification hierarchy, there are two types of CAs: 'superior
CA" and ’'subordinate CA', as described in RFC 4949 [ RFC4949].

Superior CA:X A CAthat is an issuer of a subordinate CA certificate.
A cross-certification can be either unilateral or bilateral

Unilateral cross-certification: Cross-certification of one CA (CAl)
by another CA (CA2) but no cross-certification of CA2 by CAl.

Bilateral cross-certification: Cross-certification of one CA (CAl)
by another CA (CA2) and cross-certification of CA2 by CAl
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2.2.1. Hierarchical CA Relationships

In a hierarchical relationship, as shown in Figure 1, one CA assunes
a parent relationship to the other CA

oo -4
| CA|
oo -+

v
oo+
| CA |
+o-- -4

Figure 1: Hi erarchical CA Relationship

There are two types of hierarchical relationships, depending on

whet her a subordinate CA certificate or a unilateral cross-
certificate is used. In the case where one (superior) CA issues a
subordinate CA certificate to another, the CA at the top of the

hi erarchy, which nust itself have a self-signed certificate, is
called a root CA. In the case where one CA issues unilateral cross-
certificates to other CAs, the CA issuing unilateral cross-
certificates is called a Unifying CA. Unifying CAs use only
uni |l ateral cross-certificates.

NOTE: In this docunent, the definition of root CAis according to the
second definition (context for hierarchical PKI) of "root CA in RFC
4949 [RFC4949]. This docunment uses the term nology 'trust anchor CA
for the first definition (context for PKI) of "root CA in RFC 4949,

Root CA: A CAthat is at the top of a hierarchy, and itself should
not issue certificates to end entities (except those required for
its own operation) but issues subordinate CA certificates to one
or nore CAs.

Subordi nate CA: A CA whose public key certificate is issued by
anot her superior CA, and itself nust not be used as a trust anchor
CA

Unifying CAA A CAthat is at the top of a hierarchy, and itself
shoul d not issue certificates to end entities (except those
required for its own operation) but establishes unilateral cross-
certification with other CAs. A Unifying CA nust pernmt CAs to
which it issues cross-certificates to have sel f-signed
certificates.
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2.

2.

2. Peer-to-Peer CA Rel ationshi ps

In a peer relationship, no parent-child relationship is created. To
establish peer relationships, only cross-certificates are used. Peer
rel ati onshi ps can be either unilateral or bilateral, as shown in

Fi gure 2.

Bi | at er al
Uni | at eral Cross-Certification
Cross-Certification +----+ +----+
+----+ +----+ | | — |
| CA| --->| CA| | CA | | CA |
+--- -+ +--- -+ | | <--- ]
RO RO

Figure 2: Peer-to-Peer CA Rel ationships

In the case where a CA exists only to nanage cross-certificates, that
CAis called a Bridge CA. CAs can establish unilateral or bilatera
cross-certification with a Bridge CA as shown in Figure 3.

Bridge CAA A CAthat, itself, does not issue certificates to end
entities (except those required for its own operation) but
establishes unilateral or bilateral cross-certification with other
CAs.

Bi | at er al
Cross-Certification
S + Fomm e e o +--- -+
| CA | | | | CA|
Fommit Cemmam e + | | +------ > 4----+
| v v
Fomm e e oo +
| Bridge CA
S +
+----+ | | +----+
| CA| <------ + SRRl >] CA|
+----+ Uni | at eral +----+

Cross-Certification

Figure 3: Bridge CA
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2.3. Public Key Infrastructure (PKI) Architectures

Public Key Infrastructure (PKI): A systemof CAs that perform sone
set of certificate managenent, archive managenent, key managenent,
and token managenent functions for a community of users in an
application of asymmetric cryptography and share trust
rel ati onshi ps, operate under the sane Certificate Policy Docunent
specifying a shared set of Policy OD(s), and are either operated
by a single organization or under the direction of a single
organi zati on.

In addition, a PKI that intends to enter into trust relationships
with other PKIs nust designate a Principal CA (PCA) that will nanage
all trust relationships. This Principal CA should also be the trust
anchor CA for relying parties of that PKI.

Principal CA (PCA): A CA that should have a self-signed certificate
is designated as the CA that will issue cross-certificates to
Principal CAs in other PKls, and nmay be the subject of cross-
certificates issued by Principal CAs in other PKIs.

In discussing different possible architectures for PKlI, the concept
of a certification path is necessary. A certification path is built
based on trust rel ationshi ps between CAs.

Certification Path: An ordered sequence of certificates where the
subj ect of each certificate in the path is the issuer of the next
certificate in the path. A certification path begins with a trust
anchor certificate and ends with an end entity certificate.

2.3.1. Single CA Architecture
Definition: A sinple PKI consists of a single CAwith a self-signed

certificate that issues certificates to End Entities (EEs), as
shown in Figure 4.

R
| CA |
oot
|

S S +

% % %

R I e S

| EE| | EE| | EE

R S S SRR

Figure 4: Sinple PKI Architecture
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Trust anchor CA: The trust anchor CA nust be the CA that has a self-
signed certificate.

Principal CA: Since this PKI architecture has one CA, the Principa
CA nust be that CA

2.3.2. Miltiple CA Architectures
2.3.2.1. Herarchical PKI Architecture

Definition: A hierarchical PKlI consists of a single root CA and one
or nore subordinate CAs that issue certificates to EEs. A
hi erarchi cal PKI may have internedi ate CAs, which are subordinate
CAs that thensel ves have subordinate CAs. The root CA nust
distribute a trust anchor (public key and associ ated data), but
the format and protocol are irrelevant for this specification
And all subordinate CAs nust have subordinate CA certificates, as
shown in Figure 5.

Trust anchor CA: The trust anchor CA nust be the root CA

Principal CA: The Principal CA nmust be the root CA

Fomm e e o +
| Root CA
[ TS +
|
Fomm e e e o - Fomm e e e o - +
v v
+----+ +----+
| CA | | CA |
+----+ +----+
| |
[ [ + Fomm e o - S +
v v v v v
B T S epp— +----+ +----+
| EE| | EE| | EE | | CA | | CA
Foemot Heme et -+ S pp—_ S pp—_
| |
Fom e - -+ [ [ +
v v v v v
B T T ST e
| EE| | EE| | EE| | EE| | EE
E R T S S T

Figure 5: Hierarchical PKI Architecture
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2.3.2.2. Mesh PKI Architectures
Definition: A nmesh PKI
certificates that

certificates to each other.

Mul ti - Domai n PK

Interoperability July 2008

consists of multiple CAs with self-signed
issue certificates to EEs and i ssue cross-

A mesh PKI may be a full nesh, where

all CAs issue cross-certificates to al

ot her CAs,

as shown in

Figure 6. A nesh PKI nay also be a partial nesh, where all CAs do
not issue cross-certificates to all other CAs. 1In a partial mesh
PKI, certification paths may not exist fromall CAs to all other
CAs, as shown in Figure 7.
Fomm e e o L + <e-mmm- - - +
| | CAl | |
| +------ > - ---- + m--m--- + |
|| | ||
|| oot ||
|| v v ||
| ] e
|| | EE| | EE| ||
|| R ESEEEE S
v v
F--- - B S > 4----- +
| CA2 | | CA3
L B Ry L +
| |
I Feoemman N +
% % % % %
Fomm ot -+ Fommm et e - -+
| EE | | EE | | EE| | EE| | EE
Fommm+ oo -+ B L S SRR
Figure 6: Full Mesh PKI Architecture
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|| v v |
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\ \ \ \ \
Fommmt -+ Fommmt Fmm et -+
| EE | | EE | | EE| | EE| | EE
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Figure 7: Partial Mesh PKI Architecture

Trust anchor CA: The trust anchor CA for an end entity is usually
the CA that issued the end entity's certificate. The trust anchor
CA for an end entity that is not issued a certificate fromthe
mesh PKI may be any CAin the PKI. 1In a partial nmesh, selection
of the trust anchor may result in no certification path fromthe
trust anchor to one or nore CAs in the nmesh. For exanple, in
Figure 7 above, the selection of CAl or CA2 as the trust anchor CA
wWill result in paths fromall end entities in the figure.

However, the selection of CA3 as the trust anchor CA will result
in certification paths only for those EEs whose certificates were
i ssued by CA3. No certification path exists to CA1 or CA2.

Pr

nci pal CA: The Principal CA may be any CA within the nesh PKI
However, the nesh PKI nust have only one Principal CA and a
certification path should exist fromthe Principal CAto all other
CAs within the nmesh PKI

Consi derations: This nodel should be used sparingly, especially the
partial mesh nodel, because of the conplexity of determ ning trust
anchors and building certification paths. A full mesh PKI nay be
useful for certification path building because paths of |ength one
exist fromall CAs to all other CAs in the mesh.

Shi maoka, et al. I nf or mat i onal [ Page 10]



RFC 5217 Mul ti-Domain PKI Interoperability July 2008

2.3.2.3. Hybrid PKI Architectures

Definition: A hybrid PKI is a PKI that uses a conbi nation of the
pure hierarchical nodel using subordinate CA certificates and the
pure mesh nodel using cross-certificates

T + <----- T +
| CA2 | | CAlL
R — + oo > 4----- +
| |
SRR . +
v v v v v
S T NS +
| EE| | EE | | EE| | EE| | CA3
T k. Sy S +
|
o mm - oo e +
v v v
T R S
| EE| | EE| | EE
B T S

Figure 8: Hybrid PKI Architecture

Trust anchor CA: The trust anchor CA for a hybrid PKI may be any CA
with self-issued certificates in the hybrid PKI. However, because
of the potential conplexity of a hybrid PKI, the PKI should
provi de gui dance regarding the selection of the trust anchor to
relying parties because a relying party may fail to build an
appropriate certification path to a subscriber if they choose an
i nappropriate trust anchor.

Pr

nci pal CA: The Principal CA may be any CA within the hybrid PKI
and shoul d have a self-signed certificate for cross-certification
with other PKI domains. However, the hybrid PKI nmust have only
one Principal CA and a certification path nust exist fromthe
Principal CAto every CA within the PKI

Consi derations: This nodel should be used sparingly because of the
complexity of determ ning trust anchors and building certification
pat hs. However, hybrid PKIs may occur as a result of the
evol ution of a PKI over tine, such as CAs within an organi zation
joining together to becone a single PKI.

Shi maoka, et al. I nf or mat i onal [ Page 11]



RFC 5217 Mul ti-Domain PKI Interoperability July 2008

2.4. Relationships between PKIs and Relying Parties

Relying Parties establish trust relationships by trust anchor to a
PKI. Relying Parties may use a Trust List for establishing trust
rel ationships to one or nore PKIs. A Trust List is a set of one or
nore trust anchors for trusting one or nore PKIs.

There are two types of nmmintenance nodels of Trust List, Local Trust
Li st Mbdel and Trust Authority Mddel. The two nodels are described
in detail in Section 4.1.

3. PKI Donmin

Two or nore PKlIs may choose to enter into trust relationships with
each other. For these relationships, each PKI retains its own set of
Certificate Policy ODs and its own Principal CA. In addition to
maki ng a busi ness decision to consider a trust rel ationship, each PK
determ nes the level of trust of each external PKI by review ng
external PKI Certificate Policy Docunent(s) and any ot her PK
governance docunentation through a process known as policy nmapping.
Trust relationships are technically formalized through the issuance
of cross-certificates. Such a collection of two or nmore PKIs is
known as a PKI domain.

PKI dommin: A set of two or nore PKlIs that have chosen to enter into
trust relationships with each other through the use of cross-
certificates. Each PKlI that has entered into the PKI domain is
consi dered a nenber of that PKlI domain.

NOTE: This definition specifies a PKI domain recursively in terns
of its constituent donmins and associ ated trust rel ationshi ps;
this is different to the definition in RFC 4949 [ RFC4949] t hat
gives PKI domain as a synonym for CA dormain and defines it in
terns of a CA and its subject entities.

Domain Policy bject ldentifier: A domain Policy Ooject Identifier
(OD) is a Policy D that is shared across a PKI donmain. Each CA
in the PKI domain nust be operated under the donmain Policy OD.
Each CA nay al so have its own Policy O D(s) in addition to the
domain Policy OD. 1In such a case, the CA nust conply with both
policies. The domain Policy ODis used to identify the PKI
donai n.

Policy Mapping: A process by which nenbers of a PKI domain eval uate
the Certificate Policies (CPs) and other governance docunentation
of other potential PKI domain nenbers to deternine the |evel of
trust that each PKI in the PKI domain places on certificates
i ssued by each other PKI in the PKlI donmain.
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3. 2.

Shi

PKI Domai n Properties

0 A PKlI domain may operate a Bridge CA or a Unifying CA that defines
menbers of the domain by issuing cross-certificates to those
menbers.

0o A single PKI may sinultaneously belong to two or nore PKI domains.
0o A PKI domain may contain PKI domains within its own nenbershi p.

o Two or nore PKI dormains may enter into a trust relationship with
each other, creating a new PKI donain. They may choose to retain
the existing PKI donains in addition to the new PKI donain or
col l apse the existing PKI donmains into the new PKlI domain.

o A menber of a PKI domain may choose to participate in the PKI
domain but restrict or deny trust in one or nore other nmenber PKIs
of that same PKlI domain.

Requi rements for Establishing and Participating in PKI Domains

The establishment of trust relationships has a direct inpact on the
trust nodel of relying parties. As a result, consideration nmust be
taken in the creation and mai nt enance of PKI domains to prevent
creating inadvertent trust relationships.

1. PKlI Requirenents

In order for a PKI to participate in one or nore PKI domains, that
PKI nust have the foll ow ng:

0 A Certificate Policy Docunent docunenting the requirenents for
operation of that PKI. The Certificate Policy Docunent should be
in RFC 3647 [ RFC3647] fornmat.

0 One or nore Policy ODs defined in the Certificate Policy Docunent
that are also asserted in all certificates issued by that PKI

o0 A defined Principal CA

PKI domains may al so i npose additional technical, docunentation, or
policy requirenments for nenbership in the PKI domain.

Wien participating in a PKI domain, the domain Policy OD(s) nust be
asserted at least in cross-certificates issued by a participating
PKI. After the participation, the PKI can assert the domain Policy
AOD(s) in certificates issued by that PKI, or may map the domain
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Policy OD(s) to the Policy OD(s) asserted in certificates issued by

that PKI.
3.2.2. PKlI Domain Docunentation

PKI domai ns nust be formally defined and docunented. This

docunentati on may vary greatly depending on the PKI domain. However,

it nust:

o Establish the existence of the PKI domain;

o0 Define the authority for maintaining the PKI domain;
Exanpl es of PKI domain Authorities are (1) Representatives from
two PKIs that agree to forma sinple PKI domain, (2) A single
entity that may or may not be related to any of the PKis in the
PKI domain, (3) A governance board made up of representatives
fromeach PKI domain nenber.

o Define how the PKI domain is governed;

o Define the purpose and conmunity of interest of the PKlI domain;

and

Exanpl es of PKI domain intents are (1) allow relying parties of
one PKI to trust certificates issued by another PKI, (2) allow
PKlI's that support similar subscriber comunities of interest to
interact with each other, and (3) allow relying parties to
trust certificates issued by a nunber of PKls that all neet a
set of requirenents.

0 Unless the PKI domain has a predeternined menbership, describe the

requi renents and nethods for joining the PKI domain, such as
FPKI METHOD [ FPKI METHOD] .

Exanpl es of governance docunents that PKI domains may choose to use
are:

(o]

(0]

Statenment of intent between two or nore parties;
Menmor andum of Agreement between two or nore parties;
Certificate Policy Docunent for the PKI domain;
Charter for the PKI donumin; or

Met hodol ogy for PKI domai n menbership.
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3.2.3. PKI Donmain Menbership Notification

A cross-certificate fromthe Principal CA of one PKI to the Principa
CA of another PKI indicates a napping between one or nore policies of
the first PKI and one or nore policies of the second PKI. Wen a
relying party is determining if a certificate can be validated, it
builds a certification path fromthe certificate being presented to a
trust anchor. To prevent creating inadvertent trust relationships
across PKI dormains when a single PKI is a nmenber of two or nore

di sparate PKI domai ns, each PKI domain nmust be cognizant of what PK
domains in which its nmenber PKIs participate. Figure 9 illustrates
this concept.

Fommmmmmmeeaaaaaaaeeeaaaaaaa +
| PKI domain 2

S + |

| | | |

| +------ + <------ Hom - - + <------ Hom - - + |

| | PKI1 | | | PKI2 | | | PKI3 |

| +------ T pp—— > a-a--- T pp—— > a-a--- +

| | | |

| e +

| PKI domain 1 |

o e e e +

Figure 9: Participation in Miltiple PKI Domains

As shown in Figure 9, PKI2 is a nenmber of both PKI domain 1 and PKI
domain 2. Since a certification path exists fromPKI1 to PKI2, and
fromPKI2 to PKI3, a certification path also exists fromPKI1 to
PKI 3. However, PKI1l does not share domain nenbership with PKI3, so
the certification path validation fromPKI1 to PKI3 with a validation
policy for PKI domain 1 nust not succeed. To ensure correct
certification path validation and policy mapping, the cross-
certificates issued by both PKI1 and PKI3 to PKI2 nust contain
constraints such as policy mapping or nane constraints disall ow ng
the validation of certification paths outside their respective
donai ns.

To fully prevent inadvertent trust, any PKI that is a nmenber of one
or nore PKI domains nust informall those PKI dommins of its

menbership in all other PKI domains. In addition, that PKI nust
informall those PKI donains of which it is a nenber, any tinme its
menber shi p status changes with regards to any other PKI domain. |If a

PKI domain is informed of the change in status of one of its nenber

PKIs with regards to other PKI domains, that PKI domain nust review
the constraints in any cross-certificate issued to that PKI. |If the
change in nmenbership would result in a change to the allowed or
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di sal |l owed certification paths, the PKI domain nust ensure that all
such cross-certificates are revoked and re-issued with correct
constraints.

3.2.4. Considerations for PKIs and PKI Dormains with Miltiple Policies

In sone cases, a single PKI may issue certificates at nore than one
assurance level. |If so, the Certificate Policy Document nust define
separate Policy O Ds for each assurance |evel, and nust define the
di fferences between certificates of different assurance |evels.

A PKlI domain may al so support nore than one assurance level. If so,
the PKI donmin nust al so define separate Policy O Ds for each
assurance | evel, and nust define the differences in requirenents for
each | evel

When PKlIs and PKI domai ns choose to establish trust relationships,
these trust relationships may exist for only one defined assurance
| evel, may have a one-to-one relationship between PKI assurance

| evel s and PKI domain assurance |evels, or may have nany-to-one or
one-to-many rel ati onshi ps between assurance |evels. These

rel ati onshi ps nmust be defined in cross-certificates issued between
PKIs in the PKlI domain.

3.3. PKI Domain Mdels

Two or nore PKI domains nay choose to enter into trust relationships
with each other. |In that case, they may forma |larger PKI domain by
establishing a new Unifying or Bridge CA or by issuing cross-
certificates between their Principal CAs.

3.3.1. Unifying Trust Point (Unifying Donain) Mde

In the Unifying Trust Point Mdel, a PKI domain is created by
establishing a joint, superior CA that issues unilateral cross-
certificates to each PKI domain, as shown in Figure 10. Such a
joint, superior CAis defined as a Unifying CA, and the Principal CAs
in each PKI domain have the hierarchical CA relationship with that
Unifying CA. In this nodel, any relying party fromany of the PK
domai ns rnust specify the Unifying CA as its trust anchor CA in order
to validate a subscriber in the other PKI domains. |If the relying
party does not desire to validate subscribers in other PKI domains,
the relying party may continue to use the Principal CA fromthe old
PKI domain as its trust anchor CA

This nmodel nmay be used for nerging nultiple PKI domains into a single

PKI domain with | ess change to existing PKI domains, or nmay be used
to conmbine nultiple PKI domains into one PKI domain for relying
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parties. The unilateral cross-certificate issued by the Unifying CA
to the Principal CAs in each PKI domain may include any policy
mappi ng.

Cross-certified Cross-certified
Uni fying CA Uni fying CA
to PKI domain 1 +-------------- to PKI domain 3
L | Unifying CA|---+
| R |
| | |
| Cross-certified|
| Uni fying CA |
| to PKI dommain 2| |
e [---+ +--mmm - - I i e I +
| PKI | [ ] PKI | [ ] | PKI
| domain 1 | | | domain 2 | | | | domain 3
| v v v |
| L + 1 | L + 1 | +----- + ----+ |
| +--] PCA| | | | PCA| | | | PCA| | |
| | S e + | | S e + | | +----- + <-+ | |
| | | | | | | | | | v |
| | | | | | | | | | Ho- oot |
| | | | | | | | | | | CA[---+ |
| | | | | | | | (I e |
| | | | | v | | v o | |
| | | || St N B et S | |
| | | | | +-- CA| | | | CA|---+] | |
| | | | | | toe--t || At | | |
| | | | | | | | | | | | |
| v v | | v v | | v v v
I e S e I R e e e I B e e i S
| | EE| | EE| | | | EE| | EE| | | | EE| | EE| | EE| |
I e T I R S i e N B e e S i 2
Fom e e e e e oo oo B S S e +

Fi gure 10: Unifying Trust Point (Unifying Domain) Mdel

3.3.2. Independent Trust Point Models

In I ndependent Trust Point Model s,

only the trust anchor of their PKI domain.

i ndi vi dual
its PKlI donain.
3.3.2.1.

trust point nodel

Direct Cross-Certification Mdel

In this nodel

certificate directly between each Principa

Shi maoka,
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each PKI

relying parties continue to use

A relying party in the

can continue to use the trust anchor of

domain trusts each other by issuing a cross-

I nf or mat i ona

CA, as shown in
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Figure 11. This nodel may be used for shortening a certification
path or establishing a trust relationship expeditiously.

Consi derations: A PKI domain in this nodel needs to take into
account that the other PKI domain may cross-certify with any other
PKI domains. |f a PKI domain wants to restrict a certification
path, the PKI domain should not rely on the validation policy of
the relying party, but should include the constraints in the
cross-certificate explicitly. A PKI dormain that relies on the
validation policy of the relying party about such constraints
cannot guarantee that the constraints will be recogni zed and

fol | oned.
S + o e e +
| PKI | cross-certified | PKI |
| domain 1 | each ot her | domain 2
| L Sy > - ---- + ----+ |
| | PCA| | | | PCA| | |
| S e 4+ Cmmmmmmmeeeeaeeaaaaas S e + <-+ | |
| | | | A | v |
| | | | | He---t |
| | | | | | CAl---+ |
| | | | | to---t |
| v | | v ~ | |
| oot | | R | |
| +--- CA| | | | CA|--+| | |
| | oot | | Ho---t | | |
| | | | | | | | |
| v v | | v v v
| +----+ +----+ | B T S SR
| | EE| | EE| | | | EE| | EE| | EE| |
| +----+ +----+ | B e I SR
o e ee o + o e e e eeea oo +

Figure 11: Direct Cross-Certification Mdel
3.3.2.2. Bridge Mdel

In this nodel, every PKI domain trusts each other through a Bridge CA
by cross-certification, as shown in Figure 12. The trust
relationship is not established between a subscriber donmain and a
relying party domain directly, but established fromthe Principal CA
of the relying party’s PKI domain via a Bridge CA. This nodel is
useful in reducing the nunber of cross-certifications required for a
PKI domain to interoperate with other PKI domains.
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Requi renments for Bridge nodel

0 The Bridge CA nust not be used as the trust anchor CA in any PKI
domai n.

0 The Bridge CA should issue cross-certificates with other PK
domains nmutually or may issue cross-certificates unilaterally.

o The Bridge CA nust not issue End Entity (EE) certificates except
when it is necessary for the CA's operation

0 The Bridge CA nust use its own domain Policy O D, not other PKI
domain Policy O D(s), for the policy mapping.

0 The Bridge CA should be a neutral position to all PKlI domains,
whi ch trust through the Bridge CA. For exanple, in Figure 12, in
the case that a relying party who trusts the PCA of PKI domain 1
as its trust anchor CA builds the certification path to a
subscri ber in PKI domain 3:

Cross-Certificate fromPKI domain 1 to the Bridge CA
i ssuer Domai nPolicy ::= domain Policy OD of PKI domain 1
subj ect Domai nPolicy := donain Policy OD of the Bridge CA
Cross-Certificate fromthe Bridge CA to PKI domain 3:
i ssuer Domai nPolicy ::= domain Policy OD of the Bridge CA
subj ect Donmai nPolicy ::= donmain Policy O D of PKI donain 3

0 Cross-certificates issued by the Bridge CA and cross-certificate
i ssued to the Bridge CA should include the requireExplicitPolicy
with a value that is greater than zero in the policyConstraints
ext ensi on because a relying party nay not set the initial-
explicit-policy to TRUE

o PKI donmins cross-certified with the Bridge CA should not cross-
certify directly to other PKI domains cross-certified with the
same Bridge CA

o0 The Bridge CA should clarify the nmethod for the policy mapping of
cross-certification to keep its transparency.
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Consi derations: The Bridge CA should be operated by an independent
third party agreed upon by the PKI donmains or a consortium
consi sting of representatives fromthe PKI domain nmenbers. The
Bri dge CA should do policy mapping in a well-docunented and
agreed-upon manner with all PKI domains. Wen applying the name
constraints, the Bridge CA needs to avoid creating conflicts
bet ween the nane spaces of the cross-certified PKI donains. The
PKI domains that performcross-certification with the Bridge CA
shoul d confirmthe follow ng:

* Does the Bridge CA performthe policy mapping via its own
domain Policy A D?

* Does the Bridge CA clarify the nmethod of policy mapping in the
cross-certification?

* |Is the Bridge CA able to accept the domain policy that the PK
domai n desires?

+ |f the donmain policy is mapped to one with a | ower security
| evel, the PKI domain should not accept it. Oherw se, the
PKI domain must carefully consider the risks involved with
accepting certificates with a | ower security |evel
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cross-certified cross-certified
PKI domain 1 with BCA PKI domain 3 with BCA
Fomem e > docmem e + - +
| Bridge CA
Fom e e e - S + <--
N

cross-certified
PKI domain 2

w th BCA |

+ +-- -| ----------------- +
| PKI | | PKI | | | PKI
| domain 1 | | | domain 2 | | | v dommin 3
| S e + | | S e + | | +----- + o----+
| +-- PCA | | | | PCA| | | | PCA| | |
| | L + | | L + | | +----- + <-+ | |
| | | | | | | | | | v |
| | | | | | | | | | Ho--- 4 |
| | | | | | | | | | | CA---+ |
| | | | | | | | || oot |
| | | || v || v N | |
| | | | | Sl R B et S | |
| | | | | +-- CA| | | | CA|---+] | |
| | | | | | Rl S B B S & | | |
| | | | | | | | | | | | |
| v v | | v v | | v v v
I e e B e e I B e e 2
| | EEl | EE| | | | EE| | EE| | | | EE| | EE| | EE| |
| +--- -+ +----+| | +--- -+ +----+| | Fomm o - -+ +----+|
o e e e e oo R T +

Fi gure 12: Bridge Mdel
3.4. (Operational Considerations

Each PKI domain may use policy mapping for crossing different PK
domains. If a PKI domain wants to restrict a certification path, the
PKI domai n should not rely on the validation policy of the relying
party, but should include the constraints in the cross-certificate
explicitly.

For exanple, when each PKI domain wants to affect the constraints to
a certification path, it should set the requireExplicitPolicy to zero
in the policyConstraints extension of any cross-certificates. A PK
domain that relies on the validation policy of the relying party
about such constraints cannot guarantee the constraints will be
recogni zed and fol | owed.
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4, Trust Models External to PKlI Rel ationshi ps

As opposed to PKI domain trust relationships entered into by PKls
t hensel ves, trust across multiple PKIs can be created by entities
external to the PKlIs through locally configured lists of trust
anchors.

Trust List: A set of one or nore trust anchors used by a relying
party to explicitly trust one or nore PKIs.

Note that Trust Lists are often created w thout the know edge of the
PKIs that are included in the list.

4.1. Trust List Models
4.1.1. Local Trust List Model

A Trust List can be created and naintained by a single relying party
for its own use

Local Trust List: A Trust List installed and maintained by a single
relying party for its own use. NOTE: This definition is simlar
to "trust-file PKI" defined in RFC 4949 [ RFC4949]. However, this
docunent prefers the term"Local Trust List" contrasting with
"Trust Authority" defined bel ow

Figure 13 illustrates a Local Trust List.
Fo o o e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Relying party |
I e e i + |
| | Trust List | |
| | +-------------- F S SISy + tmmm e me e + |
| | ] PKI 1 | | PKI 2 | ... | PKI n | ]
| | | Trust anchor | | Trust anchor | | Trust anchor | |
| | +-------mme- - - [ SR SISy + RS + 1 |
I e e i + |
T e~ +

Figure 13: Relying Party Local Trust List Mdel

Creating a Local Trust List is the sinplest nethod for relying
parties to trust EE certificates. Using Local Trust Lists does not
require cross-certification between the PKI that issued the relying
party’'s own certificate and the PKlI that issued the EE s
certificate,nor does it require inplenmenting mechanisns for
processing conmplex certification paths, as all CAs in a path can be
included in the Local Trust List. As a result, Local Trust Lists are
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the nost common nodel in use today. However, because Local Trust
Li sts are created and nanaged i ndependently by each relying party,
the use of Local Trust Lists can be difficult for an enterprise to
nanage

4.1.2. Trust Authority Mdel

Alternatively, a Trust List can be created and naintained for using
by multiple relying parties. |In this case, the entity responsible
for the Trust List is known as a Trust Authority.

Trust Authority: An entity that nmanages a Trust List for use by one
or nore relying parties.

Figure 14 illustrates a Trust Authority and how it is used by Relying
Parties. Note that the Trust Authority replaces the PKI trust
anchor(s) in the Local Trust List for each participating relying
party.

N e NN +
| Trust Authority
|+ --------------------------------------------------------- +|
| | Trust List | |
| | +-------mme- - - [ SR SISy + RS + 1 |
| | | PKI 1 | | PKI 2 | ... | PKI n | |
| | | Trust anchor | | Trust anchor | | Trust anchor | |
| | +-------------- F S SISy + tmmm e me e + |
|+ --------------------------------------------------------- +|
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
e eeie e iiaaaeaaa O +
| Relying party 1 [ Relying party 2
[ e + | [ e +
| | Trust Authority | | | | Trust Authority |
| - - - + | - - - +
i R S +

Figure 14: Trust Authority Mbde

A Trust Authority may be operated by a PKI, a collection of relying
parties that share a conmon set of users, an enterprise on behalf of
all of its relying parties, or an independent entity. Al though PKIs
generally establish trust relationships through cross-certificates, a
PKI rmay choose to provide a Trust Authority to support relying
parties that do not support processing of certification paths. A
collection of relying parties that share a common set of users may
choose to maintain a single Trust Authority to sinplify the
managenent of Trust Lists. An enterprise nmay choose to provide a
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Trust Authority to inplenent enterprise policies and direct all
Relying Parties within the enterprise to use its Trust Authority.
Finally, an independent entity may choose to operate a Trust
Authority as a managed service

4,.2. Trust List Considerations
4.2.1. Considerations for a PK

A PKlI should publish its Certificate Policy Docunent so that Relying
Parties and Trust Authorities can determ ne what, if any, warranties
are provided by the PKI regarding reliance on EE certificates.

A PKI shoul d broadly publicize information regarding revocation or
conproni se of a trust anchor CA or Principal CA certificate through
noti ce on a web page, press release, and/or other appropriate
mechani sms so that Relying Parties and Trust Authorities can
determne if a trust anchor CA or Principal CA certificate installed
in a Trust List should be renoved.

A PKlI should publish Certificate Revocation Lists (CRLs) or other

i nformati on regarding the revocation status of EE certificates to a
repository that can be accessed by any party that desires to rely on
the EE certificates.

4.2.2. Considerations for Relying Parties and Trust Authorities

Relying Parties and Trust Authorities are responsible for the
following prior to including a PKI in the Trust List:

0 Reviewing the Certificate Policy Docunent of each PKI to deternine
that the PKI is operated to an acceptable |evel of assurance;

0 Reviewing the Certificate Policy Docunent of each PKI to ensure
any requirenments inposed on Relying Parties are net;

0 Determining if the PKI provides any warranties regarding reliance
on EE certificates, and if these warranties are acceptable for the
i ntended reliance on the EE certificates. Reliance nmay be at the
relying party’s own risk; and

0 Periodically reviewing informati on published by the PKI to its
repository, including Certificate Policy Docunent updates or
noti ce of CA revocation or conprom se.

A PKlI can choose to join or |leave PKI domains in accordance with its

Certificate Policy Document. |If the relying party or Trust Authority
does not wish to inherit trust in other nenbers of these PKI domai ns,
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it is the responsibility of the relying party or Trust Authority to
i nhibit policy mapping.

4.2.3. Additional Considerations for Trust Authorities

A Trust Authority should establish a Trust Authority Policy that
identifies the foll ow ng:

0 The intended community of Relying Parties that will use the Trust
Aut hority;

0 The process by which trust anchors are added or renoved fromthe
Trust List;

0 Any warranties provided by the Trust Authority for reliance on EE
certificates. These warranties may be those provided by the PKls
t hensel ves or may be additional warranties provided by the Trust
Aut hority;

o Information regarding how the Trust Authority protects the
integrity of its Trust List; and

o Information regarding how Relying Parties interact with the Trust
Authority to obtain information as to whether an EE certificate is
trust ed.

5. Abbreviations

CA: Certification Authority

EE: End Entity

AOD Object ldentifier

PCA: Principal Certification Authority

PKI: Public Key Infrastructure

6. Security Considerations

This section highlights security considerations related to
est abl i shing PKlI domai ns.

6.1. PKI Domain Mdels
For all PKI domain nodels described in Section 3.3 created through

the i ssuance of cross-certificates, standard threats including
message insertion, nodification, and nman-in-the-mddle are not
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appl i cabl e because all information created by CAs, including policy
mappi ng and constraints, is digitally signed by the CA generating the
cross-certificate.

Verifying that a given certificate was issued by a menber of a PK
domain may be a tine-critical determnation. |If cross-certificates
and revocation status information cannot be obtained in a tinely
manner, a denial of service may be experienced by the end entity. In
situations where such verification is critical, caching of cross-
certificates and revocation status information nmay be warrant ed.

An additional security consideration for PKI donmains is creating

i nadvertent trust relationships, which can occur if a single PKI is a
menber of nultiple PKI domains. See Section 3.2.3 for a discussion
of creating inadvertent trust relationships and nechani sns to prevent
it.

Finally, nmenbers of PKI donains nust participate in domain
governance, or at a mninmum be inforned anytinme a PKI joins or
| eaves the dommin, so that domai n menbers can nake appropriate
deci sions for naintaining their own nenbership in the domain or
choosing to restrict or deny trust in the new nenber PKI

6.2. Trust List Mdels

In these nodel s, nmany standard attacks are not applicable since
certificates are digitally signed. Additional security
consi derations apply when trust is created through a Trust List.

A variation of the nodification attack is possible in Trust List
Models. |If an attacker is able to add or renove CAs fromthe relying
party or Trust Authority Trust List, the attacker can affect which
certificates will or will not be accepted. To prevent this attack
access to Trust Lists nust be adequately protected agai nst

unaut hori zed nodification. This protection is especially inportant
for trust anchors that are used by nultiple applications, as it is a
key vulnerability of this nodel. This attack nmay result in

unaut hori zed usage if a CAis added to a Trust List, or denial of
service if a CAis renoved froma Trust List.

For Trust Authority nodels, a denial-of-service attack is also
possible if the application cannot obtain tinely information fromthe
trust anchor. Applications should specify service-level agreenents
with Trust Authority. |In addition, applications nmay choose to

I ocally cache the list of CAs maintained by the Trust Authority as a
backup in the event that the trust anchor’s repository (e.g.

Li ghtwei ght Directory Access Protocol (LDAP) directory) is not
avai |l abl e.
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