Net wor k Wor ki ng Group J. Laganier

Request for Comments: 5204 DoCoMb Eur o- Labs
Cat egory: Experi nental L. Eggert
Noki a

April 2008

Host Identity Protocol (H P) Rendezvous Extension

Status of This Meno

Thi s neno defines an Experinmental Protocol for the Internet
community. 1t does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this meno is unlimted.

Abst r act

Thi s docunent defines a rendezvous extension for the Host Identity
Protocol (H P). The rendezvous extension extends HP and the H P
registration extension for initiating comunication between H P nodes
via H P rendezvous servers. Rendezvous servers inprove reachability
and operation when H P nodes are nulti-homed or nobile.

Lagani er & Eggert Experi ment al [ Page 1]



RFC 5204 H P Rendezvous Extension April 2008

Tabl e of Contents

1. Introduction . 3
2. Term nol ogy 3
3. Overview of Rendezvous Server Operat| on 4
3. 1. D|agraml\lotat|on . . 5
3.2. Rendezvous dient Regl st rat| on . 6
3.3. Relaying the Base Exchange . 6
4. Rendezvous Server Extensions . . 7
4.1. RENDEZVOUS Regi stration Type . 7
4.2. Paraneter Formats and Processing . 8
4.2.1. RVS_HVAC Par anet er 8
4.2.2. FROM Paraneter 9
4.2.3. VIA RVS Paranet er 10
4.3. Modified Packets Processing . . . 10
4.3.1. Processing Qutgoing I1 Packets . 10
4.3.2. Processing Incomng |1 Packets . 11
4.3.3. Processing Qutgoing RL Packets . 11
4.3.4. Processing Incomng RL Packets . 11

5. Security Considerations 12
6. | ANA Consi derations 12
7. Acknow edgnents 13
8. References . . . 13
8.1. Normative Ref erences . 13
8.2. Informative References . 14

Lagani er & Eggert Experi ment al [ Page 2]



RFC 5204 H P Rendezvous Extension April 2008

1. Introduction

The Host ldentity Protocol (H P) Architecture [RFC4423] introduces

t he rendezvous nmechanismto help a H P node to contact a frequently
movi ng H P node. The rendezvous nechanisminvolves a third party,

t he rendezvous server (RVS), which serves as an initial contact point
("rendezvous point") for its clients. The clients of an RVS are H P
nodes that use the H P Registration Extension [ RFC5203] to register
their H T->I P address mappings with the RVS. After this
registration, other H P nodes can initiate a base exchange using the
| P address of the RVS instead of the current |IP address of the node
they attenpt to contact. Essentially, the clients of an RVS becone
reachable at the RVS's I P address. Peers can initiate a H P base
exchange with the IP address of the RVS, which will relay this
initial conmunication such that the base exchange may successfully
conpl ete

2. Term nol ogy

This section defines terns used throughout the renai nder of this
speci fication.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In addition to the termi nol ogy defined in the H P specification
[ RFC5201] and the HI P Regi stration Extension [RFC5203], this docunent
defines and uses the follow ng terns:

Rendezvous Service
A H P service provided by a rendezvous server to its rendezvous
clients. The rendezvous server offers to relay sonme of the
arriving base exchange packets between the initiator and
responder.

Rendezvous Server (RVS)
A H P registrar providing rendezvous service.

Rendezvous d i ent
A H P requester that has registered for rendezvous service at a
rendezvous server.

Rendezvous Regi stration

A H P registration for rendezvous service, established between a
rendezvous server and a rendezvous client.
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3. Overview of Rendezvous Server Qperation

Figure 1 shows a sinple H P base exchange w thout a rendezvous
server, in which the initiator initiates the exchange directly with
the responder by sending an 11 packet to the responder’s |P address,
as per the H P specification [ RFC5201].

oo + oo +
I EEEEEEE FERPEEE >
|1 < RL------- | R |
I EEEREE 12-- - - >
N R2-- - - |
oo + oo +

Figure 1: H P base exchange wi thout rendezvous server

The End-Host Mobility and Multi homing with the Host lIdentity Protoco
specification [ RFC5206] allows a H P node to notify its peers about
changes in its set of IP addresses. This specification presunes
initial reachability of the two nodes with respect to each other

However, such a H P node MAY al so want to be reachable to other
future correspondent peers that are unaware of its |ocation change.
The H P Architecture [ RFC4423] introduces rendezvous servers wth
whom a HI P node MAY register its host identity tags (H Ts) and
current | P addresses. An RVS relays H P packets arriving for these
H Ts to the node’'s registered | P addresses. Wen a H P node has
registered with an RVS, it SHOULD record the I P address of its RVS in
its DNS record, using the H P DNS resource record type defined in the
H P DNS Extension [ RFC5205].

oo - +

+--11---> RVS |---11--+

| bt |

| Y
L + L +
| | <------ RL------- | |
| 1 |- | 2------ > R |
| | <------ R2------- | |
F--- - + F--- - +

Figure 2: HI P base exchange with a rendezvous server

Figure 2 shows a H P base exchange involving a rendezvous server. |t
is assuned that H P node R previously registered its H Ts and current
| P addresses with the RVS, using the H P Regi stration Extension

[ RFC5203]. When the initiator | tries to establish contact with the
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3.

responder R, it nust send the |1 of the base exchange either to one
of Rs IP addresses (if known via DNS or other neans) or to one of

R s rendezvous servers. Here, | obtains the IP address of R's
rendezvous server fromR s DNS record and then sends the |1 packet of
the H P base exchange to RVS. RVS, noticing that the H T contai ned
inthe arriving 11 packet is not one of its own, MJST check its
current registrations to deternine if it needs to relay the packets.
Here, it determines that the H'T belongs to R and then relays the |1
packet to the registered IP address. R then conpletes the base
exchange wi thout further assistance from RVS by sending an Rl
directly to the I's I P address, as obtained fromthe |1 packet. In
this specification, the client of the RVS is always the responder
However, there might be reasons to allow a client to initiate a base
exchange through its own RVS, |ike NAT and firewall traversal. This
speci ficati on does not address such scenarios, which should be
specified in other docunments.

1. Diagram Notation

Not at i on Si gni fi cance

I, R I and R are the respective source and destination IP
addresses in the | P header.

HT-I, HT-R HT-1 and HHT-R are the initiator’'s and the
responder’s HI Ts in the packet, respectively.

REG REQ A REG REQUEST paraneter is present in the H P header

REG RES A REG RESPONSE paraneter is present in the H P header

FROM | A FROM paraneter containing the IP address | is
present in the H P header.

RVS_HVAC An RVS _HVAC paraneter containing an HVAC keyed with the
appropriate registration key is present in the HP
header.

VI A RVS A VI A RVS paraneter containing the I P address RVS of a

rendezvous server is present in the H P header
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3.2. Rendezvous Cient Registration

Bef ore a rendezvous server starts to relay H P packets to a
rendezvous client, the rendezvous client needs to register with it to
recei ve rendezvous service by using the H P Registration Extension

[ RFC5203] as illustrated in the follow ng schema

oo + oo +
| | 1 | |
[ EEEEEEP L EEPEEERPEPEP RS >
| e .
|1 R1( REG | NFO) | RVS |
| | | 2( REG_REQ) | |
[ EEEE R T TP TP e EEERREPEPEREE >
I P e R R P L
| | R2( REG_RES) | |
R + R +

Rendezvous client registering with a rendezvous server
3.3. Relaying the Base Exchange

If a HP node and one of its rendezvous servers have a rendezvous
regi stration, the rendezvous servers relay inbound |1 packets (that
contain one of the client’s HTs) by rewiting the I P header. They
replace the destination IP address of the |1 packet with one of the
| P addresses of the owner of the HT, i.e., the rendezvous client.
They MJST al so reconpute the I P checksum accordi ngly.

Because of egress filtering on the path fromthe RVS to the client

[ RFC2827] [ RFC3013], a HI P rendezvous server SHOULD repl ace the source
| P address, i.e., the IP address of I, with one of its owm IP
addresses. The replacenent | P address SHOULD be chosen according to
rel evant 1 Pv4 and |1 Pv6 specifications [ RFC1122] [ RFC3484]. Because
this replacement conceals the initiator’s I P address, the RVS MJST
append a FROM paraneter containing the original source |P address of
the packet. This FROM paraneter MJST be integrity protected by an
RVS HVAC keyed with the correspondi ng rendezvous regi stration
integrity key [ RFC5203].
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I1(RVS, RR, HHT-I, HT-R

I11(1, RVS, HT-I, HT-R +--------- + FROM |, RVS_HVAC)

mmmmemeeeeeeeeeeae e >| [-----m e - +

| | RVS | |

| | | |

| Homomooo - + |

| \Y;
+----- + RI(R I, HT-R HT-I, VIA RVS) +----- +
| | <mmmmmm e | |
| | | |
| | | 12(1, R HT-I, HT-R | R |
| | oo > |
| | S | |
+----- + R(R I, HT-R HT-I1) +----- +

Rendezvous server rewiting |IP addresses.

This nodification of H P packets at a rendezvous server can be

probl emati ¢ because the HI P protocol uses integrity checks. Because

the 11 does not include HVAC or SI GNATURE paraneters, these two end-

to-end integrity checks are unaffected by the operation of rendezvous
servers.

The RVS SHOULD verify the checksumfield of an |1 packet before doing
any nodifications. After nodification, it MJST reconpute the
checksum field using the updated H P header, which possibly included
new FROM and RVS _HMAC paraneters, and a pseudo-header containing the
updat ed source and destination |IP addresses. This enables the
responder to validate the checksumof the 11 packet "as is", wthout
havi ng to parse any FROM paraneters.

4. Rendezvous Server Extensions

This section describes extensions to the H P Registrati on Extension
[ RFC5203], allowing a H P node to register with a rendezvous server
for rendezvous service and notify the RVS aware of changes to its
current location. It also describes an extension to the HP
specification [ RFC5201] itself, allow ng establishnment of H P
associ ations via one or nore H P rendezvous server(s).

4.1. RENDEZVQOUS Regi stration Type
This specification defines an additional registration for the H P

Regi stration Extension [ RFC5203] that allows registering with a
rendezvous server for rendezvous service.
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1 RENDEZVQUS
4.2. Paraneter Formats and Processing
4.2.1. RVS _HVAC Par aneter

The RVS HVMAC is a non-critical paraneter whose only difference with
the HVAC paraneter defined in the H P specification [RFC5201] is its
"type" code. This change causes it to be located after the FROMV
paraneter (as opposed to the HVAC):

Type 65500

Length Variable. Length in octets, excluding Type, Length, and
Paddi ng.

HVAC HVAC conput ed over the HI P packet, excluding the

RVS HVAC paraneter and any follow ng paraneters. The

HVAC is keyed with the appropriate HIP integrity key

(H P-1g or H P-gl) established when rendezvous

regi strati on happened. The H P "checksuni field MJUST be set
to zero, and the H P header length in the H P common header
MUST be cal cul ated not to cover any excluded paraneter

when the HVAC is cal cul ated. The size of the

HVAC is the natural size of the hash conputation

out put dependi ng on the used hash function

To allow a rendezvous client and its RVSto verify the integrity of
packets flow ng between them both SHOULD protect packets with an
added RVS HVAC paraneter keyed with the HIP-lg or HHP-gl integrity
key established while registration occurred. A valid RVS HVAC SHOULD
be present on every packet flowi ng between a client and a server and
MUST be present when a FROM paraneter is processed
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4.2. 2. FROM Par anet er

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type | Length
B e i S T e i T e S R S e e e s i i T S

I I

| Addr ess

I I

I I
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Type 65498

Length 16

Addr ess An | Pv6 address or an | Pv4-in-1Pv6 format | Pv4 address.

A rendezvous server MJST add a FROM paraneter containing the origina
source | P address of a H P packet whenever the source IP address in
the I P header is rewitten. |If one or nore FROM paraneters are

al ready present, the new FROM paraneter MJST be appended after the
exi sting ones.

Whenever an RVS inserts a FROM paraneter, it MJST insert an RVS_HVAC

protecting the packet integrity, especially the | P address included
in the FROM paraneter.
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4.2.3. VIA RVS Paranet er

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type | Length
B e i S T e i T e S R S e e e s i i T S

Addr ess

I
I
I
I
+

I
I
I
I
i S T i i S S N b o T m

B e e i o e S e e i S S T e R i ik T TR o S S S e
| Addr ess |
B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T

Type 65502
Length Vari abl e
Addr ess An | Pv6 address or an |Pv4-in-1Pv6 format | Pv4 address.

After the responder receives a relayed |1 packet, it can begin to
send H P packets addressed to the initiator’s |IP address, w thout
further assistance froman RVS. For debuggi ng purposes, it NMNAY

i nclude a subset of the I P addresses of its RVSs in sone of these
packets. Wen a responder does so, it MJST append a newy created
VI A RVS paraneter at the end of the H P packet. The nain goal of
using the VIA RVS paraneter is to allow operators to di agnose
possi bl e i ssues encountered while establishing a H P association via
an RVS.

4.3. Modified Packets Processing

The foll owi ng subsections describe the differences of processing of
I1 and RL while a rendezvous server is involved in the base exchange

4.3.1. Processing Qutgoing |1 Packets
An initiator SHOULD NOT send an opportunistic |1 with a NULL
destination HT to an I P address that is known to be a rendezvous

server address, unless it wants to establish a H P association with
the rendezvous server itself and does not knowits H T.
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When an RVS rewrites the source I P address of an |1 packet due to
egress filtering, it MJST add a FROM paraneter to the 11 that
contains the initiator’s source |P address. This FROM paraneter MJST
be protected by an RVS HVAC keyed with the integrity key established
at rendezvous registration.

4.3.2. Processing Incomng |1 Packets

When a rendezvous server receives an |1 whose destination H T is not
its own, it consults its registration database to find a registration

for the rendezvous service established by the HHT owner. If it finds
an appropriate registration, it relays the packet to the registered
| P address. If it does not find an appropriate registration, it

drops the packet.

A rendezvous server SHOULD interpret any incom ng opportunistic I1
(i.e., an 11 with a NULL destination HIT) as an |1 addressed to
itself and SHOULD NOT attenpt to relay it to one of its clients.

When a rendezvous client receives an |1, it MJST validate any present
RVS_HVAC paraneter. |f the RVS_HMAC cannot be verified, the packet
SHOULD be dropped. |If the RVS _HVAC cannot be verified and a FROM
paraneter is present, the packet MJST be dropped.

A rendezvous client acting as responder SHOULD drop opportunistic |1s
that include a FROM paraneter, because this indicates that the |1 has
been rel ayed.

4.3.3. Processing Qutgoing Rl Packets

When a responder replies to an |1 relayed via an RVS, it MJST append
to the regular Rl header a VIA RVS paraneter containing the IP
addresses of the traversed RVSs.

4.3.4. Processing Incomng RL Packets

The H P specification [ RFC5201] nandates that a systemreceiving an
R1 MUST first check to see if it has sent an 11 to the originator of
the RL (i.e., the systemis in state |1-SENT). Wen the Rl is
replying to a relayed |1, this check SHOULD be based on H Ts only.

In case the | P addresses are al so checked, then the source |IP address
MUST be checked against the I P address included in the VIA RVS

par anmet er.
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5.

Security Considerations

This section discusses the known threats introduced by these H P
extensions and the inplications on the overall security of HP. In
particular, it argues that the extensions described in this docunent
do not introduce additional threats to the Host Identity Protocol

It is difficult to enconpass the whol e scope of threats introduced by
rendezvous servers because their presence has inplications both at
the 1P and HHP layers. In particular, these extensions mght allow
for redirection, anplification, and reflection attacks at the IP

| ayer, as well as attacks on the H P layer itself, for exanple, nman-
in-the-m ddl e attacks against the H P base exchange.

If an initiator has a priori know edge of the responder’s host
identity when it first contacts the responder via an RVS, it has a
means to verify the signatures in the H P base exchange, which
protects agai nst man-in-the-m ddl e attacks.

If an initiator does not have a priori knowl edge of the responder’s
host identity (so-called "opportunistic initiators"), it is al nost

i npossible to defend the H P exchange agai nst these attacks, because
the public keys exchanged cannot be authenticated. The only approach
woul d be to mitigate hijacking threats on H P state by requiring an
R1 answering an opportunistic |1 to cone fromthe sane | P address
that originally sent the I1l. This procedure retains a |evel of
security that is equivalent to what exists in the Internet today.

However, for reasons of sinplicity, this specification does not allow
the establishnent of a H P association via a rendezvous server in an
opportuni stic nmanner.

| ANA Consi derations

This section is to be interpreted according to the Guidelines for
Witing an | ANA Considerations Section in RFCs [ RFC2434].

Thi s docunent updates the | ANA Registry for H P Paraneters Types by
assigning new H P Paraneter Types values for the new H P Paraneters
defined in Section 4.2:

0 RVS HVAC (defined in Section 4.2.1)

0 FROM (defined in Section 4.2.2)

0 VIA RVS (defined in Section 4.2.3)
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8.

8.

Thi s docunent defines an additional registration for the H P
Regi stration Extension [ RFC5203] that allows registering with a
rendezvous server for rendezvous service

1 RENDEZVOUS
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