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Status of This Meno

This meno provides information for the Internet community.
not specify an Internet standard of any Kkind.

nmeno is unlimted.

Abstract

DNSSEC Lookasi de Validation (DLV)
Security (DNSSEC) trust anchors outside of the DNS del egation chain.
It allows validating resolvers to validate DNSSEC-signed data from

zones whose ancestors either aren’t signed or don’t publish

Del egation Signer (DS) records for their children.
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1

I ntroduction

DNSSEC [ RFC4033] [ RFC4034] [ RFC4035] authenticates DNS data by
bui | di ng public-key signature chains along the DNS del egati on chain
froma trust anchor.

In the present world, with the DNS root and nany key top | eve

domai ns unsigned, the only way for a validating resolver
("validator") to validate the many DNSSEC-signed zones is to maintain
a sizable collection of preconfigured trust anchors. Maintaining

mul tiple preconfigured trust anchors in each DNSSEC-aware val i dat or
presents a significant nanagenent chall enge.

Thi s docunent describes a way to publish trust anchors in the DNS
outside of the nornal delegation chain, as a way to easily configure
many validators w thin an organi zation or to "outsource" trust anchor
nmanagenent .

Some design trade-offs | eading to the nechani sm presented here are
described in [IN1999-19].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Architecture

DNSSEC Lookasi de Validation allows a set of domains, called "DLV
domai ns", to publish secure entry points for zones that are not their
own children

Wth DNSSEC, validators nay expect a zone to be secure when
val i dators have one of two things: a preconfigured trust anchor for
the zone or a validated Del egation Signer (DS) record for the zone in
the zone’s parent (which presunmes a preconfigured trust anchor for
the parent or another ancestor). DLV adds a third nmechanism a
validated entry in a DLV donain (which presumes a preconfigured trust
anchor for the DLV domain). Whenever a DLV domain contains a DLV
RRset for a zone, a validator may expect the naned zone to be signed.
Absence of a DLV RRset for a zone does not necessarily nean that the
zone shoul d be expected to be insecure; if the validator has another
reason to believe the zone should be secured, validation of that
zone's data should still be attenpted.
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3.

DLV Donmi ns

A DLV domain includes trust statenments about descendants of a single
zone, called the "target’ zone. For exanple, the DLV domain

trust broker. exanpl e.com coul d target the org zone and the DLV domain
bar. exanpl e. com coul d target the root.

A DLV donmain contains one or nore DLV records [ RFC4431] for each of
the target’s descendant zones that have registered security
information with it. For a given zone, the corresponding name in the
DLV domain is formed by replacing the target zone nane with the DLV
domai n nane.

For exanpl e, assunming the DLV donain trustbroker.exanple.comtargets
the org zone, any DLV records corresponding to the zone exanple.org
can be found at exanple.trustbroker.exanple.com DLV records
corresponding to the org zone can be found at the apex of

trust br oker. exanpl e. com

As anot her exanpl e, assunmi ng the DLV domai n bar.exanple.comtargets
the root zone, DLV records corresponding to the zone exanple.org can
be found at exanple.org. bar.exanple.com DLV records correspondi ng
to the org zone can be found at org. bar.exanple.com and DLV records
corresponding to the root zone itself can be found at the apex of
bar. exanpl e. com

A DLV domai n need not contain data other than DLV records,
appropriate DNSSEC records validating that data, the apex NS and SQA
records, and, optionally, delegations. |In nost cases, the operator
of a DLV domain will probably not want to include any other RR types
in the DLV domai n.

To gain full benefit from aggressive negative caching, described in
Section 6, a DLV domain SHOULD NOT use mininally-covering NSEC
records, as described in [RFC4470], and it SHOULD NOT use NSEC3
records, as described in [ NSEC3].

Overvi ew of Validator Behavi or

To minimze the load on the DLV domain’s authoritative servers as
wel |l as query response tine, a validator SHOULD first attenpt

val i dation using any applicable (non-DLV) trust anchors. |If the
val idation succeeds (with a result of Secure), DLV processing need
not occur.

When configured with a trust anchor for a DLV domain, a validator
SHOULD attenpt to validate all responses at and bel ow the target of
that DLV donai n.
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To do validation using DLV, a validator |ooks for a (validated) DLV
RRset applicable to the query, as described in the follow ng section
and uses it as though it were a DS RRset to validate the answer using
the normal procedures in Section 5 of RFC 4035.

For each response, the validator attenpts validation using the

"cl osest enclosing”" DLV RRset in the DLV donain, which is the DLV
RRset with the |ongest nanme that matches the query or could be an
ancestor of the QNAME. For exanple, assuming the DLV domain

trust broker. exanpl e.comtargets the org zone, and there exist DLV
RRset s naned trustbroker. exanpl e.com (applicable to org),

exanpl e. trust broker. exanpl e. com (applicable to exanple.org), and
sub. exanpl e. t rust br oker. exanpl e. com (appli cable to sub. exanple.org),
a validator would use the sub.exanpl e.trustbroker. exanpl e.com DLV
RRset for validating responses to a query for sub.exanple.org.

The choi ce of which DLV record(s) to use has a significant inpact on
the query |l oad seen at DLV donmins’ authoritative servers. The
particular DLV selection rule described in this docunent results in a
hi gher query | oad than some other selection rules, but it has sone
advantages in terns of the security policies that it can inplenent.
More detail ed discussion of this DLV selection rule as well as
several alternatives that were considered along the way can be found
in [1N21999-19].

5. Details of Validator Behavior

As above, to minimze the load on the DLV domain’s authoritative
servers as well as query response tinme, a validator SHOULD first
attenpt validation using any applicable (non-DLV) trust anchors. |If
the validation succeeds (with a result of Secure), DLV processing
need not occur.

To find the closest enclosing DLV RRset for a given query, the
validator starts by |ooking for a DLV RRset corresponding to the
QNAME. If it doesn’t find a DLV RRset for that nanme (as confirnmed by
the presence of a validated NSEC record) and that nane is not the
apex of the DLV donmmin, the validator renoves the | eading | abel from
the nane and tries again. This process is repeated until a DLV RRset
is found or it is proved that there is no enclosing DLV RRset
applicable to the QNAME. In all cases, a validator SHOULD check its
cache for the desired DLV RRset before issuing a query. Section 8

di scusses a slight optimzation to this strategy.

Havi ng found the cl osest enclosing DLV RRset or received proof that
no applicable DLV RRset exists, the validator MIST validate the RRset
or non-exi stence proof using the normal procedures in Section 5 of
RFC 4035. In particular, any delegations within the DLV donai n need
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to be followed, with nornal DNSSEC validation applied. |If validation
of the DLV RRset leads to a result of Bogus, then it MJST NOT be used
and the validation result for the original response SHOULD be Bogus,
also. If validation of the DLV RRset leads to a result of Insecure
(i.e., the DLV record is in an unsecured portion of the DLV domain),
then it MJST NOT be used and the validation result for the origina
response SHOULD be | nsecure, also. (It should be very odd, indeed,
to find part of a DLV domain narked as |Insecure: this is likely to
happen only when there are delegations within the DLV domain and sone
portions of that domain use different cryptographic signing
algorithns.) |If the validation of the DLV RRset |leads to a result of
Secure, the validator then treats that DLV RRset as though it were a
DS RRset for the applicable zone and attenpts validation using the
procedures described in Section 5 of RFC 4035.

In the interest of limting conplexity, validators SHOULD NOT attenpt
to use DLV to validate data from anot her DLV donai n.

6. Aggressive Negative Caching

To minimze |load on authoritative servers for DLV domai ns,
particularly those with few entries, DLV validators SHOULD i npl enment
aggressi ve negative caching, as defined in this section

Previ ously, cached negative responses were i ndexed by ONAME, QCLASS,
QTYPE, and the setting of the CD bit (see RFC 4035, Section 4.7), and
only queries matching the index key woul d be answered fromthe cache.
Wth aggressive negative caching, the validator, in addition to
checking to see if the answer is in its cache before sending a query,
checks to see whet her any cached and validated NSEC record denies the
exi stence of the sought record(s).

Usi ng aggressive negative caching, a validator will not nake queries
for any nanme covered by a cached and validated NSEC record.

Furt hernore, a validator answering queries fromclients wll

synt hesi ze a negative answer whenever it has an applicable validated
NSEC in its cache unless the CD bit was set on the inconing query.

6.1. Inplenentation Notes
| mpl enenti ng aggressi ve negative caching suggests that a validator
will need to build an ordered data structure of NSEC records in order

to efficiently find covering NSEC records. Only NSEC records from
DLV domai ns need to be included in this data structure.
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Al'so note that some DLV validator inplenentations do not synthesize
negative answers to insert into outgoing responses -- they only use
aggressi ve negative caching when [ooking up DLV RRs as part of their
internal DLV validation

7. Overlappi ng DLV Donai ns

It is possible to have multiple DLV donains targeting overl appi ng
portions of the DNS hierarchy. For exanple, two DLV domains, perhaps
operated by different parties, might target the org zone, or one DLV
domai n mght target the root while another targets org

If a validator supports nultiple DLV donains, the choice of
precedence in case of overlap is left up to the inplenmentation and
SHOULD be exposed as a configuration option to the user (as conpared
to the choice of DLV records within each domain, a precedence for
which is clearly specified in this docunent). As a very sinple
default, a validator could give precedence to the nost specific DLV
donai n.

Some ot her reasonabl e options include:

1. Searching all applicable DLV domains until an applicable DLV
record is found that results in a successful validation of the
response. |In the case where no applicable DLV record is found in
any DLV donmain, the answer will be treated as Unsecure.

2. Applying sonme sort of precedence to the DLV domai ns based on
their perceived trustworthiness.

3. Searching all applicable DLV donains for applicable DLV records
and using only the nost specific of those DLV records.

4. If multiple DLV domai ns provide applicable DLV records, use a
threshold or scoring system (e.g., "best 2 out of 3") to
deternmine the validation result.

The above list is surely not conplete, and it’'s possible for
validators to have different precedence rules and configuration
options for these cases. [IN 1999-19] discusses different policies
for selecting fromnultiple DLV records within the sane DLV domai n.
That discussion may al so be applicable to the question of which DLV
domain to use and nmay be of interest to inplenenters of validators
that support multiple DLV donai ns.
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8.

Optim zation

This section docunents an optinization to further reduce query | oad
on DLV servers and i nprove validator response tine.

Authoritative servers, when processing a query for a DLV RRset,
SHOULD include all DLV RRsets potentially applicable to a query
(specifically, all DLV RRsets applicable to the QNAME and any of its
ancestors) in the Additional section of the response as well as NSEC
records proving the non-existence of any other applicable DLV records
in the DLV domain. Authoritative servers need only include DLV
RRsets they're aware of -- RRsets in sub-zones may be onmitted.

Validators still seek out of the closest enclosing DLV RRset first.

If they receive any data about other DLV RRsets in the zone, they MAY
cache and use it (assuming that it validates), thus avoiding further
round-trips to the DLV domain’s authoritative servers.

Security Considerations

Val i dators MJUST NOT use a DLV record unless it has been successfully
aut henticated. Normally, validators will have a trust anchor for the
DLV domai n and use DNSSEC to validate the data in it

Aggressi ve negative caching increases the need for validators to do
sone basic validation of incom ng NSEC records before caching them
In particular, the 'next name’ field in the NSEC record MJST be
within the zone that generated (and signed) the NSEC. Oherw se, a
mal i ci ous zone operator could generate an NSEC t hat reaches out of
its zone -- into its ancestor zones, even up into the root zone --
and use that NSEC to spoof away any nane that sorts after the nane of
the NSEC. We call these overreaching NSECs. Mre insidiously, an
attacker could use an overreaching NSEC i n conbination with a signed
wi | dcard record to substitute a signed positive answer in place of
the real data. This checking is not a new requirenent -- these
attacks are a risk even wi thout aggressive negative caching.

However, aggressive negative cachi ng nakes the checking nore

i mportant. Before aggressive negative caching, NSECs were cached
only as netadata associated with a particular query. An overreaching
NSEC that resulted froma broken zone signing tool or some

m sconfigurati on would only be used by a cache for those queries that
it had specifically nmade before. Only an overreachi ng NSEC actively
served by an attacker could cause misbehavior. Wth aggressive
negative caching, an overreachi ng NSEC can cause broader problens
even in the absence of an active attacker. This threat can be easily
mtigated by checking the bounds on the NSEC
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10.

11.

11.

As a reninder, validators MJUST NOT use the nere presence of an RRSIG
or apex DNSKEY RRset as a trigger for doing validation, whether

t hrough the normal DNSSEC hierarchy or DLV. Oherw se, an attacker
m ght perpetrate a downgrade attack by stripping off those RRSIGs or
DNSKEYs.

Section 8 of RFC 4034 describes security considerations specific to
the DS RR. Those considerations are equally applicable to DLV RRs.
O particular note, the key tag field is used to hel p sel ect DNSKEY
RRs efficiently, but it does not uniquely identify a single DNSKEY
RR. It is possible for two distinct DNSKEY RRs to have the sane
owner nane, the sane algorithmtype, and the sane key tag. An

i mpl enentation that uses only the key tag to select a DNSKEY RR m ght
sel ect the wong public key in sone circunstances.

For further discussion of the security inplications of DNSSEC, see
RFCs 4033, 4034, and 4035.

I ANA Consi der ati ons

DLV rmekes use of the DLV resource record (RR type 32769) previously
assigned in [ RFC4431].
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