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Abstract

Spam defined as the transnission of bulk unsolicited nmessages, has
pl agued Internet enmail. Unfortunately, spamis not limted to email.
It can affect any systemthat enabl es user-to-user comrunications.
The Session Initiation Protocol (SIP) defines a systemfor user-to-
user mul tinmedia conmuni cations. Therefore, it is susceptible to

spam just as emmil is. 1In this docunent, we anal yze the probl em of
spamin SIP. W first identify the ways in which the problemis the
same and the ways in which it is different fromemail. W then

exani ne the various possible solutions that have been di scussed for
emai |l and consider their applicability to SIP
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1

I ntroduction

Spam defined as the transni ssion of bulk unsolicited email, has been
a plague on the Internet email system Mny sol utions have been
docunent ed and depl oyed to counter the problem None of these
solutions is ideal. However, one thing is clear: the spam probl em
woul d be much I ess significant had sol uti ons been depl oyed

ubi qui tously before the probl em becane w despread.

The Session Initiation Protocol (SIP) [2] is used for nmultinmedi a
communi cati ons between users, including voice, video, instant
nmessagi ng, and presence. Consequently, it can be just as nuch of a
target for spamas enamil. To deal with this, solutions need to be
defined and recomrendati ons put into place for dealing with spam as
soon as possi bl e.

Thi s docunent serves to neet those goals by defining the problem
space nore concretely, analyzing the applicability of solutions used
in the email space, identifying protocol nechani sns that have been
defined for SIP that can help the problem and nmeki ng recomendati ons
for inplenentors.

Probl em Definition

The spam problemin email is well understood, and we nake no attenpt
to further elaborate on it here. The question, however, is what is
t he meani ng of spam when applied to SIP? Since SIP covers a broad
range of functionality, there appear to be three related but

di fferent manifestations:

Call Spam This type of spamis defined as a bulk unsolicited set of
session initiation attenpts (i.e., INVITE requests), attenpting to
establish a voice, video, instant nessaging [1], or other type of
communi cati ons session. |If the user should answer, the spanmer
proceeds to relay their nmessage over the real-tinme nedia. This is
the classic telemarketer spam applied to SIP. This is often
call ed SPam over |p Tel ephony, or SPIT.

I M Spam This type of spamis sinmlar to email. It is defined as a
bul k unsolicited set of instant nmessages, whose content contains
the message that the spanmer is seeking to convey. [Mspamis

nost naturally sent using the SIP MESSAGE [ 3] request. However,
any other request that causes content to automatically appear on
the user’s display will also suffice. That might include INVITE
requests with large Subject headers (since the Subject is
sonmetinmes rendered to the user), or INVITE requests with text or
HTM. bodies. This is often called SPam over |nstant Messagi ng, or
SPIM
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Presence Spam This type of spamis sinmilar to IMspam It is
defined as a bulk unsolicited set of presence requests (i.e.
SUBSCRI BE requests [4] for the presence event package [6]), in an
attenpt to get on the "buddy list" or "white list" of a user in
order to send themIMor initiate other forns of conmunications.
This is occasionally called SPam over Presence Protocol, or SPPP

There are many other SIP nmessages that a spamer ni ght send
However, nost of the other ones do not result in content being
delivered to a user, nor do they seek input froma user. Rather,
they are answered by automata. OPTIONS is a good exanple of this.
There is little value for a spammer in sending an OPTI ONS request,
since it is answered autonatically by the User Agent Server (UAS).
No content is delivered to the user, and they are not consulted.

In the sections below, we consider the |ikelihood of these various
forns of SIP spam This is done in some cases by a rough cost
analysis. It should be noted that all of these anal yses are
approxi mate, and serve only to give a rough sense of the order of
magni t ude of the probl em

2.1. Call Spam

WIl call spamoccur? That is an inportant question to answer.
Clearly, it does occur in the existing tel ephone network, in the form
of telemarketer calls. Although these calls are annoying, they do
not arrive in the sane kind of volunme as email spam The difference
is cost; it costs nore for the spamrer to make a phone call than it
does to send email. This cost manifests itself in ternms of the cost
for systens that can performtelenmarketer call, and in cost per call.

Both of these costs are substantially reduced by SIP. A SIP cal

spam application is easy to wite. It is just a SIP User Agent that
initiates, in parallel, a large nunber of calls. |If a call connects,
the spam application generates an ACK and proceeds to play out a
recorded announcenent, and then it terminates the call. This kind of
application can be built entirely in software, using readily
avai l abl e (and indeed, free) off-the-shelf software conmponents. It

can run on a lowend PC and requires no special expertise to execute.

The cost per call is also substantially reduced. A nornal
residential phone Iine allows only one call to be placed at a tine.
If additional lines are required, a user nust purchase nore expensive

connectivity. Typically, a T1 or T3 would be required for a | arge-
volume tel emarketing service. That kind of access is very expensive
and well beyond the reach of an average user. A Tl line is

approxi mately US $250 per nonth, and about 1.5 cents per mnute for
calls. T1 lines used only for outbound calls (such as in this case)
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are even nore expensive than inbound trunks due to the reciproca
term nation charges that a provider pays and receives.

There are two aspects to the capacity: the call attenpt rate, and the
nunber of sinultaneous successful calls that can be in progress. A
T1 would allow a spammer, at nost, 24 sinultaneous calls, and
assunm ng about 10 seconds for each call attenpt, about 2.4 cal
attenpts per second. At high-volune calling, the per-mnute rates
far exceed the flat nmonthly fee for the T1. The result is a cost of
250, 000 microcents for each successful spamdelivery, assum ng 10
seconds of content.

Wth SIP, this cost is nmuch reduced. Consider a spamer using a

typi cal broadband | nternet connection that provides 500 Kbps of
upstream bandwi dth. Initiating a call requires just a single INVITE
message. Assuming, for sinplicity’'s sake, that this is 1 KB, a 500
Kbps upstream DSL or cabl e nodem connection will allow about 62 cal
attenpts per second. A successful call requires enough bandwi dth to
transmit a nessage to the receiver. Assuning a |ow conpression codec
(say, G 723.1 at 5.3 Kbps), this requires approxinately 16 Kbps after
RTP, UDP, and | P overheads. Wth 500 Kbps upstream bandw dth, this
means as many as 31 sinmultaneous calls can be in progress. Wth 10
seconds of content per call, that allows for 3.1 successful cal
attenpts per second. |If broadband access is around $50/ nonth, the
cost per successful voice spamis about 6.22 microcents each. This
assumes that calls can be nade 24 hours a day, 30 days a nonth, which
may or nmay not be the case.

These figures indicate that SIP call spamis roughly four orders of
magni t ude cheaper to send than traditional circuit-based tel emarketer
calls. This lowcost is certainly going to be very attractive to
spamers. | ndeed, nmany spammrers utilize conputational and bandwi dth
resources provided by others, by infecting their nachines with
viruses that turn theminto "zonbi es" that can be used to generate
spam This can reduce the cost of call spamto nearly zero

Even ignoring the zonbie issue, this reduction in cost is even nore
amplified for international calls. Currently, there are few
telemarketing calls across international borders, largely due to the
| arge cost of making international calls. This is one of the reasons
why the "do not call list", a United States national |ist of nunbers
that tel emarketers cannot call -- has been effective. The law only
affects U. S. conpani es, but since nost tel enarketing calls are
donestic, it has been effective. Unfortunately (and fortunately),
the I P network provides no boundaries of these sorts, and calls to
any SIP URl are possible fromanywhere in the world. This will allow
for international spamat a significantly reduced cost.
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International spamis likely to be even nore annoying than nationa
spam since it may arrive in |languages that the recipient doesn't
even speak.

These figures assunme that the primary limtation is the access

bandwi dth and not CPU, disk, or termination costs. Term nation costs
merit further discussion. Currently, nost Voice over IP (VolP) calls
term nate on the Public Switched Tel ephone Network (PSTN), and this
term nation costs the originator of the call noney. These costs are
simlar to the per-minute rates of a T1. It ranges anywhere from
half a cent to three cents per mnute, depending on volune and ot her
factors. However, equipnent costs, training, and other factors are
much | ower for SIP-based term nation than a T1, neking the cost stil
lower than circuit connectivity. Furthernore, the current trend in
Vol P systens is to nake ternination free for calls that never touch
the PSTN, that is, calls to actual SIP endpoints. Thus, as nore and
nmore SI P endpoints come online, termnation costs will probably drop
Until then, SIP spamcan be used in concert with term nation services
for a lower-cost formof traditional telenmarketer calls, nade to
normal PSTN endpoi nts.

It is useful to conpare these figures with email. VolP can deliver
approxi mately 3.1 successful call attenpts per second. Email spam
can, of course, deliver nore. Assuming 1 KB per email, and an

upstream link of 500 Kbps, a spammer can generate 62.5 nessages per
second. This nunber goes down with | arger nessages of course
Interestingly, spamfilters delete |arge nunbers of these mails, so
the cost per viewed nmessage is likely to be rmuch higher. In that
sense, call spamis nmuch nore attractive, since its content is nuch
nore likely to be exam ned by a user if a call attenpt is successful

Anot her part of the cost of spamming is collecting addresses.
Spamers have, over tine, built up imense lists of email addresses,
each of the form user @omain, to which spamis directed. SIP uses
the sane form of addressing, making it likely that enail addresses
can easily be turned into valid SIP addresses. Tel ephone nunbers

al so represent valid SIP addresses; in concert with a term nation
provider, a spanmmer can direct SIP calls at traditional PSTN devices
It is not clear whether email spanmers have al so been collecting
phone numbers as they performtheir Wb sweeps, but it is probably
not hard to do so. Furthernore, unlike email addresses, phone
nunbers are a finite address space and one that is fairly densely
packed. As a result, going sequentially through phone nunbers is
likely to produce a fairly high hit rate. Thus, it seens like the
cost is relatively low for a spamer to obtain |arge nunbers of SIP
addresses to whi ch spam can be directed.
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2.2. I M Spam

I Mspamis very nuch like email, in terms of the costs for deploying
and generating spam Assuming, for the sake of argunment, a 1KB
message to be sent and 500 Kbps of upstream bandwi dth, that is 62.5
nmessages per second. At $50/nonth, the result is .31 microcents per
message. This is less than voice spam but not substantially |ess.
The cost is probably on par with email spam However, IMis nuch
nmore intrusive than email. In today’'s systens, |Ms automatically pop
up and present thenselves to the user. Email, of course, mnust be
del i berately selected and di spl ayed. However, nost popular |IM
systens enploy white lists, which only allow IMto be delivered if
the sender is on the white list. Thus, whether or not IMspamwlI
be useful seens to depend a ot on the nature of the systens as the
network i s opened up. |If they are ubiquitously deployed with white-
list access, the value of IMspamis likely to be | ow

It is inmportant to point out that there are two different types of IM
systens: page node and session node. Page node | M systens work nuch
like email, with each | M being sent as a separate nessage. In
session node IM there is signaling in advance of communication to
establish a session, and then I Ms are exchanged, perhaps point-to-
point, as part of the session. The nodality inpacts the types of
spam t echni ques that can be applied. Techniques for email can be
applied identically to page node I M but session node IMis nore like
t el ephony, and many techni ques (such as content filtering) are harder

to apply.
2.3. Presence Spam

As defined above, presence spamis the generation of bulk unsolicited
SUBSCRI BE nessages. The cost of this is within a small constant
factor of | Mspam so the sane cost estimtes can be used here. What
woul d be the effect of such span? Most presence systens provide somne
ki nd of consent framework. A watcher that has not been granted
permnission to see the user’s presence will not gain access to their
presence. However, the presence request is usually noted and
conveyed to the user, allowing themto approve or deny the request.
In SIP, this is done using the watcherinfo event package [7]. This
package allows a user to learn the identity of the watcher, in order
to nmake an aut hori zati on deci sion

Interestingly, this provides a vehicle for conveying information to a
user. By generating SUBSCRIBE requests fromidentities such as

si p: pl ease- buy- ny- product @pam exanpl e.com brief nessages can be
conveyed to the user, even though the sender does not have, and never
will receive, permi ssion to access presence. As such, presence spam
can be viewed as a formof |IMspam where the anount of content to be
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conveyed is limted. The limt is equal to the amount of information
generated by the watcher that gets conveyed to the user through the
perm ssion system

This type of spam al so shows up in consent frameworks used to prevent
call spam as discussed in Section 3.4.

3. Sol ution Space

In this section, we consider the various solutions that m ght be
possible to deal with SIP spam W primarily consider techniques
that have been enployed to deal with email spam It is inportant to
note that the solutions docunented bel ow are not nmeant to be an
exhaustive study of the spam solutions used for email but rather just
a representative set. W also consider some solutions that appear to
be SIP-specific.

3.1. Content Filtering

The nost common form of spam protection used in enmail is based on
content filtering. Spamfilters analyze the content of the email

and | ook for clues that the email is spam Bayesian spamfilters are
in this category.

Unfortunately, this type of spamfiltering, while successful for
email spam is conpletely useless for call spam There are two
reasons. First, in the case where the user answers the call, the
call is already established and the user is paying attention before
the content is delivered. The spam cannot be anal yzed before the
user sees it. Second, if the content is stored before the user
accesses it (e.g., with voicemail), the content will be in the form
of recorded audi o or video. Speech and video recognition technol ogy
is not likely to be good enough to anal yze the content and determ ne
whet her or not it is spam |Indeed, if a systemtried to perform
speech recognition on a recording in order to performsuch an
analysis, it would be easy for the spanmmers to nake calls with
background noi ses, poor grammar, and varied accents, all of which
will throw off recognition systems. Video recognition is even harder
to do and remains prinmarily an area of research

I Mspam due to its simlarity to email, can be countered with

content analysis tools. Indeed, the sane tools and techni ques used
for email will directly work for | M spam
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3.2. Black Lists

Bl ack listing is an approach whereby the spamfilter maintains a |ist
of addresses that identify spanmrers. These addresses include both
user nanes (spammer @xanpl e.com) and entire domai ns (exanpl e.con).
Pure bl acklists are not very effective in enmail for two reasons.
First, enail addresses are easy to spoof, naking it easy for the
sender to pretend to be soneone else. |f the sender varies the
addresses they send from the black |ist becomes al nost conpletely
usel ess. The second problemis that, even if the sender doesn’t
forge the From address, emnil addresses are in alnost limtless
supply. Each domain contains an infinite supply of email addresses,
and new domai ns can be obtained for very | ow cost. Furthernore,
there will always be public providers that will allow users to obtain
identities for alnmost no cost (for exanple, Yahoo or ACL mai
accounts). The entire domain cannot be bl acklisted because it
contains so many valid users. Blacklisting needs to be for

i ndi vidual users. Those identities are easily changed.

As a result, as long as identities are easy to manufacture, or
zonbi es are used, black lists will have linmited effectiveness for
enai | .

Bl acklists are also likely to be ineffective for SIP spam

Mechani sns for inter-domain authenticated identity for enmail and SIP
are discussed in Section 4 and Section 5. Assuning these nechanisns
are used and enabled in inter-domin conmuni cations, it becomnes
difficult to forge sender addresses. However, it still remains cheap
to obtain a nearly infinite supply of addresses.

3.3. Wite Lists

Wiite lists are the opposite of black lists. It is alist of valid
senders that a user is willing to accept ermail from Unlike black
lists, a spammer cannot change identities to get around the white
list. Wiite lists are susceptible to address spoofing, but a strong
identity authentication nechani smcan prevent that problem As a
result, the conbination of white lists and strong identity, as
described in Section 4.2 and Section 5, are a good form of defense
agai nst spam

However, they are not a conplete solution, since they would prohibit
a user fromever being able to receive email from soneone who was not
explicitly put on the white list. As a result, white lists require a
solution to the "introduction problenmt - how to neet soneone for the
first tinme, and decide whether they should be placed in the white
list. In addition to the introduction problem white |ists demand
tinme fromthe user to nanage
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In IMsystens, white |ists have proven exceptionally useful at
preventing spam This is due, in no small part, to the fact that the
white list exists naturally in the formof the buddy list. Users
don’t have to manage this list just for the purposes of spam
prevention; it provides general utility, and assists in spam
prevention for free. Many popular | Msystens al so have strong

i dentity mechani sns since they do not allow comruni cations with IM
systems in other adninistrative domains. The introduction problemin
these systens is solved with a consent franework, described bel ow

The success of white lists in IMsystens has applicability to SIP as
well. This is because SIP al so provides a buddy |ist concept and has
an advanced presence systemas part of its specifications. The

i ntroduction problemrenains. 1In email, techniques Iike Turing tests
have been enpl oyed to address the introduction problem Turing tests
are considered further in the sections below As with email, a
techni que for solving the introduction problemwould need to be
applied in conjunction with a white |ist.

If a user’s conputer is conpronised and used a zonbie, that conputer
can usually be used to send spamto anyone that has put the user on
their white Iist.

3.4. Consent-Based Communi cati ons

A consent-based solution is used in conjunction with white or bl ack
lists. That is, if user Ais not on user B's white or black list,
and user A attenpts to conmunicate with user B, user A's attenpt is
initially rejected, and they are told that consent is being

requested. Next tine user B connects, user Bis inforned that user A
had attenpted communications. User B can then authorize or reject
user A

These ki nds of consent-based systenms are used widely in presence and
IM Since nost of today’s popular I Msystens only all ow

conmuni cations within a single adninistrative domain, sender
identities can be authenticated. Enmail often uses simlar consent-
based systens for nailing lists. They use a formof authentication
based on sending cookies to an emai|l address to verify that a user
can receive mail at that address.

Thi s ki nd of consent-based comunications has been standardi zed in
SIP for presence, using the watcher information event package [7] and
data format [8], which allow a user to find out that soneone has
subscri bed. Then, the XML Configuration Access Protocol (XCAP) [10]
is used, along with the XML format for presence authorization [11] to
provi de permi ssion for the user to comunicate.
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A consent framework has al so been devel oped that is applicable to
other forms of SIP comunications [12]. However, this franmework
focuses on authorizing the addition of users to "mailing lists"

known as exploders in SIP term nol ogy. Though spamers typically use
such expl oder functions, presumably one run by a spamrer woul d not
use this technique. Consequently, this consent framework i s not
directly applicable to the spamproblem It is, however, useful as a
tool for managing a white list. Through the PUBLI SH nechanism it

all ows a user to upload a perm ssion docunent [13] that indicates
that they will only accept inconming calls froma particular sender.

Can a consent franmework, |ike the ones used for presence, help solve
call span? At first glance, it would seemto help a lot. However,
it might just change the nature of the spam |Instead of being
bothered with content, in the formof call spamor |IMspam users are
bot hered with consent requests. A user’s "communications inbox"

m ght instead be filled with requests for conmunications froma
multiplicity of users. Those requests for communications don't
convey nuch useful content to the user, but they can convey sone. At
the very least, they will convey the identity of the requester. The
user part of the SIP URI allows for limted free formtext, and thus
could be used to convey brief nessages. One can inmagi ne receiving
consent requests with identities Iike

"si p: pl ease- buy-ny- product - at -t hi s-websi t e@pam exanpl e. cont', for
exanple. Fortunately, it is possible to apply traditional content
filtering systens to the header fields in the SI P messages, thus
reduci ng these kinds of consent request attacks.

In order for the spammer to convey nore extensive content to the
user, the user nust explicitly accept the request, and only then can
the spammer convey the full content. This is unlike enmail spam
where, even though nuch spamis autonatically del eted, sone
percentage of the content does get through, and is seen by users,

wi thout their explicit consent that they want to see it. Thus, if
consent is required first, the value in sending spamis reduced, and
perhaps it will cease for those spam cases where consent is not given
to spanmers.

As such, the real question is whether or not the consent system woul d
make it possible for a user to give consent to non-spanmers and
reject spanmers. Authenticated identity can help. A user in an
enterprise would know to give consent to senders in other enterprises
in the sanme industry, for exanple. However, in the consuner space,

i f sip:bob@xanple.comtries to comunicate with a user, how does
that user determni ne whether Bob is a spamer or a long-lost friend
from high school? There is no way based on the identity alone. In
such a case, a useful technique is to grant perm ssion for Bob to
conmuni cate but to ensure that the pernission is extrenmely linmted.
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In particular, Bob may be granted pernission to send no nore than 200
words of text in a single M which he can use to identify hinself,
so that the user can determ ne whether or not nore pernissions are
appropriate. It nmay even be possible that an automated system coul d
do some formof content analysis on this initial short nessage.
However, this 200 words of text may be enough for a spammer to convey
their nessage, in nmuch the sane way they night convey it in the user
part of the SIP URI.

Thus, it seenms that a consent-based framework, along with white lists
and black lists, cannot fully solve the problemfor SIP, although it
does appear to help.

3.5. Reputation Systens

A reputation systemis also used in conjunction with white or bl ack
lists. Assune that user Ais not on user B's white list, and A
attenpts to contact user B. |If a consent-based systemis used, Bis
pronpted to consent to communi cations fromA, and along with the
consent, a reputation score might be displayed in order to help B
deci de whether or not they should accept conmunications fromA

Traditionally, reputation systens are inplenmented in highly
centralized nessaging architectures; the nost w despread reputation
systens in nessagi ng today have been depl oyed by nonolithic instant
messagi ng providers (though nmany Wb sites with a hi gh degree of
interactivity enploy very simlar concepts of reputation).
Reputation is cal cul ated based on user feedback. For exanple, a
button on the user interface of the nessaging client m ght enpower
users to informthe systemthat a particular user is abusive. O
course, the input of any single user has to be insufficient to ruin
one’s reputation, but consistent negative feedback would give the
abusi ve user a negative reputation score.

Reput ati on systens have been successful in systenms where
centralization of resources (user identities, authentication, etc.)
and nonolithic control doninate. Exanples of these include the large
i nstant messaging providers that run | M systens that do not exchange
nmessages with other administrative domains. That control, first of
all, provides a relatively strong identity assertion for users (since
all users trust a common provider, and the comon provider is the
arbiter of authentication and identity). Secondly, it provides a
singl e place where reputati on can be managed.

Reput ati on systens based on negative reputation scores suffer from
many of the same problens as black lists, since effectively the
consequence of having a negative reputation is that you are
blacklisted. |If identities are very easy to acquire, a user with a
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negative reputation will sinply acquire a new identity. Mreover
negative reputation is generated by tattling, which requires users to
be annoyed enough to click the warning button -- a process that can
be abused. In sonme reputation systens, "reputation nafias"”

consi sting of |large nunbers of users routinely bully or extort
victims by threatening collectively to give victins a negative

reput ation.

Reput ati on systens based on positive reputation, where users praise
each other for being good, rather than tattling on each other for
bei ng bad, have sonme sinml|ar drawbacks. Collectives of spanmers, or
just one spamer who acquires a large nunber identities, could praise
one another in order to create an artificial positive reputation
Users sinilarly have to overcone the inertia required to press the
"praise" button. Unlike negative reputation systenms, however,
positive reputation is not circunvented when users acquire a new
identity, since basing authorization decisions on positive reputation
is essentially a formof white listing.

So, while positive reputation systens are superior to negative
reputation systenms, they are far fromperfect. Intriguingly, though
conbi ni ng presence-based systens with reputation systens |eads to an
interesting fusion. The "buddy-list" concept of presence is, in
effect, a white list - and one can infer that the users on one’'s
buddy list are people whomyou are "praising”. This elimnates the
probl em of user inertia in the use of the "praise" button, and
automates the initial establishnent of reputation.

And of course, your buddies in turn have buddies. Collectively, you
and your buddi es (and their buddies, and so on) constitute a soci al
network of reputation. |If there were a way to | everage this social
network, it would elimnate the need for centralization of the
reputation system Your perception of a particular user’s reputation
m ght be dependent on your relationship to themin the social

network: are they one buddy renoved (strong reputation), four buddies
renoved (weaker reputation), three buddi es renoved but connected to
you through several of your buddies, etc. This web of trust
furthernore woul d have the very desirable property that circles of
spamer s addi ng one another to their own buddy lists would not affect
your perception of their reputation unless their circle linked to
your own soci al network

If a users nmachine is conprom sed and turned into a zonbie, this

all ows SPAMto be sent and may inpact their reputation in a negative
way. Once their reputation decreases, it becones extrenely difficult
to reestablish a positive reputation
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3.6. Address bfuscation

Spamers build up their spamlists by gathering email addresses from
Web sites and other public sources of information. One way to
mnimze spamis to nake your address difficult or inpossible to
gather. Spambots typically look for text in pages of the form

"user @onmi n", and assune that anything of that formis an enil
address. To hide fromsuch spam bots, many Wb sites have recently
begun pl acing enail addresses in an obfuscated form usable to hunans
but difficult for an automata to read as an enmil address. Exanples
i nclude fornms such as, "user at exanple dot cont or "j dr os en a
texampl edot cont.

These techniques are equally applicable to prevention of SIP spam
and are likely to be as equally effective or ineffective inits
preventi on.

It is worth nentioning that the source of addresses need not be a Wb
site - any publicly accessible service containing addresses w ||
suffice. As a result, ENUM[9] has been cited as a potential gold
mne for spanmmers. It would allow a spanmer to collect SIP and ot her
URIs by traversing the tree in el64.arpa and mining it for data.

This problemis mtigated in part if only nunmber prefixes, as opposed
to actual nunbers, appear in the DNS. Even in that case, however, it
provi des a technique for a spamer to | earn which phone nunbers are
reachabl e t hrough cheaper direct SIP connectivity.

3. 7. Li m ted- Use Addresses

A related technique to address obfuscation is |inited-use addresses.
In this technique, a user has a | arge nunber of enmmil addresses at
their disposal, each of which has constraints on its applicability.
A limted-use address can be tinme-bound, so that it expires after a
fixed period. O, a different email address can be given to each
correspondent. \When spamarrives fromthat correspondent, the
limted-use address they were given is terninated. |n another
variation, the same linited-use address is given to multiple users
that share sonme property; for exanple, all work coll eagues, all
coworkers fromdifferent conpanies, all retailers, and so on. Should
spam begin arriving on one of the addresses, it is invalidated,
preventing conmmuni cati ons from anyone el se that received the limted
use address.

This technique is equally applicable to SIP. One of the drawbacks of
the approach is that it can make it hard for people to reach you; if
an email address you hand out to a friend beconmes spanmed, changi ng
it requires you to informyour friend of the new address. SIP can
hel p solve this problemin part, by naking use of presence [6].
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I nstead of handi ng out your enmil address to your friends, you would
hand out your presence URI. Wen a friend wants to send you an
emai |, they subscribe to your presence (indeed, they are likely to be
continuously subscribed froma buddy list application). The presence
data can include an enail address where you can be reached. This
emai | address can be obfuscated and be of single use, different for
each buddy who requests your presence. They can al so be constantly
changed, as these changes are pushed directly to your buddies. In a
sense, the buddy list represents an automatically updated address
book, and would therefore elimnate the probl em

Anot her approach is to give a different address to each and every
correspondent, so that it is never necessary to tell a "good" user
that an address needs to be changed. This is an extrene form of
limted-use addresses, which can be called a single-use address.
Mechani sns are available in SIP for the generation of [16] an
infinite supply of single use addresses. However, the hard part
remai ns a useful nechanismfor distribution and managenent of those
addr esses.

3.8. Turing Tests

In email, Turing tests are mechani snms whereby the sender of the
message i s given sone kind of puzzle or challenge, which only a hunan
can answer (since Turing tests rely on video or audio puzzles, they
soneti mes cannot be sol ved by individuals with handicaps). These
tests are al so known as captchas (Conpletely Automated Public Turing
test to tell Conputers and Humans Apart). |If the puzzle is answered
correctly, the sender is placed on the user’s white list. These
puzzles frequently take the form of recognizing a word or sequence of
nunbers in an inage with a | ot of background noise. The tests need
to be designed such that automata cannot easily performthe inage
recogni tion needed to extract the word or nunber sequence, but a
human user usually can. Designing such tests is not easy, since
ongoi ng advances in inmage processing and artificial intelligence
continually raise the bar. Consequently, the effectiveness of
captchas are tied to whether spamers can conme up with or obtain
algorithnms for automatically solving them

Li ke many of the other email techniques, Turing tests are dependent
on sender identity, which cannot easily be authenticated in email

Turing tests can be used to prevent | Mspamin nuch the sane way they
can be used to prevent emmil spam

Turing tests can be applied to call spamas well, although not

directly, because call spam does not usually involve the transfer of
i mages and other content that can be used to verify that a human is
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on the other end. |If nost of the calls are voice, the technique
needs to be adapted to voice. This is not that difficult to do.

Here is howit could be done. User A calls user B and is not on user
B's white or black list. User Ais transferred to an Interactive

Voi ce Response (IVR) system The IVR systemtells the user that they
are going to hear a series of nunbers (say 5 of then), and that they
have to enter those nunmbers on the keypad. The |VR systemreads out
t he nunbers whil e background nusic is playing, making it difficult
for an aut onmated speech recognition systemto be applied to the
medi a. The user then enters the numbers on their keypad. |If they
are entered correctly, the user is added to the white |ist.

This kind of voice-based Turing test is easily extended to a variety
of media, such as video and text, and user interfaces by maki ng use
of the SIP application interaction franmework [14]. This framework
allows client devices to interact with applications in the network
where such interaction is done with stinulus signaling, including
keypads (supported with the Keypad Markup Language [15]), but also

i ncluding Web browsers, voice recognition, and so on. The franework
all ows the application to deternine the nedia capabilities of the
device (or user, in cases where they are handi capped) and interact
with them appropriately.

In the case of voice, the Turing test would need to be nade to run in
the | anguage of the caller. This is possible in SIP, using the
Accept - Language header field, though this is not widely used at the
nmonent, and neant for |anguages of SIP nessage conponents, not the
medi a streans.

The prinmary problemw th the voice Turing test is the sane one that
emai| tests have: instead of having an autonata process the test, a
spamer can pay cheap workers to take the tests. Assum ng cheap

| abor in a poor country can be obtained for about 60 cents per hour
and assuming a Turing test of a 30-second duration, this is about
0.50 cents per test and thus 0.50 cents per nmessage to send an | M
spam Lower |abor rates would reduce this further; the nunber quoted
here is based on real online bids in Septenber of 2006 nade for

actual work of this type

As an alternative to paying cheap workers to take the tests, the
tests can be taken by human users that are tricked into conpleting
the tests in order to gain access to what they believe is a
legitimate resource. This was done by a spanbot that posted the
tests on a pornography site, and required users to conplete the tests
in order to gain access to content.

Due to these limtations, Turing tests may never conpletely solve the
probl em
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3.9. Conputational Puzzles

This technique is similar to Turing tests. Wen user Atries to
comruni cate with user B, user B asks user A to performa conputation
and pass the result back. This conputation has to be sonething a
human user cannot perform and sonethi ng expensi ve enough to increase
user A's cost to communicate. This cost increase has to be high
enough to make it prohibitively expensive for spanmers but

i nconsequential for legitimte users.

One of the problens with the technique is that there is wde
variation in the conputational power of the various clients that

m ght legitimtely conmmuni cate. The CPU speed on a | owend cel
phone is around 50 MHz, while a high-end PC approaches 5 GHz. This
represents al nost two orders of magnitude difference. Thus, if the
test is designed to be reasonable for a cell phone to perform it is
two orders of magnitude cheaper to performfor a spammer on a high-
end nachine. Recent research has focused on defining conputationa
puzzl es that challenge the CPU nenory bandw dth, as opposed to just
the CPU [26]. It seens that there is less variety in the CPU nenory
bandwi dt h across devices, roughly a single order of nagnitude.

Recent work [28] suggests that, due to the ability of spamers to use
virus-infected nachines (al so known as zonbies) to generate the spam
t he amobunt of conputational power available to the spamers is
substantial, and it may be inpossible to have them conpute a puzzle
that is sufficiently hard that will not also block norrmal emails. |If
conmbined with white listing, computational puzzles would only be
utilized for new comunications partners. O course, if the partner
on the white list is a zonbie, spamw |l cone fromthat source. The
frequency of communications with new partners is arguably higher for
emai | than for nultimedia, and thus the conputational puzzle

techni ques nmay be nore effective for SIP than for email in dealing
with the introduction problem

These techniques are an active area of research right now, and any
results for email are likely to be usable for SIP

3.10. Payments at Risk

Thi s approach has been proposed for email [27]. Wen user A sends
emai |l to user B, user A deposits a small anount of nobney (say, one
dollar) into user B's account. |f user B decides that the nessage is
not spam user B refunds this noney back to user A |If the nessage
is spam user B keeps the noney. This technique requires two
transactions to conplete: a transfer fromA to B, and a transfer from
B back to A. The first transfer has to occur before the nessage can
be received in order to avoid reuse of "pending paynents" across
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several nessages, which would elimnate the utility of the solution
The second one then needs to occur when the nessage is found not to
be spam

This techni que appears just as applicable to call spamand | M spam as
it is to emuil spam Like many of the other techniques, this
exchange woul d only happen the first tine you talk to people. Its
proper operation therefore requires a good authenticated identity
infrastructure

This technique has the potential to nmake it arbitrarily expensive to
send spam of any sort. However, it relies on cheap m cro-paynent
techniques on the Internet. Traditional costs for Internet paynents
are around 25 cents per transaction, which would probably be

prohi bitive. However, recent providers have been willing to charge
15% of the transaction for small transactions, as small as one cent.
This cost would have to be shoul dered by users of the system The
cost that would need to be shoul dered per user is equal to the nunber
of messages from unknown senders (that is, senders not on the white
list) that are received. For a busy user, assune about 10 new
senders per day. |If the deposit is 5 cents, the transaction provider
woul d take 0.75 cents and deliver 4.25 cents. |If the sender is

all owed, the recipient returns 4.25 cents, the provider takes 0.64
cents, and returns 3.6 cents. This costs the sender 0.65 cents on
each transaction, if it was legitinmate. |If there are ten new

reci pients per day, that is US $1.95 per nonth, which is relatively

i nexpensi ve.

Assum ng a m cro-paynment infrastructure exists, another problemwth
paynent-at-risk is that it |oses effectiveness when there are strong
inequities in the value of currency between sender and reci pient.

For exanple, a poor person in a Third World country mi ght keep the
money in each mail nessage, regardl ess of whether it is spam
Simlarly, a poor person night not be willing to include noney in an
email, even if legitimate, for fear that the recipient mght keep it.
If the anpbunt of noney is |lowered to hel p handl e these problens, it
m ght becone sufficiently snmall that spamers can just afford to
spend it.

3.11. Legal Action
In this solution, countries pass |laws that prohibit spam These | aws
could apply to IMor call spamjust as easily as they could apply to
emai | spam There is a |lot of debate about whether these [aws would
really be effective in preventing spam

As a recent exanple in the US, "do not call" lists seemto be
effective. However, due to the current cost of |ong-distance phone
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3.

3.

calls, the telemarketing is conming fromconpanies within the US. As

such, calls fromsuch telemarketers can be traced. |If a tel emarketer
violates the "do not call" list, the trace allows |egal action to be
taken against them A simlar "do not irritate" list for VolP or for

email would be less likely to work because the spamis likely to come
frominternational sources. This problemcould be obviated if there
was a strong way to identify the sender’s legal entity, and then
determi ne whether it was in a jurisdiction where it was practical to
take |l egal action against them |If the spammer is not in such a
jurisdiction, the SIP spam coul d be rejected.

There are al so schenes that cause |aws other than anti-spamlaws to
be broken if spamis sent. This does not inherently reduce SPAM but
it allows nore | egal options to be brought to bear against the
spamer. For exanple, Habeas <http://ww. habeas. conk inserts
material in the header that, if it was inserted by a spamer wi thout
an appropriate license, would all egedly causes the spamrer to violate
US copyright and tradenmark | aws, possibly reciprocal |aws, and
simlar laws in many countries.

12. Circles of Trust

In this nodel, a group of domains (e.g., a set of enterprises) all

get together. They agree to exchange SIP calls anpbngst each other
and they also agree to introduce a fine should any one of them be
caught spanm ng. Each conpany woul d then enact neasures to termnate
enpl oyees who spam fromtheir accounts.

This technique relies on secure inter-domain authentication - that
is, domain B can know that nessages are received fromdomain A In
SIP, this is readily provided by usage of the nmutually authenticated
Transport Level Security (TLS)[22] between providers or SIP ldentity
[17].

This kind of technique works well for small domains or small sets of
provi ders, where these policies can be easily enforced. However, it
is unclear how well it scales up. Could a very large domain truly
prevent its users from spammi ng? At what point would the network be
| arge enough that it would be worthwhile to send spam and just pay
the fine? How would the pricing be structured to allow both smal
and | arge domains alike to participate?

13. Centralized SIP Providers

This technique is a variation on the circles of trust described in
Section 3.12. A small nunber of providers get established as "inter-
domain SIP providers". These providers act as a Sl P-equivalent to
the interexchange carriers in the PSTN. Every enterprise, consuner
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SIP provider, or other SIP network (call these the local SIP

provi ders) connects to one of these inter-donain providers. The

Il ocal SIP providers only accept SIP nessages fromtheir chosen inter-
domai n provider. The inter-domain provider charges the |oca

provi der, per SIP nmessage, for the delivery of SIP nessages to other
| ocal providers. The local provider can choose to pass on this cost
toits own custonmers if it so chooses

The inter-domain SIP providers then formbi-lateral agreenents with
each ot her, exchanging SIP nessages according to strict contracts.
These contracts require that each of the inter-domain providers be
responsi ble for charging a mni num per-nessage fee to their own
custoners. Extensive auditing procedures can be put into place to
verify this. Besides such contracts, there may or may not be a flow
of funds between the inter-domain providers.

The result of such a systemis that a fixed cost can be associ at ed
with sending a SIP nessage, and that this cost does not require

m cro- paynments to be exchanged between | ocal providers, as it does in
Section 3.10. Since all of the relationships are pre-established and
negoti ated, cheaper techniques for nonetary transactions (such as
nmont hly post-paid transactions) can be used.

This technique can be nade to work in SIP, whereas it cannot in
emai |, because inter-domain SIP connectivity has not yet been broadly
established. In email, there already exists a no-cost formof inter-
domai n connectivity that cannot be eliminated without destroying the
utility of email. |If, however, SIP inter-domain conmrunications get
established fromthe start using this structure, there is a path to
depl oynent .

This structure is nore or less the sane as the one in place for the
PSTN today, and since there is relatively little spamon the PSTN
(compared to email!), there is sone proof that this kind of
arrangenent can work. However, centralized architectures as these
are deliberately eschewed because they put back into SIP nuch of the
conpl exity and nonopolistic structures that the protocol ains to

el i m nat e.

4. Authenticated ldentity in Email

Though not a formof anti-spamin and of itself, authenticated or
verifiable identities are a key part of naking other anti-spam
nmechani snms work. Many of the techniques descri bed above are nost
ef fecti ve when conmbined with a white or black list, which itself
requires a strong formof identity.

Rosenberg & Jenni ngs I nf or mat i onal [ Page 20]



RFC 5039 SI P Spam January 2008

In email, two types of authenticated identity have been devel oped -
sender checks and signature-based sol utions.

4.1. Sender Checks

In email, DNS resource records have been defined that will allow a
domai n that receives a nessage to verify that the sender is a valid
Message Transfer Agent (MIA) for the sending donain [18] [19] [20]
[21]. They don’t prevent spam by thensel ves, but may help in
preventing spoofed emails. As has been nentioned several tines, a
formof strong authenticated identity is key in making nany ot her
anti-spam techni ques work

Are these techni ques useful for SIP? They can be used for SIP but
are not necessary. In SIP, TLS with nmutual authentication can be
used inter-domain. A provider receiving a nessage can then reject
any nessage comng froma domain that does not match the asserted
identity of the sender of the nessage. Such a policy only works in
the "trapezoi d" nodel of SIP, whereby there are only two domains in

any call - the sending domain, which is where the originator resides,
and the receiving domain. These techniques are discussed in Section
26.3.2.2 of RFC 3261 [2]. In forwarding situations, the assunption

no | onger holds and these techniques no | onger work. However, the
aut henticated identity mechanismfor SIP, discussed in Section 5,
does work in nore conplex network configurations and provides fairly
strong assertion of identity.

4.2. Signature-Based Techni ques

Domai n Keys ldentified Mail (DKIM Signatures [23] (and several non-
standard techni ques that preceded it) provide strong identity
assertions by allow ng the sending domain to sign an email, and then
provi di ng mechani sms by which the receiving MIA or Mail User Agent
(MJA) can validate the signature

Unfortunately, when used with blacklists, this kind of authenticated
identity is only as useful as the fraction of the emails that utilize
it. This is partly true for white lists as well; if any

unaut henticated email is accepted for an address on a white list, a
spamer can spoof that address. However, a white list can be
effective with Iimted deploynent of DKIMif all the people on the
white list are those whose donains are utilizing the mechanism and
the users on that white list aren’t zombies.

This kind of identity nmechanismis also applicable to SIP, and is in

fact, exactly what is defined by SIP s authenticated identity
mechani sm [ 17] .
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O her signature-based approaches for enail include S/M Mg 24] and
QpenPGP[ 25] .

5. Authenticated ldentity in SIP

One of the key parts of many of the solutions described above is the
ability to securely identify the sender of a SIP nessage. SIP

provi des a secure solution for this problem called SIP Identity
[17], and it is inportant to discuss it here.

The solution starts by having each domain authenticate its own users.
SI P provides HTTP di gest authentication as part of the core SIP
specification, and all clients and servers are required to support

it. Indeed, digest is widely deployed for SIP. However, digest

al one has many known vul nerabilities, nost notably offline dictionary
attacks. These vulnerabilities are all resolved by having each
client maintain a persistent TLS connection to the server. The
client verifies the server identity using TLS, and then authenticates
itself to the server using a digest exchange over TLS. This

techni que, which is al so docunented in RFC 3261, is very secure but
not widely deployed yet. 1In the long term this approach will be
necessary for the security properties needed to prevent SIP spam

Once a donmain has authenticated the identity of a user, when it

rel ays a nmessage fromthat user to another donmin, the sending donain
can assert the identity of the sender, and include a signature to
validate that assertion. This is done using the SIP identity
mechani sm [ 17] .

A weaker formof identity assertion is possible using the P-Asserted-
Identity header field [5], but this technique requires nutual trust
among all domains. Unfortunately, this becomes exponentially harder
to provide as the number of interconnected donmains grows. As that
happens, the value of the identity assertion becones equal to the
trustworthi ness of the least trustworthy domain. Since spamis a
consequence of the receiving donmain not being able to trust the
sendi ng domains to disallow the hosts in the sending to send spam
the P-Asserted-ldentity techni que beconmes ineffective at exactly the
sane | evels of interconnectedness that introduce spam

Consider the follow ng exanple to help illustrate this fact. A
mal i ci ous domain -- let us call them spam exanple.com would like to
send SIP INVITE requests with fal se P-Asserted-ldentity, indicating
users outside of its own donain. spam exanple.comfinds a regi ona
SIP provider in a small country who, due to its small size and
disinterest in spam accepts any P-Asserted-ldentity fromits
customers wi thout verification. This provider, in turn, connects to
a larger, interconnect provider. They do ask each of their custoners
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to verify P-Asserted-ldentity but have no easy way of enforcing it.
This provider, in turn, connects to everyone else. As a consequence,
t he spam exanpl e.com domain is able to inject calls with a spoofed
caller ID. This request can be directed to any recipient reachable

t hrough the network (presumably everyone due to the large size of the
root provider). There is no way for a recipient to knowthat this
particul ar P-Asserted-ldentity cane fromthis bad spam exanpl e. com
domain. As the exanple shows, even though the central provider’'s
policy is good, the overall effectiveness of P-Asserted-ldentity is
still only as good as the policies of the weakest link in the chain.

SIP al so defines the usage of TLS between donmi ns, using nutua

aut hentication, as part of the base specification. This technique
provides a way for one domain to securely determine that it is
talking to a server that is a valid representative of another domain.

6. Framework for Anti-Spamin SIP

Unfortunately, there is no magic bullet for preventing SIP spam just
as there is none for email spam However, the conbination of severa
techni ques can provide a framework for dealing with spamin SIP

This section provides recomendati ons for network designers in order
to help mtigate the risk of spam

There are four core reconmendati ons that can be nade:

Strong ldentity: Firstly, in alnost all of the solutions discussed
above, there is a dependency on the ability to authenticate the
sender of a SIP nessage inter-domain. Consent, reputation
systens, conputational puzzles, and paynents at risk, anongst
others, all work best when applied only to new requests, and
successful conpletion of an introduction results in the placenent
of a user on a white list. However, usage of white |ists depends
on strong identity assertions. Consequently, any network that
i nterconnects with others should nake use of strong SIP identity
as described in RFC 4474. P-Asserted-ldentity is not strong
enough.

White Lists: Secondly, with a strong identity systemin place,
networ ks are reconmended to nake use of white lists. These are
ideally built off existing buddy lists, if present. |If not,
separate white lists can be nmanaged for spam Pl acenent on these
lists can be manual or based on the successful conpletion of one
or nore introduction nmechani sns.

Sol ve the Introduction Problem This in turn leads to the fina

recomendati on to be made. Network designers shoul d nmake use of
one or nore nechani sns neant to solve the introduction problem
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I ndeed, it is possible to use nore than one and conbi ne the
results through sone kind of weight. A user that successfully
conpl etes the introducti on nechani sm can be automatically added to
the white list. O course, that can only be done usefully if
their identity is verified by SIP Identity. The set of nechanisns
for solving the introduction problem as described in this
docunent, are based on sone (but not all) of the techniques known
and used at the tinme of witing. Providers of SIP services should
keep tabs on solutions in enail as they evolve, and utilize the
best of what those techni ques have to offer.

Don't Wait Until It’'s Too Late: But perhaps nost inportantly,
provi ders should not ignore the spamproblemuntil it happens! As
soon as a provider inter-connects with other providers, or allows
SI P nessages fromthe open Internet, that provider nust consider
how they will deal with spam

7. Additional Wrk

Though the above framework serves as a good foundati on on which to
deal with spamin SIP, there are gaps, sone of which can be addressed
by additional work that has yet to be undertaken

One of the difficulties with the strong identity techniques is that a
receiver of a SIP request without an authenticated identity cannot
know whet her the request |acked such an identity because the
originating domain didn't support it, or because a man-in-the-mddle
renoved it. As a result, transition mechani snms should be put in
place to allow these to be differentiated. Wthout it, the value of
the identity mechanismis nmuch reduced.

8. Security Considerations

This docunent is entirely devoted to issues relating to spamin SIP
and references a variety of security mechani sns in support of that
goal .
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