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Status of This Menp

This docunent specifies an Internet Best Current Practices for the
Internet Conmmunity, and requests discussion and suggestions for
i mprovenents. Distribution of this neno is unlimted.

Abstract

The I ETF' s standard congestion control schenmes have been widely shown
to be inadequate for various environnments (e.g., high-speed
networks). Recent research has yielded nmany alternate congestion
control schenes that significantly differ fromthe | ETF s congestion
control principles. Using these new congestion control schemes in
the global Internet has possible ranifications to both the traffic
usi ng the new congestion control and to traffic using the currently
standardi zed congestion control. Therefore, the |IETF nust proceed
with caution when dealing with alternate congestion contro
proposal s. The goal of this docunent is to provide guidance for
considering alternate congestion control algorithms within the | ETF.
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I ntroduction

Thi s docunent provides guidelines for the | ETF to use when eval uating
suggest ed congestion control algorithms that significantly differ
fromthe general congestion control principles outlined in [RFC2914].
The guidance is intended to be useful to authors proposing alternate
congestion control and for the | ETF conmmunity when eval uati ng whet her
a proposal is appropriate for publication in the RFC series.

The guidelines in this docunent are intended to be consistent with
the congestion control principles from[RFC2914] of preventing
congestion coll apse, considering fairness, and optinizing the flows
own performance in terns of throughput, delay, and |oss. [RFC2914]
al so di scusses the goal of avoiding a congestion control "arms race"
anong conpeting transport protocols.

Thi s docunent does not give hard-and-fast requirenments for an
appropriate congestion control schene. Rather, the docunent provides
a set of criteria that should be considered and wei ghed by the | ETF
in the context of each proposal. The high-order criteria for any new
proposal is that a serious scientific study of the pros and cons of

t he proposal needs to have been done such that the IETF has a well -
rounded set of information to consider

After initial studies, we encourage authors to wite a specification
of their proposals for publication in the RFC series to allow others
to concretely understand and investigate the wealth of proposals in
this space

Docunent St at us

Fol I owi ng the | ead of Hi ghSpeed TCP [ RFC3649], alternate congestion
control algorithms are expected to be published as "Experinmental"
RFCs until such tine that the community better understands the
solution space. Traditionally, the meaning of "Experinmental" status
has varied in its use and interpretation. As part of this docunent
we define two classes of congestion control proposals that can be
published with the "Experinmental" status. The first class includes
algorithnms that are judged to be safe to deploy for best-effort
traffic in the global Internet and further investigated in that
environnment. The second class includes algorithns that, while

promi sing, are not deened safe enough for w despread depl oynent as
best-effort traffic on the Internet, but are being specified to
facilitate investigations in simulation, testbeds, or controlled
environnents. The second class can al so include algorithnms where the
| ETF does not yet have sufficient understanding to decide if the
algorithmis or is not safe for deploynent on the Internet.
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Each alternate congestion control algorithmpublished is required to
include a statenent in the abstract indicating whether or not the
proposal is considered safe for use on the Internet. Each alternate
congestion control algorithmpublished is also required to include a
statement in the abstract describing environments where the protoco
is not recormended for deploynent. There nmay be environnents where
the protocol is deened *safe* for use, but still is not *reconmended*
for use because it does not performwell for the user

As exanpl es of such statements, [RFC3649] specifying H ghSpeed TCP
includes a statement in the abstract stating that the proposal is
Experimental, but may be deployed in the current Internet. In
contrast, the Quick-Start docunent [RFC4782] includes a paragraph in
the abstract stating the nechanismis only being proposed for
controll ed environments. The abstract specifies environnents where
the Quick-Start request could give false positives (and therefore
woul d be unsafe to deploy). The abstract also specifies environnments
where packets containing the Quick-Start request could be dropped in
the network; in such an environnent, Quick-Start would not be unsafe
to depl oy, but deploynent would still not be recommended because it
coul d cause unnecessary delays for the connections attenpting to use
Quick-Start.

For authors of alternate congestion control schemes who are not ready
to bring their congestion control nechanisns to the | ETF for

standardi zation (either as Experimental or as Proposed Standard), one
possibility would be to submit an internet-draft that docunments the
al ternate congestion control mechanismfor the benefit of the | ETF
and | RTF comunities. This is particularly encouraged in order to
get algorithm specifications widely dissemnated to facilitate
further research. Such an internet-draft could be submtted to be
considered as an Informational RFC, as a first step in the process
towar ds standardi zati on. Such a docunent would al so be expected to
carry an explicit warning agai nst using the schene in the globa

I nternet.

Note: we are not changi ng the RFC publication process for non-I|ETF
produced docunments (e.g., those fromthe | RTF or |ndependent

Subni ssions via the RFC-Editor). However, we would hope the
guidelines in this docunment informthe | ESG as they consi der whet her
to add a note to such docunents.

3. Guidelines
As noted above, authors are expected to do a well-rounded eval uation

of the pros and cons of proposals brought to the IETF. The foll ow ng
are guidelines to help authors and the I ETF conmunity. Concerns that

Fl oyd & All man Best Current Practice [ Page 3]



RFC 5033 Speci fyi ng New Congestion Control Al gorithns August 2007

fall

out side the scope of these guidelines are certainly possible;

t hese gui delines should not be considered as an all-enconpassing
check-1list.

(0)

(1)

(2)

Differences with Congestion Control Principles [ RFC2914]

Proposed congestion control nechanisns should include a clear
expl anation of the deviations from|[RFC2914].

| mpact on Standard TCP, SCTP [ RFC2960], and DCCP [ RFC4340].

Pr oposed congestion control mechani sms shoul d be eval uat ed when
conpeting with standard | ETF congestion control [RFC2581
RFC2960, RFC4340]. Alternate congestion controllers that have a
significantly negative inpact on traffic using standard
congestion control may be suspect and this aspect should be part
of the community’s decision making with regards to the
suitability of the alternate congestion control nechani sm

W note that this bullet is not a requirenment for strict TCP-
friendliness as a prerequisite for an alternate congestion
control mechanismto advance to Experinental. As an exanpl e,

H ghSpeed TCP is a congestion control mechanismthat is
Experimental, but that is not TCP-friendly in all environnents.
We al so note that this guideline does not constrain the fairness
of fered for non-best-effort traffic.

As an exanple from an Experinmental RFC, fairness with standard
TCP is discussed in Sections 4 and 6 of [RFC3649] (H ghSpeed TCP)
and using spare capacity is discussed in Sections 6, 11.1, and 12
of [ RFC3649].

Difficult Environnents.

The proposed al gorithns should be assessed in difficult
environnents such as paths containing wireless |inks.
Characteristics of wireless environnents are discussed in

[ RFC3819] and in Section 16 of [Tools]. Oher difficult

envi ronnents can include those with nmultipath routing within a
connection. W note that there is still much to be desired in
terns of the performance of TCP in sone of these difficult
environnents. For congestion control nechanisns with explicit
feedback fromrouters, difficult environnents can include paths
with non-1P queues at layer-two, |IP tunnels, and the Iike. A
m ni mum goal for experinental mechani sms proposed for w despread
depl oynent in the Internet should be that they do not perform
significantly worse than TCP in these environnents.
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(3)

(4)

While it is inpossible to enunerate all the possible "difficult
environnents", we note that the | ETF has previously grappled with
paths with | ong del ays [ RFC2488], high del ay bandw dth products

[ RFC3649], high packet corruption rates [RFC3155], packet
reordering [ RFC4653], and significantly slow |inks [ RFC3150].
Aspects of alternate congestion control that inpact networks with
t hese characteristics should be detail ed.

As an exanple from an Experinmental RFC, performance in difficult
environnments is discussed in Sections 6, 9.2, and 10.2 of
[ RFCA782] (Quick-Start).

I nvestigating a Range of Environnents.

Simlar to the last criteria, proposed alternate congestion
controllers should be assessed in a range of environnments. For
i nstance, proposals should be investigated across a range of
bandwi dths, round-trip tines, levels of traffic on the reverse
path, and levels of statistical multiplexing at the congested
link. Simlarly, proposals should be investigated for robust
performance with different queuei ng mechanisnms in the routers,
especi ally Random Early Detection (RED) [FJO03] and Drop-Tail.
This evaluation is often not included in the internet-draft
itself, but in related papers cited in the draft.

A particularly inportant aspect of evaluating a proposal for
standardi zation is in understandi ng where the al gorithm breaks
down. Therefore, particular attention should be paid to
characterizing the areas where the proposed mechani sm does not
performwell.

As an exanple froman Experinmental RFC, performance in a range of
environnents is discussed in Section 12 of [RFC3649] (H ghSpeed
TCP) and Section 9.7 of [RFC4782] (Quick-Start).

Prot ecti on Agai nst Congestion Col | apse.

The alternate congestion control nechani sm shoul d either stop
sendi ng when the packet drop rate exceeds some threshold

[ RFC3714], or should include sone notion of "full backoff". For
"full backoff", at some point the algorithmwould reduce the
sending rate to one packet per round-trip tinme and then
exponentially backoff the tinme between single packet

transm ssions if congestion persists. Exactly when either "ful
backoff" or a pause in sending conmes into play will be

al gorithmspecific. However, as discussed in [RFC2914], this
requirenent is crucial to protect the network in times of extreme
congesti on.
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(5)

(6)

(7)

(8)

If "full backoff" is used, this bullet does not require that the
full backoff nechani sm nmust be identical to that of TCP

[ RFC2988]. As an exanple, this bullet does not preclude ful
backoff mechani sms that would give flows with different round-
trip times conparabl e bandwi dth during backoff.

Fairness within the Alternate Congestion Control Al gorithm

In environnments with nultiple conpeting flows all using the sane
alternate congestion control algorithm the proposal should
expl ore how bandwi dth is shared anong the conpeting fl ows.

Performance with M sbehavi ng Nodes and Qutside Attackers.

The proposal should explore how the alternate congestion contro
mechani sm perfornms with ni sbehavi ng senders, receivers, or
routers. In addition, the proposal should explore how the

al ternate congestion control nechani smperforms with outside
attackers. This can be particularly inportant for congestion
control mechanisnms that involve explicit feedback fromrouters
al ong the path.

As an exanple from an Experinental RFC, performance with

m sbehavi ng nodes and outside attackers is discussed in Sections
9.4, 9.5, and 9.6 of [RFC4782] (Quick-Start). This includes

di scussi on of m sbehaving senders and receivers; collusion

bet ween ni sbehavi ng routers; mi sbehaving m ddl eboxes; and the
potential use of Quick-Start to attack routers or to tie up
avail abl e Qui ck-Start bandw dt h.

Responses to Sudden or Transi ent Events.

The proposal shoul d consider how the alternate congestion contro
mechani sm woul d performin the presence of transient events such
as sudden congestion, a routing change, or a nobility event.
Routi ng changes, link disconnections, intermttent |ink
connectivity, and nobility are discussed in nore detail in
Section 17 of [Tool s].

As an exanple from an Experinmental RFC, response to transient
events is discussed in Section 9.2 of [RFC4782] (Quick-Start).

I ncrenent al Depl oynent .

The proposal shoul d di scuss whether the alternate congestion
control mechanismallows for increnmental deploynment in the
targeted environnent. For a nechanismtargeted for deploynent in
the current Internet, it would be helpful for the proposal to

Fl oyd & All man Best Current Practice [ Page 6]



RFC 5033 Speci fyi ng New Congestion Control Al gorithns August 2007

4.

di scuss what is known (if anything) about the correct operation
of the nmechanismw th some of the equipnent installed in the
current Internet, e.g., routers, transparent proxies, WAN
optimzers, intrusion detection systens, hone routers, and the
like.

As a sinmilar concern, if the alternate congestion contro

mechani smis intended only for specific environnents (and not the
gl obal Internet), the proposal should consider how this intention
is to be carried out. The comunity will have to address the
question of whether the scope can be enforced by sinply stating
the restrictions or whether additional protocol nechanisns are
required to enforce the scoping. The answer will necessarily
depend on the change bei ng proposed.

As an exanple from an Experinmental RFC, deploynment issues are
di scussed in Sections 10.3 and 10.4 of [RFC4782] (Quick-Start).

M ni nrum Requi renment s

Thi s section suggests ninimumrequirenents for a docunent to be
approved as Experinmental w th approval for w despread deploynment in
the gl obal Internet.

The m ni num requirenents for approval for wi despread deploynent in
the gl obal Internet include the follow ng guidelines on: (1)
assessing the inpact on standard congestion control, (3)

i nvestigation of the proposed nmechanismin a range of environnments,
(4) protection against congestion collapse, and (8) discussing
whet her the nechanismallows for increnental depl oynent.

For other guidelines, i.e., (2), (5, (6), and (7), the author nust
performthe suggested eval uati ons and provi de recomended anal ysi s.
Evi dence that the proposed nmechani sm has significantly nore problens
than those of TCP should be a cause for concern in approval for

wi despr ead depl oynent in the global Internet.

Security Considerations

Thi s docunent does not represent a change to any aspect of the TCP/IP
protocol suite and therefore does not directly inpact Internet
security. The inplenentation of various facets of the Internet’s
current congestion control algorithns do have security inplications
(e.g., as outlined in [RFC2581]). Alternate congestion contro
schenes should be mindful of such pitfalls, as well, and should

exam ne any potential security issues that may arise.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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