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DHCPv6 Rel ay Agent Echo Request Option
Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abstract
This meno defines a Rel ay Agent Echo Request option for the Dynamc
Host Configuration Protocol for |IPv6 (DHCPv6). The option allows a
DHCPv6 relay agent to request a list of relay agent options that the
server echoes back to the relay agent.
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I ntroduction

DHCPv6 [2] provides a framework for configuring IPv6 clients with
addresses and ot her network paranmeters. 1t includes a relay agent
capability. A relay agent is an internediary node that delivers DHCP
messages between clients and servers. The relay agent and the server
exchange information using options in relay agent nessages. The
relay agent may add relay agent options to the client DHCP nessage
before forwarding it.

The information that relay agents supply can be used in the server’s
deci si on naki ng about the addresses, del egated prefixes, and
configuration paraneters that the client is to receive. Likew se
the relay may need sone of the information to efficiently return
replies to clients.

In DHCPv4, the server generally echoes the relay agent option back
verbatimto the relay agent in server-to-client replies [3].

However, DHCPv6 [2] does not require the server to do so. This could
be problematic, as the relay agent may need to use sone relay options
even if the server does not recognize them

This meno defines a relay agent echo request option that the rel ay
agent uses to explicitly request a list of options that the server
echoes back to the relay agent.

Requi rement s Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [1].

The Rel ay Agent Echo Request Option

The relay agent adds options in the Relay Forward nessage that the
server uses to guide its decision naking with regard to address
assignnent, prefix delegation, and configuration paraneters. The
relay agent also knows which of these options that it will need to
efficiently return replies to the client. It uses the relay agent
Echo Request option to informthe server of the list of relay agent
options that the server nust echo back
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The format of the DHCPv6 Rel ay Agent Echo Request option is shown
bel ow.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| OPTI ON_ERO | option-len |
B Lt r s i i i o o T s ks S R S
| request ed- opti on- code-1 | request ed- opti on- code- 2

T S i S T T < S S e T T e SIS

i S S S e i S S e s s S S S e

option-code OPTI ON_ERO (43).

option-Ilen 2 * nunber of requested options.

request ed- opti on-code-n The option code for an option requested by
the relay agent.

4., DHCPv6 Rel ay Agent Behavi or

A relay agent MAY include an Echo Request option in a Relay Forward
message to informthe server about options the relay agent wants the
server to echo back to the relay agent. |If the relay agent takes
different actions based on whether an option is echoed back or not,
then the relay agent SHOULD NOT i nclude such an option in the Echo
Request option. Note that the relay uses the OPTION ORO[2] to
request the server to return options (e.g., [4]) other than relay
agent options in the Relay Forward nessage.

5. DHCPv6 Server Behavi or

Wien a server creates a Relay-Reply, it SHOULD perform ERO processi ng
after processing the ORO and other options processing. For each
option in the ERO

a. |If the option is already in the Relay-Reply, the server MJST
i gnore that option and continue to process any renaining options
in the ERO

b. If the option was not in the received Rel ay-Forward, the server
MUST i gnore that option and continue to process any remaining
options in the ERO

c. Oherwi se, the server MJST copy the option, verbatim fromthe

received Rel ay-Forward to the Relay-Reply, even if the server
does not otherw se recogni ze that option.
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6. Security Considerations
As the Echo Request option is only exchanged between relay agents and
DHCPv6 servers, section 21.1 of [2] provides details on securing

DHCPv6 nmessages sent between servers and relay agents. And, section
23 of [2] provides general DHCPv6 security considerations.

7. | ANA Consi derations

| ANA has assigned a DHCPv6 option code for the OPTI ON_ERO (Rel ay
Agent Echo Request) Option (43).
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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