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Status of This Menp

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlinted.

Abst ract

Thi s docunment describes the historical and background information
behi nd the renmoval of the "on-link assunption” fromthe conceptua
host sendi ng al gorithm defined in Neighbor Discovery for |IP Version 6
(IPv6). According to the algorithmas originally described, when a
host’'s default router list is enpty, the host assumes that all
destinations are on-link. This is particularly problematic with

| Pv6- capabl e nodes that do not have off-link I Pv6 connectivity (e.g.
no default router). This docunent describes how nmaking this
assunption causes problens and how t hese probl ens outwei gh the
benefits of this part of the conceptual sending algorithm
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1

I ntroduction

Nei ghbor Di scovery for |Pv6 [ RFC4861] defines a conceptual sending
algorithm for hosts. The version of the algorithmdescribed in

[ RFC2461] states that if a host’s default router list is enpty, then
t he host assunes that all destinations are on-link. This meno
docunents the renoval of this assunption in the updated Nei ghbor

Di scovery specification [ RFC4861] and descri bes the reasons why this
assunption was renoved

This assunption is problematic with | Pv6-capabl e nodes that do not
have off-link | Pv6 connectivity. This is typical when systens that
have | Pv6 enabled on their network interfaces (either on by default
or administratively configured that way) are attached to networks
that have no | Pv6 services such as off-link routing. Such systens
will resolve DNS names to AAAA and A records, and they may attenpt to
connect to unreachable 1Pv6 off-1ink nodes.

The on-1ink assunption creates problens for destination address
selection as defined in [RFC3484], and it adds connection del ays
associ ated with unnecessary address resol ution and nei ghbor
unreachability detection. The behavior associated with the
assunption is undefined on nulti-interface nodes and has sone subtle
security inplications. Al of these issues are discussed in this
docunent .

Background on the On-link Assunption

This part of Neighbor Discovery' s [ RFC2461] conceptual sending
algorithmwas created to facilitate conmunication on a single link
bet ween systens configured with different global prefixes in the
absence of an IPv6 router. For exanple, consider the case where two
systems on separate |links are nanually configured with gl oba
addresses and are then plugged in back-to-back. They can stil
communi cate with each other via their gl obal addresses because
they' Il correctly assune that each is on-1link

Wthout the on-link assunption, the above scenario wouldn’'t work, and
the systens would need to be configured to share a conmon prefix such
as the link-local prefix. On the other hand, the on-link assunption
i ntroduces several problens to various parts of the networking stack
described in Section 3. As such, this docunent points out that the
probl ens i ntroduced by the on-link assunption outwei gh the benefit

that the assunption lends to this scenario. It is nore beneficial to
the end user to renove the on-link assunption from Nei ghbor Di scovery
and declare this scenario illegitimate (or a m sconfiguration).
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3. Problens
The on-1ink assunption causes the follow ng probl ens.
3.1. First Rule of Destination Address Sel ection

Default Address Selection for | Pv6 [ RFC3484] defines a destination
address sel ection algorithmthat takes an unordered |ist of
destination addresses as input and produces a sorted |ist of
destination addresses as output. The al gorithm consists of
destination address sorting rules, the first of which is "Avoid
unusabl e destinations". The idea behind this rule is to place
unreachabl e destinations at the end of the sorted list so that
applications will be least likely to try to conmunicate with those
addresses first.

The on-1ink assunption could potentially cause fal se positives when
attenpting unreachability determnation for this rule. On a network
where there is no IPv6 router (all off-link | Pv6 destinations are
unreachabl e), the on-link assunption states that destinations are
assunmed to be on-link. An inplenentation could interpret that as, if
the default router list is enpty, then all destinations are reachabl e
on-link. This may cause the rule to prefer an unreachable |IPv6
destination over a reachable | Pv4 destination

3.2. Delays Associated with Address Resol ution

Users expect that applications quickly connect to a given destination
regardl ess of the nunber of | P addresses assigned to that

destination. |If a destination nanme resolves to nultiple addresses
and the application attenpts to comunicate to each address until one
succeeds, this process shouldn’t take an unreasonabl e anmount of tine.
It is therefore inportant that the system quickly determine if |Pv6
destinations are unreachable so that the application can try other
destinations when those | Pv6 destinations are unreachabl e.

For an | Pv6-enabl ed host deployed on a network that has no | Pv6
routers, the result of the on-link assunption is that |ink-Iayer
address resolution nust be perfornmed on all |1Pv6 addresses to which
the host sends packets. The application will not receive

acknow edgnment of the unreachability of destinations that are not on-
link until at |east address resolution has failed, which is no | ess
than 3 seconds (MAX MULTICAST SCLICIT * RETRANS TIMER). This is
greatly anplified by transport protocol delays. For exanple,

[ RFC1122] Section 4.2.3.5 requires that TCP retransnit for at |east 3
m nut es before aborting the connection attenpt.
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When the application has a large list of off-link unreachable |Pv6
addresses followed by at |east one reachable | Pv4 address, the del ay
associ ated wi th Nei ghbor Unreachability Detection (NUD) of each |Pv6
address before successful conmunication with the I Pv4 address is
unaccept abl e.

3.3. Milti-interface Anbiguity

There is no defined way to inplenment this aspect of the sending
algorithmon a node that is attached to nultiple Iinks.

Specifically, a problemarises when a node is faced with sending a
packet to an |IPv6 destination address to which it has no route, and
the sending node is attached to nultiple links. Wth the on-Ilink
assunption, this node assunes that the destination is on-1ink, but on
which Iink? Froman inplenmentor’s point of view, there are three
ways to handl e sending an | Pv6 packet to a destination in the face of
the on-1ink assunption on a multi-interface node:

1. Attenpt to send the packet on a single link (either
administratively pre-defined or using some algorithn).

2. Attenpt to send the packet on every link
3. Drop the packet.

If the destination is indeed on-link, the first option night not
succeed since the wong link could be picked. The second option

m ght succeed in reaching the destination but is nore conplex to

i npl ement and isn’t guaranteed to pick the correct destination. For
exanpl e, there could be nore than one node configured with the same
address, each reachable through a different |Iink. The address by
itself does not disanbi guate which destination the sender actually
wanted to reach, so attenpting to send the packet to every link is
not guaranteed to reach the anticipated destination. The third
option, dropping the packet, is equivalent to not making the on-Ilink
assunption at all. 1In other words, if there is no route to the
destination, don't attenpt to send the packet. An inplenentation
that behaves this way woul d require an administrator to configure
routes to the destination in order to have reachability to the
destination, thus elimnating the anbiguity.

3.4. Security-Related Issues

The on-1ink assunption discussed here introduces a security

vul nerability to the Neighbor D scovery protocol described in Section
4.2.2 of 1 Pv6 Neighbor Discovery Trust Mdels and Threats [ RFC3756]
titled "Default router is "killed ". There is a threat that a host’s
router can be maliciously killed in order to cause the host to start
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sendi ng all packets on-link. The attacker can then spoof off-Ilink
nodes by sendi ng packets on the sane link as the host. The
vul nerability is discussed in detail in [RFC3756].

Anot her security-related side-effect of the on-link assunption has to
do with virtual private networks (VPNs). It has been observed that
some commercially avail able VPN software solutions that don't support
| Pv6 send | Pv6 packets to the local nedia in the clear (their
security policy doesn't sinply drop I Pv6 packets). Consider a
scenari o where a systemhas a single Ethernet interface with VPN
software that encrypts and encapsul ates certain packets. The system
attenpts to send a packet to an | Pv6 destination that it obtained by
doing a DNS | ookup, and the packet ends up going in the clear to the
local nmedia. A malicious third party could then spoof the
destination on-Ilink.

4. Changes to RFC 2461

The foll owi ng changes have been nade to the Nei ghbor Di scovery
specification between [ RFC2461] and [ RFC4861]:

The | ast sentence of the second paragraph of Section 5.2

(" Conceptual Sending Algorithm) was renoved. This sentence was,
"If the Default Router List is enpty, the sender assunes that the
destination is on-link."

Bullet item3) in Section 6.3.6 ("Default Router Selection") was
renoved. The itemread, "If the Default Router List is enpty,
assune that all destinations are on-link as specified in Section
5.2."

APPENDI X A was nodified to renove on-link assunption related text
in bullet item1) under the discussion on what happens when a
mul ti honed host fails to receive Router Advertisenents

The result of these changes is that destinations are considered
unreachabl e when there is no routing information for that destination
(through a default router or otherwise). Instead of attenpting |ink-
| ayer address resolution when sending to such a destination, a node
shoul d send an | CWPv6 Desti nati on Unreachabl e nessage (code 0 - no
route to destination) message up the stack

5. Security Considerations
The renoval of the on-link assunption from Nei ghbor Di scovery

addresses all of the security-related vulnerabilities of the protoco
as described in Section 3.4.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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