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I ntroduction

Low power wirel ess personal area networks (LOWPANs) conprise devices
that conformto the | EEE 802. 15. 4- 2003 standard by the | EEE

[ EEEB02. 15.4]. | EEE 802.15.4 devices are characterized by short
range, low bit rate, | ow power, and |ow cost. Many of the devices
enpl oying | EEE 802.15.4 radios will be limted in their conputationa
power, nenory, and/or energy availability.

Thi s docunent gives an overvi ew of LOWPANs and descri bes how t hey
benefit fromIP and, in particular, IPv6 networking. It describes
LOWPAN requi renments with regards to the I P layer and the above, and
spells out the underlying assunptions of IP for LOWPANs. Finally, it
descri bes probl ens associated with enabling | P comunication with
devices in a LOWPAN, and defines goals to address these in a
prioritized manner. Adnmittedly, not all itens on this list may be
necessarily appropriate tasks for the IETF. Nevertheless, they are
docunented here to give a general overview of the |larger problem
This is useful both to structure work within the IETF as well as to
better understand how to coordinate with external organizations.

Overvi ew

A LOWPAN is a sinple |ow cost conmnuni cation network that all ows
wirel ess connectivity in applications with Iimted power and rel axed
t hroughput requirenents. A LOWPAN typically includes devices that
wor k together to connect the physical environnent to real -world
applications, e.g., wireless sensors. LOWANs conformto the |EEE
802. 15. 4- 2003 standard [| EEE802. 15. 4] .

Sone of the characteristics of LoWPANs are as foll ows:

1. Smal | packet size. @Gven that the maxi mum physical |ayer packet
is 127 bytes, the resulting maxi mumfranme size at the nedia
access control layer is 102 octets. Link-layer security inposes
further overhead, which in the maxi nrum case (21 octets of
overhead in the AES-CCM 128 case, versus 9 and 13 for AES-CCM 32
and AES- CCM 64, respectively), |leaves 81 octets for data
packets.

2. Support for both 16-bit short or |IEEE 64-bit extended nedi a
access control addresses.

3. Low bandwi dth. Data rates of 250 kbps, 40 kbps, and 20 kbps for
each of the currently defined physical layers (2.4 GHz, 915 MHz,
and 868 MHz, respectively).

4, Topol ogi es include star and nesh operation
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5. Low power. Typically, some or all devices are battery operated.

6. Low cost. These devices are typically associated with sensors,
switches, etc. This drives sone of the other characteristics
such as | ow processing, |ow nenory, etc. Nunmerical values for
"l ow' elided on purpose since costs tend to change over tine.

7. Large nunber of devices expected to be depl oyed during the
lifetime of the technology. This nunber is expected to dwarf
t he nunber of depl oyed personal conputers, for exanple.

8. Location of the devices is typically not predefined, as they
tend to be deployed in an ad-hoc fashion. Furthernore,
sonetines the | ocation of these devices may not be easily
accessible. Additionally, these devices may nove to new
| ocati ons.

9. Devices within LoWPANs tend to be unreliable due to variety of
reasons: uncertain radio connectivity, battery drain, device
| ockups, physical tanpering, etc.

10. In many environnents, devices connected to a LoOWPAN nay sl eep
for long periods of tinme in order to conserve energy, and are
unabl e to comuni cate during these sleep periods.

The followi ng sections take into account these characteristics in
descri bi ng the assunptions, problens statenment, and goals for
LoWPANs, and, in particular, for 6LOWANs (| Pv6-based LoWPAN
net wor ks) .

3. Assunptions

G ven the small packet size of LoOWPANs, this document presunes
applications typically send small anbunts of data. However, the
protocol s thensel ves do not restrict bulk data transfers.

LoWPANs, as described in this docunment, are based on | EEE

802. 15.4-2003. It is possible that the specification nmay undergo
changes in the future and nmay change sone of the requirenents
nmenti oned above.

Sonme of these assunptions are based on the limted capabilities of
devices within LoWPANs. As devi ces becone nore powerful, and consune
| ess power, sone of the requirenents nentioned above nmay be sonewhat
rel axed.
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Whi | e sone LOWPAN devices are expected to be extrenely linmted (the
so-cal | ed "Reduced Function Devices" or RFDs), nore capable "Ful
Function Devices" (FFDs) will also be present, albeit in nuch snaller
nunbers. FFDs will typically have nore resources and nay be mains
powered. Accordingly, FFDs will aid RFDs by providing functions such
as network coordi nation, packet forwarding, interfacing with other
types of networks, etc.

The application of IP technology is assuned to provide the foll ow ng
benefits:

1. The pervasive nature of IP networks all ows use of existing
i nfrastructure

2. | P-based technol ogi es al ready exist, are well-known, and proven
to be working.

3. An admittedly non-technical but inportant consideration is that
| P networking technology is specified in open and freely
avai |l abl e specifications, which is favorable or at least able to
be better understood by a wi der audience than proprietary
sol uti ons.

4. Tools for diagnostics, nanagenent, and conm ssioning of IP
net wor ks al ready exi st.

5. I P-based devices can be connected readily to other |P-based
networ ks, without the need for internediate entities |ike
transl ati on gat eways or proxies.

4. Probl ems

Based on the characteristics defined in the overview section, the

foll owi ng sections el aborate on the main problens with IP for

LoWPANSs.

4.1. |P Connectivity

The requirement for |P connectivity within a LoOWPAN i s driven by the
fol | owi ng:

1. The many devices in a LoWPAN nmake network auto configuration and
statel essness highly desirable. And for this, |Pv6 has ready
sol uti ons.

2. The large nunmber of devices poses the need for a | arge address
space, well nmet by IPv6
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3. Gven the limted packet size of LoWPANs, the | Pv6 address fornat
al | ows subsuni ng of | EEE 802.15.4 addresses if so desired.

4. Sinple interconnectivity to other |IP networks including the
I nternet.

However, given the linited packet size, headers for IPv6 and | ayers
above nust be conpressed whenever possible.

4.2. Topol ogi es
LoWPANs nust support various topol ogi es including nmesh and star.

Mesh topologies inply nmulti-hop routing, to a desired destination.
In this case, intermedi ate devices act as packet forwarders at the
link layer (akin to routers at the network layer). Typically these
are "full function devices" that have nore capabilities in terms of
power, conputation, etc. The requirenents on the routing protoco
are:

1. Gven the mininmal packet size of LOWPANs, the routing protoco
must i npose | ow (or no) overhead on data packets, hopefully
i ndependently of the nunber of hops.

2. The routing protocols should have | ow routing overhead (| ow
chattiness) bal anced with topol ogy changes and power
conservati on.

3. The computation and nmenory requirenents in the routing protoco
should be mnimal to satisfy the | ow cost and | ow power
obj ectives. Thus, storage and mai ntenance of |arge routing
tables is detrinmental.

4. Support for network topologies in which either FFDs or RFDs may
be battery or mains-powered. This inplies the appropriate
considerations for routing in the presence of sleeping nodes.

As with nesh topol ogi es, star topol ogies include provisioning a
subset of devices with packet forwarding functionality. |If, in
addition to | EEE 802.15.4, these devices use other kinds of network

i nterfaces such as ethernet or |EEE 802.11, the goal is to seanl essly
integrate the networks built over those different technol ogies.

This, of course, is a primary notivation to use IP to begin with.
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4.3. Limted Packet Size

Applications within LOWPANs are expected to originate small packets.
Adding all layers for IP connectivity should still allow transm ssion
in one frame, without incurring excessive fragnentation and
reassenbly. Furthernore, protocols nust be designed or chosen so
that the individual "control/protocol packets" fit within a single
802.15.4 frame. Al ong these lines, IPv6' s requirenent of sub-IP
reassenbly (see Section 5) may pose challenges for | owend LoWPAN
devi ces that do not have enough RAM or storage for a 1280-octet
packet .

4.4, Limted Configuration and Managenent

As alluded to above, devices within LoOWPANs are expected to be
depl oyed in exceedingly |arge nunbers. Additionally, they are
expected to have limted display and input capabilities.

Furt hernmore, the location of sone of these devices nmay be hard to
reach. Accordingly, protocols used in LoWPANs shoul d have m ni nal
configuration, preferably work "out of the box", be easy to
bootstrap, and enable the network to self heal given the inherent
unreliabl e characteristic of these devices. The size constraints of
the Iink |ayer protocol should also be considered. Network
managenent should have little overhead, yet be powerful enough to
control dense depl oynent of devices.

4.5. Service Discovery

LoWPANs require sinple service discovery network protocols to

di scover, control and naintain services provided by devices. |n sone
cases, especially in dense deploynents, abstraction of several nodes
to provide a service may be beneficial. |In order to enable such

features, new protocols may have to be designed.
4.6. Security

| EEE 802.15.4 nandates |ink-layer security based on AES, but it onits
any details about topics |ike bootstrapping, key managenent, and
security at higher layers. O course, a conplete security solution
for LOoWPAN devi ces nust consider application needs very carefully.

Pl ease refer to the security consideration section below for a nore
detail ed di scussion and in-depth security requirenents.
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5.

Goal s

The goal s nmentioned bel ow are general and not linmted to | ETF
activities. As such, they may not only refer to work that can be
done within the IETF (e.g., specification required to transmt |P,
profile of best practices for transmitting | P packets, and associ ated
upper level protocols, etc). They also point at work nore rel evant
to other standards bodies (e.g., desirable changes to or profiles
rel evant to | EEE 802.15.4, WBC, etc). Wen the goals fall under the
| ETF' s purview, they serve to point out what those efforts should
strive to acconplish, regardl ess of whether they are pursued within
one (or nore) new (or existing) working groups. Wen the goals do
not fall under the purview of the |IETF, docunenting them here serves
as input to other organi zations [LIAlISQN .

Note that a common underlying goal is to reduce packet overhead,
bandwi dt h consunption, processing requirenents, and power
consunpti on.

The following are the goals according to priority for LOWPANS:

1. Fragmentation and Reassenbly |layer: As nmentioned in the overview,
the protocol data units may be as small as 81 bytes. This is
obviously far below the mninum | Pv6 packet size of 1280 octets,
and in keeping with Section 5 of the | Pv6 specification
[ RFC2460], a fragmentation and reassenbly adaptation |ayer nust
be provided at the layer below IP.

2. Header Conpression: Gven that in the worst case the maxi num size
available for transmitting | P packets over an | EEE 802.15.4 frane
is 81 octets, and that the | Pv6 header is 40 octets |ong,

(wi thout optional headers), this |leaves only 41 octets for
upper-1layer protocols, like UDP and TCP. UDP uses 8 octets in

t he header and TCP uses 20 octets. This |eaves 33 octets for
data over UDP and 21 octets for data over TCP. Additionally, as
poi nted above, there is also a need for a fragnentation and
reassenbly layer, which will use even nore octets |eaving very
few octets for data. Thus, if one were to use the protocols as
is, it would lead to excessive fragnentati on and reassenbly, even
when data packets are just 10s of octets long. This points to
the need for header conpression. As there is much published and
i n-progress standardi zati on work on header conpression, the
6LOWPAN conmmunity needs to investigate using existing header
conpression techni ques, and, if necessary, specify new ones.
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3. Address Autoconfiguration: [6LOWAN] specifies nethods for
creating | Pv6 statel ess address auto configuration. Stateless
auto configuration (as conpared to stateful) is attractive for
6LOWPANs, because it reduces the configuration overhead on the
hosts. There is a need for a nethod to generate an "interface
identifier" fromthe EU -64 [ EU 64] assigned to the | EEE 802.15.4
devi ce.

4. Mesh Routing Protocol: A routing protocol to support a multi-hop
mesh network is necessary. There is much published work on ad-
hoc multi hop routing for devices. Sone exanples include
[ RFC3561], [RFC3626], [RFC3684], all experinental. Also, these
protocol s are designed to use | P-based addresses that have | arge
over heads. For exanple, the Ad hoc On-Dermand Di stance Vector
(ACDV) [RFC3561] routing protocol uses 48 octets for a route
request based on I Pv6 addressing. G ven the packet-size
constraints, transmtting this packet w thout fragnmentation and
reassenbly may be difficult. Thus, care should be taken when
using existing routing protocols (or designing new ones) so that
the routing packets fit within a single | EEE 802.15.4 frane.

5. Network Managenent: One of the points of transmitting |Pv6
packets is to reuse existing protocols as nmuch as possi bl e.
Net wor k nmanagenent functionality is critical for LoWPANSs.
However, nanagenent solutions need to neet the resource
constraints as well as the mininmal configuration and self-healing
functionality described in Section 4.4. The Sinple Network
Managenment Protocol (SNWP) [RFC3410] is w dely used for
nmoni toring data sources and sensors in conventional networks.
SNWP functionality may be translated "as is" to LOWPANs with the
benefit to utilize existing tools. However, due to the nmenory,
processi ng, and nessage size constraints, further investigation
is required to determine if the use of SNMPv3 is suitable, or if
an appropriate adaptati on of SNMPv3 or use of different protocols
is in order.

6. Inplenentation Considerations: It nay be the case that
transmitting | P over | EEE 802.15.4 woul d becone nore beneficia
if inplemented in a "certain" way. Accordingly, inplenentation
considerations are to be docunent ed.

7. Application and hi gher |ayer Considerations: As header
conpressi on beconmes nore preval ent, overall performance will
depend even nore on efficiency of application protocols.
Heavywei ght protocols based on XM. such as SOAP [ SCAP], nmay not
be suitable for LOoWPANs. As such, nore conpact encodi ngs (and
per haps protocols) nmay becone necessary. The goal here is to
specify or suggest nodifications to existing protocols so that
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6.

they are suitable for LoOWPANs. Furthernore, application |eve
interoperability specifications may al so becone necessary in the
future and may thus be specified.

8. Security Considerations: Security threats at different |ayers
nmust be clearly understood and docunented. Bootstrapping of
devices into a secure network could al so be considered given the
location, limted display, high density, and ad-hoc depl oynent of
devi ces.

Security Considerations

| Pv6 over LoWPAN (6LOWPAN) applications often require confidentiality
and integrity protection. This can be provided at the application,
transport, network, and/or at the link layer (i.e., within the
6LOWPAN set of specifications). 1In all these cases, prevailing
constraints will influence the choice of a particular protocol. Some
of the nore relevant constraints are snall code size, | ow power
operation, |low conplexity, and snall bandw dth requirenents.

G ven these constraints, first, a threat nodel for 6LOWPAN devices
needs to be devel oped in order to weigh any risks against the cost of
their mitigations while naking nmeani ngful assunptions and
sinmplifications. Sonme exanples for threats that should be considered
are man-in-the-niddle attacks and denial of service attacks.

A separate set of security considerations apply to bootstrapping a
6LOWPAN device into the network (e.g., for initial key
establishnent). This generally involves application | evel exchanges
or out-of-band techniques for the initial key establishment, and nay
rely on application-specific trust nodels; thus, it is considered
extraneous to 6LOWPAN and is not addressed in these specifications.
In order to be able to select (or design) this next set of protocols,
there needs to be a common nodel of the keying material created by
the initial key establishment.

Beyond initial key establishment, protocols for subsequent key
managenent as well as to secure the data traffic do fall under the
purvi ew of 6LOWPAN. Here, the different alternatives (TLS, |KEH

| Psec, etc.) nust be evaluated in |ight of the 6LOWPAN constraints.

One argunent for using link |ayer security is that nost | EEE 802.15.4
devi ces al ready have support for AES link-layer security. AESis a
bl ock ci pher operating on blocks of fixed length, i.e., 128 bits. To
encrypt |onger nessages, several nodes of operation may be used. The
earliest nodes described, such as ECB, CBC, OFB and CFB provide only
confidentiality, and this does not ensure nessage integrity. O her
nodes have been desi gned which ensure both confidentiality and
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8.

8. 1.

8. 2.

Kus

message integrity, such as CCM node. 6LOWPAN networks can operate in
any of the previous nodes, but it is desirable to utilize the nost
secure nodes available for Iink-layer security (e.g., COW), and
build upon it.

For network |ayer security, two nodels are applicable: end-to-end
security, e.g., using I Psec transport nobde, or security that is
limted to the wireless portion of the network, e.g., using a
security gateway and | Psec tunnel node. The disadvantage of the
latter is the larger header size, which is significant at the 6LoWPAN
franme MIUs. To sinplify 6LOWPAN i nplementations, it is beneficial to
identify the relevant security nodel, and to identify a preferred set
of cipher suites that are appropriate given the constraints.
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