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Status of This Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
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O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abstr act
Thi s docunent specifies a new extension for use in Mbile IPv4. This
ext ensi on can be added by the Honme Agent and the Foreign Agent to
Regi stration Reply messages. This extension carries a text string
that is intended for the user of the Mbile Node.
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I ntroduction

Thi s docunent specifies a new skippabl e extension that can be added
by the Foreign Agent and Honme Agent in any registration nmessage
targeted for the Mobile Node. Such a nmessage nmay be either a

Regi stration Reply or Registration Revocation (i.e., co-located
Care-of Address node). For the Registration Reply nessage, this
ext ensi on can be added regardl ess of whether the registration has
succeeded or failed.

The content of the text string in this extension and its usage by the
Mobil e Node is inplenmentation specific. The text string in this
extension is intended for the user of the Mbile Node. For exanple,
this message can be di splayed on the Mbile Node's user interface,

| ogged, or handled in any other inplenmentation dependent way,
dependi ng on the form of the Mbbile Node.

Typical contents of the text string will indicate a registration
failure reason, or give a wel cone nessage on successful registration
This is inportant, as the failure reason code gives very linited
information for interpretation by the user of the Mbile Node. For
exanple, a string like "registration failed : Prepaid Quota for the
user is exhausted" can give a human readabl e description of the
result of Mobile IP registration

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Mobi |l e | Pv4 Message String Extension Fornat

The Message String Extension conforns to the Short Extension format
specified for Mbile | Pv4 [RFC3344]. The Message String Extension is
a ski ppabl e extensi on.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Type | Length | Sub- Type | Text
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Type:
145: An 8-bit identifier of the type nobility option
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Lengt h:

An 8-bit unsigned integer. Length of the extension, in bytes,
excl udi ng the extension Type and the extension Length fields.
This field MIST be set to 1 plus the total length of the Text
field.

Sub- Type:

1: Extension cones fromthe Hone Agent

2: Extension conmes fromthe Foreign Agent
Text:

The Text field is one or nore octets, and its contents are

i npl enment ati on dependent. It is intended to be human readabl e,
and MUST NOT affect the operation of the protocol. The nessage
MUST be in UTF-8 encoded | SO 10646 [ RFC3629] characters. The
nunber of octets in the encoded representation of the nessage is
al ways exactly the value of the Length field minus one. (The
nunber of unicode characters represented by this octet sequence
may be smaller than the nunber of octets.)

4., (Qperation and Use of the Message String Extension

The Message String Extension is only valid for use within Mbile | Pv4
Regi stration Reply and Regi strati on Revocati on nessages. The Message
String Extension is a skippable extension. Either the Home Agent or
Forei gn Agent or both can add the Message String Extension to

regi stration nmessages. The usage of Text field of the Message String
Extension is inplenentation dependent. For exanple, the nessage can
be displayed on the Mobile Node's user interface, |ogged, or handl ed
in an inplenmentati on dependent way, depending on the form of the
Mobi |l e Node. The Mbile Node may throttle how often the user is
notified of the nmessage.

As an exanple, the Hone Agent may reject the first Registration
Request because the prepaid quota for the user is reached and may
attach a Message String Extension with the text "Prepaid quota
reached. Please contact www. paynore. exanpl e.comto update bal ance”
The Mobile Node could display this on the user interface. As a
response, the user of the Mobile Node may take the required action to
update the prepaid account and retry the registration process. The
Home Agent may accept this Registration Request and attach a Message
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String Extension with the text "Wl cone to

www. servi ceprovi der. exanpl e. conf. The Mobil e Node could display this
on the user interface, thus confirmng a successful creation of

bi ndi ng on Honme Agent.

In the case that the nessage is not originated by the Hone Agent
itself, but for instance, is received froma RAD US server [RFC2865],
it could be received in some other encoding than UTF-8. |f so, the
Home Agent MUST convert the nmessage to UTF-8 encoded | SO 10646

[ RFC3629] characters.

5. Security Considerations

The Message String Extension can be added by the Home Agent or
Foreign Agent or both. The protection of the extension is based on
the ordering method specified for message authentication in RFC 3344
[ RFC3344] and enphasi zed bel ow.

If the extension is added by the Hone Agent (extension w th subtype
1) to a Registration Reply or Registration Revocation nessage, it
MJUST appear before Mobil e-Hone Aut henticati on Extension [ RFC3344].

If the extension is added by the Foreign Agent (extension wth
subtype 2) to a Registration Reply nessage, it MJST appear after
Mobi | e- Home Aut henti cati on Extension [ RFC3344] whenever present.

Al so the extension MJUST appear before the Mbil e-Foreign

Aut hent i cati on Ext ensi on whenever present. However, since security
associ ati on between the Mbile Node and Foreign Agent is optional, it
is possible that the extension is not authenticated in this case.

There is no confidentiality provided by the extension; the nessage is
transferred unencrypted, and if sensitive information is sent for
di spl ay purposes, it may need to be protected by other neans.

6. | ANA Consi derations

This specification reserves nunber 145 for the Message String
Extension in Section 3 fromthe space of nunbers for skippable
mobility extensions (i.e., 128-255) defined for Mobile | Pv4d [ RFC3344]
at http://ww. iana. org/assi gnment s/ nobi | ei p- nunbers.

This specification also creates a new subtype space for the type

nunber of this extension. The subtype values 1 and 2 are defined in
this specification. The subtype value 1 is reserved for use by the

Sastry, et al. St andards Track [ Page 4]



RFC 4917 Mobil e | Pv4 Message String Extension June 2007

Honme Agent and subtype value 2 is reserved for use by the Foreign
Agent. Sinmilar to the procedures specified for Mbile | Pv4 [ RFC3344]
nunmber spaces, future allocations fromthis nunber space require
expert review [ RFC2434] .
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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