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Abstract
This docunent specifies the procedure to register RTP payload formats
as audi o, video, or other nedia subtype names. This is useful in a
text - based format description or control protocol to identify the
type of an RTP transm ssion
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I ntroduction

RFC 4288 [1] defines nedia type specification and registration
procedures that use the Internet Assigned Nunbers Authority (IANA) as
a central registry. That docunent covers general requirenments

i ndependent of particular application environnents and transport
nodes. This docunent defines the specific requirenments for
registration of nmedia types for use with the Real-tine Transport
Protocol (RTP), RFC 3550 [2], to identify RTP payload formats.

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [3] and
indicate requirement levels for inplementations conpliant with this
speci fication.

Procedure For Registering Media Types for RTP Payl oad Types

Regi stering an RTP payl oad type as a nedia type follows the sane
procedures as described in RFC 4288 [1] and uses the registration
tenpl ate shown in Section 10 of that RFC. To specify how the
particul ar payload format is transported over RTP, sone additiona
information is required in the foll owi ng sections of that tenpl ate:

Requi red paraneters
If the payload format does not have a fixed RTP tinestanp
clock rate, then a "rate" paraneter is required to specify the
RTP timestanp clock rate. A particular payload formt nay
have additional required paraneters

Optional paraneters
Most audi o payl oad formats can have an optional "channel s"
paraneter to specify the nunber of audio channels included in
the transm ssion. The default channel order is as specified
in RFC 3551 [4]. Any payload format, but nost |ikely audio
formats, may also include the optional paraneters "ptinme" to
specify the recormended length of time in mlliseconds
represented by the nmedia in a packet, and/or "maxptine" to
speci fy the maxi nrum anount of nedia that can be encapsul at ed
in each packet, expressed as tine in nilliseconds. The
"ptine" and "nmaxptinme" paraneters are defined in the Session
Descri ption Protocol (SDP) [5].

A particul ar payl oad format may have additional optiona
paraneters. As allowed in Section 4.3 of [1], new paraneters
MAY be added to RTP nedia types that have been previously
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defined, but the new paraneters MJST NOT change exi sting
functionality and it MJST be possible for existing

i mpl ementations to ignore the additional paraneters wthout
i mpairing operation

Encodi ng consi derati ons:

Most RTP payl oad formats include binary or framed data as
described in Section 4.8 of [1]. The appropriate encoding
consi derations MJST be not ed.

Publ i shed specification:

A description of the nedia encoding and a specification of the
payl oad fornmat nust be provided, usually by reference to an
RTP payl oad format specification RFC. That RFC nay be
separate, or the nedia type registration nmay be incorporated
into the payload format specification RFC. The payl oad format
specification MIST include the RTP tinmestanp clock rate (or
multiple rates for audio encodings with nultiple sanpling
rates).

A reference to a further description of the data conpression
format itself should be provided, if avail able.

Restrictions on usage:

The fact that the nmedia type is defined for transfer via RTP
MJUST be noted, in particular, if the transfer depends on RTP
fram ng and hence the nedia type is only defined for transfer
via RTP.

Dependi ng on whet her or not the type has already been registered for
transfer with a non-RTP protocol (e.g., MME nmail or http), severa
di fferent cases can occur

a)

Casner

Not yet registered as a nedia type

A new registration should be constructed using the nedia type
registration tenplate. The registration may specify transfer
via other neans in addition to RTP if that is feasible and
desired. The appropriate encodi ng consi derations nmust be
specified, and the restrictions on usage nust specify whether
the type is only defined for transfer via RTP or via other
nodes as wel | .

Optional paranmeters may be defined as needed, and it nust be
clearly stated to which node(s) of transfer the parameters

apply.
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b) Media type exists for a non-RTP protoco

The restrictions on usage of the existing type should be
changed, if present, or added, if not, to indicate that the
type can also be transferred via RTP.

RTP-specific paraneters nmay be added, and it nust be clearly
stated that these are only to be used when the nmedia type is
transmtted via RTP transport.

c) Update an existing nedia type for RTP to be used for a non-RTP
pr ot ocol

The restrictions on usage of the existing type should be
changed to indicate that the type can also be transferred via a
non- RTP protocol (e.g., SMIP, HTTP)

Non- RTP-speci fic paraneters can be added, and it nust be
clearly stated that these are only to be used when the nedia
type is transmitted via a non-RTP transport.

2.1. Exanple Media Type Registration

The followi ng sanple registration of a fake nedi a type audi o/ exanpl e
provi des exanples for sone of the required text. References to RFC
nnnn woul d be replaced by references to the RFC that contains the
payl oad format specification and the nedia type registration

Type name: audio
Subt ype nanme: exanpl e

Requi red paraneters
rate: RTP tinestanp clock rate, which is equal to the sanpling
rate. The typical rate is 8000; other rates nmay be specified.

Optional paraneters
channel s: nunber of interleaved audio streans, either 1 for
mono or 2 for stereo, and defaults to 1 if omitted.
Interl eaving takes place between on a frame-by-frame basis,
with the left channel followed by the right channel

ptinme: recommended length of tinme in nmilliseconds represented
by the nedia in a packet (see RFC 4566).

maxptime: maxi mum anount of nedia that can be encapsulated in
each packet, expressed as tinme in mlliseconds (see RFC 4566).
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Encodi ng consi derati ons:
This nedia type is franed binary data (see RFC 4288, Section
4.8).

Security considerations: See Section n of RFC nnnn

Interoperability considerations:
Some receivers may only be capable of receiving single-channe
audi o.

Publ i shed specification: RFC nnnn

Applications that use this nedia type:
Audi o and vi deo streani ng and conferencing tools.

Addi tional information: none

Person & email address to contact for further information:
Fred Audi o <fred@xanpl e. conp

I nt ended usage: COVMON

Restrictions on usage:
This nmedia type depends on RTP fram ng, and hence is only
defined for transfer via RTP (RFC 3550). Transfer within
other fram ng protocols is not defined at this tine.

Aut hor :
Fred Audio

Change controller:
| ETF Audi o/ Video Transport working group del egated fromthe
| ESG

2.2. Restrictions on Sharing a Subtype Nane

The sane nedi a subtype nanme MJUST NOT be shared for RTP and non- RTP
(file-based) transfer methods unless the data format is the sane for
both methods. The data format is considered to be the same if the
file format is equivalent to a concatenated sequence of payl oads from
RTP packets not including the RTP header or any RTP payl oad-for mat
header .

The file format MAY include a magi ¢ nunber or other header at the

start of the file that is not included when the data is transferred
vi a RTP.
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A second requirenent for sharing a nedia subtype nanme is that the
sets of required paraneters must be the same for both nethods.

For cases where the data format or required paranmeters cannot be the
same for RTP and non-RTP transfer nethods, the data formats MJST be
regi stered as separate types. It is RECOWENDED that the subtype
nanes be related, such as by using a common root plus a suffix. For
t hose cases where a suffix is applied in the subtype nanme for the RTP
transfer nethod, the suffix "+rtp" is suggested.

3. Mapping to SDP Paraneters

The representation of a nedia type is specified in the syntax of the
Cont ent - Type header field in RFC 2045 [6] as foll ows:

type "/" subtype *(";" paraneter)
Paraneters may be required for a particular type or subtype or they
may be optional. For nedia types that represent RTP payl oad formats,
the paraneters "rate", "channels", "ptine", and "maxptime" have

general definitions (given above) that may apply across types and
subtypes. The format for a parameter is specified in RFC 2045 as

attribute val ue

where attribute is the paraneter nane and the pernissible values are
specified for each parameter. RFC 2045 specifies that a val ue MJST
be present and that the value MJST be a quoted string if it contains
any of the special characters listed in that RFC

The information carried in the nmedia type string has a specific
mapping to fields in the Session Description Protocol (SDP) [5],
which is commonly used to describe RTP sessions. The mapping is as
fol |l ows:

o0 The nedia type (e.g., audio) goes in SDP "n¥" as the nedia
name.

o The nedia subtype (payload format) goes in SDP "a=rtpnap" as
t he encodi ng nane.

0o The general (possibly optional) paraneters "rate" and
"channel s" also go in "a=rtpnmap" as clock rate and encodi ng
paraneters, respectively.

o The general (and optional) paraneters "ptime" and "maxptinme" go
in the SDP "a=ptinme" and "a=naxptinme" attributes, respectively.
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0 Any payl oad-fornmat-specific paraneters go in the SDP "a=fntp"
attribute. The set of allowed paraneters is defined by the RFC
that specifies the payload format and MJUST NOT be extended by
the media type registration without a correspondi ng revision of
the payl oad format specification. The format and syntax of
these paraneters may al so be defined by the payl oad fornmat
specification, but it is suggested that the paraneters be
copied directly fromthe nedia type string as a sem col on
separated list of paraneter=value pairs. For payload formats
that specify some other syntax for the fntp paraneters, the
registration of that payload format as a nedia type nust
specify what the paraneters are in MM format and how to map
themto the "a=fntp" attribute.

An exanpl e mapping is as follows:
audi o/ L16; rate=48000; channel s=2; ptine=5; enphasi s=50-15

mFaudi o 49170 RTP/ AVP 97
a=rtpmap: 97 L16/ 48000/ 2
a=fm p: 97 enphasi s=50- 15
a=ptinme:5

Note that the payload fornmat (encoding) nanes defined in the RTP
Profile [4] are comonly shown in upper case. Media subtype nanes
are comonly shown in | ower case. These nanes are case-insensitive
in both places. Sinmilarly, parameter names are case-insensitive both
in media type strings and in the default mapping to the SDP a=fntp
attribute.

4. Changes from RFC 3555

Thi s docunent updates RFC 3555 to conformto the revised nedia type
regi stration procedures in RFC 4288 [1]. Wereas RFC 3555 required
the encodi ng considerations to specify transfer via RTP, that is now
specified under restrictions on usage. This docunent al so specifies
the conditions under which new optional paranmeters nmay be added to a
previously defined RTP nedia type and adds a new Section 2.2 to
clarify the requirenents for sharing a nedia type anong RTP and non-
RTP transfer nethods.

RFC 3555 included nedia type registrations for the RTP payl oad
formats defined in the RTP Profile for Audio and Vi deo Conferences,
RFC 3551 [4]. Those nedia type registrations have been renoved from
this docunent. Sonme of them have been assenbled into a separate
conpani on RFC 4856 [8], |eaving out those that have been, or are
intended to be, registered in revisions of their own payl oad format
speci fication RFCs.
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Phil i pp Hoschka is a co-author of RFC 3555; his contributions to the
foundation of this docunent are appreciated.

5. Security Considerations

The nmedia type registration procedure specified in this meno does not
i mpose any security considerations on its own. Also, registrations
conformng to this procedure do not thensel ves inpose security risks.
However, use of the nmedia type being registered could very well

i npose security risks:

0 Any nedia type that contains "active content” inposes the risk
of malicious side-effects unless execution of that content is
adequat el y constrai ned.

0o Several audio and video encodi ngs are perfect for hiding data
usi ng steganography.

0 The RTP specification, RFC 3550, provides security
considerations for the transport of audio and vi deo data over
RTP, including the use of encryption where confidentiality is
required.

Therefore, each nedia type registration is required to state any
security considerations that apply to the use of that type. The
remai nder of this section is copied from RFC 4288 [1], which
specifies media type registration procedures in general

An anal ysis of security issues MIST be done for all types registered
in the standards tree. A simlar analysis for nedia types registered
in the vendor or personal trees is encouraged but not required.
However, regardl ess of what security analysis has or has not been
done, all descriptions of security issues MIST be as accurate as
possi bl e regardl ess of registration tree. |In particular, a statenent
that there are "no security issues associated with this type" MJST
NOT be confused with "the security issues associated with this type
have not been assessed"

There is absolutely no requirenent that media types registered in any
tree be secure or conpletely free fromrisks. Nevertheless, al

known security risks MJST be identified in the registration of a
medi a type, again regardless of registration tree.

The security considerations section of all registrations is subject

to continuing evaluation and nodification, and in particular MAY be

ext ended by use of the "comments on nedia types" mechani sm descri bed
in RFC 4288, Section 6.
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Some of the issues that should be | ooked at in a security anal ysis of
a nmedia type are:

0 Conmplex nmedia types may include provisions for directives that
institute actions on a recipient’s files or other resources.
In many cases, provision is made for originators to specify
arbitrary actions in an unrestricted fashion that may then have
devastating effects. See the registration of the
application/postscript nmedia type in RFC 2046 [7] for an
exanpl e of such directives and how they should be described in
a nmedia type registration.

o All registrations MJST state whether or not they enpl oy such
"active content", and if they do, they MJST state what steps
have been taken to protect users of the media type from harm

o0 Conmplex nmedia types may include provisions for directives that
institute actions that, while not directly harnful to the
recipient, may result in disclosure of information that either
facilitates a subsequent attack or else violates a recipient’s
privacy in some way. Again, the registration of the
application/postscript media type illustrates how such
directives can be handl ed.

o0 A nedia type that enpl oys conpression nmay provide an
opportunity for sending a snmall anount of data that, when
recei ved and eval uated, expands enornously to consune all of
the recipient’s resources. Al nedia types SHOULD state
whet her or not they enploy conpression, and if they do they
shoul d di scuss what steps need to be taken to avoid such
att acks.

0o A nedia type might be targeted for applications that require
some sort of security assurance but not provide the necessary
security nechani sns t hensel ves. For exanple, a nedia type
could be defined for storage of confidential nedica
information that in turn requires an external confidentiality
service or is designed for use only within a secure
envi ronnent .

6. | ANA Considerations
The purpose of this docunent is to specify the requirenents and

procedures for registering RTP payload formats in the | ANA nedia type
registry. No registrations are defined here.
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