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Abstract
Thi s docunent defines a RADIUS (Renote Authentication Dial In User
Service) attribute that carries an IPv6 prefix that is to be

del egated to the user. This attribute is usable within either RADIUS
or Dianeter.
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1. Introduction

Thi s docunent defines the Del egated-1Pv6-Prefix attribute as a RADI US
[1] attribute that carries an |Pv6 prefix to be delegated to the
user, for use in the user’s network. For exanple, the prefix in a
Del egat ed- | Pv6-Prefix attribute can be del egated to another node

t hrough DHCP Prefix Del egation [2].

The Del egated-1Pv6-Prefix attribute can be used in DHCP Prefix
Del egati on between the del egating router and a RADI US server, as
illustrated in the foll ow ng nmessage sequence.

Requesti ng Rout er Del egati ng Rout er RADI US Server

|
[-Solicit------------ >| |
| | -Request - ------------m--mom - >|
| | <- - Accept (Del egat ed-1 Pv6-Prefix)-|
| <--Advertise(Prefix)-| |
| - Request (Prefix)---->| |
| <--Reply(Prefix)----- | |
| | |
DHCP PD RADI US

The Franed-|1Pv6-Prefix attribute [4] is not designed to support

del egation of IPv6 prefixes to be used in the user’s network, and

t heref ore Franed-1Pv6-Prefix and Del egated-1Pv6-Prefix attributes may
be included in the same RADI US packet.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].
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3. Attribute Fornat
The format of the Del egated-1Pv6-Prefix is:

0 1 2 3
01234567890123456789012345678901
I S S S T i S S S T 3

| Type | Length | Reserved | Prefix-Length

T S i a  wi i S S s
Prefi x

B ey St S S s i I I R R S o S S S S S S S S S s S
Prefix

I S S S T i S S S T 3
Prefix

T i i S i i S S e b s
Prefi x

B ey St S S s i I I R R S o S S S S S S S S S s S

Type
123 for Del egat ed- | Pv6- Prefix
Length
The length of the entire attribute, in bytes. At least 4 (to
hol d Type/ Lengt h/ Reserved/ Prefi x-Length for a O-bit prefix),
and no larger than 20 (to hold Type/Length/ Reserved/Prefix-
Length for a 128-bit prefix)
Reserved
Al ways set to zero by sender; ignored by receiver
Prefix-Length
The I ength of the prefix being delegated, in bits. At |east
0 and no larger than 128 bits (identifying a single | Pv6
addr ess)
Note that the prefix field is only required to be I ong enough to hold
the prefix bits and can be shorter than 16 bytes. Any bits in the
prefix field that are not part of the prefix MJST be zero.
The Del egated-1Pv6-Prefix MAY appear in an Access-Accept packet, and
can appear multiple tines. |t MAY appear in an Access-Request packet

as a hint by the NAS to the server that it would prefer these
prefix(es), but the server is not required to honor the hint.
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The Del egated-1Pv6-Prefix attribute MAY appear in an Accounti ng-
Request packet.

The Del egat ed-1Pv6-Prefix MJST NOT appear in any other RADIUS
packets.

4, Table of Attributes

The following table provides a guide to which attributes nmay be found
i n which kinds of packets, and in what quantity.

o s e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Request Accept Reject Challenge Accounting #  Attribute |
| Request |
| O+ 0+ 0 0 0+ 123 Del egat ed- | Pv6- |
| Prefix |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

The neani ng of the above table entries is as foll ows:
0O This attribute MUST NOT be present.
0+ Zero or nore instances of this attribute MAY be present.
0-1 Zero or one instance of this attribute MAY be present.
1 Exactly one instance of this attribute MJIST be present.
1+ One or nore of these attributes MJUST be present.

5. D aneter Considerations

When used in Dianeter, the attribute defined in this specification
can be used as a Dianmeter AVP fromthe Code space 1-255, i.e., RADIUS
attribute conpatibility space. No additional D aneter Code val ues
are therefore allocated. The data types of the attributes are as

fol | ows:

Del egat ed- | Pv6- Prefi x Cctet String

The attribute in this specification has no special translation
requirenents for Dianeter to RADIUS or RADIUS to Di aneter gateways,
i.e., the attribute is copied as is, except for changes relating to
headers, alignnment, and padding. See also RFC 3588 [5], Section 4.1,
and RFC 4005 [6], Section 9.

The text in this specification describing the applicability of the
Del egat ed- | Pv6-Prefix attribute for RADIUS Access- Request applies in
D aneter to AA-Request [6] or Dianeter-EAP-Request [7].

The text in this specification describing the applicability of the

Del egat ed- 1 Pv6-Prefix attribute for RADIUS Access-Accept applies in
D aneter to AA-Answer or Di aneter-EAP-Answer that indicates success.
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8.

The text in this specification describing the applicability of the
Del egat ed- | Pv6-Prefix attribute for RADI US Accounti ng- Request applies
to Di ameter Accounting-Request [6] as well.

The AVP flag rules [5] for the Del egated-1Pv6-Prefix attribute are:

e eeie e iiaaaeaaa +
| AVP Fl ag rul es |

[----+----- [ R - [----+

AVP | | | SHLD] MUST]| |

Attribute Name Code Value Type | MUST| MAY | NOT| NOT| Encr |

--------------------------------- R R S e I

Del egat ed- | Pv6- 123 CctetStringl M | P | | V | Y |

Prefix | | | | | |

--------------------------------- I R e S I

| ANA Consi der ations

| ANA assigned a Type value, 123, for this attribute fromthe RAD US
Attribute Types registry.

Security Considerations

Known security vulnerabilities of the RADI US protocol are discussed
in RFC 2607 [8], RFC 2865 [1], and RFC 2869 [9]. Use of I|Psec [10]
for providing security when RADIUS is carried in |Pv6 is discussed in
RFC 3162.

Security considerations for the Dianeter protocol are discussed in
RFC 3588 [5].
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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