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Abst r act

OSPF is a link-state intra-domain routing protocol used in IP

networ ks. OSPF routers exchange information on a |link using packets
that follow a well-defined format. The format of OSPF packets is not
flexi bl e enough to enable applications to exchange arbitrary data,
whi ch may be necessary in certain situations. This neno describes a
vendor - speci fi c, backward-conpatible technique to performlink-Ioca
signaling, i.e., exchange arbitrary data on a link
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1. Introduction

Formats of OSPF [ RFC2328] packets are not very flexible to provide an
accept abl e mechani sm for opaque data transfer. However, this appears
to be very useful to allow OSPF routers to do so. An exanple where
such a technique could be used is exchanging sone capabilities on a
link (standard OSPF utilizes the Options field in Hello and Exchange
packets, but there are not so many bits left init).

One potential way of solving this task could be introducing a new
packet type. However, that would mean introducing extra packets on
the network, which nay not be desirable, so this docunent describes
how t o exchange data using existing, standard OSPF packet types

2.  Proposed Sol ution

To performlink-1ocal signaling (LLS), OSPF routers add a specia
data block at the end of OSPF packets or right after the

aut henti cation data bl ock when cryptographic authentication is used.
Li ke with OSPF cryptographi c authentication, the length of the LLS-

bl ock is not included into the I ength of OSPF packet, but is included
in the I P packet length. Figure 1 illustrates how the LLS data bl ock
i s attached.
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Figure 1: Attaching LLS Data Bl ock

The LLS data block nay be attached to OSPF packets of two types --
type 1 (OSPF Hello), and type 2 (OSPF DBD). The data included in the
LLS bl ock attached to a Hell o packet nay be used for dynamc
signaling, since Hello packets may be sent at any noment in tine.
However, delivery of LLS data in Hello packets is not guaranteed.

The data sent with Database Description (DBD) packets is guaranteed
to be delivered as part of the adjacency form ng process.

This meno does not specify how the data transmtted by the LLS
mechani sm shoul d be interpreted by OSPF routers. The interface
bet ween the OSPF LLS conponent and its clients is inplenmentation-
speci fic.

2.1. Options Field
A new bit, called L (L stands for LLS), is introduced to the OSPF
Options field (see Figure 2). The value of the bit is 0x10. Routers

set the L-bit in Hello and DBD packets to indicate that the packet
contains the LLS data bl ock
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Figure 2: The Options Field
L-bit

This bit is set only in Hello and DBD packets. It is not set in
OSPF Link State Advertisenents (LSAs) and may be used in them for
di fferent purposes.

2.2. LLS Data Bl ock

The data bl ock used for link-local signaling is formatted as
descri bed below (see Figure 3 for illustration).

0 1 2 3
01234567890123456789012345678901
B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| Checksum | LLS Data Length |
B T S St i i T s T e o S S i St SN

| |
| LLS TLVs |

.+- B S e s i T S S I T it T T ais sl i ST S S R S +-.+
Figure 3: Fornmat of the LLS Data Bl ock
Checksum

The Checksum field contains the standard | P checksum of the entire
contents of the LLS bl ock.

LLS Length

The 16-bit LLS Data Length field contains the length (in 32-bit
words) of the LLS bl ock including the header and payl oad.

| mpl enent ati ons should not use the Length field in the |IP packet
header to deternine the length of the LLS data bl ock

Note that if the OSPF packet is cryptographically authenticated, the
LLS data bl ock nust also be cryptographically authenticated. In this
case, the regular LLS checksumis not cal cul ated and the LLS bl ock
will contain a cryptographic authentication TLV (see Section 2.4.2).
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The rest of the block contains a set of Type/Length/Value (TLV)
triplets as described in Section 2.3. Al TLVs nust be 32-bit
aligned (with padding if necessary).

2.3. LLS TLVs

The contents of the LLS data block is constructed using TLVs. See
Figure 4 for the TLV fornat.

The Type field contains the TLV ID that is unique for each type of
TLVs. The Length field contains the length of the Value field (in
bytes) that is variable and contains arbitrary data.

0 1 2 3

01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Length |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| |
. Val ue .
:I-- B T i s S o I Th T i S S S S S S S S S T +-:|-
Figure 4: Format of LLS TLVs
Note that TLVs are always padded to 32-bit boundary, but paddi ng
bytes are not included in the TLV Length field (though it is included
in the LLS Data Length field of the LLS bl ock header).
2.4, Predefined TLV
2.4.1. Extended Options TLV

Thi s subsection describes a TLV called Extended Options (EQ TLV.
The format of EOTLV is shown in Figure 5.

Bits in the Value field do not have any senantics fromthe point of
view of the LLS nechanism This field may be used to announce sone
OSPF capabilities that are |link-specific. Also, other OSPF
extensions may allocate bits in the bit vector to perform bool ean
i nk-1ocal signaling.

The length of the Value field in EOTLV is 4 bytes.

The value of the Type field in EOTLV is 1

EO TLV shoul d only appear once in the LLS data bl ock

Friedman, et al. Experi ment al [ Page 5]



RFC 4813 OSPF Li nk-Local Signaling February 2007

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| 1 | Length |
B T e o i S I i i S S N iy St S I S S

| Ext ended Opti ons
T e e i i e e S e st i S s SN SR

Figure 5: Format of EO TLV

Currently, [RFC4811] and [ RFC4812] use bits in the Extended Options
field of the EOTLV. The Extended Options bits are also defined in
Section 5.

2.4.2. Cryptographic Authentication TLV

Thi s docunent defines a special TLV that is used for cryptographic
aut hentication (CA-TLV) of the LLS data block. This TLV should be
included in the LLS bl ock when the cryptographic (MD5) authentication
is enabl ed on the corresponding interface. The nmessage digest of the
LLS bl ock shoul d be cal cul ated using the same key as that used for
the mai n OSPF packet. The cryptographi c sequence nunber is included
in the TLV and nust be the same as the one in the main OSPF packet
for the LLS block to be considered authentic.

The TLV is constructed as shown Figure 6.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| 2 | Aut hLen |
B Lt r s i i i o o T s ks S R S
| Sequence Number |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| |
. Aut hDat a .
:1--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
Figure 6: Format of Cryptographic Authentication TLV

The val ue of the Type field for CA-TLV is 2.

The Length field in the header contains the length of the data
portion of the TLV that includes 4 bytes for the sequence nunber and
the I ength of the nessage digest (MD5) block for the whole LLS bl ock
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in bytes (this will always be 16 bytes for MD5). So the AuthLen
field will have val ue of 20.

The Sequence Nunber field contains the cryptographi c sequence nunber

that is used to prevent sinple replay attacks. For the LLS block to

be consi dered authentic, the sequence nunber in the CA-TLV nust match
t he sequence nunber in the OSPF packet.

The Aut hData field contains the nessage digest calculated for the LLS
dat a bl ock.

The CA-TLV nmay appear in the LLS block only once. Also, when
present, this TLV should be the last in the LLS bl ock

3. Backward Conpatibility

The nodifications to OSPF packet formats are conpatible with standard
OSPF because LLS-incapable routers will not consider the extra data
after the packet; i.e., the LLS data block will be ignored by routers
that do not support the LLS extension

4. Security Considerations

The function described in this docunent does not create any new
security issues for the OSPF protocol. The described technique
provi des the sane | evel of security as the OSPF protocol by allow ng
LLS data to be authenticated (see Section 2.4.2 for nore details).

5. | ANA Consi derations

LLS TLV types are naintained by the | ANA. Extensions to OSPF that
require a new LLS TLV type nust be reviewed by a desi gnated expert
fromthe routing area.

Fol lowi ng the policies outlined in [RFC2434], LLS type values in the
range of 0-32767 are allocated through an | ETF consensus action, and
LLS type values in the range of 32768-65536 are reserved for private
and experinental use.

Thi s docunent assigns LLS types 1 and 2, as foll ows:

LLS Type Narme Ref er ence
0 Reserved
1 Ext ended Options [ RFC4813]
2 Crypt ogr aphi ¢ Aut henti cation [ RFC4813]

3-32767 Reserved for assignnent by the | ANA
32768- 65535 Private Use
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This docunent al so assigns the following bits for the Extended
Options bits field in the EOTLV outlined in Section 2.4.1:

Ext ended Options Bit Nare Ref er ence
0x00000001 LSDB Resynchroni zati on (LR) [ RFC4811]
0x00000002 Restart Signal (RS-bit) [ RFC4812]

O her Extended Options bits will be allocated through an | ETF
consensus acti on.
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