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Abst ract

Thi s docunment describes the interface to the Telnet server on IBMs
i Series line of mdrange business conputers. This interface all ows
Telnet clients to request a Telnet termnal or printer session using
specific session attributes related to device nanmes, encryption

| anguage support, auto-sign-on, response codes, session association
etc.

These support functions are inplenented prinmarily using the Tel net

Envi ronment option negotiati on RFC 1572 to defi ne new USERVAR
variables that will be recognized by iSeries Tel net server
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1. Introduction

The i Series Telnet server enables clients to negotiate both terni na
and printer device nanmes through Tel net Environment Options
Negoti ati ons [ RFC1572].

This allows Telnet servers and clients to exchange environnent

i nformati on using a set of standard or customvariables. By using a
conbi nation of both standard VARs and cust om USERVARs, the i Series
Tel net server allows client Telnet to request a pre-defined specific
devi ce by nane.

If no pre-defined device exists, then the device will be created,
with client Tel net having the option to negotiate device attri butes,
such as the code page, character set, keyboard type, etc.

Since printers can now be negotiated as a device nane, new termn na
types have been defined to request printers. For exanple, you can
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now negotiate "I BM 3812-1" and "I BM 5553-B01" as valid TERM NAL- TYPE
options [RFCL091].

Finally, the iSeries Telnet server will allow exchange of user
profile and password information, where the password may be in either
plain text or encrypted form |If a valid conbination of profile and
password is received, then the client is allowed to bypass the sign-

on panel. The local server setting of the QRMISI GN system val ue nust
be either *VERI FY or *SAMEPRF for the bypass of the sign-on panel to
succeed.

2. Standard Tel net Option Negotiation

Tel net server option negotiation [ RFC855] typically begins with the

i ssuance, by the server, of an invitation to engage in terminal type
negotiation with the Telnet client (DO TERM NAL-TYPE) [ RFC1091]. The
client and server then enter into a series of sub-negotiations to
deternmne the |l evel of termnal support that will be used. After the
termnal type is agreed upon, the client and server will normally
negotiate a required set of additional options (EOR [ RFC885], BI NARY
[ RFC856], SGA [RFCB858]) that are required to support "transparent
nmode" or full screen 5250/ 3270 bl ock nmode support. As soon as the
requi red options have been negotiated, the server will suspend
further negotiations and begin with initializing the actual virtua
device on the i Series. A typical exchange m ght start as foll ows:

i Series Tel net server Enhanced Tel net cli ent
| AC DO TERM NAL- TYPE -->

<-- | AC WLL TERM NAL- TYPE
| AC SB TERM NAL- TYPE SEND
| AC SE - >

| AC SB TERM NAL-TYPE I S

<-- | BM 5555- C01 | AC SE
| AC DO EOR -->

<-- | AC WLL EOR

<-- | AC DO EOR
| AC WLL EOR -->

(ot her negoti ations)
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Actual bytes transmitted in the above exanple are shown in hex bel ow

i Series Tel net server Enhanced Tel net cli ent
FF FD 18 -->

<-- FF FB 18
FF FA 18 01 FF FO -->

FF FA 18 00 49 42 4D 2D
35 35 35 35 2D 43 30 31

<- FF FO
FF FD 19 -->
<-- FF FB 19
<-- FF FD 19
FF FB 19 -->

(ot her negoti ations)

Some negotiations are symetrical between client and server, and sone
are negotiated in one direction only. Also, it is pernissible and
common practice to bundl e nore than one response or request, or to
conmbi ne a request with a response, so in practice the actual exchange
may | ook different fromwhat is shown above.

3. Enhanced Tel net Option Negotiation

In order to acconmobdate the new environnent option negotiations, the
server will bundle an environnment option invitation along with the
standard terminal type invitation request to the client.

A client should either send a negative acknow edgnent (WONT NEW
ENVI RON), or at sone point after conpleting termnal-type
negoti ati ons, but before conpleting the full set of negotiations
required for 5250 transparent node, engage in environment option
sub-negotiation with the server. A maxi num of 1024 bytes of
environnent strings nmay be sent to the server. A recommended
sequence mght ook Iike the follow ng:
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i Series Tel net server

| AC DO NEW ENVI RON
| AC DO TERM NAL- TYPE
(2 requests bundl ed)

| AC SB NEW ENVI RON SEND
VAR | AC SE

| AC SB TERM NAL- TYPE SEND
| AC SE

| AC DO EOR

(server will continue

with normal transparent
node negoti ati ons)

(ot her negoti ations)

Mur phy, et al
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<--

I nf or mat i ona

Novenber

Enhanced Tel net client

I AC WLL NEW ENVI RON

| AC SB NEW ENVI RON | S
VAR "USER' VALUE " JONES"
USERVAR " DEVNANME"

VALUE " MYDEVI CEQ7"

| AC SE

| AC WLL TERM NAL- TYPE
(do the terminal type
sequence first)

| AC SB TERM NAL- TYPE | S

| BM 5555- C01 | AC SE

(term nal type negotiations
conpl et ed)

AC WLL EOR

2006
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Actual bytes transmitted in the above exanple are shown in hex bel ow

i Series Tel net server Enhanced Tel net client
FF FD 27
FF FD 18 -->
(2 requests bundl ed)
<-- FF FB 27
FF FA 27 01 00 FF FO -->

FF FA 27 00 00 55 53 45
52 01 4A 4F 4E 45 53 03
44 45 56 4E 41 4D 45 01
4D 59 44 45 56 49 43 45
<- - 30 37 FF FO
<-- FF FB 18
(do the terminal type
sequence first)

FF FA 18 01 FF FO -->
FF FA 18 00 49 42 4D 2D
35 35 35 35 2D 43 30 31
<-- FF FO
FF FD 19 -->
(server will continue

wi th normal transparent
node negoti ati ons)
<-- FF FB 19

(ot her negoti ations)

Tel net environnent options defines 6 standard VARs: USER, JOB, ACCT
PRI NTER, SYSTEMIYPE, and DI SPLAY. The USER standard VAR will hold
the value of the i Series user profile nane to be used in auto-signh-on
requests. The Telnet server will make no direct use of the
additional 5 VARs, nor are any of themrequired to be sent. Al
standard VARs and their values that are received by the Tel net server
will be placed in a buffer, along with any USERVARs received
(described below), and nade available to a registered initialization
exit programto be used for any purpose desired.

There are some reasons you may want to send NEW ENVI RON negoti ati ons
prior to TERM NAL- TYPE negotiations. Wth an i Series Tel net server
several virtual device nodes can be negotiated: 1) VIxxx device, 2)
3270 device, and 3) 5250 device (includes Network Station). The
virtual device node sel ected depends on the TERM NAL- TYPE negoti at ed
pl us any other Tel net option negotiations necessary to support those
nmodes. The i Series Telnet server will create the desired virtua
device at the first opportunity it thinks it has all the requested
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attributes needed to create the device. This can be as early as
conpl etion of the TERM NAL- TYPE negoti ati ons.

For the case of Transparent node (5250 device), the noment TERM NAL-
TYPE, BI NARY, and EOR options are negoti ated, the Tel net server wll
go create the virtual device. Receiving any NEW ENVI RON negoti ati ons
after these option negotiations are conplete will result in the NEW
ENVI RON negoti ations having no effect on device attributes, as the
virtual device will have already been created.

So, for Transparent node, NEW ENVI RON negoti ations are effectively
cl osed once EOR is negotiated, since EOR is generally the |ast option
done.

For other devices nobdes (such as VIxxx or 3270), you cannot be sure
when the i Series Telnet server thinks it has all the attributes to
create the device. Recall that NEW ENVI RON negoti ations are
optional, and therefore the i Series Telnet server need not wait for
any NEW ENVI RON options prior to creating the virtual device. It is
inthe clients’ best interest to send NEW ENVI RON negoti ations as
soon as possible, preferably before TERM NAL- TYPE i s negoti at ed.
That way, the client can be sure that the requested attributes were
recei ved before the virtual device is created

4. Enhanced Di splay Enul ati on Support

Tel net environnment option USERVARs have been defined to allow a
conmpliant Telnet client nmore control over the Tel net server virtua
device on the iSeries and to provide information to the Tel net server
about the client. These USERVARs allow the client Telnet to create
or select a previously created virtual device. |If the virtual device
does not exist and nust be created, then the USERVAR vari abl es are
used to create and initialize the device attributes. |If the virtua
device already exists, the device attributes are nodified.
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The USERVARs defined to acconplish this are:

USERVAR VALUE EXAMPLE DESCRI PTI ON
DEVNANME us-ascii char(x) MYDEVI CEQ7 Di spl ay devi ce nane
KBDTYPE us-ascii char(3) USB Keyboard type
CODEPAGE us-ascii char(y) 437 Code page
CHARSET us-ascii char(y) 1212 Character set
| BMBENDCONFREC us-ascii char(3) YES | NO Startup Response
Record desired
| BMASSOCPRT us_ascii char(x) RFCPRT Printer associated
wi th display
devi ce

X - up to a maxi mum of 10 characters
y - up to a maxi num of 5 characters

For a description of the KBDTYPE, CODEPAGE, and CHARSET paraneters
and their pernissible values, refer to Chapter 8 in the

Communi cati ons Configuration Reference [COM CONFIG and also to
Appendi x C in National Language Support [NLS-SUPPORT].

The CODEPAGE and CHARSET USERVARs nust be associated with a KBDTYPE
USERVAR. | f either CODEPAGE or CHARSET are sent w t hout KBDTYPE
they will default to systemvalues. A default value for KBDTYPE can
be sent to force CODEPAGE and CHARSET val ues to be used.

i Series system objects such as device nanes, user profiles, plain
text passwords, programs, libraries, etc., are required to be
specified in English uppercase. This includes:

any letter (A-Z), any nunber (0-9), special characters (# $ @

Therefore, where us-ascii is specified for VAR or USERVAR val ues, it
i s recomrended that uppercase ASCI| val ues be sent, which will be
converted to Extended Bi nary Coded Deci nal | nterchange Code (EBCDI C)
by the Tel net server

A special case occurs for encrypted passwords (described in the next
section), where both the initial password and user profile used to
build the encrypted password must be EBCDI C English uppercase, in
order to be properly authenticated by the Tel net server

The | BMASSOCPRT USERVAR is used to provide the device nane of a
printer that will be associated with the display device that is
created. The device description of the printer nanme provided nust
currently exist on the Telnet server system The | BMSENDCONFREC
USERVAR is used by the enhanced Telnet client to informthe Tel net

Mur phy, et al. I nf or mat i onal [ Page 8]



RFC 4777 IBMs iSeries Tel net Enhancenents Novenber 2006

server that a display Startup Response Record should be sent to the
client. This record communi cates the nane of the actual display

device acquired. |If the attenpt is unsuccessful, the reason code
will be set to provide additional information on why the attenpt
failed. 1In addition to the device nane and reason code, the Startup

Response Record will contain the nane of the Tel net server system

For nore details on the Startup Response Record, see Section 11 of
this docunent.

5. Enhanced Display Auto-Sign-On and Password Encryption

To al |l ow password encryption, new | BMRSEED and | BMSUBSPW USERVARs
will be used to exchange seed and substitute passwords information.
| BMRSEED wi || carry a random seed to be used in both the Data
Encryption Standard (DES) and Secure Hash Al gorithm (SHA) password
encryption, and | BMSUBSPWw || carry the encrypted copy of the
password

The DES encryption woul d use the sanme 7-step DES-based password
substitution scheme as APPC and Client Access. For a description of

DES encryption, refer to Federal Information Processing Standards
Publ i cations (FIPS) 46-2 [FIPS-46-2] and 81 [FIPS-81].

The SHA encryption is described in Federal I|nfornmation Processing
St andards Publication 180-1 [FI PS-180-1].

The FIPS docunents can be found at the Federal Information Processing
St andards Publications Iink

http://ww.itl.nist.gov/fipspubs/by-num htm

If encrypted password exchange is not required, plain text password
exchange is permtted using the same USERVARs defined for encryption
For this case, the randomclient seed should be set either to an
enpty value (preferred nmethod) or to hexadeci mal zeros to indicate
the password is not encrypted, but is plain text.

It should be noted that security of plain text password exchange
cannot be guaranteed unless the network is physically protected or a
trusted network (such as an intranet). |If your network is vul nerable
to | P address spoofing or directly connected to the Internet, you
shoul d engage in encrypted password exchange to validate a client’'s
identity.

Addi tional VARs and USERVARs have al so been defined to allow an
aut o-si gn-on user greater control over their startup environnent,
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simlar to what is supported using the Qoen Virtual Term na
(QTVOPNVT) APl [ SYSTEM API .

The standard VARs supported to acconplish this are:
VAR VALUE EXAMPLE DESCRI PTI ON
USER  us-ascii char(x) USERXYZ  User profile nanme

X - up to a maxi num of 10 characters

The cust om USERVARs defined to acconplish this are:

USERVAR VALUE EXAMPLE DESCRI PTI ON

| BVMRSEED bi nary(8) 8-byte hex field Random cl i ent
seed

| BMBUBSPW bi nary(128) 128-byte hex field Substitute
password

| BMCURLI B us-ascii char(x) QGPL Current library

| BM MENU us-ascii char(x) MAI' N Initial nenu

| BMPROGRAM us-ascii char(x) QC\VD Programto cal

X - up to a nmaxi num of 10 characters

In order to communi cate the server random seed value to the client,
the server will request a USERVAR nane made up of a fixed part (the 8
characters "I BVRSEED') i medi ately foll owed by an 8-byte hexadeci nmal
vari able part, which is the server random seed. The client generates
its own 8-byte random seed val ue and uses both seeds to encrypt the
password. Both the encrypted password and the client random seed

val ue are then sent to the server for authentication. Tel net

envi ronnent option rules will need to be adhered to when transnitting
the client random seed and substituted password values to the server.
Specifically, since a typical environment string is a variable length
hexadeci mal field, the hexadecinal fields are required to be escaped
and/ or byte stuffed according to the RFC 854 [ RFC854], where any
single byte could be misconstrued as a Telnet | AC or other Tel net
option negotiation control character. The client nust escape and/or
byte stuff any bytes that could be seen as a Tel net environnent
option, specifically VAR VALUE, ESC, and USERVAR

I f you use the | BMSENDCONFREC USERVAR, as described in Section 5 of
this docunent, with a value of YES along with the automatic sign-on
USERVARs descri bed above, you will receive a Startup Response Record
that will contain a response code informng your Telnet client of the
success or failure of the automatic sign-on attenpt. See Section 11
of this docunent for details on the Startup Response Record.
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The following illustrates the encrypted case:
i Series Tel net server Enhanced Tel net client
| AC DO NEW ENVI RON >

<-- | AC WLL NEW ENVI RON

| AC SB NEW ENVI RON SEND
USERVAR " | BMRSEEDXXXXXXXX"
USERVAR " | BMSUBSPW
VAR USERVAR | AC SE -->
| AC SB NEWENVIRON | S
VAR "USER' VALUE " DUMMYUSR"
USERVAR " | BVRSEED" VALUE "yyyyyyyy"
USERVAR " | BMSUBSPW VALUE "zzzzzzzz"
<-- | AC SE

(ot her negoti ations)

In this exanple, "xxxxxxxx" is an 8-byte hexadeci mal random server
seed, "yyyyyyyy" is an 8-byte hexadeci nal random client seed, and
"zzzzzzz7" is an 8-byte hexadeci mal encrypted password (if the DES
encryption algorithmwas used) or a 20-byte hexadeci mal encrypted
password (if the SHA encryption algorithmwas used). |If the password
is not valid, then the sign-on panel is not bypassed. |f the
password is expired, then the sign-on panel is not bypassed.

Actual bytes transmitted in the above exanple are shown in hex bel ow,
where the server seed is "7D3E488F18080404", the client seed is
"4E4142334E414233", and the DES encrypted password is
"DFB0402F22ABA3BA". The user profile used to generate the encrypted
password is "44554D4D59555352" (DUMWUSR), with a plain text password
of "44554D4AD595057" ( DUMWPW .
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i Series Tel net server Enhanced Tel net client

FF FD 27 -->
<-- FF FB 27
FF FA 27 01 03 49 42 4D
52 53 45 45 44 7D 3E 48
8F 18 08 04 04 03 49 42
4D 53 55 42 53 50 57 03
00 FF FO >
FF FA 27 00 00 55 53 45
52 01 44 55 4D 4D 59 55
53 52 03 49 42 4D 52 53
45 45 44 01 4E 41 42 33
4E 41 42 33 03 49 42 4D
53 55 42 53 50 57 01 DF
BO 40 2F 22 AB A3 BA FF
<-- FO

The following illustrates the plain text case:

i Series Tel net server Enhanced Tel net client
| AC DO NEW ENVI RON -->
<-- | AC WLL NEW ENVI RON
| AC SB NEW ENVI RON SEND
USERVAR " | BMRSEEDXXXXXXXX"
USERVAR " | BMSUBSPW
VAR USERVAR | AC SE -->
| AC SB NEWENVIRON | S
VAR " USER' VALUE " DUMWUSR"
USERVAR " | BMRSEED' VALUE
USERVAR " | BMSUBSPW VALUE "yyyyyyyy"
<-- | AC SE

(ot her negoti ations)

In this exanple, "xxxxxxxx" is an 8-byte hexadeci mal random server
seed, and "yyyyyyyyyy" is a 128-byte us-ascii client plain text
password. |f the password has expired, then the sign-on panel is not
bypassed.

Actual bytes transmitted in the above exanple are shown in hex bel ow,
where the server seed is "7D3E488F18080404", the client seed is
enpty, and the plain text password is "44554D4D595057" ( DUMWPW .
The user profile used is "44554D4D59555352" ( DUMWUSR)
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i Series Tel net server Enhanced Tel net client

FF FD 27 -->
<-- FF FB 27
FF FA 27 01 03 49 42 4D
52 53 45 45 44 7D 3E 48
8F 18 08 04 04 03 49 42
4D 53 55 42 53 50 57 03
00 FF FO >
FF FA 27 00 00 55 53 45
52 01 44 55 4D 4D 59 55
53 52 03 49 42 4D 52 53
45 45 44 01 03 49 42 4D
53 55 42 53 50 57 01 44
<-- 55 4D 4D 59 50 57 FF FO

5.1. Data Encryption Standard (DES) Password Substitutes

Both APPC and Client Access use well-known DES encryption algorithns
to create encrypted passwords. A Network Station or Enhanced dient
can generate conpati ble encrypted passwords if it follows these
steps, details of which can be found in the Federal |nformation
Processi ng Standards 46-2 [ Fl PS-46-2].

1) Padded PW= Left justified user password padded to the right with
"40' X to 8 bytes.

The user’s password nmust be left justified in an 8-byte variable
and padded to the right with 40" X up to an 8-byte length. If the
user’'s password is 8 bytes in length, no padding will occur. For
conputing password substitutes for passwords of length 9 and 10,
see "Handling passwords of length 9 and 10" bel ow. Passwords |ess
than 1 byte or greater than 10 bytes in length are not valid.

Pl ease note that if password is not in EBCDIC, it nust be
converted to EBCDI C uppercase.

2) XOR_PW = Padded_PW xor ' 5555555555555555" X
The padded password is Exclusive OR ed with 8 bytes of '55 X

3) SH FT_RESULT = XOR PW<< 1
The entire 8-byte result is shifted 1 bit to the left; the left-
nmost bit value is discarded, and the rightnost bit value is

cleared to O.

4) PWTOKEN = DES_ECB npde( SHI FT_RESULT, /* key */
user| D in_EBCDI C uppercase /* data */ )
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5)

This shifted result is used as key to the Data Encryption Standard
(Federal Information Processing Standards 46-2 [FIPS-46-2]) to
enci pher the user identifier. Wen the user identifier is |less
than 8 bytes, it is left justified in an 8-byte variable and
padded to the right with 40" X. Wien the user identifier is 9 or
10 bytes, it is first padded to the right with "40°'X to a length
of 10 bytes. Then bytes 9 and 10 are "folded" into bytes 1-8
using the follow ng al gorithm

Bit O is the high-order bit (i.e., has value of ’'80 X)

Byte 1, bits 0 and 1 are replaced with byte 1, bits 0 and 1
Exclusive OR ed with byte 9, bits 0 and 1.
Byte 2, bits 0 and 1 are replaced with byte 2, bits 0 and 1
Exclusive OR ed with byte 9, bits 2 and 3.
Byte 3, bits 0 and 1 are replaced with byte 3, bits 0 and 1
Exclusive OR ed with byte 9, bits 4 and 5.
Byte 4, bits 0 and 1 are replaced with byte 4, bits 0 and 1
Exclusive OR ed with byte 9, bits 6 and 7.
Byte 5, bits 0 and 1 are replaced with byte 5, bits 0 and 1
Exclusive OR ed with byte 10, bits 0 and 1.
Byte 6, bits 0 and 1 are replaced with byte 6, bits 0 and 1
Exclusive OR ed with byte 10, bits 2 and 3.
Byte 7, bits 0 and 1 are replaced with byte 7, bits 0 and 1
Exclusive OR ed with byte 10, bits 4 and 5.
Byte 8, bits 0 and 1 are replaced with byte 8, bits 0 and 1
Exclusive OR ed with byte 10, bits 6 and 7.

User identifiers greater than 10 bytes or less than 1 byte are not
the result of this encryption ID, known as PWTCOKEN i n the paper

I ncrement PWBEQs and store it.

Each LU nust nmaintain a pair of sequence nunbers for ATTACHs sent
and received on each session. Each tine an ATTACH i s generat ed,
(and password substitutes are in use on the session) the sending
sequence nunmber, PWBEQs, is increnented and saved for the next
time. Both values are set to zero at BINDtine. So the first use
of PWBEQ has the value of 1 and increases by one with each use.
A new field is added to the ATTACH to carry this sequence nunber.
However, in certain error conditions, it is possible for the
sendi ng side to increnent the sequence nunber, and the receiver
may not increnment it. Wen the sender sends a subsequent ATTACH
the receiver will detect a nissing sequence. This is allowed.
However the sequence nunber received nust always be |arger than
the previous one, even if some are m ssing.
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The maxi mum nunber of consecutive m ssing sequence nunbers all owed

is
pr

Not e:
sent .

16. |If this is exceeded,

otocol viol ation.

However ,

the session is unbound with a

The sequence nunber mnust be incremented for every ATTACH
t he sequence nunber field is only required to be

included in the FMH5 if a password substitute is sent (byte 4, bit

3

on).

6) RDrSEQ = RDr + PWSEQs /* RDr is server seed. */

The current value of PWBEQs is added to RDr,
recei ved fromthe partner

LU on this session,

t he random val ue
yi el di ng RDr SEQ

essentially a predictably nodified value of the random val ue

received fromthe partner

7) PWSUB = DES_CBC_node( PW TOKEN,

Mur phy,

( RDr SEQ,
RDs,
I D xor RDr SEQ
PWSEQs,
)
)

LU at BIND ti me.

/* key

/* 8 bytes
/* 8 bytes
/* 16 bytes
/* 8 bytes
/* data

*/
*/
*/
*/
*/
*/

The PWTOKEN is used as a key to the DES function to generate an
8-byte value for the followi ng string of inputs.
nmode Initialization Vector (IV) used is 8 bytes of

The DES CBC

00" X

RDr SEQ the random data val ue received fromthe partner LU

RDs:

pl us the sequence nunber.

the random data val ue sent to the partner

for this session.

A 16-byte val ue created by:

PWBEQS :

et al.

LU on BI ND

- padding the user identifier with '40°X to a length

of 16 bytes.

- Exclusive ORing the two 8-byte hal ves of the padded
user identifier with the RDrSEQ val ue.

Note: User ID nust first be converted to EBCDI C

upper case.

t he sequence nunber.

I nf or mat i onal
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8)

9)

5.2.

This is simlar to the process used on LU LU verification as
described in the Enhanced LU- LU Bind Security. The resulting
enci phered random data is the 'password substitute’

Handl i ng passwords of length 9 and 10

1. Generate PWTOKENa by using characters 1 to 8 of the password
and steps 1-4 fromthe previous section.

2. Cenerate PWTCOKENb by using characters 9 and 10 and steps 1-4
fromthe previous section. In this case, Padded PWfromstep 1
will be characters 9 and 10 padded to the right with "40' X, for
a total length of 8.

3. PWTOKEN = PW TOKENa xor PW TOKEND

4. Now conpute PW SUB by performng steps 5-7 fromthe previous
section.

Exanpl e DES Password Substitute Cal cul ation

| D USER123

Passwor d: ABCDEFG

Server seed: ' 7D4C2319F28004B2’ X

Client seed: ’'O08BEF662D851F4Bl’ X

PWSEQs 1 (PWBE@s is a sequence nunber needed in the
7-step encryption, and it is always one)

DES Encrypted Password shoul d be: ' 5A58BD50E4DDOB5F X

Secure Hash Al gorithm (SHA) Password Substitutes

A Network Station or Enhanced Cient can generate SHA encrypted
passwords if it follows these steps.

1

Convert the user identifier to uppercase UNICODE format (if it is
not already in this fornat).

The user identifier nmust be left justified in a 10-byte variabl e
and padded to the right with 40’ X up to a 10-byte length prior to
converting it to UNNCODE. |If the user’s password is 10 bytes in

I ength, no padding will occur. User identifiers of less than 1
byte or greater than 10 bytes in length are not valid. The user
identifier will be 20 bytes in length after conversion to UN CODE
so the variable that will hold the UNI CODE user identifier should
have a |l ength of 20 bytes.
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2) Ensure the password is in UNICODE format (if it is not already in
this format).

The user’s password nmust be left justified in a 128-byte vari abl e.
It does not need to be padded to the right with "40' X up to a
128-byte length. Passwords |ess than 1 byte or greater than 128
bytes in length are not valid. The password will be 2 tines its
original length after conversion to UNI CODE, so the maxi mum | ength
of the variable that will hold the UNI CODE password is 256 bytes.

3) Create a 20-byte password token as foll ows:

PWtoken = SHA- 1(uppercase_uni code_useri d, /* 20 bytes */
uni code_passwor d) /* from2 to 256 bytes */

The actual routine to be used to performthe SHA-1 processing is
dependent on the progranmm ng | anguage bei ng used. For exanple, if
usi ng the Java | anguage, then use the java.security class to
performthe actual SHA-1 processing.

The PWtoken will be used in subsequent step to actually generate
the final substitute password

4) Increnent PWBEQ and store it.

5) Create the 20-byte substitute password as foll ows:

PW SUB = SHA- 1( PWt oken, /* 20 bytes */
serverseed, /* 8 bytes */
clientseed, /* 8 bytes */
upper case_uni code_useri d, /* 20 bytes */
PWSEQ /* 8 bytes */

The actual routine to be used to performthe SHA-1 processing is
dependent on the progranmm ng | anguage bei ng used. For exanple, if
usi ng the Java | anguage, then use the java.security class to
performthe actual SHA-1 processing.

6) Exanpl e SHA Password Substitute Cal cul ation

| D USER123

Passwor d: AbCdEf Gh1237+

Server seed: '3E3A71C78795E5F5’ X

Cient seed: ’'B1C806D5D377D994" X

PWSEQs: 1 (PWBEQs is a sequence nunber needed in the
SHA encryption, and it is always one)
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6.

SHA Encrypted Password shoul d be:
" ETFAB5F034BEDA42E91F439DD07532A24140E3DD X
Ker beros Services Ticket Automatic Sign-On Support

An i Series Tel net server specific USERVAR defined below will contain
the conplete Generic Security Services (GSS) token for use on the

i Series. Enhanced Telnet clients will need to obtain the Kerberos
services ticket froma Key Distribution Center (KDC). |nplenentation
steps for acquiring the Kerberos services ticket will be linmted to
the Mcrosoft Security Support Provider Interface (SSPI) exanple

bel ow. For information on Kerberos services tickets, refer to your
Net wor k Aut henticati on Service (NAS) docunentation.

The cust om USERVAR defined is:

USERVAR  VALUE EXAMPLE DESCRI PTI ON

| BMII CKET bi nary(16384) 16384-byte hex field Kerberos services token
Several other USERVARs, as defined in Section 6, can be used al ong
with the | BMIN CKET USERVAR to all ow a user greater control over their
startup environnent.

The cust om USERVARs defined to acconplish this are:

USERVAR VALUE EXAVPLE DESCRI PTI ON
| BMCURLI B us-ascii char(x) QGPL Current library
| BM MENU us-ascii char(x) MAI N Initial nenu
| BMPROGRAM us-ascii char(x) QCVD Programto call

X - up to a maxi num of 10 characters

If you use the | BMSENDCONFREC USERVAR, as described in Section 5,
with a value of YES along with the Kerberos ticket USERVARs descri bed
above, you will receive a Startup Response Record that will contain a
response code informng your Telnet client of the success or failure
of the Kerberos validation attenpt. See Section 11 for details on
the Startup Response Record.

The following Mcrosoft SSPI exanple illustrates how to get the
client security token, which contains the Kerberos services ticket.
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1) Get a handle to the user’s credentials:
PSecurityFuncti onTabl e pSSPI _;
CredHandl e credHandl e;

TimeStanp tinmeStanp;

ss = pSSPlI _->Acqui reCredenti al sHandl e(

NULL, /1 Principal
"Ker ber os", /'l PackageName
SECPKG_CRED QUTBOUND, // Credential Use
NULL, /1 Logonl D
NULL, /1 Aut hDat a
NULL, /'l Get KeyFnc
NULL, /'l GCetKeyArg
&cr edHandl e, /' CredHandl e
&t i meSt anp) ; /'l ExpireTine
2) Initialize security context to "request delegation". Mutual

aut hentication is also requested, although it is not required and
may not be perforned.

Ct xt Handl e newCont ext ;

unsi gned | ong contextAttr;

unsi gned char token[16384] ;

unsi gned | ong tokenLen = si zeof (token);

SecBuffer sbo = {tokenLen, SECBUFFER TOKEN, token};
SecBuf f er Desc sbdo = { SECBUFFER VERSI ON, 1, &sbo}

pSSPI _->InitializeSecurityContext(
&cr edHandl e, /1 CredHandl e
NULL, /1 Cont ext
"krbsrv400/ ful |l yqual i fi edLower CaseSyst enNane",
/'l ServicePrinci pal Nane
| SC_REQ CONNECTI ON| | SC_REQ DELEGATE| | SC_REQ MJUTUAL_AUTH,
/| Cont ext Request

NULL, /! Reserved
SECURI TY_NATI VE_DREP, /1 Dat aRep
NULL, /1 | nput

NULL, /!l Reserved
&newCont ext , [/ NewCont ext
&sbdo, /1 Qut put
&cont ext Attr, /] ContextAttr
& i meSt anp) ; /1l ExpireTime

3) Free the user credentials handle with FreeCredenti al sHandl e().

4) Send security token to Tel net Server (padded w th escape
characters).
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The following illustrates the Kerberos Token Negotiation
i Series Tel net server Enhanced Tel net client
| AC DO NEW ENVI RON -->

<-- | AC WLL NEW ENVI RON

| AC SB NEW ENVI RON SEND
USERVAR " | BMRSEEDXXXXXXXX"

VAR USERVAR | AC SE >
| AC SB NEWENVIRON | S
USERVAR " | BMI'lT CKET" VALUE
“zzz2222272..."
<-- | AC SE

(ot her negoti ations)

In this exanple, "xxxxxxxx" is an 8-byte hexadeci mal random server
seed, and "zzzzzzzz..." is the conplete Kerberos services token. |If
t he Kerberos services token is not valid, then the sign-on panel is
not bypassed. It should be noted that for the Kerberos token a
random server seed is not needed, although it will be sent by the
Tel net Server.

Actual bytes transmitted in the above exanple are shown in hex bel ow,
where the server seed is "7D3E488F18080404", and the Kerberos
services token starts with "DFB0O402F22ABA3BA...". The conplete

Ker beros services token is not shown here, as the Iength of the token
could be 16384 bytes and woul d make this docunment extrenely |arge.

As described in Section 6, the client nust escape and/or byte stuff
any Kerberos token bytes, which could be seen as a Tel net environnent
option [ RFC1572], specifically VAR VALUE, ESC, and USERVAR

i Series Tel net server Enhanced Tel net cli ent

FF FD 27 >
<-- FF FB 27
FF FA 27 01 03 49 42 4D
52 53 45 45 44 7D 3E 48
8F 18 08 04 04 00 03 FF
FO -->
FF FA 27 00 03 49 42 4D
54 49 43 48 45 54 01 DF
BO 40 2F 22 AB A3 BA..
<- FF FO
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7. Device Nane Collision Processing

Devi ce name col lision occurs when a Telnet client sends the Tel net
server a virtual device nane that it wants to use, but that device is
already in use on the server. Wen this occurs, the Tel net server
sends a request to the client asking it to try another device nane.
The environnent option negotiation uses the USERVAR nane of DEVNAME
to communi cate the virtual device name. The follow ng shows how the
Tel net server will request the Telnet client to send a different
DEVNAME when devi ce nane col lision occurs

i Series Tel net server Enhanced Tel net client

| AC SB NEW ENVI RON SEND
VAR USERVAR | AC SE -->

Server requests all environnent variables be sent.

I AC SB NEW ENVI RON | S USERVAR
"DEVNAVE" VALUE " MYDEVI CE1"
USERVAR " xxxxx" VALUE " xxx"

< IAC SE
Aient sends all environment variables, including DEVNAME. Server

tries to select device MYDEVICEL. |If the device is already in use,
server requests DEVNAME be sent again.

I AC SB NEW ENVI RON SEND
USERVAR " DEVNAME" |AC SE  -->

Server sends a request for a single environnent variabl e: DEVNAVE

| AC SB NEW ENVI RON | S USERVAR
<-- "DEVNAME" VALUE " MYDEVI CE2" | AC SE

Cient sends one environment variable, calculating a new val ue of
MYDEVI CE2. |f MYDEVICE2 is different fromthe | ast request, then
server tries to select device MYDEVI CE2, el se server disconnects
client. If MYDEVICE2 is also in use, server will send DEVNAME
request again and keep doing so until it receives a device that is
not in use, or the same device nane twice in row
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8. Enhanced Printer Enulation Support

Tel net environnment option USERVARs have been defined to allow a
conmpliant Telnet client nore control over the Tel net server virtua
device on the i Series. These USERVARs allow the client Telnet to
sel ect a previously created virtual device or auto-create a new
virtual device with requested attributes.

Thi s makes the enhancenents available to any Telnet client that
chooses to support the new negoti ati ons.

The USERVARs defined to acconplish this are:

USERVAR VALUE EXAMPLE DESCRI PTI ON
DEVNANME us-ascii char(x) PRI NTERL Printer device nane
| BM GCFEAT us-ascii char(6) 242430 | GC feature (DBCS)
| BMMSGQNAME  us-ascii char(x) QSYSOPR * MSGQ nane

| BMVSGQLI B us-ascii char(x) QSYS *MSGQ | i brary

| BMFONT us-ascii char(x) 12 Font

| BMFORMFEED  us-ascii char(1) C| U| A For nf eed

| BMTRANSFORM us-ascii char(1) 1| O Transf orm

| BMMFRTYPMDL us-ascii char(x) *1Bw42023 M g. type and nodel
| BMPPRSRC1 bi nary(1) 1-byte hex field Paper source 1

| BMPPRSRC2 bi nary(1) 1-byte hex field Paper source 2

| BMENVELOPE  bi nary(1) 1-byte hex field Envel ope hopper

| BMASCI | 899 us-ascii char(1) 1| O ASCI | 899 support

| BMABCSTNAME us-ascii char(x) *NONE WSCST nane

| BMABCSTLI B us-ascii char(x) *LIBL WSCST i brary

X - up to a maxi num of 10 characters
The "I BM' prefix on the USERVARs denotes i Series-specific attributes.

The DEVNAME USERVAR is used for both displays and printers. The
| BMFONT and | BMASCI |1 899 are used only for SBCS environnments

For a description of nost of these paraneters (drop the "IBM from
the USERVAR) and their pernissible values, refer to Chapter 8 in the
Commruni cati ons Configuration Reference [ COMWM CONFI G .

The | BM GCFEAT supports the follow ng vari abl e DBCS | anguage
identifiers in position 5 (positions 1-4 nust be '2424'; position 6
must be '0'):

,J,
1cy

Kor ean
Simplified Chinese

Japanese 'K
Tradi ti onal Chinese 'S
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The | BMIRANSFORM and | BMASCI | 899 val ues correspond to:

"1’ = Yes

101

No

The | BVFORMFEED val ues correspond to:

"C = Continuous

The | BMPPRSRCL,

U o= Qut A

= Aut ocut

| BWPPRSRC2, and | BMENVELOPE cust om USERVARs do not

map directly to their descriptions in Chapter 8 in the Conmunications

Configuration Reference [ COVW CONFI G .

To map these,

use the index

i sted here:

| BMPPRSRC1 HEX | BMPPRSRC2 HEX | BMENVEL OPE HEX
* NONE "FF X * NONE "FF X * NONE "FF X
* MFRTYPIVDL ' 00’ X * MFRTYPIVDL ' 00’ X * MFRTYPIVDL ' 00’ X
* LETTER 01’ X * LETTER 01’ X *B5 '06’ X
* LEGAL 02’ X * LEGAL 02’ X * MONARCH 09’ X
* EXECUTI VE 03" X * EXECUTI VE 03" X * NUVBERO "0A X
* A4 04" X * A4 04" X * NUVBER10 0B X
* AS ' 05’ X * AS ' 05’ X *C5 '0C X
*B5 '06’ X *B5 '06’ X * DL 0D X
* CONT80 07’ X * CONT80 07’ X

* CONT132 '08’ X * CONT132 '08’ X

* A3 'OE X * A3 'OE X

* B4 "OF X * B4 "OF X

* | EDGER "10’ X * | EDGER "10’ X

Tel net Printer Termn na

Types

New Tel net options are defined for the printer pass-through node of

operati on.
server

term na

nust agree to support at
Record, and Term nal - Type Tel net options.
types for printers:

To enabl e printer pass-through node,
| east the Transnit-Binary,
The followi ng are new

both the client and
End- O -

Mur phy,

TERM NAL- TYPE

| BM 5553- B01
| BM 3812-1

DESCRI PTI ON
Doubl e-Byte printer
Si ngl e-Byte printer

Specific characteristics of the | BM5553-B01 or | BM3812-1 printers
are specified through the USERVAR | BMMFRTYPMDL, which specifies the
manuf acturer type and nodel
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An exanpl e of a typical negotiation process to establish printer

pass-t hrough node of operation is shown below. In this exanple, the
server initiates the negotiation by sending the DO TERM NAL- TYPE
request.

For DBCS environnents, if |IBMIRANSFORMis set to 1 (use Host Print
Transfornm), then the virtual device created is 3812, not 5553.
Therefore, IBW3812-1 (and not | BM 5553-B01) should be negotiated for
TERM NAL- TYPE.

i Series Tel net server Enhanced Tel net cli ent
| AC DO NEW ENVI RON -->
<-- | AC WLL NEW ENVI RON

| AC SB NEW ENVI RON SEND

VAR USERVAR | AC SE -
| AC SB NEWENVIRON | S
USERVAR " DEVNAME" VALUE " PCPRI NTER"
USERVAR " | BMWSGQNAME" VALUE " QSYSOPR!
USERVAR " | BMVSGQLI B" VALUE "*LI BL"
USERVAR " | BMTRANSFORM' VALUE " 0"
USERVAR " | BMFONT" VALUE "12"
USERVAR " | BMFORMFEED' VALUE " C"
USERVAR " | BMPPRSRC1" VALUE ESC ' 01’ X
USERVAR " | BMPPRSRC2" VALUE ' 04’ X
USERVAR " | BMENVELOPE" VALUE | AC ' FF' X

<-- |AC SE
| AC DO TERM NAL- TYPE >
<-- | AC WLL TERM NAL- TYPE
| AC SB TERM NAL- TYPE SEND
| AC SE >
| AC SB TERM NAL-TYPE IS | BM 3812-1
<-- | AC SE
| AC DO Bl NARY >
<-- | AC WLL BI NARY
| AC DO EOR -->
<-- | AC WLL ECR

Some poi nts about the above exanple. The | BMPPRSRCL val ue requires
escapi ng the val ue using ESC according to Tel net environnent options
[ RFC1572]. The | BMPPRSRC2 does not require an ESC character since
"04’' X has no conflict with environment options. Finally, to send
"FF' X for the | BMENVELOPE val ue, escape the 'FF X val ue by using
another " FF X (called "doubling"), so as not to have the val ue
interpreted as a Tel net character per the Tel net protoco
specification [ RFC854].
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Actual bytes transmitted in the above exanple are shown in hex bel ow

i Series Tel net server Enhanced Tel net cli ent
FF FD 27 -->

<-- FF FB 27
FF FA 27 01 00 03 FF FO >

FF FA 27 00 03 44 45 56
4E 41 4D 45 01 50 43 50
52 49 4E 54 45 52 03 49
42 4D 4D 53 47 51 4E 41
4D 45 01 51 53 59 53 4F
50 52 03 49 42 4D 4D 53
47 51 4C 49 42 01 2A 4C
49 42 4C 03 49 42 4D 54
52 41 4E 53 46 4F 52 4D
01 30 03 49 42 4D 46 4F
4E 54 01 31 32 03 49 42
4D 46 4F 52 4D 46 45 45
44 01 43 03 49 42 4D 50
50 52 53 52 43 31 01 02
01 03 49 42 4D 50 50 52
53 52 43 32 01 04 03 49
42 4D 45 4E 56 45 4C 4F
<-- 50 45 01 FF FF FF FO
FF FD 18 S
<-- FF FB 18
FF FA 18 01 FF FO >
FF FA 18 00 49 42 4D 2D
<-- 33 38 31 32 2D 31 FF FO
FF FD 00 -->
<-- FF FB 00
FF FD 19 S
FF FB 19

10. Startup Response Record for Printer and Display Devices

Once Tel net negotiation for a 5250 pass-through node is conpl et ed,
the iSeries Telnet server will initiate a virtual device (printer or
di spl ay) power-on sequence on behalf of the Telnet client. The

Tel net server will supply a Startup Response Record to the Tel net
client with the status of the device power-on sequence, indicating
success or failure of the virtual device power-on sequence.

This section shows an exanple of two Startup Response Records. The

source device is a type 3812 nodel 01 printer with the name
"PCPRI NTER' on the target system " TARGET"
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Fi gure 1 shows an exanple of a successful response; Figure 2 shows an
exanpl e of an error response.

10.1. Exanple of a Success Response Record
The response record in Figure 1 was sent by an i Series at Rel ease

VAR2. It is an exanple of the target sending back a successfu
Startup Response Record.

o +
+----- Pass- Thr ough header |
| +--- Response data |
| | +---- Start diagnostic information
| | | |

R R I e P |

|
004912A090000560060020C0003D0000COFOFOF2E3C1D9C7 C5E34040D7C3D7D9

I
| | TARGET PCPR|
|
|
|

________________________________________________________________ |
COD5E3C5D09400000000000000000000000000000000000000000000000000000

| |
| |
| I NTER |
| |
| e - End of diagnostic information

| | |
| i |
| 000000000000000000

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeaa oo +

Figure 1. Exanple of a success response record

- 0049’ X = Length pass-through data, including this length field
- "12A0' X = GDS LU6. 2 header

' 9000056006002000003D0O000" X
" COF9FOF2' X

' E3C1D9C7C5E34040’ X

' D7C3D7D9CID5E3C5D940" X

Fi xed val ue fields
Response Code (1902)
System Nane ( TARGET)
Obj ect Name ( PCPRI NTER)
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10. 2. Exanple of an Error Response Record

The response record in Figure 2 is one that reports an error. The
virtual device named "PCPRINTER' is not available on the target
system " TARGET" because the device is not available. You would
normally see this error if the printer were already assigned to
anot her Tel net session.

I T T TSN +
+----- Pass- Thr ough header |
| +--- Response data |
| | +---- Start diagnostic information
| | | |

004912A09000056006008200003D0000F8F9FOF2E3C1D9C7 C5E34040D7C3D7D9
R

|

|

|

|

|
II
| | | TARGET PCP
|

|

|

COD5E3C5D09400000000000000000000000000000000000000000000000000000

| |
| |
| I NTER |
| |
| e - End of diagnostic information

| | |
| i |
| 000000000000000000

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo oo +

Figure 2. Exanple of an error response record

- 0049’ X = Length pass-through data, including this length field
- "12A0' X = GDS LU6. 2 header

- 790000560060020C0003D0000" X
" F8BF9FOF2’' X

" E3C1D9C7C5E34040° X

- ' D7C3D7D9CID5E3C5D940" X

Fi xed val ue fields
Response Code (8902)
Syst em Nane ( TARGET)
oj ect Name (PCPRI NTER)
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10.3. Exanple of a Response Record with Device Name Retry

The Response Record can be used in conjunction with the DEVNAME
Environnment variable to allow client enulators to informusers of
connection failures. In addition, this conbination could be used by
client ermulators that accept nmultiple device nanes to try on session
connections. The client would be able to wal k through a Iist of
possi bl e devi ce nanes and provi de feedback based on the response
code(s) received for each device nane that was rejected

The foll owi ng sequence shows a negotiation between the client and the
server in which a nanmed device "RFCTEST" is requested by the client.
The device nane is already assigned to an existing condition. The
server responds with the Response Record showi ng an 8902 response
code. The client could use this information to informthe user that
the device name just tried was already in use. Follow ng the
Response Record the server would then invite the client to try

anot her device nane. Because the sane device nane was used agai n by
the client, the server closed the session
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i Series Tel net server Enhanced Tel net client
| AC DO NEW ENVI RON -->
<-- | AC WLL NEW ENVI RON
| AC DO TERM NAL- TYPE -->
<-- | AC WLL TERM NAL- TYPE

| AC SB NEW ENVI RON SEND
USERVAR " | BMRSEEDXXXXXXXX"
VAR USERVAR | AC SE >
| AC SB NEWENVIRON | S
USERVAR " DEVNAME"
VALUE " RFCTEST"
USERVAR " | BMSENDCONFREC"
VALUE " YES"
<-- | AC SE
| AC SB TERM NAL- TYPE SEND
| AC SE -->
| AC SB TERM NAL- TYPE | S

<- - | BM 3180-2 | AC SE
(term nal type negotiations
conpl et ed)
| AC DO ECR -->
<-- | AC WLL EOR
| AC WLL EOR -->
<- - | AC DO EOR
| AC DO Bl NARY -->
<-- | AC WLL BI NARY
| AC WLL BI NARY -->
<-- | AC DO BI NARY

(73 BYTE RFC 1205 RECORD

W TH 8902 ERROR COCDE) -->

| AC SB NEW ENVI RON SEND

USERVAR " DEVNAME"

| AC SE -->
| AC SB NEW ENVI RON | S
USERVAR " DEVNAME"
VALUE " RFCTEST"
USERVAR " | BMSENDCONFREC'
VALUE " YES"

<-- | AC SE
(server cl oses connection)
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Actual bytes transmitted in the above exanple are shown in hex bel ow

i Series Tel net server Enhanced Tel net cli ent
FF FD 27 -->

<-- FF FB 27
FF FD 18 -->

<-- FF FB 18
FF FA 27 01 03 49 42 4D
52 53 45 45 44 CA 96 67
76 9A 23 E3 34 00 03 FF
FO -->
FF FA 27 00 03 44 45 56
AE 41 4D 45 01 52 46 43
54 45 53 54 03 49 42 4D
53 45 4E 44 43 AF AE 46
52 45 43 01 59 45 53 FF
<-- FO
FF FA 18 01 FF FO N
<-- FF FA 18 00 49 42 4D 2D
33 31 38 30 2D 32 FF FO

FF FD 19 -->

<-- FF FB 19
FF FB 19 -->

<-- FF FD 19
FF FD 00 -->

<-- FF FB 00
FF FB 00 -->

00 49 12 A0 90 00 05 60
06 00 20 CO 00 3D 00 00

FS 40 40 40 00 00 00 00
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 OO0

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 FF EF >
FF FA 27 01 03 44 45 56
4E 41 4D 45 FF FO -->

<-- FF FA 27 00 03 44 45 56
4E 41 4D 45 01 52 46 43
54 45 53 54 03 49 42 4D
53 45 4E 44 43 4F 4E 46
52 45 43 01 59 45 53 FF
FO

Mur phy, et al. I nf or mat i onal [ Page 30]



RFC 4777 IBMs iSeries Tel net Enhancenents Novenber 2006

10. 4. Response Codes
The Start-Up Response Record success response codes:

CODE DESCRI PTI ON

1901 Virtual device has less function than source device.
1 902 Session successfully started.
| 906 Aut omati ¢ sign-on requested, but not allowed.
Session still allowed; a sign-on screen will be
com ng.

The Start-Up Response Record error response codes:

CODE DESCRI PTI ON

2702 Devi ce description not found.
2703 Control l er description not found.
2777 Damaged devi ce description

8901 Devi ce not varied on

8902 Devi ce not avail abl e.

8903 Device not valid for session
8906 Session initiation fail ed.

8907 Session failure.

8910 Controller not valid for session

8916 No natchi ng device found.

8917 Not aut horized to object.

8918 Job cancel ed.

8920 hj ect partially damaged.

8921 Communi cations error

8922 Negati ve response received.
8923 Start-up record built incorrectly.
8925 Creation of device fail ed.

8928 Change of device failed.

8929 Vary on or vary off failed.
8930 Message queue does not exist.
8934 Start-up for S/ 36 WSF received.
8935 Session rejected.

8936 Security failure on session attenpt.

8937 Aut omati ¢ sign-on rejected.

8940 Automatic configuration failed or not allowed.
| 904 Source system at inconpatible rel ease.
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The Start-Up Response Record error response codes for non-Kerberos
Servi ces Token automatic sign-on

CCDE DESCRI PTI ON
0001 System error
0002 Userid unknown.
0003 Userid di sabl ed.

0004 I nval i d passwor d/ passphrase/token

0005 Passwor d/ passphrase/token is expired.

0006 Pre-V2R2 password.

0008 Next invalid password/ passphrase/token will revoke userid.

The Start-Up Response Record error response codes for Kerberos
Servi ces Token automatic sign-on support:

CODE DESCRI PTI ON

0001 User profile is disabled.

0002 Ker beros principal maps to a systemuser profile.

0003 Enterprise Identity Map (EIM configuration error

0004 El M does not nmap Kerberos principal to user profile.

0005 El M maps Kerberos principal to nultiple user profiles.

0006 El M maps Kerberos principal to user profile not found on
system

1000 None of the requested nmechani sns are supported by the
| ocal system

2000 The input name is not formatted properly or is not valid.

6000 The received input token contains an incorrect signature.

7000 No credentials available or credentials valid for context
init only.

9000 Consi stency checks perforned on the input token failed.

A000 Consi stency checks on the cred structure fail ed.

BO0OO Credentials are no |l onger valid.

D000 The runtime failed for reasons that are not defined at the
GSS | evel .

In the case where the USERVAR, DEVNAME USERVAR, | BMSENDCONFREC
USERVAR, | BMSUBSPW USERVAR, and | BMRSEED USERVAR are all used
together, any device errors will take precedence over autonatic
sign-on errors. That is:

1) If the requested nanmed device is not available or an error occurs
when attenpting to create the device on the server system a
device related return code (i.e., 8902) will be sent to the client
systemin the display confirmation record.
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2) If the requested naned device is available or no errors occur when
attenpting to create the device on the server system an autonatic
sign-on return code (i.e., 0002) will be sent to the client system
in the display confirmation record.

11. Printer Steady-State Pass-Through Interface

The information in this section applies to the pass-through session
after the receipt of startup confirnmation records is conplete.

Following is the printer header interface used by Tel net.

+-- Length of structure (LLLL)

+-- GDS identifier

+-- Data flow record

+-- Length of pass-through specific header (LL)
+-- Fl ags

Printer operation code

+-- Diagnostic field - zero pad to
| LL specified
|
|
|

+-- Printer data

|
|
|
|
|
|
|
|

e R S S S T = i S ppupupepp S L +

XXXX 12A0 XXXX XX XXXX XX XXXXXXXXXXXX ... print data ..

Figure 3. Layout of the printer pass-through header
BYTES O0- 1: Length of structure including this field (LLLL)
BYTES 2- 3: GDS Identifier (’12A0 X)
BYTE 4-5: Data fl ow record
This field contains flags that describe what type of
dat a pass-through should be expected to be found

following this header. Generally, bits 0-2 in the first
byte are nmutually exclusive (that is, if one of themis
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set to '1'B, the rest will be set to '0'B.) The bits and
their meani ngs foll ow.

BIT DESCRI PTI ON

Start-Up confirmation

Term nation record

Start-Up Record

Di agnostic information included

Reserved

Reserved

Printer record

- 13 Reserved

4 Client-originated (inbound) printer record
5 Server-origi nated (outbound) printer record

PRPO~NOPRWNEO
1
(&)

BYTE 6: Length printer pass-through header including this field

BYTES 7-8: Fl ags

BYTE 7 BITS: xxxx x111 --> Reserved
XXXX 1xxx --> Last of chain
xXX1 Xxxx --> First of chain
XX1X XXXX --> Printer now ready
X1XX XXXX --> Intervention Required
IXxX XXxXX --> Error |ndicator

BYTE 8 BITS: XxXxXX XXxXX --> Reserved
BYTE 9: Printer operation code

"01'X Print/Print conplete
"02'X dear Print Buffers

BYTE 10-LL: Diagnostic information (Note 1)

If BYTE 7 = xx1x xxxx, then bytes 10-LL nay contai n:
Printer ready C9 00 00 00 02

If BYTE 7 = x1xx xxxx, then bytes 10-LL may contain: (Note 2)
Command/ paraneter not valid C9 00 03 02 2x
Print check C9 00 03 02 3x
Forms check C9 00 03 02 4x
Normal periodic condition C9 00 03 02 5x
Data stream error C9 00 03 02 6x
Machi ne/ print/ribbon check C9 00 03 02 8x
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If BYTE 7 = 1xxx xxxX, then bytes 10-LL may contain: (Note 3)

Cancel 08 11 02 00
Invalid print paraneter 08 11 02 29
Invalid print conmand 08 11 02 28

Di agnostic infornation notes:

1. LLis the length of the structure defined in Byte 6. If no
additional data is present, the renai nder of the structure nust
be padded with zeroes.

2. These are printer SIGNAL commands. Further information on these
comrands nmay be obtained fromthe 5494 Renote Control Unit
Functions Reference guide [5494-CU]. Refer to your iSeries
printer docunentation for nore specific information on these data
stream exceptions. The follow ng are sone 3812 and 5553 errors
that may be seen:

Machi ne check C9 00 03 02 11

Graphi cs check C9 00 03 02 26

Print check C 00 03 02 31

Form j am C9 00 03 02 41

Paper jam C9 00 03 02 47

End of forns C9 00 03 02 50

Printer not ready C9 00 03 02 51

Data stream- class 1 C9 00 03 02 66 | oss of text

Data stream - class 2 C9 00 03 02 67 text appearance

Data stream - class 3 C9 00 03 02 68 multibyte control error
Data stream - class 4 C9 00 03 02 69 nmultibyte control parm
Cover unexpectedly open C9 00 03 02 81

Machi ne check C9 00 03 02 86

Machi ne check C9 00 03 02 87

Ri bbon check C9 00 03 02 88

3. These are printer negative responses. Further information on
t hese commands nay be obtained fromthe 5494 Renote Control Unit
Functi ons Reference guide [5494-CU].
The print data will start in byte LL+1.
11.1. Exanple of a Print Record
Fi gure 4 shows the server sending the client data with a print

record. This is nornmally seen followi ng receipt of a Success
Response Record, such as the exanple in Figure 1
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+-- Length of structure (LLLL)

+-- GDS identifier

+-- Data flow record

| +-- Length of pass-through specific header (LL)
| | +-- Fl ags

| | | +-- Printer operation code

| | | | +-- Zero pad to LL specified (0A)
| | | | | +-- Printer data

|

B T S S S o S S S S SR U S |

R |
0085 12A0 0101 OA 1800 01 000000000000 34C4012BD20345FF2BD2044C0002

|
| 2BD10705000B0090012BD2044900F02BD206404A403DE02BD2041500F034
|
|

end of printer data

Figure 4. Server sending client data with a print record

- 70085 X = Logi cal record length, including this byte (LLLL)
- "12A0" X = GDS LU6. 2 header

- 0101’ X = Data flow record (server to client)

- "O0A X = Length of pass-through specific header (LL)

- 11800 X = First of chain / Last of chain indicators

- 01T X = Print

- 7000000000000’ X = Zero pad header to LL specified

- 134401’ X = First piece of data for spool ed data

Remai nder is printer data/comuands/orders
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11.2. Exanple of a Print Conplete Record

Figure 5 shows the client sending the server a print conplete record
This would normally follow receipt of a print record, such as the
exanple in Figure 4. This indicates successful conpletion of a print

| | | | +-- Printer operation code

B T S S R =

Lot 1
000A 12A0 0102 04 0000 01

request.
o o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eme— oo +
+-- Length of structure (LLLL)
| +-- GDS identifier
| | +-- Data flow record
| | | +-- Length of pass-through specific header (LL)
| | | |  +- Flags
|
|

Figure 5. dient sending server a print conplete record

- "000A" X = Logical record length, including this byte (LLLL)
- "12A0' X = GBS LU6. 2 header

- 0102’ X = Data fl ow response record (client to server)

- 04" X = Length of pass-through specific header (LL)

- 0000’ X = Good Response

- '01'X = Print Conplete

11.3. Exanple of a Null Print Record

Figure 6 shows the server sending the client a null print record.
The null print record is the last print conmand the server sends to
the client for a print job, and it indicates to the printer that
there is no nore data. The null data byte '00' X is optional and in
sone cases may be omitted (in particular, this scenario occurs in
DBCS print streans).

Thi s exanple would normally follow any nunber of print records, such
as the example in Figure 4. This indicates successful conpletion of
a print job. The client normally responds to this null print record
wi th another print conplete record, such as in Figure 5.
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+-- Length of structure (LLLL)

+-- GDS identifier

+-- Data flow record

| +-- Length of pass-through specific header (LL)
| | +-- Fl ags

| | | +-- Printer operation code

| | | | +-- Zero pad to LL specified (0A)
| | | | | +-- Printer data

|

B R S A T L T = S SSESpupup + ++

+
Lo e |11
0011 12A0 0101 OA 0800 01 000000000000 00

Figure 6. Server sending client a null print record

- 0011’ X = Logical record length, including this byte
- "12A0" X = GDS LU6. 2 header

- 0101’ X = Data flow record

- "O0A X = Length of pass-through specific header (LL)
- 0800 X = Last of Chain

- 01T X = Print

- 7000000000000’ X = Zero pad header to LL specified

- 00" X = Null data byte
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12. End-to-End Print Exanple

The next exanple shows a ful
and server for a 526 byte spooled file.

hexadeci nal

characters is done to aid readability.
delimted by '(’
conversions are bracketed by |’

and ')’

i Series Tel net server

FFFD27

(1 AC DO NEW ENvI RON)

<--

FFFD18FFFA270103 49424D5253454544

7EASDFDDFD300404 0003FFFO

(1 AC DO TERM NAL- TYPE

| AC SB NEW ENVI RON SEND USERVAR
| BMRSEED xxxxxxxx VAR USERVAR

| AC SE)

FFFA1801FFFO

<--

(1 AC SB TERM NAL- TYPE SEND | AC

SE)

Mur phy,

et al.

<- -

par ent hesi s characters;
verti cal

S

ASCI

Novenber 2006

print exchange between a Telnet client
Sel ective translation of the
streanms into 1) Tel net negotiations and 2) ASCl|/EBCDI C
Tel net negoti ations are

| / EBCDI C

bar characters

Enhanced Tel net cli ent

FFFB27

(1 AC WLL NEW ENVI RON)

FFFB18

(I AC WLL TERM NAL- TYPE)

FFFA27000349424D
DDFD300404000344
554D4D5950525403
414D450151535953
5347514C4942012A
464F4E5401313103
464F524D01310349
4D444C012A485049
5352433101020103
433201040349424D
01FFFF0349424D41
30FFFO

I nf or mat i ona

52534545447EA5DF
45564E414D450144
49424DAD5347514E
4F50520349424D4D
4C49424C0349424D
49424D5452414E53
424D4D4652545950
490349424D505052
49424D5050525352
454E56454CAF5045
5343494938393901

[ Page 39]



RFC 4777 IBMs iSeries Tel net Enhancenents Novenber 2006

(1 AC SB NEW ENVI RON | S USERVAR
| BMRSEED xxxxxxxx VAR
USERVAR DEVNAME VALUE DUMWPRT
USERVAR | BMVBGONAVE VALUE
QSYSOPR
USERVAR | BMVBGQLI B VALUE *LI BL
USERVAR | BMFONT VALUE 11
USERVAR | BMTRANSFORM VALUE 1
USERVAR | BMVFRTYPMDL VALUE *HPI |
USERVAR | BMPPRSRC1 VALUE
ESC '01' X
USERVAR | BMPPRSRC2 VALUE ' 04’ X
USERVAR | BMENVELOPE VALUE | AC
USERVAR | BMASCI | 899 VALUE O
| AC SE)

<-- FFFA180049424D2D 333831322D31FFF0
(1 AC SB TERM NAL- TYPE IS
| BM 3812-1 | AC SE)
FFFD19 -->

(1 AC DO ECR)
<-- FFFB19

(I AC WLL EOR)

FFFB19 o>
(IAC WLL EOR)
<-- FFFD19
(1 AC DO EOR)
FFFDOO o>
(1 AC DO Bl NARY)
<-- FFFBOO

(1 AC WLL BI NARY)
FFFBOO o>

(I AC WLL BI NARY)
<-- FFFDOO

(1 AC DO Bl NARY)
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004912A090000560
CI9F9FOF2C5D3C3D9
E8D7DOE340400000
0000000000000000
0000000000000000

(73-byte startup

record ...
OODF12A001010A18
03CD1B451B283130
2E30306831327630
287330421B266440
303038431B266C30
31372E3130683130
541B283130551B28
6831307630733062
421B2664401B266C
431B287330703137
733062303030541B
7031372E31306831
30541B2873307031
3073306230303054
EF

(... 223-byte print

060020C0003D0000
E3D7FOF6CAEADADA
0000000000000000
0000000000000000
OOFFEF

Success response

| AC EOR)

0001000000000000
551B287330703130
733062303033541B
1B266C304F1B266C
3035431B28733070
7630733062303030
73307031372E3130
303030541B287330
314F1B266C303035
2E31306831307630
266C314F1B287330
3076307330623030
372E313068313076
1B266C30303543FF

record ...

first of chain ...

|l ast of chain ...

031012A001010A10
03FFFF1B451B2831
372E313068313076
1B287330421B2664
6C303035431B266C
266C3032411B266C
38451B266C303038
461B266130521B26
0OAOAOAOA1B26612B
6C303035431B2661
2020202020202020
2020202020205072
4F75747075742020
2020202020202020
2020202020205061
1B26612B30303231
3639535331205634
373203FFFF392020

et al.

| AC EOR)

0001000000000000
30551B2873307031
3073306230303054
401B266C314F1B26
31481B266C314F1B
31431B266C303030
431B266C30303439
6C303035430A0A0A
3030303130561B26
2B30303231364820
2020202020202020
696E74204B657920
2020202020202020
2020202020202020
6765202020310D0A
3648202020203537
52334D3020393830
2020202020202020

<--

IBMs iSeries Tel net Enhancenents

| { |
|l 902ELCRTP06DUMV]
| Vi I
I I
I I

|

E (10U (sOp10|

. 00h12v0s0b003T |
sOB &I@ & 00 & |
08C & 005C (sOp|
7. 10h10v0s0b000|
(10U (sOpl7. 10|

10v0s0b000T (sO|
B &I@ & 10 & 005|
C (sOpl17. 10h10vO|
sOb000T & 10 (sO|
p17. 10h10v0s0bOO]
0T (sOpl7.10h10v|
0s0b000T & 005C |

Novenber 2006

( EBCDI C)

(ASCI 1)

000A12A001020400 OOO1FFEF

(10-byte print conplete header)

I I
| E (10U (sOpl
| 7. 20h10v0s0Ob00OT]
| (sOB &@ &l 10 ¢&|
| 1 005C & 1H &l 10 |
| & 02A & 1C &l 000
| 8BE & 008C &l 0049
| F &OR & 005C |
| &a+00010V &
| 1 005C &a+00216H

I I
| Print Key

| Qut put |
I I
| Page 1 |
| &a+00216H 57
I
| 7

9551 VARSMD 980|
9 I

I nf or mat i ona

(ASCI 1)
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202020202020454C
2020202020202020
3939202031363A33
612B303032313648
3231364820202020
4465766963652020
2E203A2020515041
0A1B26612B303032
73657220202E202E
202E202E202E202E
54524F0D0A1B2661
0A1B26612B303032
2020202020202020
2020202020202020
30204D61696E204D
2B30303203FFFF31
2020202020202020
2020202020202020
2020202020202020
2020202020202053
20454C4352545030
3032313648205365
206F662074686520
673A0D0A1B26612B
1B26612B30303231
312E205573657220
26612B3030323136
2E204F6666696365
1B26612B30303231
3030323136482020
696C65732C206C69
20616EFFEF

(... 784-byte pr

first of chain ...

020312A001010A00
64206603FFFF6F6C
612B303032313648
3231364820202020
6D756E6963617469
2B3030323136480D
3136482020202020
6C656D2068616E64
612B303032313648

et al.
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4352545030362020
202030332F33312F
303A34350D0A1B26
0D0A1B26612B3030
446973706C617920
2E202E202E202E20
444556303033510D
3136482020202055
202E202E202E202E
203A202052434153
2B3030323136480D
313648204D41494E
2020202020202020
20202041532F3430
656E750D0A1B2661
3648202020202020
2020202020202020
2020202020202020
2020202020202020
797374656D3A2020
360D0A1B26612B30
6C656374206F6EGS
666F6CO6CoF77696E
3030323136480D0A
3648202020202020
7461736B730D0A1B
4820202020202032
207461736B730D0A
36480D0A1B26612B
20202020342E2046
627261726965732C

record ...
| AC EOR)

i nt

0001000000000000
646572730D0A1B26
0DOA1B26612B3030
2020362E20436F6D
6F6E730D0A1B2661
0A1B26612B303032
20382E2050726F62
6C696E670D0A1B26
202020202020392E

<- -

| ELCRTPO6 |
| 03/ 31/
[99 16:30:45 &
| a+00216H  &a+00|
| 216H Di spl ay |
| Device . . . . |
. QPADEV003Q |
&a+00216H U
ser . . . . .
. . . . RCAS
TRO &a+00216H |
&a+00216H MAI N

|

AS/ 40

0 Main Menu &a|
+002 16H |

|

|

|
System |
ELCRTPO6  &a+O0|
0216H Sel ect one|
of the foll ow nj
g: &a+00216H |
&a+00216H |
1. User tasks |
&a+00216H 2|
. Ofice tasks |
&a+00216H
| 00216H 4. F
|[iles, libraries,|
| an |

Novenber 2006

000A12A001020400 OOO1FFEF

(10-byte print conpl ete header)

I I
&

|d f ol ders

| a+00216H  &a+00|
| 216H 6. Coni
| muni cati ons &a|
| +00216H  &a+002]
| 16H 8. Prob]
| I em handl i ng &
| a+00216H 9.

I nf or mat i onal

(ASCI 1)
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20446973706C6179
0A1B26612B303032
31302E20496E666F
417373697374616E
730D0A1B26612B30
202031312E20436C
6573732F34303020
26612B3030323136
303231364803ED20
5369676E206F6666
323136480D0A1B26
2053656C65637469
6D6D616E640D0A1B
48203D3D3D3EODOA
36480D0A1B26612B
333D457869742020
707420202046393D
2020204631323D43
4631333D496E6G66F
417373697374616E
3032313648204632
697469616C206D65
3030323136480D0A
36480D0CFFEF

(... bl5-byte pri
| AC EOR)

001412A001010A00
03021B4SFFEF

(... 20-byte print

| AC EOR)

001112A001010A08
OOFFEF

(... 17-byte NULL print

| ast of chai

et al.

2061206D656E750D
3136482020202020
726D6174696F6E20
74206F7074696F6E
3032313648202020
69656E7420416363
7461736B730D0A1B
480D0A1B26612B30
2020202039302E20
0D0A1B26612B3030
612B303032313648
6F6E206F7220636F
26612B3030323136
1B26612B30303231
3030323136482046
2046343D50726F6D
5265747269657665
616E63656C202020
726D6174696F6E20
740D0A1B26612B30
333D53657420696E
6E750D0A1B26612B
1B26612B30303231

nt record ..

0001000000000000

record ...

0001000000000000

n ... |AC EOR)

record ...

<--

<- -

<--

IBMs iSeries Tel net Enhancenents

Di splay a nenu

&a+00216H |
10. Information
Assi stant option|
S &a+00216H

11. dient Acc|
ess/ 400 tasks
& +00216H &a+0
0216H 90.
| Sign off &a+00
| 216H  &a+00216H
| Selection or co
| mmand &a+00216
| H ===>  &a+0021
| 6H  &a+00216H F|
| 3=Exi t F4=Pr oni
| pt F9=Retri eve
| F12=Cancel
| F13=I nf or mati on
| Assi st ant &a+0|
| 0216H F23=Set i n|
[itial nmenu &a+
| 00216H &a+0021
| 6H |

Novenber 2006

000A12A001020400 OOO1FFEF

(10-byte print conplete header)

I I
| E |

(ASCI 1)

000A12A001020400 OOO1FFEF

(10-byte print conpl ete header)

000A12A001020400 OOO1FFEF

(10-byte print conplete header)

I nf or mat i ona
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13.

14.

15.

16.

Security Considerations

The auto-sign-on feature provided by this RFC describes a way to
encrypt your |login password. However, while passwords can now be
encrypted by using the | BVRSEED and | BMSUBSPW USERVAR negot i ati ons,
users shoul d understand that only the | ogin passwords are encrypted
and not the entire Tel net session. Encryption of the Tel net session
requires that another protocol |ayer, such as SSL, be added.

The auto-sign-on feature supports plain text passwords, encrypted
passwords, and Kerberos tokens. However, using plain text passwords
is strongly discouraged. iSeries systemadm nistrators may want to
configure their systens to reject plain text passwords.

| ANA Consi derati ons
| ANA registered the termnal types "IBM 3812-1" and "I BM 5553-B01" as

a termnal type [RFCL091]. They are used when conmunicating with
i Series Tel net servers.
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