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1. Introduction

The Extensible Authentication Protocol (EAP), described in [EAP],
provi des a standard nechani smfor support of multiple authentication
met hods. EAP is also used within | EEE 802 networks through the | EEE
802. 11i [I| EEE802.11i] framework.

EAP supports several authentication schemes, including snmart cards,
Ker beros, Public Key, One Tinme Passwords, TLS, and others. This
docunment defines an authentication schene, called the EAP-SAKE.

EAP- SAKE supports nutual authentication and session key derivation
based on a static pre-shared secret data. This RFC is published as
docunentation for the | ANA assignnent of an EAP Type for a vendor’'s
EAP net hod per RFC 3748. The specification has passed Desi gnated
Expert review for this | ANA assignment.

2. Term nol ogy
In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQU RED', "MJST", "MJST NOT", "SHOULD',
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in BCP 14 [ KEYWORDS] .

In addition to the terns used in [EAP], this docunent frequently uses
the following terns and abbrevi ations:

M C Message Integrity Check
SMS SAKE Master Secret

NAI Net wor k Access ldentifier
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3. Protocol Description
3.1. Overview and Mbdtivation of EAP-SAKE

The EAP- SAKE aut hentication protocol is a native EAP authentication
met hod. That is, a stand-al one version of EAP-SAKE outside of EAP is
not defined. EAP-SAKE is designed to enable nutual authentication
based on pre-shared keys and wel | -known public cryptographic
algorithms. This nmethod is ideal for subscription-based public
access networks, e.g., cellular networks.

EAP- SAKE assunes a | ong-term or pre-shared secret known only to the
Peer and the Server. This pre-shared secret is called the Root
Secret. The Root Secret consists of a 16-byte part Root- Secret-A,
and 16-byte part Root-Secret-B. The Root-Secret-A secret is reserved
for use local to the EAP-SAKE nethod, i.e., to nmutually authenticate
the EAP Peer and EAP Server. The Root-Secret-B secret is used to
derive other quantities such as the Master Session Key (MSK) and

Ext ended Master Session Key (EMSK). Root-Secret-B and Root-Secret-A
MUST be cryptographically separate.

When a Backend Aut hentication Server is used, the Server typically
communi cates with the Authenticator using an AAA protocol. The AAA
conmuni cati ons are outside the scope of this docunent.

Some of the advantages of EAP-SAKE are as foll ows:

oIt is based on well-established Bell are-Rogaway mut ua
aut henti cati on protocol

o It supports key derivation for |ocal EAP nethod use and for export
to other third parties to use themindependently of EAP

o It enploys only two request/response exchanges.

olt relies on the (corrected) |EEE 802.11i function for key
derivation and nessage integrity. This way a device inplenenting a
| ower-1layer secure association protocol conpliant with | EEE 802. 11i
standard will not need additional cryptographic code.

o Its encryption algorithmis securely negotiated (with no extra
nmessages), yet encryption use is optional

0 Keys used for authentication and those used for encryption are
cryptographically separate.

0 User identity anonynity can be optionally supported.
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o No synchronization (e.g., of counters) needed between server and
peer.

o There is no one-tinme key pre-processing step

3.2. Protocol QOperation
EAP- SAKE uses four messages consisting of two EAP request/response
exchanges. The EAP. Success and EAP. Fail ure nmessages shown in the
figures are not part of the EAP-SAKE nethod. As a convention, nethod
attributes are naned AT_XX, where XX is the nanme of the paraneter the
attribute value is set to.

3.2.1. Successful Exchange

A successful EAP-SAKE aut hentication exchange is depicted in Figure
1. The follow ng steps take place:

Peer Server

I
EAP. Request / SAKE/ Chal | enge |
(AT_RAND_ S, AT_SERVERI D) |

L

P. Response/ SAKE/ Chal | enge
(AT_RAND P, AT PEERID, AT _SPI P, AT MC P)

EAP. Request / SAKE/ Confi rm
(AT_SPI _S, AT_ENCR DATA, AT_MC_S)

I

EAP. Response/ SAKE/ Confirm |

(AT_M C_P) |

4 R e T T T >|

I I

I I

| EAP- Success |

5 SR e L E T |
I

Figure 1. EAP-SAKE Authentication Procedure (with ciphersuite
negoti ati on)

1. The EAP server sends the first message of the EAP- SAKE exchange.
This message i s an EAP. Request nessage of type SAKE and subtype
Chal | enge. The EAP. Request/ SAKE/ Chal | enge nessage contains the
attributes: AT _RAND S, whose value is a nonce freshly generated
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by the Server; and AT_SERVERI D, which carries an identifier of
the Server (a fully qualified donain nanme, such as the real m of
the user NAI [NAI]). The AT_SERVERID attribute is OPTI ONAL but
SHOULD be included in this nmessage. The purpose of the
AT_SERVERID is to aid the Peer in selecting the correct security
association (i.e., Root-Secret, PEERI D, and SERVERI D) to use
during this EAP phase.

2. The Peer responds by sendi ng an EAP. Response nessage of type SAKE
and subtype Chall enge. The EAP. Response/ SAKE/ Chal | enge nessage
contains the attributes: AT_RAND P, which carries a nonce freshly
generated by the Peer; AT _PEERI D, which carries a Peer
identifier; AT _SPI P, which carries a list of one or nore
ci phersuites supported by the Peer; and AT MC P, containing a
nmessage integrity check. The AT_SPI _P and AT _PEERID attri butes
are OPTIONAL. The AT PEERID attribute SHOULD be included, in
order to cover the case of nulti-honed hosts. A supported
ciphersuite is represented by a value local to the EAP-SAKE
met hod, or "Security Paraneter |ndex", see section 3.2.8.3. The
Peer uses both nonces, along with the Root-Secret-A key, to
derive a SAKE Master Secret (SM5) and Tenporary EAP Keys (TEKs),
whi ch al so include the TEK-Auth and TEK-C pher keys. The MCP
val ue is conputed based on both nonces RAND S and RAND P, and the
entire EAP packet, using the key TEK-Auth, see Section 3.2.6.

3. Upon receipt of the EAP. Response/ SAKE/ Chal | enge nessage, the
Server uses both nonces RAND S and RAND P, along with the Root-
Secret-A key, to conpute the SM5 and TEK in exactly the same way
the Peer did. Follow ng that, the Server conputes the Peer’s
MC P in exactly the sane way the Peer did. The Server then
conpares the conputed MC P with the MC P it received fromthe
Peer. |If they match, the Server considers the Peer
authenticated. |If encryption is needed, the Server selects the
strongest ciphersuite fromthe Peer’s ciphersuite list SPI_P, or
a suitable ciphersuite if the Peer did not include the AT_SPI_P
attribute. The Server sends an EAP. Request nessage of type SAKE
and subtype Confirm containing the attributes: AT _SPlI_S,
carrying the ciphersuite chosen by the Server; AT_ENCR _DATA,
contai ning encrypted data; and AT_MC_ S, carrying a nessage
integrity check. The AT_SPI _S and AT_ENCR DATA are OPTI ONAL
attributes, included if confidentiality and/or user identity
anonynmity is desired. Oher OPTIONAL attributes that MAY be
i ncluded are AT_NEXT _TMPID, and AT _MSK LIFE. As before, the
M C S value is conputed using both nonces RAND S and RAND P, and
the entire EAP packet, using the key TEK-Auth.
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4. |If the Peer receives the EAP. Request/ SAKE/ Confirm nessage
i ndi cating successful authentication by the Server, the Peer
conmputes the MC S in the sane manner as the Server did. The
Peer then conpares the received MC S with the MC S it conputed.
If they match, the Peer considers the Server authenticated, and
it sends an EAP. Response nessage of type SAKE and subtype
Confirm with the attribute AT_M C P contai ning a nessage
integrity check, conputed in the sane manner as before.

5. After a successful EAP-SAKE exchange, the Server concl udes the
EAP conversation by sendi ng an EAP. Success nessage to the Peer

Al'l EAP- SAKE nessages contain a Session ID, which is chosen by the
Server, sent in the first nmessage, and replicated in subsequent
nmessages until an EAP. Success or EAP.Failure is sent. Upon receipt
of an EAP- SAKE nmessage, both Peer and Server MJST check the format of
the message to ensure that it is well-formed and contains a valid
Session ID

Note that the Session IDis introduced mainly for replay protection
purposes, as it helps uniquely identify a session between a Peer and
a Server. |In nost cases, there is a one-to-one relationship between
the Session ID and the Peer/ Server pair.

The paraneters used by the EAP-SAKE nethod are sumari zed in the
tabl e bel ow

Nare Length (bytes) Description
_________ T
RAND_P 16 Peer nonce
RAND_S 16 Server nonce
MC P 16 Peer M C
MC_S 16 Server MC
SPI_P vari abl e Peer ciphersuite preference(s)
SPI_S vari abl e Server chosen ci phersuite
PEERI D vari abl e Peer identifier
SERVERI D vari abl e Server identifier (FQDN)

3.2.2. Authentication Failure
If the Authenticator receives an EAP. Fail ure nmessage fromthe Server
the Aut henticator MJUST terminate the connection with the Peer
i medi at el y.

The Server considers the Peer to have failed authentication if either
of the two received M C P val ues does not match the conputed M C_P
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The Server SHOULD deny authorization for a Peer that does not
advertise any of the ciphersuites that are consi dered acceptabl e
(e.g., by local systempolicy) and send an EAP. Fail ure nessage.

In case of authentication failure, the Server MJST send an
EAP. Fai l ure nessage to the Peer as in Figure 2. The foll owi ng steps
take pl ace:

Peer Server

EAP. Request / SAKE/ Chal | enge |
(AT_RAND_S, AT_SERVERI D) |

|
EAP. Response/ SAKE/ Chal | enge |
(AT_RAND P, AT _PEERID, AT_SPI _P, AT_ M C P) |
|
|

Fi gure 2. EAP- SAKE Aut hentication Procedure, Peer Fails
Aut henti cati on

1. As in step 1 of Figure 1.
2. As in step 2 of Figure 1.

3. Upon receipt of the EAP. Response/ SAKE/ Chal | enge nessage, the
Server uses both nonces RAND S and RAND P, along with the Root-
Secret-A key, to conpute the SM5 and TEK in exactly the same way
the Peer did. Follow ng that, the Server conputes the Peer’'s MC
in exactly the same way the Peer did. The Server then conpares
the conputed MC P with the MC P it received fromthe Peer.
Since they do not match, the Server considers the Peer to have
failed authentication and sends an EAP. Fail ure nmessage back to
t he Peer.
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If the AT _SPI _S attribute does not contain one of the SPI val ues that
the Peer listed in the previous nessage, or if the Peer did not
include an AT_SPI _P attribute yet does not accept the ciphersuite the
Server has chosen, then the Peer SHOULD silently discard this
message. Alternatively, the Peer MAY send a SAKE/ Aut h- Rej ect nessage
back to the Server; in response to this nessage, the Server MJST send
an EAP. Fai l ure nessage to the Peer

The AT_SPI _S attribute MJUST be included if encryption is to be used.
The Server knows whether or not encryption is to be used, as it is
usual ly the Server that needs to protect sone data intended for the
Peer (e.g., tenporary ID, group keys, etc). |If the Peer receives an
AT _SPI _S attribute yet there is no AT_ENCR DATA attribute, the Peer
SHOULD process the nessage and skip the AT _SPI _S attri bute.

The Peer considers the Server to have failed authentication if the
recei ved and the conputed M C S values do not match. In this case,
the Peer MUST send to the Server an EAP. Response nessage of type SAKE
and subtype Auth-Reject, indicating an authentication failure. In
this case, the Server MJST send an EAP. Failure nessage to the Peer as
in Figure 3. The follow ng steps take place:
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Peer Server
|
EAP. Request / SAKE/ Chal | enge |
(AT_RAND_S, AT_SERVERI D) |

L

P. Response/ SAKE/ Chal | enge
(AT_RAND P, AT PEERID, AT _SPI P, AT MC P)

|

| EAP. Request / SAKE/ Confi rm

| (AT_SPI _S, AT _ENCR DATA, AT M C.YS)
|
|

3 R e e P |

|

TN + |

| Peer finds MC S invalid. |

i + |

| _ |

| EAP. Response/ SAKE/ Aut h- Rej ect |

R e >|

| |

| EAP-Fai l ure |

S R e |
|

Figure 3. EAP-SAKE Authentication Procedure, Server Fails
Aut henti cati on

1. As in step 1 of Figure 1.
2. As in step 2 of Figure 1.
3. As in step 3 of Figure 1.

4. The Peer receives a EAP. Request/ SAKE/ Confirm nmessage indicating
successful authentication by the Server. The Peer conputes the
MC S in the sane nmanner as the Server did. The Peer then
conpares the received MC S with the MC S it conputed. Since
they do not match, the Peer considers the Server to have fail ed
aut hentication. In this case, the Peer responds with an
EAP. Response nessage of type SAKE and subtype Aut h-Reject,

i ndi cating authentication failure.

5. Upon recei pt of a EAP. Response/ SAKE/ Aut h- Rej ect nessage, the
Server sends an EAP. Fail ure nessage back to the Peer.
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3.2.3. ldentity Managenent

It may be advisable to assign a tenporary identifier (TenplD) to a
Peer when user anonymity is desired. The TenplD is delivered to the
Peer in the EAP. Request/SAKE/ Confirm nmessage. The TenplD foll ows the
format of any NAI [NAI] and is generated by the EAP Server that
engages in the EAP-SAKE authentication task with the Peer. EAP
servers SHOULD be configurable with Tenpl D spaces that can be

di stingui shed fromthe pernmanent identity space. For instance, a
specific real mcould be assigned for TenplDs (e.g., tnp.exanple.biz).

A Tenpl D is not assigned an explicit lifetime. The TenplDis valid
until the Server requests the pernmanent identifier, or the Peer
triggers the start of a new EAP session by sending in its pernanent
identifier. A Peer MIST be able to trigger an EAP session at any
time using its permanent identifier. A new TenplD assigned during a
successful EAP session MJST replace the existing TenplD for future
transacti ons between the Peer and the Server

Note that the delivery of a TenplD does not inply that the Server
considers the Peer authenticated; the Server still has to check the
M C in the EAP. Response/ SAKE/ Confirm nessage. In case the EAP phase
ends with an EAP. Fail ure nessage, then the Server and the Peer MJST
consider the Tenpl D that was just delivered as invalid. Hence, the
Peer MUST NOT use this TenplD the next tinme it tries to authenticate
with the Server.

3.2.4. (btaining Peer ldentity

The types of identities that a Peer nay possess are pernmanent and
tenporary identities, referred to as Perm D and Tenpl D, respectively.
A Permi D can be an NAI associated with the Root Secret, and is |ong-
lived. A TenplDis an identifier generated through the EAP net hod
and that the Peer can use to identify itself during subsequent EAP
sessions with the Server. The purpose of the TenplDis to allow for
user anonynity support. The use of TenplDs is optional in the EAP-
SAKE et hod.

The Server MAY request the Peer ID via the EAP. Request/ SAKE/ | dentity
message, as shown in Figure 4. This case may happen if, for exanple,
the Server wishes to initiate an EAP-SAKE session for a Peer it does
not have a subscriber identifier for. The follow ng steps take

pl ace:
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Peer Server

| Server wishes to initiate |
| an EAP- SAKE sessi on |

|
EAP. Request / SAKE/ I dent ity |
(AT_ANY_I D_REQ, AT_SERVERI D) |

1 S e s |
|
EAP. Response/ SAKE/ | dentity |
( AT_PEERI D) |
A R >|
| |

o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o +

| If identity found, normal EAP-SAKE aut hentication follows. |

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +

Figure 4. Server Requests Peer ldentity

1. The Server sends an EAP. Request nessage of type SAKE and subtype
Identity, with the attribute AT_ANY ID REQ indicating a request
for any Peer identifier.

2. The Peer constructs an EAP. Response nessage of type SAKE and
subtype ldentity, with the attribute AT_PEER I D contai ni ng any
Peer identifier (Perm D or TenplD).

If the Server cannot find the Peer identity reported in the

EAP. Response/ SAKE/ I dentity nmessage, or if it does not recognize the
format of the Peer identifier, the Server MAY send an EAP. Fail ure
nmessage to the Peer.

If the Server is unable to | ook up a Peer by its TenplD, or if policy
dictates that the Peer should now use its permanent id, then the
Server may specifically ask for the pernmanent identifier, as in
Figure 5. The follow ng steps occur:
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Peer Server

| Server obtains Tenpl D but |
| requires Perm D |

|
|
|
|
l |
| EAP. Request / SAKE/ | dent i ty |
| (AT_PERM | D_REQ AT_SERVERI D) |
|
|
|
|

A e T |
|
EAP. Response/ SAKE/ | dentity |
( AT_PEERI D) |
I e e R T >|
| |
| e +
| | Server finds and uses |
| | Peer PermiDto start a |
| | EAP- SAKE aut henticati on phase |
| e +
+- -l- ------------------------------------------------------------ +
| Normal EAP-SAKE authentication foll ows. |
i +

Figure 5. Server Is Gven a TenplD as Peer Identity; Server
Requires a Perm D

1. The Peer (or the Authenticator on behalf of the Peer) sends an
EAP. Request nessage of type ldentity and includes the TenplD.

2. The Server requires a Permi D instead, so it sends an EAP. Request
nmessage of type SAKE and subtype Identity with attributes
AT_PERM | D_REQ and AT_SERVERI D.

3. The Peer sends an EAP. Response nessage of type SAKE and subtype
Identity containing the attribute AT _PEERI D carrying the Peer
Per m D.

3.2.5. Key Hierarchy
EAP- SAKE uses a three-level key hierarchy.
Level 1 contains the pre-shared secret called Root Secret. This is a

32-byte high-entropy string partitioned into the Root-Secret-A part
(16 bytes) and the Root-Secret-B part (16 bytes).
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Level 2 contains the key derivation key called the SAKE Master Secret
(SM5). SMs-A is derived fromthe Root-Secret-A key and the Peer and
Server nonces using the EAP-SAKE Key-Derivation Function (KDF), and
simlarly for SM5-B. The SM5 is known only to the Peer and Server
and is not made known to other parties.

Level 3 contains session keys, such as Transi ent EAP Keys (TEK)
Mast er Session Key (MSK), and Extended MSK (EMSK). TEKs are keys for
use local to the EAP nmethod only. They are derived fromthe SM5-A
and the nonces using the EAP-SAKE KDF. They are partitioned into a
16- byt e TEK- Auth, used to conpute the MCs, and a 16-byte TEK-C pher
used to encrypt selected attributes. Since the SM5is fresh, so are
the derived TEKs.

e LT + e LT +
| Root-Secret-A | | Root-Secret-B
| (pre-shared secret)| | (pre-shared secret)|
e + e +
| |
Y Y
T + e LT +
| SAKE Master Secret|<---RAND S------------- >| SAKE Master Secret
| (SMB- A) | | |  (SM5-B) |
| <------- ]---RAND_P----- >| |
SO + | | o e e e e ae e +
| | | |
\Y | | \Y
B + | | B +
| Transient EAP Keys |[<------ +----- R >| Session Keys:
| TEK- Aut h, TEK- G pher| <------------ +ome - - > MBK, EMSK |
LTI + LTI +

Figure 6. Key Hierarchy for the EAP-SAKE Met hod

On anot her branch of level 3 of the key hierarchy are the MSK and
EMSK, each nmandated to be 64 bytes long. They are derived fromthe
SM5- B and the nonces using the EAP-SAKE KDF. Again, since the SM5 is
fresh, so are the derived MK/ EMSK. The MSK is neant to be exported
and relayed to other parties. The EMSK is reserved for future use,
such as derivation of application-specific keys, and is not shared
with other parties.
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The EAP-SAKE key material is sumarized in the table bel ow

Key Si ze Scope Lifetime Use
(bytes)

Root - Secret - A 16 Peer, Server Devi ce Derive TEK
Root-Secret-B 16 Peer, Server Device  Derive MSK, EMBK
TEK-Auth 16 Peer, Server MK Life Conpute MGs
TEK-Gipher 16 Peer, Server MSK Life Encrypt attribute
MK 64 Peer, Server, MK Life Derive keys for

Aut hent i cat or | ower -1 ayer use
EMK 64  Peer, Server MK Life Reserved

A key nane format is not provided in this version

Since this version of EAP-SAKE does not support fast re-
authentication, the lifetinme of the TEKs is to extend only until the
next EAP nmutual authentication. The MSK lifetine dictates when the
next mutual authentication is to take place. The Server MAY convey
the MSK lifetinme to the Peer in the AT _MBK LIFE attribute. Note that
EAP- SAKE does not support key lifetime negotiation

The EAP-SAKE Method-1d is the contents of the RAND S field fromthe
AT _RAND S attribute, followed by the contents of the RAND P field in
the AT _RAND P attribute.

3.2.6. Key Derivation

3.2.6.1. Key-Derivation Function
For the rest of this docunent, KDF-X denotes the EAP-SAKE Key-
Derivation Function whose output is X bytes. This function is the
pseudo-random function of [I|EEE802.11i].
The function takes three strings of bytes of arbitrary lengths: a
Key, a Label, and a Msg, and outputs a string Qut of length X bytes
as foll ows:

Qut = KDF- X (Key, Label, MsQ)
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The KDF is a keyed hash function with key "Key" and operating on

i nput "Label | Msg". The convention followed herein is that
concatenation is denoted by |, FLOOR denotes the floor function, and
[x...y] denotes bytes x through vy.

The label is an ASCI| character string. It is included in the exact
formit is given without a length byte or trailing null character.

Bel ow, "Length" denotes a single unsigned octet with val ues between 0
and 255 (bytes). The follow ng functions are defined (see [ HVAC],
[ SHAL] ) :

H SHA1( Key, Label, Msg, Length) := HVAC SHA1(Key, Label| Y| Msg| Length)
where Y : = 0x00

KDF- 16( Key, Label, MsQ) KDF( Key, Label, Msg, 16)

KDF- 32( Key, Label, Msg) := KDF(Key, Label, Mg, 32)

KDF- 128( Key, Label, Msg) := KDF(Key, Label, Mg, 128)

KDF( Key, Label, Msg, Length)
R:=1[]1 ;; null string

for i := 0 to FLOOR(Length/20)-1 do
R:= R| HSHAl(Key, Label, Mg, i)
return RO...(Length-1)]

3.2.6.2. Transient EAP Keys Derivation
The Peer and Server derive the SM5 and then the TEK as fol | ows:

SM5- A = KDF- 16 (Root-Secret-A, "SAKE Master Secret A", RAND P| RAND S)
TEK = KDF-32 (SM5-A, "Transient EAP Key", RAND S | RAND_P)

TEK- Auth = TEK[O. .. 15]

TEK- G pher = TEK[ 16. .. 31]

3.2.6.3. Extended/ Master Session Key Derivation
The Peer and the Server derive the MSK/ EMBK, as foll ows:

SM5-B = KDF- 16 (Root-Secret-B, "SAKE Master Secret B", RAND P| RAND S)
Sessi on- Key- Bl ock=KDF- 128( SM5- B, "Master Session Key", RAND_S| RAND P)
MBK = Sessi on- Key- Bl ock[ 0. .. 63]

EMSK = Sessi on- Key- Bl ock[ 64. . .127]

The derivation above affords the required cryptographic separation

bet ween the MSK and EMSK. That is, know edge of the EMSK does not

i Mmediately | ead to knowl edge of the MSK, nor does know edge of the
MBK i mredi ately | ead to know edge of the ENMSK
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3.2.7. Ciphersuite Negotiation

A ciphersuite is identified by a nuneric value called the Security
Paraneter Index (SPI). The SPI is used here in the EAP-SAKE net hod
in order to negotiate a ciphersuite between the Peer and the Server
for EAP data protection only. Cbviously, this ciphersuite can only
be used late in the EAP conversation, after it has been agreed upon
by both the Peer and the Server

The EAP nethod may or may not need to use this ciphersuite, since
attribute encryption is optional. For exanple, if the tenporary
identifier needs to be delivered to the Peer and needs to be
encrypted, then the negotiated ciphersuite will be used for this
task. |If there are no attributes that need encryption as they are
passed to the Peer, then this ciphersuite is never used.

As wi th nost other nethods enpl oying ci phersuite negotiation, the
foll owi ng exchange is enpl oyed: the Peer sends an ordered |ist of one
or nore supported ciphersuites, starting with the nost preferred one,
inafield SPI_P. The Server then sends back the one ciphersuite
chosen in a field SPI_S. The Server SHOULD choose the strongest

ci phersuite supported by both of them

Ci phersuite negotiation for data protection is achieved via SAKE
Signaling as follows. |In the EAP. Response/ SAKE/ Chal | enge, the Peer
sends a list of supported ciphersuites, SPI P, and protects that with
a MC. In the EAP. Request/ SAKE/ Confirm the Server sends one

sel ected ciphersuite, SPI_S, and signs that with a MC. Finally, the
Peer confirms the selected ciphersuite and readiness to use it in a
si gned EAP. Response/ SAKE/ Confirm nessage. The negotiation is secure
because of the Message Integrity Checks that cover the entire EAP
nessage

3.2.8. Message Integrity and Encryption

This section specifies the EAP/ SAKE attributes used for nessage
integrity and attribute encryption: AT MC.S, AT MC P, AT IV,
AT_ENCR DATA, and AT _PADDING Only the AT MC S and AT MC P are
mandatory to use during the EAP-SAKE exchange

Because the TEKs necessary for protection of the attributes and for
message aut hentication are derived using the nonces RAND S and
RAND P, the AT MC S and AT MC P attributes can only be used in the
EAP. Response/ SAKE/ Chal | enge nessage and any nessages sent thereafter
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3.2.8.1. The AT MC S and AT MC P Attributes

The AT_MC S and AT_MC P attributes are used for EAP-SAKE nessage
integrity. The AT MC.S attribute MIST be included in all EAP-SAKE
packets that the Server sends whenever key material (TEK) has been
derived. That is, the AT MC S attribute MJST be included in the
EAP. Request / SAKE/ Confi rm nessage. The AT_M C_ S MJST NOT be incl uded
i n EAP. Request / SAKE/ Chal | enge nessages, or EAP. Request/ SAKE/ Il dentity
nmessages.

The AT_ M C P attribute MIST be included in all EAP-SAKE packets the
Peer sends whenever key material (TEK) has been derived. That is,
the AT MC P attribute MJST be included in the

EAP. Response/ SAKE/ Chal | enge and EAP. Response/ SAKE/ Confirm nmessages.

The AT MC P attribute MJUST NOT be included in the
EAP. Response/ SAKE/ Aut h- Rej ect nessage since the Peer has not
confirnmed that it has the same TEK as the Server.

Messages that do not neet the conditions specified above MJST be
silently discarded upon reception.

The value field of the AT MC S and AT MC P attributes contain a
message integrity check (MC. The MCis calculated over the entire
EAP packet, prepended with the Server nonce and identifier and the
Peer nonce and identifier. The value field of the MC attribute is

set to zero when calculating the MC  Including the Server and Peer
nonces and identifiers aids in detecting replay and man-in-the-mni ddl e
at t acks.

The Peer conputes its MC as foll ows:

M C P = KDF-16 (TEK-Auth, "Peer MC', RAND S| RAND P |
PEERI D | 0x00 | SERVERI D | 0x00 | <EAP- packet >),

while the Server conputes its MC as

M C S = KDF-16 (TEK-Auth, "Server MC', RAND P | RAND S |
SERVERI D | 0x00 | PEERID | 0x00 | <EAP-packet>).

Here, <EAP-packet> denotes the entire EAP packet, used as a string of
bytes, the MC value field set to zero. 0x00 denotes a single octet
val ue used to delinmt SERVERI D and PEERID. The PEERI D and SERVERI D,
respectively, are the ones carried in the corresponding attributes in
t he SAKE/ Chal | enge nessages.
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In case the SAKE/ Chal | enge exchange was preceded by an

EAP. Request/ SAKE/ | dentity nessage containing the AT _SERVERI D
Attribute, then the SERVERID value in the MC P and MC_S conputation
MJUST be set to the value of this attribute

If the AT_SERVERI D was not included in either the SAKE/ Chall enge
message or the SAKE/Identity nmessage, then the value of the SERVERI D
used in the conputation of MC P and MC S MIST be enpty. |If the
AT_PEERI D was not included in the SAKE/ Chal |l enge nessage, and there
was no EAP. Response/ SAKE/ | dentity nessage precedi ng the
SAKE/ Chal | enge nmessages, then the value of the PEERI D used in the
conputation of MC P and M C S MJST be enpty.

The Server and Peer identity are included in the conputation of the
signed responses so that the Peer and Server can verify each other’s
identities, and the possession of a comobn secret, the TEK-Auth.
However, since the AT_SERVERID is not explicitly signed with a MC by
the Server, EAP-SAKE does not clai mchannel binding.

3.2.8.2. The AT IV, AT _ENCR DATA, and AT _PADDI NG Attri butes
The AT _ IV and AT_ENCR DATA attributes can be used to transmt

encrypted i nformati on between the Server and the Peer. The val ue
field of AT IV contains an initialization vector (IV) if one is

required by the encryption algorithmused. 1t is not nandatory that
the AT IV attribute be included whenever the AT _ENCR DATA attribute
is.

However, the AT IV attribute MJUST NOT be included unless the
AT _ENCR DATA is included. Messages that do not neet this condition
MUST be silently discarded.

Attributes can be encrypted only after a ciphersuite has been agreed
on, i.e., in any nessage starting with the Server’s

EAP. Request/ SAKE/ Confi rm nessage. The attributes MJST be encrypted
using al gorithnms corresponding to the SPI val ue specified by the

AT _SPI _S attribute. The attributes MJST be encrypted using the TEK-
Ci pher key, whose derivation is specified in Section 3.2.6.2.

If an IV is required by the encryption algorithm then the sender of
the AT_IV attribute MIST NOT reuse the IV value from previ ous EAP-
SAKE packets. The sender MJST choose a new value for each AT IV
attribute. The sender SHOULD use a good random nunber generator to
generate the initialization vector (see [RFC4086] for guidelines).
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The value field of the AT _ENCR DATA attribute consists of bytes
encrypted using the ciphersuite specified in the AT_SPI_S attribute.
The encryption key is the TEK-Ci pher, and the plaintext consists of
one or nore concatenated EAP-SAKE attri butes.

The default encryption algorithm as described in Section 3.2.8.3,
requires the length of the plaintext to be a multiple of 16 bytes.
The sender MAY need to include the AT _PADDI NG attri bute as the | ast
attribute within the value field of the AT_ENCR DATA attribute. The
I ength of the padding is chosen so that the Iength of the value field
of the AT_ENCR DATA attribute beconmes a nultiple of 16 bytes. The
AT _PADDI NG attribute SHOULD NOT be included if the total I|ength of
other attributes present within the AT _ENCR DATA attribute is a

mul tiple of 16 bytes. The length of the AT_PADDI NG attri bute
includes the Attribute Type and Attribute Length fields. The actua
pad bytes in the value field are set to zero (0x00) on sending. The
reci pient of the nmessage MJST verify that the pad bytes are zero
after decryption and MJUST silently discard the nessage otherw se.

The M C conputed on the entire EAP nessage can be used to obviate the
need for special integrity protection or nessage authentication of
the encrypted attributes.

An exanpl e of the AT _ENCR DATA attribute is shown in Section 3.3.3.
3.2.8.3. Security Parameter |Index (SPl) Considerations

An SPI value is a variable-length string identifying at |east an
encryption algorithmand possibly a "security association". EAP-SAKE
does not nandate the format of the SPI; it only mandates that the
default encryption algorithmbe supported if encryption is supported.
That is, if an inplenmentation conpliant with this docunent supports
encryption, then it MJST support the AES-CBC ci pher

The default encryption algorithm AES-CBC i nvol ves the AES bl ock
ci pher [AES] in the Ci pher-Bl ock-Chaining (CBC) node of operation
[ CBC .

The Peer in the EAP-SAKE net hod can send up to four SPI values in its
SPI_P field. Because the length of the AT_SPI _P and AT_SPI _S
attributes nmust each be a multiple of 2 bytes, the sender pads the
value field with zero bytes when necessary (the AT_PADDI NG attri bute
is not used here). For exanple, the value field of the AT _SPI _S
contains one byte with the chosen SPI, followed by one byte of zeros.
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3.2.9. Fragnentation

The EAP- SAKE net hod does not require fragnentation, as the nessages
do not get excessively long. That is, EAP packets are well wthin
the limt of the maxi numtransm ssion unit of other layers (link,
network). The only variable fields are those carrying NAl's, which
are limted by their length field to 256 bytes.

3.2.10. Error Cases

Mal formed nessages: As a general rule, if a Peer or Server receives
an EAP- SAKE packet that contains an error, the inplenentati on SHOULD
silently discard this packet, not change state, and not send any EAP
messages to the other party. Exanples of such errors include a

m ssing mandatory attribute, an attribute that is not allowed in this
type of nessage, and unrecogni zed subtypes or attributes.

Non-mat ching Session 1d: If a Peer or Server receives an EAP- SAKE
packet with a Session Id field not matching the Session Id fromthe
previous packet in this session, that entity SHOULD silently discard
this packet (not applicable for the first nessage of an EAP- SAKE
session).

Peer Authorization Failure: It may be possible that a Peer is not
aut hori zed for services, such as when the term nal device is reported
stolen. In that case, the Server SHOULD send an EAP. Fail ure nessage.

Unexpect ed EAP. Success: A Server MJST NOT send an EAP- Success nessage
bef ore the SAKE/ Chal | enge and SAKE/ Confirmrounds. The Peer MJST
silently discard any EAP. Success packets before the Peer has
successfully authenticated the Server via the

EAP. Response/ SAKE/ Confirm packet.

The Peer and Server SHOULD log all error cases.
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3.3. Message Formats
3.3.1. Message Format Sunmary

A summary of the EAP packet format [EAP] is shown bel ow for
conveni ence. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Code | Identifier | Length

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Type=EAP- SAKE | Version=2 | Session ID | Subt ype

B Lt r s i i i o o T s ks S R S
Code

1 - Request

2 - Response

I dentifier

The identifier field is one octet and aids in matching responses
with requests.

Length
The Length field is two octets and indicates the nunber of octets

in an EAP nessage including the Code, Identifier, Length, Type,
and Data fields.

Type
To be assi gned.
Ver si on
The EAP- SAKE nethod as described herein is version 2.
Session ID
The Session IDis a 1-byte random nunber that MJST be freshly

generated by the Server that nmust match all EAP nessages in a
particul ar EAP conversati on.
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Subt ype
EAP- SAKE subtype: SAKE/ Chal |l enge, SAKE/ Confirm SAKE Aut h- Rej ect,
and SAKE/Identity. All messages of type "EAP-SAKE' that are not
of these subtypes MJST silently discarded.

Message Nane Subt ype Val ue (deci nal)

SAKE/ Chal | enge
SAKE/ Confirm
SAKE/ Aut h- Rej ect
SAKE/ | dentity

A WN P

3.3.2. Attribute Fornat

The EAP-SAKE attributes that are part of the EAP-SAKE packet foll ow
the Type-Length-Value format with 1-byte Type, 1-byte Length, and
vari abl e-1 ength Value (up to 255 bytes). The Length field is in
octets and includes the length of the Type and Length fields. The
EAP- SAKE attribute format is as follows:

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Type | Length | Value...
B Lt r s i i i o o T s ks S R S

Type
1-byte unsigned integer; see Table bel ow
Length

The total number of octets in the attribute, including Type and
Lengt h.

Val ue

Attribute-specific.
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EAP- SAKE

Novenber 2006

The following attribute types are allocated.

(bytes)
AT_RAND_S 18
AT_RAND_P 18
AT_MC_S 10
AT_ MCP 10
AT _SERVERID variable
AT_PEERI D vari abl e
AT _SPI _S vari abl e
AT_SPI _P vari abl e

AT_ANY_| D _REQ 4

AT PERM ID REQ 4
AT_ENCR DATA \Vari abl e
AT IV Vari abl e
AT_PADDI NG 2 to 18
AT_NEXT_TMPI D vari abl e

AT_MBK_LI FE 6

Server Nonce RAND S

Peer Nonce RAND_P

Server MC

Peer M C

Server FQDN

Peer NAI (tnp, perm

Server chosen SPI SPI_S

Peer SPI list SPI_P

Requires any Peer Id (tnp, perm
Requires Peer’s permanent | d/ NAI
Contains encrypted attributes
IV for encrypted attributes
Paddi ng for encrypted attributes
Tenpl D for next EAP- SAKE phase

MSK Lifetinme in seconds
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3.3.3. Use of AT_ENCR DATA Attribute

An exanpl e of the AT_ENCR DATA attribute, as used in the
EAP. Request / SAKE/ Confi rm nmessage, i s shown bel ow

0 1 2 3
01234567890123456789012345678901

T T R o o i e S  E  E e e s o i N SR

| AT IV | Length = 18 | |

B S Tk sl S S S S S S it s S |

| |

| Initialization Vector |

I |-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+

| | AT_ENCR DATA | Length |

T S i e S e e e i mi S i e i e e e e g X<

| AT_NEXT _TMPID | Length | [}n

B i s S S S i S S S e |}c

| | }r

. Peer Tenpl D [}y
|}p
|}t

| |}e

R i i S i i i e S e e o S it ol S S E S i S e e i S o o X0

| AT MCS | Length = 10 | |

S e o e o s S SRR R SRS |

| MC_S |

+ T S i S Bt U i B

| | AT_PADDI NG | Length=2 |

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
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3.3.4. EAP. Request/ SAKE/ Chal | enge For nat
The format of the EAP. Request/ SAKE/ Chal | enge packet is shown bel ow.
0 1 2 3
01234567890123456789012345678901
I S S S T i S S S T 3
| Code | Identifier | Length
T i S T i T i i oS N S
| Type=EAP- SAKE | Version=2 | Session ID | Subt ype=1
B S S e h T el S S S S S T S S T S S S i SuI S
AT_RAND_S | Length = 18 |
I S St S S i o
RAND_S
B e i i S S I S S S

| AT_SERVERID | Length

|
+
|
+
|
|
|
|
|
|
|
T i S T
|

|
+-
|
|
|
|
|
+-
|

i Server ID i
|+- B S S i i i i S S S S e e e e e +-L
The semantics of the fields is described bel ow
Code
1 for Request
I dentifier
A random nunber. See [ EAP].
Length
The length of the entire EAP packet in octets.
Type
EAP- SAKE
Ver si on

2
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Session I D
A random nunber chosen by the server to identify this EAP-Session
Subt ype
1 for SAKE/ Chal | enge
AT_RAND_S
The value field of this attribute contains the Server nonce RAND S
paraneter. The RAND S attribute MJST be present in
EAP. Request / SAKE/ Chal | enge.
AT_SERVERI D
The value field of this attribute contains the Server identifier

(e.g., anon-null termnated string). The AT _SERVERID attribute
SHOULD be present in EAP. Request/ SAKE Chal | enge.
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3.3.5. EAP. Response/ SAKE/ Chal | enge For nat
The format of the EAP. Response/ SAKE/ Chal | enge packet is shown bel ow

0 1 2 3
01234567890123456789012345678901

T T i e i i e T e b s S S SN S

| Code | Identifier | Length |

T T i i o e e e R e s s i S o S R R S

| Type=EAP- SAKE | Version=2 | Session ID | Subt ype=1

B T e o i S I i i S S N iy St S I S S
AT_RAND_P | Length = 18 |

s i S s o H R SR SR N S

B T e
| AT_PEERI D | Length

|
|
|
|
RAND_P |
|
|
|
T T S T

|

|
+-
|
|
|
|
|
+-
|
: Peer NAI
B ik ik T I R e S e S e
| AT_SPI_P | Length
B e o T e S e N e i ol T i e e e S S R
SPI P | ATMCP | Length = 18

| |
| |
| |
+- +
| |
T I T S e T i S T i T i S S
| |
| |
| |
| |
+- +

M C_P

I T S T S S T S S S e
The senmantics of the fields is described bel ow
Code
2 for Response
Identifier

A nunber that MJUST match the Identifier field fromthe
correspondi ng Request.

Length

The length of the entire EAP packet in octets.
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Type
EAP- SAKE

Ver si on
2

Session ID
A nunmber matching all other EAP nessages in this EAP session.

Subt ype
1 for SAKE/ Chal | enge

AT_RAND P
The value field of this attribute contains the Peer nonce RAND P
paraneter. The AT _RAND P attri bute MJUST be present in the
EAP. Response/ SAKE/ Chal | enge.

AT_PEERI D
The value field of this attribute contains the NAI of the Peer.
The Peer identity follows the sane Network Access Identifier
format that is used in EAP. Response/ldentity, i.e., including the
NAI realmportion. The identity is the permanent identity, or a
tenporary identity. The identity does not include any term nating
null characters. The AT PEERID attribute is optional in the
EAP. Response/ SAKE/ Chal | enge.

AT_SPI _P
The value field of this attribute contains the Peer’s ciphersuite
list SPI _P paraneter. The AT _SPI _P attribute is optional in the
EAP. Response/ SAKE/ Chal | enge.

AT_MCP
The value field of this attribute contains the Peer MC P

paraneter. The AT MC P attribute MJST be present in the
EAP. Response/ SAKE/ Chal | enge.
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3.3.6. EAP. Request/ SAKE/ Confirm For nat
The format of the EAP. Request/ SAKE/ Confirm packet is shown bel ow

0 1 2 3
01234567890123456789012345678901
- -+ B s S S e s o it I S SR S SR e S
| Ildentifier | Length

Rl Tk Tk T e e e e e R e e ok T o i e
Version=2 | Session ID
B i T e S S ik i i R
I e i S R R S R +- +-
n I

+

+

1

1

ro+

+ 9 +
(0]

++—
+ +
| I |
+
+
+

_|
+4< 4+

o
rtet

HEu

T o
++W»+

=

=

m

>
w

+ T+
(0]

| Length
S S S S AR I G PR

engt h | Initialization Vector
B e ol T T e

+
>+
_ i
<

++
—p— b — b —

B
-+ 4+
L
B
L
-+

[
+1
[
+

1 [ ] ]
+

1
+
1
+
1
+
1
+
1
+
1
+

+

B ol ok ks o S S S e e e S
| AT_ENCR_DATA | Length |

B e S S i i i T e s aiks S S S S S S
Encrypted Data. .. |

|

|

s T S e e O O e ol i it EIE R TR R TR S R i ol o S S S S S S
AT_I\/ISK_LI FE | Length=6 | MBK Lifetine. |
 Fe e B e e e e e e e e e e e e e m e e dm e e e b e e e e b

| AT_MC.S | Length=18 |

B s T T S S S T s sl T ot S o S S S S S e i

+

MC_S

+-—— +—+— +——— +— +— +— +— + +_+_+

|
|
|
|
e T e S i s s T e S S R s s sl i sl S S o S S e S SR
The semantics of the fields is described bel ow
Code

1 for Request
ldentifier

A random nunber. See [ EAP].
Length

The length of the entire EAP packet in octets.
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Type
EAP- SAKE
Ver si on
2
Session ID
A nunmber matching all other EAP nessages in this EAP session.
Subt ype
2 for SAKE Confirm
AT SPI_S

The value field of this attribute contains the Server chosen

ci phersuite SPI _S paraneter. The AT_SPI_S attribute is optional

in the EAP. Request/ SAKE/ Confirm
AT_IV

This attribute is optional to use in this nessage. The val ue

field of this attribute contains the Initialization Vector that

used with the encrypted data follow ng.

AT_ENCR_DATA

This attribute is optional to use in this nessage. The encrypted

data, if present, may contain an attribute AT_NEXT_TMPI D,
contai ning the NAI the Peer should use in the next EAP
aut henti cati on.

AT_MBK_LI FE

This attribute is optional to use in this nessage. The val ue
field of this attribute contains the MSK Lifetime in seconds.

AT_ MC.S
The value field of this attribute contains the Server MC_ S

paraneter. The AT MC S attribute MJST be present in the
EAP. Request / SAKE/ Confirm
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3.3.7. EAP. Response/ SAKE/ Confi rm For mat
The format of the EAP. Response/ SAKE/ Confirm packet is shown bel ow.
0 1 2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Code | Identifier | Length

T T i i o e e e R e s s i S o S R R S

| Type=EAP- SAKE | Version=2 | Session ID | Subt ype=2 |
B T e o i S I i i S S N iy St S I S S

AT_MC_P | Length = 18 | |

i o i NI SR SR o S |

MCP |

I

i S S S T o S SRR S S
| AT_PADDING | Length = 2 |
i S i S S S T i i S S SR S S S

|
+-
|
|
|
|
+-
The semantics of the fields is described bel ow
Code
2 for Response

ldentifier

A nunber that MJUST match the ldentifier field fromthe
correspondi ng Request.

Length
The length of the entire EAP packet in octets.
Type
EAP- SAKE
Ver si on
2
Session I D

A nunmber matching all other EAP nessages in this EAP session.
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Subt ype
2 for SAKE Confirm

AT_MCP
The value field of this attribute contains the Peer's MC P
paraneter. The AT_MC P attribute MJST be present in the
EAP. Response/ SAKE/ Confirm

AT_PADDI NG

The value field is set to zero. Added to achieve 32-bit alignnent
of the EAP-SAKE packet.

3.3.8. EAP. Response/ SAKE/ Aut h- Rej ect For mat

The fornmat of the EAP. Response/ SAKE/ Aut h- Rej ect packet is shown
bel ow

0 1 2 3
01234567890123456789012345678901
B e i ol i i i e S S S e e e T i T sl st ST O S N I S S S SR

| Code | Identifier | Length
B s S S i i i ks a ks st S S S S S S
| Type=EAP- SAKE | Version=2 | Session ID | Subt ype=3
R R R R e e s o S e R S S S S S S e e e e e
The senmantics of the fields is described bel ow
Code

2 for Response
Identifier

A nunber that MJUST match the ldentifier field fromthe
correspondi ng Request.

Length

The Il ength of the entire EAP packet in octets.
Type

EAP- SAKE
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Ver si on
2
Session ID
A nunber matching all other EAP nessages in this EAP session.
Subt ype
3 for SAKE/ Aut h- Rej ect
3.3.9. EAP.Request/SAKE/ I dentity Format
The format of the EAP. Request/SAKE/ ldentity is shown bel ow

0 1 2 3
01234567890123456789012345678901

T T i e i i e T e b s S S SN S
| Code | Identifier | Length |
T T i i o e e e R e s s i S o S R R S
| Type=EAP- SAKE | Version=2 | Session ID | Subt ype=4 |
B T e o i S I i i S S N iy St S I S S
| AT_PERM ID REQ | Length = 4 | Reserved |
T T o e i S S S S S S
| AT_ANY_ID REQ | Length = 4 | Reserved |
i T i e S e S e e st i S o SR R R S
| AT_SERVERI D | Length | |
B s o ks ik ks S SR S i R S S e :
| Server ID |
e e i i e T S i S e e e R

The semantics of the fields is described bel ow
Code
1 for Request
I dentifier
A random nunber. See [ EAP].
Length

The length of the entire EAP packet in octets.
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Type
EAP- SAKE
Ver si on
2
Session ID
A nunber matching all other EAP nessages in this EAP session
Subt ype
4 for SAKE/ Identity
AT_PERM | D_REQ
The AT _PERM I D REQ attribute is optional, to be included in cases
where the Server requires the Peer to give its pernanent
identifier (i.e., Perm D). The AT_PERM |D REQ MJUST NOT be
included if the AT ANY ID REQ attribute is included. The val ue

field only contains two reserved bytes, which are set to zero on
sendi ng and i gnored on reception

AT_ANY_| D REQ

The AT_ANY_ID REQ attribute is optional, to be included in cases
where the Server requires the Peer to send any identifier (e.g.
Perm D, Tenpl D). The AT_ANY_ID REQ MJUST NOT be included if

AT PERM ID REQ is included. The value field only contains two
reserved bytes, which are set to zero on sending and ignored on
reception. One of the AT_PERM | D REQ and AT_ANY_| D REQ MUST be
i ncl uded.

AT_SERVERI D
The value field of this attribute contains the identifier/real mof

the Server. The AT_SERVERID attribute is optional but RECOMVENDED
to include in the EAP. Request/ SAKE/ Il dentity.

Vanderveen & Sol i man I nf or mat i onal [ Page 35]



RFC 4763 EAP- SAKE Novenber 2006

3.3.10. EAP. Response/ SAKE/ I dentity For nat
The format of the EAP. Response/ SAKE/ I dentity is shown bel ow
0 1 2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Code | Identifier | Length

T T i i o e e e R e s s i S o S R R S
| Type=EAP- SAKE | Version=2 | Session ID | Subt ype=4 |
B T e o i S I i i S S N iy St S I S S
| AT_PEERID | Length | |
e T S e S :
| Peer NAI |

B e e i o e S e e i S S T e R i ik T TR o S S S e
The senantics of the fields is described bel ow
Code
2 for Response
Identifier

A nunber that MJUST match the Identifier field fromthe
correspondi ng Request.

Length
The I ength of the entire EAP packet.
Type
EAP- SAKE
Ver si on
2
Session I D
A nunber matching all other EAP nessages in this EAP session
Subt ype

4 for SAKE/ Identity
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AT_PEERI D
The value field of this attribute contains the NAI of the Peer.
The AT_PEERID attri bute MJUST be present in
EAP. Response/ SAKE/ I dentity.
3.3.11. Oher EAP Messages Fornats
The format of the EAP.Request/ldentity and EAP. Response/ldentity
packets is described in [EAP]. The user ID (e.g., NAl) SHOULD be
present in this packet.

The format of the EAP-Success and EAP-Fail ure packet is also shown in
[ EAP] .

4. | ANA Consi derations
| ANA al |l ocated a new EAP Type for EAP- SAKE.
EAP- SAKE nessages include an 8-bit Subtype field. The Subtype is a

new numnbering space for which | ANA adninistration is required. The
foll owi ng subtypes are specified in this nmeno:

SAKE/ Chal lenge. ................ 1
SAKE/ Confirm.................. 2
SAKE/ Auth-Reject............... 3
SAKE/ Identity.................. 4

The Subtype-specific data is conposed of attributes, which have an
8-bit type nunber. Attributes nunbered within the range 0 through
127 are call ed non-skippable attributes, and attributes within the
range of 128 through 255 are called skippable attributes. The EAP-
SAKE attribute type nunber is a new nunbering space for which | ANA
adm nistration is required. The following attribute types are

speci fi ed:

AT_RAND S . . 1
AT _RAND P. .o 2
AT_M C S 3
AT_MC P 4
AT_SERVERID. . ... 5
AT_PEERID. . ... 6
AT SPl S 7
AT _SPI P 8
AT_ANY_ID REQ ... 9
AT_ PERMID REQ .. ..ot 10
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AT ENCR DATA. . o e e 128
AT IV 129
AT PADDI NG . o o o oo e e 130
AT NEXT TVPID. o e e et 131
AT MVBK LIFE. .o 132

Al'l requests for value assignnent fromthe two nunber spaces
described in this nmeno require proper docunentation, according to the
"Specification Required" policy described in [IANA].

Al'l assignnments of values fromthe two nunber spaces described in
this meno require | ETF consensus.

5. Security Considerations

The EAP specification [EAP] describes the security vulnerabilities of
EAP, which does not include its nethod-specific security nmechanisns.
This section discusses the clainmed security properties of the EAP-
SAKE net hod, along with vulnerabilities and security reconmendati ons.

5.1. Deni al -of -Service Attacks

Since EAP-SAKE is not a tunneling nethod, the

EAP. Response/ SAKE/ Aut h- Rej ect, EAP. Success, and EAP. Fai | ure packets
are not integrity or replay protected. This nakes it possible for an
attacker to spoof such nessages. Note that EAP. Response/ SAKE/ Aut h-
Rej ect cannot be protected with a MC since an authentication failure
i ndi cates that the Server and Peer do not agree on a common key.

Most inportantly, an attacker cannot cause a Peer to accept an

EAP. Success packet as indication that the Server considers the nutual
aut hentication to have been achieved. This is because a Peer does
not accept EAP. Success packets before it has authenticated the Server
or after it has considered the Server to have failed authentication

5.2. Root Secret Considerations

If the Root Secret is known to any party other than the Server and
Peer, then the nmutual authentication and key establishment using
EAP- SAKE i s conprom sed

EAP- SAKE does not address how the Root Secret is generated or
distributed to the Server and Peer. It is RECOMMENDED that the
entropy of the Root Secret be nmaxim zed. The Root Secret SHOULD be
machi ne- gener at ed.
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If the Root Secret is derived froma | ow entropy, guessable quantity
such as a human-sel ected password, then the EAP-SAKE key derivation
is subject to on-line and off-line dictionary attacks. To help

i dentify whether such a password has been conprom sed,

i npl enent ati ons SHOULD keep a | og of the number of EAP-SAKE nessages
received with invalid MC fields. |In these cases, a procedure for
updati ng the Root Secret securely SHOULD be in place.

5.3. Mitual Authentication

Mut ual aut hentication is acconplished via the SAKE/ Chal | enge and
SAKE/ Confirm nessages. The EAP. Request/ SAKE/ Chal | enge contai ns the
Server nonce RAND S; the EAP. Response/ SAKE/ Chal | enge contains the
Peer nonce RAND P, along with the Peer MC (M C P); and the

EAP. Request / SAKE/ Confirm contains the Server MC (MC_S). Both MCGCs
(MCS and MC P) are conputed using both nonces RAND S and RAND P
and are keyed by the TEK, a shared secret derived fromthe Root
Secret. The Server considers the Peer authenticated if the MCP it
conputes matches the one that the Peer sends. Simlarly, the Peer
considers the Server authenticated if the MC S it conputes matches
the one that the Server sends. The way the M Cs are conputed

i nvol ves a keyed one-way hash function, which nakes it
conputationally hard for an attacker to produce the correct MC

wi t hout know edge of the shared secret.

5.4, Integrity Protection

Integrity protection of EAP-SAKE nessages is acconplished through the
use of the Message Integrity Checks (MC), which are present in every
message as soon as a conmnon shared secret (TEK) is available, i.e.,
any nessage after the EAP. Request/ SAKE/ Chal | enge. An adversary
cannot nodify any of the M C protected nessages wi thout causing the
reci pient to encounter a MC failure. The extent of the integrity
protection is commensurate with the security of the KDF used to
derive the MC, the Iength and entropy of the shared secret used by
the KDF, and the length of the MC.

5.5. Replay Protection

The first nmessage of nost session establishnment protocols, such as
EAP- SAKE, is subject to replay. A replayed

EAP. Request / SAKE/ Chal | enge nessage results in the Peer sending an
EAP. Response/ SAKE/ Chal | enge nessage back, which contains a MC that
was conputed using the attacker’s chosen nonce. This poses a mininal
risk to the conpromi se of the TEK-Auth key, and this EAP Session
cannot proceed successfully as the Peer will find the Server’'s MC

i nvalid.
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Replay protection is achieved via the RAND S and RAND P val ues,
together with the Session ID field, which are included in the
calculation of the MC present in each packet subsequent to the EAP-
SAKE/ Chal | enge request packet. The Session |ID MJST be generated anew
by the Server for each EAP session. Session Ids also aid in
identification of possible nmultiple EAP sessions between a Peer and a
Server. Wthin the sane session, nessages can be replayed by an
attacker, but the state machi ne SHOULD be able to handl e these cases.
Note that a replay within a session is indistinguishable to a

reci pient froma network mal function (e.g., nessage was first |ost
and then re-transmitted, so the recipient thinks it is a duplicate
nmessage) .

Repl ay protection between EAP sessions and within an EAP session is
al so acconplished via the MC, which covers not only the entire EAP
packet (including the Session ID) but also the nonces RAND S and
RAND P. Thus, the recipient of an EAP nessage can be assured that
the nmessage it just received is the one just sent by the other Peer
and not a replay, since it contains a valid MC of the recipient’s
nonce and the other Peer nonce. As before, the extent of replay
protection is commensurate with the security of the KDF used to
derive the MC, the Iength and entropy of the shared secret used by
the KDF, and the length of the MC.

5.6. Confidentiality

Confidentiality of EAP-SAKE attributes is supported through the use
of the AT_ENCR _DATA and AT IV attributes. A ciphersuite is

negoti ated securely (see Section 3.2.7) and can be used to encrypt
any attributes as needed. The default ciphersuite contains a strong
ci pher based on AES.

5.7. Key Derivation, Strength

EAP- SAKE derives a Master Key (for EAP use) and Master Session Key,
as well as other lower-level keys, such as TEKs. Sone of the | ower-
| evel keys nmay or may not be used. The strength (entropy) of al
these keys is at nost the strength of the Root Secret.

The entropy of the MSK and of the EMSBK, assuming that the Server and

Peer 128-bit nonces are generated using good random nunber
generators, is at nost 256-bits.
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5.8. Dictionary Attacks

Dictionary attacks are not feasible to nount on the EAP-SAKE net hod

because passwords are not used. Instead, the Root Secret is
machi ne-generated. This does not necessarily pose provisioning
probl ens.

5.9. Mn-in-the-Mddl e Attacks

Resi stance to man-in-the-middle attacks is provided through the
integrity protection that each EAP nessage carries (i.e., Message
Integrity Check field) as soon as a common key for this EAP session
has been derived through nutual authentication. As before, the
extent of this resistance is commensurate with the strength of the
MCitself. Mn-in-the-niddle attacks associated with the use of any
EAP nmethod within a tunneling or sequencing protocol are beyond the
scope of this docunent.

5.10. Result Indication Protection

EAP- SAKE provides result indication protection in that it provides
result indications, integrity protection, and replay protection. The
Server indicates that it has successfully authenticated the Peer by
sendi ng the EAP. Request/ SAKE/ Confirm nessage, which is integrity and
replay protected. The Peer indicates that it has successfully

aut henticated the Server by sendi ng the EAP. Response/ SAKE/ Confirm
nmessage, which is also integrity and replay protected.

5.11. Cryptographic Separation of Keys

The TEKs used to protect EAP-SAKE packets (TEK-Auth, TEK-C pher), the
Mast er Session Key, and the Extended Master Session Key are
cryptographically separate. Information about any of these keys does
not lead to information about any other keys. W also note that it
is infeasible to calculate the Root Secret fromany or all of the
TEKs, the MSK, or the EMSK

5.12. Session | ndependence

Wthin each EAP- SAKE session, fresh keying material is generated.
The keying material exported by this nethod fromtwo independent
EAP- SAKE sessions is cryptographically separate, as expl ai ned bel ow.

Both the Server and the Peer SHOULD generate fresh random nunbers
(i.e., nonces) for the EAP-SAKE exchange. |If either entity re-uses a
random nunmber from a previ ous session, then the fact that the other
does use a freshly generated random nunber inplies that the TEKs,

MBK, and EMBK derived within this session are cryptographically
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separate fromthe correspondi ng keys derived in the previous
exchange.

Ther ef ore, conproni se of MSK or EMSK on one exchange does not
conprom se the MSK and EMSK of previous or subsequent exchanges
between a Peer and a Server

5.13. ldentity Protection

As seen from Section 3.2.3., the Server nmay assign a tenporary NAl to
a Peer in order to achieve user anonymity. This identifier may be
used by the Peer the next tine it engages in an EAP- SAKE

aut henti cation phase with the Server. The TenplD is protected by
sending it encrypted, within an AT_ENCR DATA attribute, and signed by
the Server with a M C. Thus, an eavesdropper cannot |ink the
original Perm D that the Peer first sends (e.g., on power-up) to any
subsequent Tenpl D val ues sent in the clear to the Server

The Server and Peer MAY be configured such that only TenplD
identities are exchanged after one initial EAP-SAKE phase that uses
the Peer permanent identity. 1In this case, in order to achieve

maxi mum i dentity protection, the TenplD SHOULD be stored in non-
volatile menory in the Peer and Server. Thus, conpliance with this
docunent does not preclude or nandate Peer identity protection across
the lifetinme of the Peer

5.14. Channel Binding

The Server identifier and Peer identifier MAY be sent in the
SAKE/ Chal | enge nessages. However, since there is no established
aut hentication key at the time of the first nessage, the Server
identifier is not integrity-protected here.

Al'l subsequent EAP- SAKE nessages exchanged during a successful EAP-
SAKE phase are integrity-protected, as they contain a Message
Integrity Check (MC. The MCis conputed over the EAP nessage and
al so over the Server and Peer identities. |In that, both EAP

endpoi nts can verify the identity of the other party.

5.15. Ciphersuite Negotiation

EAP- SAKE does not support negotiation of the ciphersuite used to
integrity-protect the EAP conversation. However, negotiation of a
ciphersuite for data protection is supported. This ciphersuite
negotiation is protected in order to minimze the risk of down-
negoti ati on or man-in-the-mn ddl e attacks.
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This negotiation is secure because of the Message Integrity Checks
(MGCs) that cover the entire EAP nessages used for ciphersuite
negoti ati on (see Section 3.2.7.). The extent of the security of the
negotiation is comensurate with the security of the KDF used to
derive the MCs, the length and entropy of the shared secret used by
the KDF, and the length of the M Cs.

5.16. Random Nunber GCeneration
EAP- SAKE supports key derivation froma 32-byte Root Secret. The
entropy of all other keys derived fromit is reduced sonmewhat through
the use of keyed hash functions (e.g. KDF). Thus, assuning
optinmstically that the effective key strength of the Root Secret is
32 bytes, the effective key strengths of the derived keys is at nost
the effective key strength of the Root Secret quantities they are
derived from EMSK, at npost 16 bytes; MSK, at npbst 16 bytes.

6. Security dains
This section provides the security clainms as required by [ EAP].

[a] Mechanism EAP-SAKE is a chall enge/response authentication and
key establishment mechani sm based on a synmetric pre-shared
secret.

[b] Security clainms. EAP-SAKE provides:

Mut ual aut hentication (Section 5.3)

Integrity protection (Section 5.4)

Repl ay protection (Section 5.5)

Confidentiality (optional, Section 5.6 and Section 5.13)
Key derivation (Section 5.7)

Dictionary attack protection (Section 5.8)

Protected result indication of successful authentication from
Server and from Peer (Section 5.10)

Sessi on i ndependence (Section 5.12)

[c] Key strength. EAP-SAKE supports key derivation with 256-bit
ef fective key strength (Section 5.7)

[d] Description of key hierarchy: see Section 3.2.5.
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[e] Indication of vulnerabilities: EAP-Make does not provide:

Fast reconnect

Fragnent ati on

Channel

bi ndi ng

Crypt ogr aphi ¢ bi ndi ng
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