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Abstr act

The Internet Key Exchange (| KEv2) protocol supports severa
nmechani sms for authenticating the parties, including signatures with
public-key certificates, shared secrets, and Extensible

Aut henti cation Protocol (EAP) nmethods. Currently, each endpoint uses
only one of these nechanisns to authenticate itself. This docunent
specifies an extension to |KEv2 that allows the use of multiple

aut henti cati on exchanges, using either different mechani snms or the
sane mechanism This extension allows, for instance, perfornmnng
certificate-based authentication of the client host followed by an
EAP aut hentication of the user. Wen backend authentication servers
are used, they can belong to different adm nistrative donains, such
as the network access provider and the service provider.
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1

I ntroduction

| KEv2 [I KEv2] supports several mechanisnms for parties involved in the
| KE_SA (I KE security association). These include signatures with
public-key certificates, shared secrets, and Extensible

Aut henti cation Protocol (EAP) nethods.

Currently, each endpoint uses only one of these mechanisnms to
authenticate itself. However, there are scenarios where naking the
aut hori zation decision in | KEv2 (whether to allow access or not)
requires using several of these nethods.

For instance, it nmay be necessary to authenticate both the host

(machi ne) requesting access, and the user currently using the host.
These two aut hentications would use two separate sets of credentials
(such as certificates and associated private keys) and mi ght even use
di fferent authentication nechanisns.

To take anot her exanple, when an operator is hosting a Virtua

Private Network (VPN) gateway service for a third party, it nay be
necessary to authenticate the client to both the operator (for
billing purposes) and the third party’ s Authentication

Aut hori zation, and Accounting (AAA) server (for authorizing access to
the third party's internal network).

Thi s docunent specifies an extension to IKEv2 that allows the use of
mul ti pl e authentication exchanges, using either different mechani sns
or the sane nechanism This extension allows, for instance,
performng certificate-based authentication of the client host

foll owed by an EAP authentication of the user

Each aut hentication exchange requiring comuni cation with backend AAA
servers may be directed to different backend AAA servers, |ocated
even in different adnministrative domains. However, details of the
conmmruni cati on between the | KEv2 gateway and the backend

aut hentication servers are beyond the scope of this docunent. In
particular, this docunent does not specify any changes to existing
AAA protocols, and it does not require the use of any particular AAA
pr ot ocol

In case of several EAP authentications, it is inportant to notice
that they are not a "sequence" (as described in Section 2.1 of

[ EAP] ), but separate independent EAP conversations, which are usually
also termnated in different EAP servers. Miltiple authentication
nmet hods within a single EAP conversation are still prohibited as
described in Section 2.1 of [EAP]. Using multiple independent EAP
conversations is simlar to the separate Network Access Provider
(NAP) and Internet Service Provider (ISP) authentication exchanges
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pl anned for [PANA]. The discovery of the appropriate EAP server for
each EAP aut hentication conversation is based on AAA routi ng.

1.1. Usage Scenari os

Figure 1 shows an exanple architecture of an operator-hosted VPN
scenario that could benefit froma two-phase authentication within
the | KEv2 exchange. First, the client authenticates towards the
Net wor k Access Provider (NAP) and gets access to the NAP-hosted VPN
gateway. The first-phase authentication involves the backend AAA
server of the NAP. After the first authentication, the client
initiates the second authentication round that also involves the
Third Party’s backend AAA server. |If both authentications succeed,
the required I Psec tunnels are set up and the client can access
protected networks behind the Third Party.

Cient *Net wor k Access Provider*
[ TS + [ TS + +--m - - +
| | | NAP's | | NAP |
| Protect ed| | Psec SAs | Tunnel | AAA Protocol | AAA
| Endpoint | <------------------ >| Endpoint | <------------ >| Serv/ |
| | | | Proxy|
Fomm e e o + Fomm e e o + L +
N N
| Psec or / AAA
Leased Line / Pr ot ocol
/ |
v |
Fomem- - + *Third Party* %
| 3rd Party] S e +
Pr ot ect ed | Tunnel | | 3rd
Subnet <----| Endpoi nt | | Party]
| | | AAA |
Fomm e e o + L +

Fi gure 1: Two-phase authentication used to gain access to
the Third Party network via Network Access Provider. AAA
traffic goes through NAP' s AAA server

The NAP's AAA server can be used to proxy the AAA traffic to the
Third Party’s backend AAA server. Alternatively, the AAA traffic
fromthe NAP' s tunnel endpoint could go directly to the Third Party’'s
backend AAA servers. However, this is nore or |ess an AAA routing

i ssue.
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1.2. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

The terns and abbreviations "authenticator", "backend authentication
server", "EAP server", and "peer" in this docunent are to be
interpreted as described in [ EAP].

When nmessages contai ning | KEv2 payl oads are described, optiona

payl oads are shown in brackets (for instance, "[FOJ "), and a plus
sign indicates that a payload can be repeated one or nore tines (for
i nstance, "FOO+").

2. Solution
2.1. Solution Overview

The peers announce support for this | KEv2 extension by including a
MULTI PLE_AUTH_SUPPORTED notification in the IKE_SA IN T response
(responder) and the first | KE_AUTH request (initiator).

If both peers support this extension, either of them can announce
that it wishes to have a second authentication by including an
ANOTHER AUTH FOLLOWS notification in any | KE AUTH nessage t hat
contai ns an AUTH payl oad. This indicates that the peer sending the
ANOTHER AUTH FOLLOWS wi shes to aut henticate another set of
credentials to the other peer. The next |KE_AUTH nessage sent by
this peer will contain a second identity payload (ID or IDr) and
starts another authentication exchange. The | KE_AUTH phase is
consi dered successful only if all the individual authentication
exchanges conpl ete successfully.

It is assuned that both peers know what credentials they want to
present; there is no negotiation about, for instance, what type of
authentication is to be done. As in |KEv2, EAP-based authentication
is always requested by the initiator (by omtting the AUTH payl oad).

The AUTH payl oads are cal cul ated as specified in [IKEv2] Sections
2.15 and 2.16, where ID’ refers to the latest I D payload sent by
the initiator, and IDr’ refers to the latest IDr payload sent by the
responder. |If EAP nethods that do not generate shared keys are used,
it is possible that several AUTH payloads with identical contents are
sent. Wen such EAP nethods are used, the purpose of the AUTH
payload is sinply to delinmt the authentication exchanges, and ensure
that the IKE_SA INIT request/response nmessages were not nodified.
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2.2. Exanple 1. Miltiple EAP Authentications

Novenber 2006

Thi s exanpl e shows certificate-based authentication of the responder
foll owed by an EAP aut henticati on exchange (nmessages 1-10). \When the
first EAP exchange is ending (the initiator is sending its AUTH

it wishes to have a second

aut henti cati on exchange by includi ng an ANOTHER AUTH FOLLOWS
notification (nmessage 9).

payl oad),

After this,

that EAP will

the initiator announces that

a second aut hentication exchange begins. The initiator
sends a new I Di payl oad but no AUTH payl oad (nessage 11), indicating

exchange foll ows (nessages 12-18).

Initiator

11.

13.

15.

17.

HDR,
HDR,

HDR,

HDR,
HDR,
HDR,

HDR,

SK {

SK {
SK {

SK {

SK {
SK {
SK {

SK {

be used. After that, another

Responder

EAP aut henti cati on

<-- 2. HDR SA, KE, Nr, [CERTREQ,
N( MULTI PLE_AUTH_SUPPORTED)

IDi, [CERTREQ+, [I1Dr],

SA, TSi, TSr, N(MULTIPLE_AUTH SUPPORTED) } -->

<-- 4. HDR

EAP( Response) } -->

SK {

| Dr, [CERT+], AUTH
EAP( Request) }

<-- 6. HDR, SK { EAP(Request) }

EAP( Response) } -->

<-- 8. HDR, SK { EAP(Success) }

}o-->

AUTH,
N( ANOTHER_AUTH_FOLLOWS)
<-- 10. HDR
1D} -->
<-- 12. HDR
EAP( Response) } -->
<-- 14. HDR
EAP( Response) } -->
<-- 16. HDR
AUTH} -->
<-- 18. HDR

SK {
SK {
SK {
SK {

SK {

AUTH }

EAP( Request) }
EAP( Request) }
EAP( Success) }

AUTH, SA, TSi, TSr }

Exanpl e 1: Certificate-based authentication of the

r esponder,

Er onen & Kor honen

Experi ment al

foll owed by two EAP aut hentication exchanges.
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2.3. Exanple 2. Mxed EAP and Certificate Authentications

Anot her exanple is shown bel ow. here both the initiator and the
responder are first authenticated using certificates (or shared
secrets); this is followed by an EAP aut henticati on exchange.

Initiator Responder

<-- 2. HDR, SA, KE, Nr, [CERTREQ,
N( MULTI PLE_AUTH_SUPPORTED)
3. HDR, SK { ID, [CERT+], [CERTREQ+], [IDr], AUTH,
SA, TSi, TSr, N(MILTI PLE_AUTH_SUPPORTED),
N( ANOTHER_AUTH FOLLOAS) } -->
<-- 4. HDR, SK { IDr, [CERT+], AUTH }
5. HDR, SK { ID } -->
<-- 6. HDR, SK { EAP(Request) }
7. HDR, SK { EAP(Response) } -->
<-- 8. HDR, SK { EAP(Request) }
9. HDR, SK { EAP(Response) } -->
<-- 10. HDR, SK { EAP(Success) }
11. HDR, SK { AUTH} -->
<-- 12. HDR, SK { AUTH, SA, TSi, TSr }

Exanpl e 2: Certificate-based (or shared-secret-based)

aut hentication of the initiator and the responder,
foll owed by an EAP aut hentication exchange.
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2.4. Exanple 3: Multiple Initiator Certificates

Thi s exanpl e shows yet another possibility: the initiator has two
different certificates (and associated private keys), and
aut henticates both of themto the responder.

Initiator Responder
1. HDR, SA, KE, Ni -->
<-- 2. HDR, SA, KE, Nr, [CERTREQ,
N( MULTI PLE_AUTH_SUPPORTED)
3. HDR, SK { ID, [CERT+], [CERTREQ+], [IDr], AUTH,
SA, TSi, TSr, N(MJLTI PLE_AUTH_SUPPORTED),
N( ANOTHER_AUTH FOLLOAS) } -->
<-- 4, HDR, SK { IDr, [CERT+], AUTH }
5. HDR, SK { ID, [CERT+], AUTH} -->
<-- 6. HDR, SK { SA TSi, TSr }

Exanpl e 3: Two certificate-based authentications of the
initiator, and one certificate-based authentication
of the responder.

2.5. Exanple 4: Miltiple Responder Certificates

Thi s exanpl e shows yet another possibility: the responder has two
different certificates (and associated private keys), and
aut henticates both of themto the initiator.

Initiator Responder
1. HDR, SA, KE, N -->
<-- 2. HDR SA, KE, N, [CERTREQ,
N( MULTI PLE_AUTH_SUPPORTED)
3. HDR, SK { ID, [CERT+], [CERTREQ+], [IDr], AUTH,
SA, TSi, TSr, N(MJLTIPLE_AUTH SUPPORTED) } -->
<-- 4, HDR, SK { IDr, [CERT+], AUTH,
N( ANOTHER_AUTH_FOLLOWS) }
5. HDR, SK { } -->
<-- 6. HDR, SK { IDr, [CERT+], AUTH,
SA, TSi, TSr }

Exanpl e 4: Two certificate-based authentications of the

responder, and one certificate-based authentication
of the initiator.
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3. Payl oad Fornmats
3.1. MILTI PLE_AUTH SUPPORTED Noti fy Payl oad

The MULTI PLE_AUTH SUPPORTED notification is included in the

IKE SAINIT response or the first | KE AUTH request to indicate that
the peer supports this specification. The Notify Message Type is
MULTI PLE_AUTH SUPPORTED (16404). The Protocol ID and SPI Size fields
MJUST be set to zero, and there is no data associated with this Notify

type.
3.2. ANOTHER AUTH_FOLLOAS Notify Payl oad

The ANOTHER AUTH FOLLOWS notification payload is included in an

| KE_AUTH nessage contai ni ng an AUTH payl oad to indicate that the peer
wants to continue with another authentication exchange. The Notify
Message Type is ANOTHER AUTH FOLLOWS (16405). The Protocol |ID and
SPI Size fields MJUST be set to zero, and there is no data associ ated
with this Notify type.

4. | ANA Consi derations

Thi s docunent defines two new | KEv2 notifications,

MULTI PLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS, whose val ues are
all ocated fromthe "I KEv2 Notify Message Types" nanespace defined in
[ 1 KEv2].

Thi s docunent does not define any new nanespaces to be nmanaged by
| ANA.

5. Security Considerations

Security considerations for | KEv2 are discussed in [IKEv2]. The
reader is encouraged to pay special attention to considerations
relating to the use of EAP nethods that do not generate shared keys.
However, the use of multiple authentication exchanges results in at
| east one new security consideration

In normal | KEv2, the responder authenticates the initiator before
revealing its identity (except when EAP is used). When multiple

aut henti cation exchanges are used to authenticate the initiator, the
responder has to reveal its identity before all of the initiator

aut henti cati on exchanges have been conpl et ed.
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