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Abstract
This docunent formally docunents an existing public key file fornmat
in use for exchanging public keys between different Secure Shel
(SSH) inplenmentations.

In addition, this docunent defines a standard textua
for SSH public key fingerprints.
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3.

I ntroduction

The SSH protocol supports the use of public/private key pairs in
order to perform authentication based on public key cryptography.
However, in order to use public key authentication in the SSH
protocol, public keys nmust first be exchanged between client and
server.

This docunent formally describes an existing public key file format
that can be used with any of the common existing file transfer
mechani sms in order to exchange public keys.

The SSH protocol al so uses public/private key pairs to authenticate
the server. In this scenario, it is inportant to verify that the
public key provided by the server is indeed the server’s public key.
Thi s docunent describes a mechanismfor creating a short text string
that uniquely represents a particular public key, called
fingerprinting.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Key File Fornat

In order to inplenment public key authentication, SSH inplenentations
must share public key files between the client and the server in
order to interoperate.

A key file is a text file, containing a sequence of lines. Each line
inthe file MIST NOT be |longer than 72 8-bit bytes excluding line
term nati on characters.

1. Line Term nation Characters

| mpl enent ati ons SHOULD generate public key files using their systenis
local text file representation

In the event that public key files are not transferred as text files,
i mpl enent ati ons SHOULD be prepared to read files using any of the
common |line term nation sequence, <CR>, <LF> or <CR><LF>.

Gal braith & Thayer I nf or mat i onal [ Page 2]



RFC 4716 SSH Public Key File Format Novernber 2006

3.2. Begin and End Markers

The first Iine of a confornming key file MJUST be a begin marker, which
is the literal text:

---- BEG N SSH2 PUBLI C KEY ----

The last Iine of a conform ng key file MJST be an end marker, which
is the literal text:

---- END SSH2 PUBLI C KEY ----
3.3. Key File Header

The key file header section consists of nultiple RFC822-styl e header
fields. Each fieldis aline of the follow ng format:

Header -t ag Header - val ue

The Header-tag MJUST NOT be nore than 64 8-bit bytes and is case-
insensitive. The Header-val ue MJST NOT be nore than 1024 8-bit
bytes. Each line in the header MUST NOT be nore than 72 8-bit bytes.

Aline is continued if the last character in the lineis a’'\'. |If
the |l ast character of alineis a’'\', then the logical contents of
the line are formed by renoving the '\’ and the line termi nation
characters, and appending the contents of the next I|ine.

The Header-tag MJST be encoded in US-ASCII. The Header-val ue MJST be
encoded in UTF-8 [ RFC3629].

Aline that is not a continuation line that has no ':' in it is the
first Iine of the base64-encoded body. (See Section 3.4.)

The space of header-tags is nmanaged as described in Section 5.
Conpl i ant inplenmentations MJST i gnore headers w th unrecognized
header-tags. |nplenentations SHOULD preserve such unrecogni zed
headers when mani pul ating the key file.

3.3.1. Subject Header

This field is used to store the login-nane that the key was generated
under. For exanpl e:

Subj ect: user
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3.3.2. Comment Header

The conment header contains a user-specified coomment. The conment
SHOULD be di spl ayed when using the key.

It is suggested that this field default to user@ostnane for the user
and nachi ne used to generate the key. For exanpl e:

Conment : user @xanpl e. com

Currently, common practice is to quote the Header-val ue of the
Comment by prefixing and suffixing it with '’ characters, and sone
existing inplenentations fail if these quotation nmarks are omtted.

Conpliant inplenentati ons MIST function correctly if the quotation
marks are omitted.

| npl enent ati ons MAY include the quotation nmarks. |If the first and
| ast characters of the Header-value are natchi ng quotation marks,
i mpl ement ati ons SHOULD renove t hem before using the val ue.

3.3.3. Private Use Headers

Headers wi th header-tags beginning with "x-
use.

are reserved for private

3.4. Public Key File Body

The body of a public key file is the base64 encoded ([ RFC2045])
public key data as specified by [ RFC4253], Section 6. 6:

string certificate or public key format identifier
byt e[ n] key/certificate data

As with all other lines, each line in the body MIST NOT be | onger
than 72 8-bit bytes excluding line term nation characters.

3.5. Differences with RFC 1421 PEM For mats
| mpl enenters should take care to notice that while the format is
superficially simlar to those specified by PEM [ RFC1421] and OpenPGP
[ RFC2440], it is not identical; nost notably:

0 The other specifications use different BEG N END delimters (five
dashes, no space rather than four dashes and a space).

o There is no blank |ine before the start of the base64-encoded
contents.
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3. 6.

Gal

o0 There is no Cyclic Redundancy Check (CRC) at the end of the
base64- encoded bl ock.

0 Header continuation uses a backslash at the end of the continued
line rather than whitespace at the start of the next line.

Exanpl es

The followi ng are sonme exanples of public key files that are
conmpliant (note that the exanples all wap before 72 bytes to neet
| ETF docunent requirenents; however, they are still conpliant.)

---- BEG N SSH2 PUBLI C KEY ----

Comment: "1024-bit RSA, converted from OpenSSH by ne@xanpl e. conf

x- command: /hone/ ne/ bi n/1 ock-i n-guest. sh

AAAAB3Nz aCly c 2EAAAABI WAAAl EA10n8gx CGIIWBRT4uOr R13nmJaUkOhRf 4RzxSZ1zRb
YYFw8pf Gesl FoEuVt h4HKy F8k 1y 4nRUnYHP1IXNMNMI| 1JcEAr C2asV8sHf 6z SPVf f 0zZ
5TT4Sf sUu/ i Ky9l UcCf Xzwr e4AWAZSXXc Pf f +EHt Wshahu3W2BdnGxnbXoi 89zcE=
---- END SSH2 PUBLI C KEY ----

---- BEA N SSH2 PUBLI C KEY ----

Comment: This is ny public key for use on \

servers which | don't |ike.

AAAAB3Nz aClk c 3MAAACBAPY8ZOHY2y FSJ A6 XYCOHRWMNHXx aehvx5wQJ0r zZdz 0 SOXXbET
W5 ToHv8D1UJ/ z+zHo9Fi ko5XybzZnDI aBDHt bl Q+Yp7St xyl t HnXF1YLf KD1GAT6J Yr dH
Yl 140meg9e4NnCRl eaqoZPF3UJ Zi abbXr GTQF 3gJg2e7Yi sk/ gF+1VAAAAFQDb8D5¢
vWHWIZDPf X0D2s 9Rd7NBv QAAAI EAl N92+Bb7D4KL Yk 31 wRbXbl wXdk PggAdpf dt VOvVG
JO/ RHd+N B4eolD+0di x6t XwYGN7PKS5R/ FXPNwxHPapcj QuL1In2AWRdsknf +i / FAA
vi oUPKkndMc 0z uW SCES SNhVDt X3WivVe GeBg9cet zr t OKWOoc Jml 80gadx TRHE UAAACB
AN7 CY+KKv 1gHpRz Fwd QnV HK9bb1LAo2KwaoXnadFgept NBQe SXGLv O+JsvphVIVBICc9HS
Nn24VYt Yt sSMu74qgXvi Yj zi VucVKj j KEb11j ugnFOGD B3VWKHLMKNAz643WK42Z7dL Vb
sY29ouezv4Xz2PuMch5VGPP+CDqz C\VAl oWV

---- END SSH2 PUBLI C KEY ----

---- BEG N SSH2 PUBLIC KEY ----

Comment: DSA Public Key for use with Mylsp
AAAAB3Nz aClkc 3MAAACBAPY8ZCOHY2y FSJ A6 XYCOHRWM\HXx aehvx5wOJ0r zZdz o SOXxbET
W6 ToHv8D1UJ/ z+zHo9Fi ko5XybZnDI aBDHt bl Q+Yp7St xyl t HOXF1YLf KD1GAT6J Yr dH
Yl 140meg9e4NnCRl eaqoZPF3UJ Zi abbXr GTQY 3gJg2e7Yi sk/ gF+1VAAAAFQDh8D5¢
vWHWIZDPf X0D2s 9Rd7NBv QAAAI EAl N92+Bb7D4KL Yk 31 wRbXbl wXdk PggA4pf dt VOvGE
JO/ RHd+N B4eol1lD+0di x6t XwYGN7PKS5R/ FXPNwxHPapcj QuL1In2AWRdsknf +i / FAA
Vi oUPKknd M0z uW SOEs SNhVDt X3WivVeGeBg9cet zr t OKWDocJmJ80gadx TRHt UAAACB
AN7 CY+KKv 1gHpRz Fwd On7 HK9bb 1L Ao2KwaoXnadFgept NBQe SXGLv O+JsvphVVBIc9HS
n24VYt Yt sMu74qgXvi Yj zi Vuc\VKj j KEb11j ugnFOGDI B3WmKHLNxnAz 643VWK42Z7dL Vb
sY290uezv4Xz2PuMh5VGPP+CDgz CVAl oWV

---- END SSH2 PUBLI C KEY ----
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---- BEA@ N SSH2 PUBLIC KEY ----

Subj ect: ne

Comrent: 1024-bit rsa, created by ne@xanpl e.com Mon Jan 15 \

08: 31: 24 2001

AAAAB3Nz aCly c2EAAAABI QAAAI EAI PYW6WWHI hHNed&f BpPINPpZ7yKu+dnnl1SJlej gt 4
596k6Yj zGCGhH2TUxwKz xc KDKKezwk pf nxPkSMKUES pGRt / aZZ9wa++Q0 7CQkr 8pr gHc4
soWBNU f Dz pvZK2H5E7 e QaSe P3 SAWGNTKUFHCddNaPOL+hM7zhFNzj FvpaMyJwo=
---- END SSH2 PUBLI C KEY ----

4. Public Key Fingerprints

The security of the SSH protocols relies on the verification of
public host keys. Since public keys tend to be very large, it is
difficult for a human to verify an entire host key. Even with a
Public Key Infrastructure (PKI) in place, it is useful to have a
standard for exchanging short fingerprints of public keys.

This section formally describes the nethod of generating public key
fingerprints that is in combn use in the SSH community.

The fingerprint of a public key consists of the output of the M5
nmessage-di gest al gorithm[RFC1321]. The input to the algorithmis
the public key data as specified by [RFC4253]. (This is the sane
data that is base64 encoded to formthe body of the public key file.)

The output of the algorithmis presented to the user as a sequence of
16 octets printed as hexadecinmal with | owercase letters and separated
by col ons.

For exanple: "cl:bl:30:29:d7: b8:de:6¢c:97:77:10: d7: 46: 41: 63: 87"

5. | ANA Consi derati ons
Section 3.3 defines a new nanespace of "Header-tags". These are
US-ASCI | strings of maxi mumlength 64 characters and are

case-insensitive.

| ANA has created and naintains a registry of these header-tags. The
regi stry maps each header-tag to a reference defining the header

The initial contents of the registry are as foll ows:
subj ect defined in Section 3.3.1

comment defined in Section 3.3.2

Header -t ags beginning with "x-

defined in [ RFC2434] .

are reserved for private use, as
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Al'l other allocations are to be nade by | ETF consensus, as defined in
[ RFC2434] .

6. Security Considerations

The file format described by this docunment provides no nechanismto
verify the integrity or otherw se detect tanpering with the data
stored in such files. Gdven the potential of adversarial tanpering
with this data, systemspecific neasures (e.g., Access Control Lists,
UNI X pernissions, other Discretionary and/ or Mandatory Access
Control s) SHOULD be used to protect these files. Also, if the
contents of these files are transferred it SHOULD be done over a
trusted channel

The header data allowed by this file fornmat could contain an
unlimted range of information. While in many environnents the

i nformati on conveyed by this header data nmay be consi dered i nnocuous
public information, it nmay constitute a channel through which

i nformati on about a user, a key, or its use nmay be discl osed
intentionally or otherw se (e.g., "Comrent: Mary E. Jones, 123 Miin
St, Hone Phone:..."). The presence and use of this header data
SHOULD be reviewed by sites that deploy this file format.

The public key fingerprint nethod presented here relies on the M5
one-way hash function, which is known to have certain weaknesses
regarding its collision resistance; however, the particul ar use made
of MD5 here depends solely on its 2nd-prei mage resistance, not on its
col l'ision resistance.

MD5 is used here for historical reasons.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCRED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST
AND THE | NTERNET ENGQ NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPCSE

Intell ectual Property

The I ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that night be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nade to obtain a general |icense or permnission for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe I ETF on-line I PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nmay be required to inpl enent
this standard. Please address the infornmation to the |IETF at
ietf-ipr@etf.org.
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