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Abst r act

The SIP event notification framework descri bes the usage of the
Session Initiation Protocol (SIP) for subscriptions and notifications
of changes to a state of a resource. The docunent does not descri be
a mechani sm whereby filtering of event notification information can
be achieved. Filtering is a nmechanismfor defining the preferred
notification information to be delivered and for specifying triggers
that cause that information to be delivered. |In order to enable
this, a format is needed to enable the subscriber to describe the
state changes of a resource that cause notifications to be sent to it
and what those notifications are to contain. This docunent presents
a format in the formof an XML docunent.
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1

I ntroduction

The SIP event notification framework [2] describes the usage of the
Session Initiation Protocol (SIP) for subscriptions and notifications
of changes to a state of a resource. The docunent does not describe
a mechani sm whereby filtering of event notification infornmation can
be achi eved.

Filtering is a mechanismfor defining the preferred notification
information, referred to as content, to be delivered and for
specifying the rules for when that information should be delivered.

The filtering nechanismis expected to be particularly val uable and
primarily applicable to users of nobile wireless access devices. The
characteristics of the devices typically include high [atency, | ow
bandwi dth, |ow data processing capabilities, small display, and
limted battery power. Such devices can benefit fromthe ability to
filter the anount of information generated at the source of the event
notification. However, inplenmenters need to be aware of the
conmput ati onal burden on the source of the event notification. This
is discussed further in Section 8.

The structure of the filter criteria is described using the XM
schena. The filter criteria is presented as an XM. docunent. The
XM. docunent contains the user’s preference as to when notifications
are to be sent to it and what they are to contain. The scope of the
"when" part is triggering.

The triggering is defined as enabling a subscriber to specify
triggering rules for notifications where the criteria are based on
changes of the event package [2] specific state information, e.g.
for the presence information docunent [15], the change in the val ue
of the <status> el ement.

The functionality of the filtering regarding the SIP event
notifications is specified in [3].

Conventi ons

In this docunent, the key words 'MJUST', 'MJST NOT', ' REQUI RED ,
"SHALL', ’'SHALL NOTI', 'SHOULD , ’'SHOULD NOT', 'RECOMVENDED , ' MAY',
and 'OPTIONAL' are to be interpreted as described in RFC 2119 [1] and
i ndi cate requirenment | evels for conpliant inplenentations.

Thr oughout the docunment, the "resulting XM. docunment” refers to the
final XML docunent that carries state information to be delivered to
the subscriber after the filters have been applied to it.
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"Content" refers to the XM. docunent that appears in a notification
reflecting the state of a resource.

3. Structure of XM.-Encoded Sinple-Filter

A simple-filter is an XML docunent [8] that MJUST be well formed and
MUST be valid according to schenas, including extension schenas,
available to the validater, and applicable to the XM. docunent. The
sinple-filter docunents MJST be based on XM. 1.0 and MJUST be encoded
usi ng UTF- 8.

The nanespace identifier for elenents defined by this specification
is a URN [5], which uses the nanespace identifier "ietf' defined by
[6] and extended by [4]. This urn is:
urn:ietf:paranms:xm:ns:sinple-filter.

Thi s namespace decl aration indicates the nanespace on which the
filter criteria are based.

3.1. MM Type for Sinple-Filter Docunent

The M ME type for the sinple-filter docunent is "application/
simple-filter+xm ". Any transport protocol (SIP [12], for exanple)
used to carry the filters that also carries payload type infornation
MUST identify the payload as M ME type
"application/sinmple-filter+xm" (for exanple, a Content-Type header
field).

3.2. The <filter-set> Root El enment
The root element of the filter criteriais <filter-set>.
The <filter-set> el ement contains the nanespace definition nentioned
above. Wth the optional ’'package’ attribute, it is possible to
define the package to which the filter criteria is applied. This
m ght be especially useful in cases where the XM. docunent containing
the filter criteria is separated fromthe events that nmake use of it
or fromthe protocol that usually carries it.
The <filter-set> el ement may contain one <ns-bi ndi ngs> el enent.
The <filter-set> el ement contains one or nore <filter> el ements.

3.3. The <ns-bi ndi ngs> El enent

The <ns-bi ndi ngs> elenent is used to bind namespaces to | oca
prefixes used in expressions that select elenents or attributes using
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the syntax in Section 5. Those prefixes apply to the <include>,
<excl ude>, <changed>, <added>, and <renoved> el enents.

The <ns-bi ndi ngs> el enent contains one or nore <ns-bindi ng> el enents.
Each <ns-bi nding> el enent has a 'prefix’ attribute. The value of the
"prefix’ attribute is a prefix used to qualify the el enents pointed
to by the expression. The <ns-binding> elenment also has a '"urn
attribute that identifies the namespace that the prefix represents.

3.4. The <filter> El enent

The <filter> elenent is used to specify the content of an individua
filter.

The <filter> element has an 'id attribute. The value of the 'id
attribute MJUST be unique within the <filter-set> elenment. The
<filter> MAY have a 'uri’ attribute. The value of the ’"uri

attribute is the URI of the resource to which the filter applies.

The <filter> MAY have a 'domain’ attribute. The value of the
"donmain’ attribute is the donmain of the resources to which the filter
applies. The 'uri’ attribute and the 'domain’ attribute MJST NOT
appear together in the <filter>.

The URI of the resource is useful in cases where the 'event |ist’
extension [17] is used with a package. Since a subscription to an
event package may be addressed to an event list, the "uri’ attribute
all ows the subscriber to define a filter specific to an individua
resource within that list. That resource may be another list. The
‘uri’ attribute may, of course, carry the URI of the list itself. |If
the <filter> does not contain the 'uri’ attribute, the filter applies
to the resource identified in the subscription request.

The 'domain’ attribute carries a domain. In this case, the filter
applies to resources whose URI has a domain part matching that
domain. This can be used when a subscription is for a resource that
is an event list with many resources fromdiffering donains.

URI matching is done according to the matching rules defined for a
particul ar schene. Wen matchi ng donmains, the user part of the UR
is ignored for matching purposes.

The <filter> MAY have a 'renove’ attribute that together with the
"id attribute indicates the existing filter to be renoved. The
val ue of the 'renove’ attribute is of the type "Bool ean". The
default value is "fal se"
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The <filter> MAY have an 'enabled’ attribute that indicates whether a
filter is enabled or disabled. The value of the 'enabled attribute
is of the type "Boolean". The default value is "true"

The <filter> el enent MAY contain a <what> el enent and MAY contain one
or nore <trigger> elenents, but it MJUST contain either the <what>

el ement or the <trigger> elenent when the filter is being enabled for
the first time. Wen a filter is disabled by setting the 'enabl ed
attribute to "fal se", the <what> and <trigger> el enents MAY be
omtted. Sinmlarly, when a filter is re-enabled by setting the
"enabled’ attribute to "true", the <what> and <trigger> el ements MAY
be onitted.

Filter contents can be changed by changing the contents in the <what>
and <trigger> elenments and maintaining the value of the filter "id
attribute

3.5. The <what > El enent

The <what> el enent is used to specify the content to be delivered to
the user. It does not specify the exact content but the rules that
are used to construct that information.

The <what> el enent nay contain one or nore <include> el enents and one
or nore <exclude> el enents. Wen nore than one <include> el enent has
been defined, the results are additive. That is, each <include>

el ement adds an el enment or attribute to the resulting XM. docunent.
When nore than one <excl ude> el enent has been defi ned, each <excl ude>
el ement val ue depletes the contents of the resulting XM. docunent.

3.5.1. The <include> El enent

The <include> elenent is used to select the content to be delivered.
Its value can identify an XM_ el ement, an attribute, or a nanespace
of an XM.L docunent to be filtered. This is indicated using the
"type' attribute.

Note that the resulting XML docunment MJST be valid. Therefore, in
addition to including the elenments identified with the <include>

el ement value, all other nmandatory XM. el enments and/or attributes
nmust be incorporated in the resulting XM. docunent in order to nmake
it valid. This, in practice, neans that a subscriber defining a
filter only needs to <include> optional elenents and/or attributes,
but may <i nclude> nandatory el enents and/or attributes as well.

There are also cases where a filter selects an attribute that bel ongs
to an optional elenment. 1In this case, the optional elenent needs to
appear in the resulting XM. docunent.
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The syntax defined in Section 5 (see the definition of "selection")
MUST be used. The follow ng exanple selects the <basic> el enent
defined in the PIDF [13]. This results in the selection of the
<basic> elenment as well as all the ancestors, i.e., <status> and
<tupl e>.

<i ncl ude type="xpath">/presence/tupl e/ status/basic</incl ude>.
3.5.2. The <excl ude> El enent

The <exclude> elenment is used to define exceptions to the set of XM
el ements and/or attributes selected by the <include> el enents. Thus,
XM. el enents (including their |ower-level "child" el enents) and/or
attributes defined by the <exclude> elenent are not delivered. This
i s nmost useful when an <include> el enent identifies a nanespace.

The <excl ude> el ement has the optional 'type’ attribute (see the
definition of the "type in Section 3.5.3).

Note that the resulting XM. docunment MJST be valid. Therefore, if
the step in applying the <exclude> el enent value to an XM. docunent
results in an invalid docunent according to the schema, that step
MUST be reversed, resulting in the elenents and/or attributes being
re-introduced into the resulting XM. docunent with their previous
values in order to nake it valid. This, in practice, neans that a
subscri ber defining a filter only needs to <exclude> optiona

el ements and/or attributes, but SHOULD NOT <excl ude> nandatory

el ements and/or attri butes.

The syntax MUST foll ow Section 5.
3.5.3. The 'type’ Attribute

The 'type’ attribute is used to describe the value of the <include>
and <exclude> el enents. The follow ng val ues are pre-defined:
"xpat h" and "nanmespace". The 'type’ attribute is optional, and, if
omtted, the default value is "xpath"

The "xpath" value is used when the <include> or <exclude> el enent
contains a value following the syntax in Section 5 that selects an
el ement or an attribute.

The "nanespace" value is used when the <include> or <exclude> el enent
contains a value of a namespace. The value is the URl of the
nanespace. The resulting XM. docunent is conprised of the el enents
defined within the namespace

Khartabil, et al. St andards Track [ Page 7]



RFC 4661 XML Based Format for Filtering Sept ember 2006

3.6. The <trigger> El enent

The <trigger> elenent is used to identify the package-specific
changes that a resource has to encounter before the content is
delivered to the subscriber. It can appear nore than once in a
<filter> elenent. Miltiple appearances of this el enent denote the
"OR' operation. This neans that updates to a resource that satisfy
any of the <trigger> elenments criteria constitute the content to be
del i vered

The <trigger> el ement MAY contain the <changed>, <added>, or
<renoved> el ements, but it MJST contain at |east one of the three

el ements. Any conbination of the 3 elenents is possible. Miltiple
appearances of those elements within a <trigger> el ement denotes the
"AND' operation. This nmeans that updates to a resource that satisfy
ALL of the <changed>, <added>, and <renpved> el enents’ criteria
within the <trigger> elenent constitute the content to be delivered.

3.6.1. The <changed> El enent

The <changed> elenent is used to identify the XM. el enent or
attribute, fromthe package-specific XM. docunent, whose val ue MJST
change fromthat of the "previous XM. docunment™, in order to activate
the trigger and cause the content to be delivered. Previous XM
docunent” in this context refers to the raw version of the nost
recent XML docunent that was sent to the subscriber, before the
filters were applied to it. The XM. elenment or attribute MJUST be
expressed using the syntax defined in Section 5 for the "reference”
ABNF.

The <changed> el enent MAY contain the 'from attribute, the "to
attribute, the "by' attribute, or any conbination of the three. The
absence of all of those attributes neans a change of any sort to the
val ue of the elenent or attribute activates the trigger. An update
to the elenment or attribute value with an identical value is not a
change.

Conmpari son of a change is done according to the el enent or
attribute’s lexical rules

3.6.1.1. The "from Attribute
A trigger is active when the XML elenent or attribute identified with

t he <changed> el enent has changed fromthe value indicated by this
attribute to a different val ue.
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3.6.1.2. The 'to’ Attribute

A trigger is active when the XM_ el enment or attribute identified with
t he <changed> el ement has changed to the value indicated by this
attribute froma different val ue.

3.6.1.3. The 'by' Attribute

A trigger is active when the XM_ el enment or attribute identified with
t he <changed> el ement has changed by at |east the amount indicated by
this attribute froma different value. That is, the "by’ attribute
applies only to nunerical values and indicates a delta with respect
to the current value that an attribute or elenent (identified in the
<changed> el enent) needs to change before it is selected. For
exanple, if the "by' attribute is set to 2 and the current val ue of
the elenment/attribute is 6, the element/attribute is selected when it
reaches (or exceeds) the value 8 or when it decreases to 4 or a | ower
val ue.

3.6.1.4. Conbination of Attributes

Any conbination of the "fronmi, "to’, and "by' attributes in the
<changed> el enment is possible. For exanple, if the "from attribute
is conbined with the "to’ attribute, it is interpreted to nean that
the trigger is active when the XM. elenment or attribute identified
with the <changed> el enent has changed fromthe 'from value to the
"to’ value. Note that if the by’ attribute is used in conbination
with the other attributes, the other attribute types MIST match the
"by’ type of decimal.

3.6.2. The <added> El enent

The <added> el enent triggers content delivery when the XM. el ement it
identifies has been added to the docunent being filtered (that is,
this instance of that element appears in the current docunent, but
not in the previous docunent). It can be used, for exanple, to learn
of new services and/or capabilities subscribed to by the user, or
services and/or capabilities that the user has now all owed the
subscriber to see. The XM. element or attribute MIUST be expressed
using the syntax defined in Section 5 for the "reference" ABNF.

Note that if a filter includes both the content filter (<what>) part
and t he <added> el enent, then the definitions of the <what> part
SHOULD al so cover the added el enents. Oherw se, the content is
delivered without the itens defined in the <added> el enent.
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3.6.3. The <renoved> El enent

The <renoved> el ement triggers content delivery when the XM el ement
it identifies has been renoved fromthe docunent being filtered (that
is, this instance of that el ement appeared in the previous document,
but not in this docunent). The XM el enent or attribute MUST be
expressed using the syntax defined in Section 5 for the "reference"
ABNF.

4. XM Schema Extensibility

The sinple-filter docunent is neant to be extended. An extension
takes place by defining a new set of elenents in a new nanespace,
governed by a new schenma. Every extension MJST have an appropriate
XML nanespace assigned to it. The XM. nanmespace of the extension
MUST be different fromthe nanespaces defined in this specification
The extension MJUST NOT change the syntax or semantics of the schemas
defined in this docunent. Al XM tags and attributes that are part
of the extension MJUST be appropriately qualified so as to place them
within that nanmespace and MJUST be designed such that receivers can
safely ignore such extensions.

This specification defines explicit places where new el enents or
attributes froman extension can be placed. These are explicitly
indicated in the schemas by the <any> and <anyAttri bute> el enents.
Extensions to this specification MJST specify where their elenments
can be placed within the docunent.

As a result, a docunent that contains extensions will require
nmultiple schemas in order to deternmne its validity - a schema
defined in this docunent, along with those defined by extensions
present in the docunent. Because extensions occur by adding new

el ements and attributes governed by new schemas, the schemas defined
in this docunent are fixed and woul d only be changed by a revision to
this specification. Such a revision, should it take place, would
endeavor to allow docunents conpliant to the previous schema to
remain conpliant to the new one. As a result, the schenmas defined
here don’t provide explicit schema versions, as this is not expected
to be needed.

5. Syntax for Referencing XM_ Itens and Maki ng Logi cal Expressions

The ABNF [10] is used to describe the syntax for the expressions.
The syntax is defined to be XPATH [9] conpatible but has only a
restricted set of capabilities of the XPATH. More information about
the nmeaning of the itenms of the syntax can be found in [9]. The
"abbreviated syntax" of the "node test” is used in the references
("reference"). The expression in the syntax relates to the
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predi cate, conparison, and |ogical expressions of the XPATH. If an
XPATH expression evaluates to nore than one elenent at a certain
step, the filter applies to all the elenments that are eval uated.
That is, if a filter including an el enent evaluates to 2 el ements,
both elements are included as a result.

sel ection = reference [expression]

expression = "[" (elemexpr / attr-expr)

1*[ oper (elemexpr / attr-expr)] "]"
elemexpr = (elempath / "." [/ "..") conpar val ue
elempath = (elenment / "*") 1*["/" [ "*" | elenment] ["*" /| el enent]
attr-expr = [elempath "/"] attribute conpar val ue
reference = elemreference / attr-reference

elemreference = "/" 1*("/" [ "/*" | ("/" elenent))
attr-reference = reference attribute

oper = "and" / "or"

compar = "=" [ "<" [ ">

element = [ns] string

attribute ="@ [ns] string

ns = string ":"

string = <any sequence of data supported by XML in nanes of XM
el ement, and/or attribute or prefixes of nanespaces>

val ue = <any sequence of data supported by XML as a val ue of the

XM el enent and/or attri bute>

When identifying XML el enents or attributes, the value may consist of
two parts: the XM. elenent/attribute selector and the condition
(conparison and | ogi cal expressions). The XM el enent sel ector
appears first followed by the condition part in square brackets. In
the XML el enent selector part, the XML el enents nay be referenced by
giving the full hierarchical path as: "/presence/tuple/status/basic"
by denoting the selection to cover any hierarchical level by its nane
as: "//tuplel/status/basic", or using the wildcard "*", denoting any
value in a certain level as "/*/watcher"

Exanpl e references are listed as foll ows:

0 Selecting an elenent by using an XML el enent as a condition:
* [/ *[status/ basic="open"]
* [presence/tupl e[ */ basi c="open"]

0 Selecting an elenent by using XML attributes as a condition:

* [/ wat cher[ @urati on-subscri bed<500]
* [*/watcher[ @vent ="rej ect ed"]
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0 Selecting an elenent by using two XM. el enents as a condition
* [/tupl e[ status/basi c="open" and type="device"]

0 Selecting an attribute:
* [/watcher/ @lur ati on-subscri bed

In sone cases, due to the design of the XM. schenm, the XPATH i ke
expression results in identification of nore than one elenment with
the sane nane (the XPATH expression nmay not have uniquely identified
an elenent at every step). In those cases, all elenents identified
are sel ected.

When eval uati ng XPATH | ocation steps, nanespace expansion follows
XPATH 1.0 [9] semantics, i.e., if the QName does not have a prefix,
then the namespace URI in the expanded nane is null. Wth
non- def aul t nanmespaces, expansion is done according to the given
<ns- bi ndi ngs> definitions. Wen a default nanmespace is used in the
docunent, the <ns-binding> el enent SHOULD be used to define an equa
URI with some prefix in order to have a valid XPATH eval uation in

| ocation steps.

6. Examples

The XML Schema for the XM. docunent exanples is specified in
Section 7.

6.1. Filter Criteria Using <what> El enent

A user wishes to get to know his friend s availability and

wi |l lingness for nmessaging (SMs, I|M and MVB) in order to know whet her
the friend is able to receive a nessage, the address to contact, and
the type of the nessage to be used.

Thi s exanpl e shows how to define a content filter. The <basic>

el emrent as well as all parent elenents are sel ected based on a
condition defined by a | ogical expression. The condition is <class>
el enents that have a value "MVB", "SM5', or "IM.

The <class> elenment is defined in [14] as an extension to PlIDF [13].

<?xm version="1.0" encodi ng="UTF-8"?>
<filter-set xmns="urn:ietf:parans:xnm :ns:sinple-filter">
<ns- bi ndi ngs>
<ns-bi nding prefix="pidf" urn="urn:ietf:parans:xm:ns:pidf"/>
<ns- bi ndi ng prefix="rpid"
urn="urn:ietf:paranms: xm:ns:pidf:rpid"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.con >
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<what >
<i ncl ude type="xpath">
[ pi df: presence/ pidf:tuple[rpid:class="IM or rpid:class="SM"
or rpid:class="MW"]/pidf:status/pidf:basic
</i ncl ude>
</ what >
</filter>
</filter-set>

6.2. Filter Criteria Using <trigger> El enent

A user requires to be inforned when his coll eague becones avail abl e
by sonme conmuni cation neans. The user gets the full presence state
of the coll eague when a certain PIDF [13] tuple <basic> status
changes from "cl osed" to "open".

<?xm version="1.0" encodi ng="UTF-8"?>
<filter-set xmns="urn:ietf:parans:xnm :ns:sinple-filter">
<ns- bi ndi ngs>
<ns-bi nding prefix="pidf" urn="urn:ietf:parans:xm:ns:pidf"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.com >
<trigger>
<changed from="CLCSED' t o="OPEN'>
/ pi df : presence/ pi df : t upl e/ pi df : st at us/ pi df : basi c
</ changed>
</trigger>
</[filter>
</filter-set>

6.3. Filter Criteria Using <what> and <trigger> El enents

A user wi shes to get information about pending and waiting
subscriptions in order to be able to authorise watchers to see his
presence information.

The filter selects watcher infornmation notifications [16] to be sent
when a subscription status has changed to "pending" or "waiting". In
the notification, only the watchers that have a status of "pendi ng"
or "waiting" are included.

<?xm version="1.0" encodi ng="UTF-8"?>
<filter-set xmns="urn:ietf:parans:xnm :ns:sinple-filter">
<ns- bi ndi ngs>
<ns-bi ndi ng prefix="w"
urn="urn:ietf:parans: xm :ns:watcherinfo"/>
</ ns- bi ndi ngs>
<filter id="123" uri="sip:presentity@xanple.con >
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<what >
<i ncl ude>
/wi :wat cherinfo/w :watcher-list/w :watcher[ @tatus="pendi ng"
or @tatus="waiting"]
</i ncl ude>
</ what >
<trigger>
<changed t o="pendi ng">
/wi :wat cherinfo/w :watcher-Iist/w :watcher/ @tatus
</ changed>
</trigger>
<trigger>
<changed to="wai ting">
/wi :wat cherinfo/w :watcher-list/w:watcher/ @t atus
</ changed>
</trigger>
</[filter>
</filter-set>

6.4. Content Filter Using Nanespaces

A user turns her terminal on, and the termnal automatically fetches
general presence status and information about comruni cati on nmeans
froma certain pre-defined set of her buddies.

The filter is defined to select XM. el ements belonging to the PIDF
nanespace.

<?xm version="1.0" encodi ng="UTF-8"?>
<filter-set xmns="urn:ietf:parans:xnm :ns:sinple-filter">
<filter id="123" uri="sip:buddyli st @xanpl e.coni >
<what >
<i ncl ude type="nanespace">
urn:ietf:parans: xm : ns: pidf
</incl ude>
</ what >
</filter>
</filter-set>

6.5. Content Filter Using Only <include> El ements
A user wants to know if a group of his friends is avail able for
gam ng. He orders notifications about the current status and future
changes of the gane-specific presence infornation.

This filter is defined to select the game-specific tuple to be
del i vered

Khartabil, et al. St andards Track [ Page 14]



RFC 4661 XML Based Format for Filtering Sept ember 2006

<?xm version="1.0" encodi ng="UTF-8"?>
<filter-set xmns="urn:ietf:paranms:xm:ns:sinple-filter" >
<ns- bi ndi ngs>
<ns- bi ndi ng prefix="gane-ext"
urn="urn:ietf:parans: xm :ns: game-ext"/>
</ ns- bi ndi ngs>
<filter id="123">
<what >
<i ncl ude>
/ pi df : presence/ pi df : t upl e/
pi df : st at us[ gane- ext : | abel =" gane- X"]
</incl ude>
</ what >
</filter>
</filter-set>

6.6. Two Content Filters as Filter Criteria

The user is interested in getting up-to-date information about the
conmuni cati on neans and contact addresses of his friends. The user

al so wants to get nore information (e.g., location) about one of the
friends in the list, named Bob. The PIDF elenent <note> is filtered
out, i.e., excluded. The list was predefined as buddi es@xanpl e.com

<?xm version="1.0" encodi ng="UTF-8"?>
<filter-set xmns="urn:ietf:paranms:xm:ns:sinple-filter">
<ns- bi ndi ngs>
<ns- bi nding prefix="pidf" urn="urn:ietf:params:xm:ns:pidf"/>
<ns- bi ndi ng prefix="rpid"
urn="urn:ietf:parans: xm :ns:pidf:rpid"/>
</ ns- bi ndi ngs>
<filter id="8439" uri="sip:buddi es@xanpl e.com >
<what >
<i ncl ude>
/ pi df : presence/ pi df : tupl e[ rpi d: cl ass="service"]/pi df: st at us/
pi df : basi c
</include>
</ what >
</[filter>
<filter id="999" uri="sip: bob@xanpl e. com' >
<what >
<i ncl ude type="nanespace">
urn:ietf:parans: xnm:ns: pidf
</incl ude>
<excl ude>
/ pi df : presence/ pi df : t upl e/ pi df : not e
</ excl ude>
</ what >
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</[filter>
</[filter-set>

7. XM. Schema for Filter Criteria
XML Schena | npl enentati on (Nornmative)

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema target Nanespace="urn:ietf:paranms:xm :ns:sinple-filter"
xm ns="urn:ietf:paranms:xm :ns:sinple-filter"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t ="qual i fi ed">

<xs:inmport nanmespace="http://ww. w3. org/ XM/ 1998/ nanespace"
schemalLocation="http://ww. w3. org/ 2001/ xm . xsd"/ >

<XS:annot ati on>
<xs: docunentation xn:|lang="en">
XML Schenma Definition for Filter Criteria.
</ xs: docunent ati on>
</ xs: annot ati on>

<xs:element nane="filter-set"” type="FilterSetType"/>

<xs: conpl exType nane="Filter Set Type" >
<Xs:sequence>
<xs: el ement nane="ns- bi ndi ngs" type="NSBi ndi ngs"
m nQccur s="0" maxCccurs="1"/>
<xs:element nane="filter" type="FilterType"
m nCccur s="1"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="package" type="xs:string" use="optional"/>
<xs:anyAttri bute nanespace="##ot her" processContents="lax"/>
</ xs: conpl exType>

<xs: conpl exType nane="NSBi ndi ngs" >
<Xs:sequence>
<xs: el enment nane="ns-bi ndi ng" type="NSBi ndi ng"
m nQOccur s="1" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="NSBi ndi ng" >
<xs:attribute name="prefix" type="xs:string" use="required"/>
<xs:attribute name="urn" type="xs:anyURl" use="required"/>

</ xs: conpl exType>
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<xs: conpl exType nanme="FilterType">
<XS:sequence>
<xs: el enent nane="what" type="\hat Type"
m nQccur s="0" maxCccurs="1"/>
<xs:el ement nane="trigger" type="TriggerType"
m nCccur s="0" maxQccur s="unbounded"/ >
<xs:any nanmespace="##ot her" processContents="|ax"
nm nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="id" type="xs:string" use="required"/>
<xs:attribute name="uri" type="xs:anyURl" use="optional"/>
<xs:attribute name="domai n" type="xs:string" use="optional"/>
<xs:attribute name="renove" type="xs:bool ean" use="optional"
defaul t="fal se"/>
<xs:attribute name="enabl ed" type="xs:bool ean" use="optional"
defaul t="true"/>
<xs:anyAttri bute nanespace="##ot her" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType nanme="\hat Type" >
<XS:sequence>
<xs: el enment nane="incl ude" type="Incl Type"
m nOccur s="0" maxQccur s="unbounded"/ >
<xs: el enent nane="excl ude" type="Excl Type"
nm nCccur s="0" maxQccur s="unbounded"/ >
<Xs:any nanespace="##ot her" processContents="1ax"
nm nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="Incl Type" >
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute name="type" type="TypeType"
def aul t =" xpat h" use="optional "/>
<xs:anyAttri bute nanespace="##ot her" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType name="Excl Type" >
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute name="type" type="TypeType"
def aul t =" xpat h" use="optional "/>
<xs:anyAttri bute nanespace="##ot her" processContents="lax"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
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</ xs: conpl exType>

<xs: si npl eType nane="TypeType">
<xs:restriction base="xs:string">
<xs:enuneration val ue="xpath"/>
<xs: enuneration val ue="nanespace"/ >
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="Tri gger Type" >
<XS: sequence>
<xs: el ement nane="changed" type="ChangedType"
nm nCccur s="0" maxQccur s="unbounded"/ >
<xs: el ement nane="added" type="xs:string"
m nQccur s="0" maxCccur s="unbounded"/ >
<xs: el ement nane="renoved" type="xs:string"
m nOccur s="0" maxQccur s="unbounded"/ >
<xs:any nanespace="##ot her" processContents="|ax"
nm nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="ChangedType" >
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute name="front type="xs:anySi npl eType"
use="optional "/ >
<xs:attribute name="to" type="xs:anySi npl eType"
use="optional "/ >
<xs:attribute name="by" type="xs:deciml"
use="optional "/ >
<xs:anyAttri bute nanespace="##other" processContents="lax"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: schema>
8. Security Considerations

The filters in the body in a SIP nessage have a significant effect on
the ways in which the request is handled at a server. As a result,

it is especially inportant that nessages containing this extension be
aut henti cated and authorised. Authentication can be achi eved using

t he Di gest Authentication nechani smdescribed in [12]. The

aut hori sati on decision is based on the pernissions that the resource
(notifier) has given to the watcher. An exanple of such an
auhorisation policy can be found in [18].
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Requests can reveal sensitive information about a UA's capabilities.
If this information is sensitive, it SHOULD be encrypted using SIP
S/'M ME capabilities [11].

Al'l filtering-related security nmeasures discussed in [2] MJIST be
foll owed al ong with package-specific security.

9. | ANA Consi derations

Thi s docunent registers a new M ME type, "application/
simple-filter+xm ", and registers a new XM. nanespace

This specification follows the guidelines of RFC3023 [7].
9.1. application/sinple-filter+xm M ME TYPE

M ME nedia type: application

M ME subtype nane: sinple-filter+xn

Mandat ory paraneters: none

Optional paraneters: Same as charset parameter application/xm, as
specified in RFC 3023 [7].

Encodi ng consi derations: Same as encodi ng consi derations of
application/xm, as specified in RFC 3023 [7].

Security considerations: See section 10 of RFC 3023 [7] and section
Section 8 of this docunent.

Interoperability considerations: none.

Publ i shed specification: This docunent.

Applications that use this nedia type: This docunent type has been
used to support the SIP-based Event notification framework and its
packages

Addi tional information

Magi ¢ nunber: None

File extension: .cl or .xm

Maci ntosh file type code: "TEXT"
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9. 2.

9. 3.

10.

11.

11.

Personal and enmmi|l address for further information: H sham Khart abil
(hi sham khartabil @el i 0. no)

I nt ended Usage: COVMON
Aut hor/ change controller: The | ETF

URN Sub- Nanespace Registration for
urn:ietf:paranms:xm:ns:sinple-filter

This section registers a new XM_ nanespace, as per guidelines in the
| ETF XML Registry [4].

URI: The URI for this nanespace is
urn:ietf:paranms:xm:ns:sinple-filter.

Regi strant Contact: |ETF, SIMPLE working group, Hi sham Khart abi l
(hi sham khartabil @el i 0. no)

Schena Regi stration
This section registers a new XM_ schena per the procedures in [4].
URI: urn:ietf:parans:xnm:ns:sinple-filter

Regi strant Contact: |ETF, SIMPLE working group, H sham Khart abi l
(hi sham khartabil @elio.no).

The XML for this schema can be found as the sole content of
Section 7.
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