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Abst r act
IP Multicast group addresses in the 232/8 (232.0.0.0 to
232. 255. 255. 255) range are designated as source-specific nulticast
destination addresses and are reserved for use by source-specific
mul ticast applications and protocols. This docunment defines
operational recomendati ons to ensure source-specific behavior within
the 232/8 range.
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I ntroduction

Current Protocol Independent Milticast - Sparse Mdde (Pl M SM

[ RFC4601] relies on the shared Rendezvous Point (RP) tree to |learn
about active sources for a group and to support group-generic (Any
Source Multicast or ASM data distribution. The IP Milticast group
address range 232/8 has been designated for Source-Specific Milticast
[ RFC3569] applications and protocols [I ANA] and SHOULD support
source-only trees only, precluding the requirenment of an RP and a
shared tree; active sources in the 232/8 range will be discovered out
of band. PIM Sparse Mdde Designated Routers (DR) with | oca
menbership are capable of joining the shortest path tree for the
source directly using SSM functionality of Pl M SM

Operational best comon practices in the 232/8 group address range
are necessary to ensure shortest path source-only trees across
multiple domains in the Internet [ RFC3569], and to prevent data from
sources sending to groups in the 232/8 range fromarriving via shared
trees. This avoids unwanted data arrival and allows several sources
to use the sanme group address without conflict at the receivers.

The operational practices SHOULD
0 Prevent local sources fromsending to shared tree
0 Prevent receivers fromjoining the shared tree
0 Prevent RPs as candidates for 232/8

0 Prevent renote sources frombeing | earned/joined via Milticast
Source Discovery Protocol (MSDP) [ RFC3618]

BCP, Experinmental Protocols, and Nornmative References

Thi s docunment describes the best current practice for a wdely

depl oyed Experinmental protocol, MSDP. There is no plan to advance
MSDP' s status (for exanple, to Proposed Standard). The reasons for
t hi s incl ude:

o MSDP was originally envisioned as a tenporary protocol to be
suppl anted by whatever the Inter-Domain Milticast Routing
(I DVR) working group produced as an inter-donain protocol
However, the I DVR W5 (or subsequently, the Border Gateway
Mul ticast Protocol (BGW) W3 never produced a protocol that
coul d be deployed to replace MSDP
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0 One of the prinmary reasons given for MSDP to be classified as
Experimental was that the MSDP Working Group cane up with
nodi fications to the protocol that the WG t hought made it
better but that inplementors didn’t see any reasons to depl oy.
W thout these nodifications (e.g., UDP or GRE encapsul ation),
MSDP can have negative consequences to initial packets in
dat agram st reans.

0 Scalability: A though we don’'t know what the hard linits mnight
be, readvertising everything you know every 60 seconds clearly
limts the anpbunt of state you can adverti se.

o MBSDP reached nearly ubiquitous deploynent as the de facto
standard inter-domain nulticast protocol in the |Pv4 |nternet.

0 No consensus coul d be reached regardi ng the reworking of MSDP
to address the many concerns of various constituencies within
the |ETF. As a result, a decision was taken to docunment what
is (ubiquitously) deployed and to nove that docunent to
Experimental. Al though advancenent of MSDP to Proposed
Standard was considered, for the reasons nmentioned above, it
was i mredi ately di scarded

0 The advent of protocols such as source-specific nulticast and
bi-directional PIM as well as enbedded RP techni ques for |Pv6,
have further reduced consensus that a replacenent protocol for
MSDP for the IPv4 Internet is required.

The RFC Editor’'s policy regarding references is that they be split
into two categories known as "normative" and "informative"

Nor mati ve references specify those docunents that nust be read for
one to understand or inplenent the technology in an RFC (or whose
technol ogy nmust be present for the technology in the new RFC to work)
[RFCED]. In order to understand this docunment, one mnust al so
understand both the PIM[RFC4601] and MSDP [ RFC3618] docunents. As a
result, references to these docunents are nornative

The | ETF has adopted the policy that BCPs nust not have nornmative
references to Experinental protocols. However, this docunent is a
special case in that the underlying Experinmental docunent (MSDP) is
not planned to be advanced to Proposed Standard.

The MBONED Wbr ki ng Group requests approval under the Variance
Procedure as docunented in RFC 2026 [ RFC2026]. The I ESG followed the
Vari ance Procedure and, after an additional 4-week |ETF Last Call

eval uated the comments and status and has approved the docunent.
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The key words "MJST"", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Operational practices in 232/8

2.1. Preventing Local Sources from Sending to Shared Tree
In order to elimnate the use of shared trees for groups in 232/8,
whi | e mai ntai ni ng coexi stence with ASMin PIMSM the behavior of the
RP and/or the DR needs to be nodified. This can be acconplished by

- preventing data for 232/8 groups from being sent encapsul at ed
to the RP by the DR

- preventing the RP from accepting registers for 232/8 groups
fromthe DR and

- preventing the RP fromforwardi ng accepted data down (*, G tree
for 232/ 8 groups.

2.2. Preventing Renote Sources from Bei ng Learned/ Joi ned via MSDP
SSM does not require active source announcenents via MsDP. Al
source announcenents are received out of band, and the |ast hop
router is responsible for sending (S, G joins directly to the source.
To prevent propagation of SAs in the 232/8 range, an RP SHOULD
- never originate an SA for any 232/8 groups, and
- never accept or forward an SA for any 232/8 groups.

2.3. Preventing Receivers fromJoining the Shared Tree

Local PIM dormain practices need to be enforced to prevent |oca
receivers fromjoining the shared tree for 232/8 groups. This can be

acconpl i shed by

- preventing DR fromsending (*,G joins for 232/8 groups, and

- preventing RP fromaccepting (*,G join for 232/8 groups
However, within a |ocal PIMdonain, any |ast-hop router NOT
preventing (*, QG joins nay trigger unwanted (*, G state toward the RP

that intersects an existing (S, QG tree, allowing the receiver on the
shared tree to receive the data, which breaks the source-specific
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[ RFC3569] service nodel. It is therefore recomended that ALL
routers in the domain MJUST reject AND never originate (*, G joins for
232/ 8 groups.

In those cases in which an ISP is offering its custoners (or others)
the use of the ISPs RP, the ISP SHOULD NOT allow (*,G joins in the
232/ 8 range.

2.4, Preventing RPs as Candi dates for 232/8

Because SSM does not require an RP, all RPs SHOULD NOT of fer
t hensel ves as candidates in the 232/8 range. This can be
acconpl i shed by

- preventing RP/BSR from announcing in the 232/8 range,

- preventing ALL routers from accepting RP del egations in the
232/ 8 range, and

- precluding RP functionality on RP for the 232/8 range.

Note that in typical practice, RPs announce thensel ves as candi dates
for the 224/ 4 (which obviously includes 232/8). It is stil
acceptable to allow the advertisenent of 224/4 (or any other superset
of 232/8); however, this approach relies on the second point, above;
namely, that routers silently ignore the RP delegation in the 232/8
range and prevent sending or receiving using the shared tree, as
described previously. Finally, an RP SHOULD NOT be configured as a
candidate RP for 232/8 (or for a nore specific range).

3.  Acknow edgenents

This docunent is the work of many people in the nulticast comunity,
including (but not limted to) Dino Farinacci, John Meylor, John

Zwi ebel , Tom Pusateri, Dave Thal er, Toerless Eckert, Leonard

G uliano, Mke MBride, and Pekka Savol a.

4. Security Considerations

Thi s docunent describes operational practices that introduce no new
security issues to PIMSM[RFC4601] in either or SSM [ RFC3569] or ASM
operation.

However, in the event that the operational practices described in
this docunent are not adhered to, some problens may surface. In
particul ar, Section 2.3 describes the effects of non-conpliance of

| ast-hop routers (or, to sone degree, rogue hosts sending PIM
messages thensel ves) on the source-specific service nodel. Creating
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the (*, G state for source-specific (S, G could enable a receiver to
receive data it should not get. This can be mitigated by host-side
mul ticast source filtering.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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