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Abstract

On the Internet, it is conmon practice to permt anonynobus access to
various services. Traditionally, this has been done with a plain-
text password nechani sm using "anonynous" as the user nane and using
optional trace information, such as an email address, as the
password. As plain-text |login commands are not permitted in new | ETF
protocols, a new way to provide anonynous login is needed within the
context of the Sinple Authentication and Security Layer (SASL)

f ramewor k.

1. I nt roducti on

Thi s docunent defines an anonynous nechani smfor the Sinple
Aut henti cation and Security Layer ([SASL]) framework. The nane
associated with this nmechanismis "ANONYMOUS".

Unl i ke many ot her SASL nechani sns, whose purpose is to authenticate
and identify the user to a server, the purpose of this SASL nmechani sm
is to allowthe user to gain access to services or resources Wwthout
requiring the user to establish or otherw se disclose their identity
to the server. That is, this mechani sm provides an anonynous | ogin
nmet hod.

Thi s mechani sm does not provide a security |ayer

Thi s docunent replaces RFC 2245. Changes since RFC 2245 are detail ed
i n Appendi x A
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2.

The Anonynous Mechani sm

The mechani sm consi sts of a single nessage fromthe client to the
server. The client may include in this nessage trace information in
the formof a string of [UTF-8]-encoded [Unicode] characters prepared
in accordance with [StringPrep] and the "trace" stringprep profile
defined in Section 3 of this docunment. The trace information, which
has no semantical value, should take one of two forns: an Internet
emai | address, or an opaque string that does not contain the '@
(W+0040) character and that can be interpreted by the system

adm nistrator of the client’s domain. For privacy reasons, an
Internet email address or other information identifying the user
shoul d only be used with permnission fromthe user.

A server that permits anonynous access will announce support for the
ANONYMOUS nrechani sm and al | ow anyone to log in using that nechani sm
usually with restricted access.

A formal grammar for the client nessage using Augnented BNF [ ABNF] is
provi ded bel ow as a tool for understanding this technica
speci fication.

nmessage = [ email / token ]
;; to be prepared in accordance with Section 3
UTF1 = %&00-3F / %41-7F ;; less '@ (U+0040)
UTF2 = % C2- DF UTFO
UTF3 = O%EO0 %A0-BF UTFO / 9%E1- EC 2( UTF0) /
Y% ED 9%80- 9F UTFO / 9EE- EF 2( UTFO)
UTF4 = %FO0 %90-BF 2(UTF0) / 9%F1-F3 3(UTFO) /
% F4 9%80- 8F 2( UTFO)
UTFO = 9%80- BF
TCHAR = UTF1 / UTF2 / UTF3 / UTF4
;; any UTF-8 encoded Uni code character
;; except '@ (U+0040)
emai | = addr - spec
;; as defined in [IMAL]J
t oken = 1*255TCHAR

Note to inplenentors:
The <token> production is restricted to 255 UTF-8-encoded Uni code
characters. As the encoding of a characters uses a sequence of 1
to 4 octets, a token may be as long as 1020 octets.
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3.

The "trace" Profile of "Stringprep"

This section defines the "trace" profile of [StringPrep]. This
profile is designed for use with the SASL ANONYMOUS Mechani sm
Specifically, the client is to prepare the <message> production in
accordance with this profile.

The character repertoire of this profile is Unicode 3.2 [Unicode].
No mapping is required by this profile.
No Uni code normalization is required by this profile.

The list of unassigned code points for this profile is that provided
in Appendix A of [StringPrep]. Unassigned code points are not
pr ohi bi t ed.

Characters fromthe followi ng tables of [StringPrep] are prohibited:

.1 (ASCII control characters)

.2 (Non-ASCI| control characters)

(Private use characters)

(Non-character code points)

(Surrogat e codes)

(I nappropriate for plain text)

(Change di splay properties are deprecated)
(Taggi ng characters)

00000000
©OOUTAWNN

No additional characters are prohibited.

This profile requires bidirectional character checking per Section 6
of [StringPrep].

Exanpl e

Here is a sanpl e ANONYMOUS | ogi n between an | MAP client and server
In this exanple, "C." and "S:" indicate lines sent by the client and
server, respectively. |If such lines are wapped without a new "C"
or "S:" label, then the wapping is for editorial clarity and is not
part of the command.

Note that this exanple uses the IMAP profile [I MAP4] of SASL. The
base64 encodi ng of chall enges and responses as well as the "+ "
precedi ng the responses are part of the | MAP4 profile, not part of
SASL itself. Additionally, protocols with SASL profiles pernitting
an initial client response will be able to avoid the extra round trip
bel ow (the server response with an enpty "+ ").
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5.

In this exanple, the trace information is "sirhc"

S * OK | MAP4 server ready

C. A001 CAPABILITY

S: * CAPABILITY | MAP4 | MAP4revl AUTH=DI GEST- MD5 AUTH=ANONYMOUS
S: A001 X done

C. A002 AUTHENTI CATE ANONYMOUS

S +

C c2lyaQw

S

A003 K Wel cone, trace information has been | ogged.
Security Considerations

The ANONYMOUS nechani sm grants access to services and/or resources by
anyone. For this reason, it should be disabled by default so that
the administrator can nake an explicit decision to enable it.

I f the anonynous user has any wite privileges, a denial-of-service
attack is possible by filling up all available space. This can be
prevented by disabling all wite access by anonynous users.

I f anonynous users have read and wite access to the sane area, the
server can be used as a communicati on nechani smto exchange

i nformati on anonynously. Servers that accept anonynous subm ssions
shoul d i npl enent the common "drop box" nodel, which forbids anonynous
read access to the area where anonynous subnmi ssions are accept ed.

I f the anonynous user can run many expensive operations (e.g., an

| MAP SEARCH BODY command), this could enable a denial-of-service
attack. Servers are encouraged to reduce the priority of anonynous
users or linmt their resource usage.

Wiil e servers may inpose a linmt on the nunber of anonynous users,
note that such limts enabl e denial -of-service attacks and shoul d be
used wi th caution.

The trace information is not authenticated, so it can be falsified.
This can be used as an attenpt to get soneone else in trouble for
access to questionable information. Adnministrators investigating
abuse need to realize that this trace information may be falsified.

A client that uses the user’s correct enmail address as trace

i nformati on without explicit permission nmay violate that user’s
privacy. Anyone who accesses an anonynous archive on a sensitive
subject (e.g., sexual abuse) likely has strong privacy needs.

Cients should not send the email address without the explicit

perm ssion of the user and should offer the option of supplying no
trace information, thus only exposing the source | P address and tine.
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Anonyrnmous proxy servers could enhance this privacy but would have to
consider the resulting potential denial-of-service attacks.

Anonyrmous connections are susceptible to man-in-the-mddle attacks
that view or alter the data transferred. dients and servers are
encouraged to support external data security services.

Protocols that fail to require an explicit anonynous login are nore
susceptible to break-ins given certain conmon inplenentation

techni ques. Specifically, Unix servers that offer user login may
initially start up as root and switch to the appropriate user id
after an explicit login command. Normally, such servers refuse all
data access commands prior to explicit login and may enter a
restricted security environnent (e.g., the Unix chroot(2) function)
for anonynous users. |f anonynmous access is not explicitly
requested, the entire data access machinery is exposed to externa
security attacks without the chance for explicit protective neasures.
Protocols that offer restricted data access should not all ow
anonynous data access without an explicit login step

CGeneral [SASL] security considerations apply to this nechani sm

[StringPrep] security considerations and [ Uni code] security
consi derations discussed in [StringPrep] apply to this nmechani sm
[ UTF-8] security considerations al so apply.

6. | ANA Consi derations

The SASL Mechani smregistry [I ANA-SASL] entry for the ANONYMOUS
mechani sm has been updated by the 1ANA to reflect that this docunent
now provides its technical specification

To: iana@ ana. org
Subj ect: Updated Registration of SASL nmechani sm ANONYMOUS

SASL nmechani sm nanme: ANONYMOUS

Security considerations: See RFC 4505.

Publ i shed specification (optional, recomended): RFC 4505

Person & email address to contact for further information:
Kurt Zeil enga <Kurt @penLDAP. or g>
Chris Newman <Chris. Newran@un. conp

I nt ended usage: COVMON

Aut hor/ Change controller: |ESG <iesg@etf.org>

Not e: Updates existing entry for ANONYMOUS
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The [StringPrep] profile "trace", first defined in this RFC, has been
regi st ered:

To: iana@ana.org
Subject: Initial Registration of Stringprep "trace" profile

Stringprep profile: trace

Publ i shed specification: RFC 4505

Person & emmil address to contact for further information:

Kurt Zeil enga <kurt @penl dap. or g>
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Appendi x A.  Changes since RFC 2245
Thi s appendi x i s non-normative.

RFC 2245 allows the client to include optional trace information in
the formof a human readable string. RFC 2245 restricted this string
to USSASCII. As the Internet is international, this docunent uses a
string restricted to UTF-8 encoded Uni code characters. A
"stringprep" profile is defined to precisely define which Unicode
characters are allowed in this string. While the string renmains
restricted to 255 characters, the encoded | ength of each character
may now range from1l to 4 octets.

Additionally, a nunber of editorial changes were nade.

Editor’s Address

Kurt D. Zeil enga
OpenLDAP Foundati on

EMai | : Kurt @penLDAP. or g
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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