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Abst ract

This meno specifies requirenents for a franework and protocols for
accessing and updating Internet Media GQuide (IM3 information for
medi a- on-denmand and nulticast applications. These requirenents are
designed to guide choice and devel opnment of | MG protocols for
efficient and scal abl e delivery.
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1. Introduction
1.1. Background and Motivation

For some ten years, mnulticast-based (nultinedia) conferences
(including | ETF worki ng group sessions) as well as broadcasts of

| ectures/senminars, concerts, and other events have been used in the
Internet, nore precisely, on the MBONE. Schedul es and descriptions
for such nmultinedia sessions as well as the transport addresses,
codecs, and their paraneters have been described using the Session
Description Protocol (SDP) [2] as a rudinmentary (but as of then
|argely sufficient) neans. Descriptions have been di ssem nated using
t he Sessi on Announcenent Protocol (SAP) [3] and Session Directory
Tool s such as SD [4] or SDR [5]; descriptions have al so been put up
on web pages, sent by electronic mail, etc.

Recently, interest has grown to expand -- or better: to generalize --
the applicability of these kinds of session descriptions.
Descriptions are beconing nore el aborate in terns of included

nmet adata, nore generic regarding the types of nedia sessions, and
possi bly al so support other transports than just IP (e.g., |legacy TV
channel addresses). This peers well with the DVB (Digital Video
Broadcasting) [6] Organization' s increased activities towards | P-
based conmuni cations over satellite, cable, and terrestrial radio
networ ks, also considering |P as the basis for TV broadcasts and
further services. The program content descriptions are referred to
as Internet Media Guides (I Mss) and can be viewed as a generalization
of Electronic Program CGuides (EPGs) and nultinmedia session
descriptions.

An Internet Media GQuide (I M5 has a structured collection of

nmul ti medi a session descriptions expressed using SDP, SDPng [7], or
some sinilar session description format. This is used to describe a
set of multinedia services (e.g., television program schedul es,
content delivery schedul es) but may also refer to other networked
resources including web pages. | Mss provide the envel ope for

nmet adata formats and session descriptions defined el sewhere with the
aimof facilitating structuring, versioning, referencing,

di stributing, and naintaining (caching, updating) such information.

The I MG netadata may be delivered to a potentially |arge audi ence,
who uses it to join a subset of the sessions described, and who nay
need to be notified of changes to this infornation. Hence, a
framework for distributing | MG netadata in various different ways is
needed to accomvodate the needs of different audi ences: For
traditional broadcast-style scenarios, multicast-based (push)

di stribution of | M5 netadata needs to be supported. Where no

nmul ticast is avail able, unicast-based push is required, too.
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Furthernmore, | MG netadata nay need to be retrieved interactively,
simlar to web pages (e.g., after rebooting a systemor when a user
is browsing after network connectivity has been re-established).
Finally, I M netadata may be updated as tine el apses because content
described in the guide may be changed: for exanple, the airtine of an
event such as a concert or sports event may change, possibly
affecting the airtine of subsequent nmedia. This may be done by
polling the | M5 sender as well as by asynchronous change
notifications.

Furt hernmore, any Internet host can be a sender of content and thus an
| MG sender. Sone of the content sources and sinks nmay only be
connected to the Internet sporadically. Also, a single human user
may use many different devices to access netadata. Thus, we envision
that | MG netadata can be sent and received by, anong others, cellular
phones, Personal Digital Assistants (PDAs), personal conputers,
stream ng video servers, set-top boxes, video caneras, and Digita

Vi deo Recorders (DVRs), and that the data be carried across arbitrary
types of link layers, including bandw dth-constrai ned nobile

networ ks. However, generally we expect | M5 senders to be well -
connect ed hosts.

Finally, with many potential senders and receivers, different types
of networks, and presunmably nunerous service providers, | MG netadata
may need to be conbined, split, filtered, augnented, nodified, etc.
on their way fromthe sender(s) to the receiver(s) to provide the
ultimate user with a suitable selection of nultinmedia services
according to her preferences, subscriptions, |ocation, and context
(e.g., devices, access networks).

1.2. Scope of This Docunent

Thi s docunent defines requirenents that Internet Media Quide
mechani sms nust satisfy in order to deliver | MG netadata to a
potentially |arge audience. Since | Mz can describe many ki nds of
mul ti medi a content, | MG nethods are generally applicable to severa
scenari os.

In considering wide applicability, this docunent provides the problem
statement and di scusses existing nechanisns in this area. Then
several use case scenarios for | Mz are expl ai ned including
descriptions of how | MG netadata and | MG del i very nmechani sns
contribute to these scenarios. Following this, this docunent

provi des general requirenents that are independent of any transport

| ayer mechani sm and application, such as delivery properties,
reliability, and | M5 descriptions.
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This docunent reflects investigating work on delivery nechani sns for
| M and generalizing work on session announcenment and initiation
protocols, especially in the field of the MMJSI C working group (SAP,
SIP [8], SDP).

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. 1. New Ter ns

Internet Media Guide (IM3: IM5is a generic termused to describe
the formation, delivery, and use of | M5 netadata. The
definition of the IMGis intentionally left inprecise.

| MG El ement: The snallest atomic el enent of netadata that can be
transmitted separately by | M5 operations and referenced
i ndividually fromother | M5 el enents.

| MG Met adata: A set of netadata consisting of one or nmore | MG
el ements. | M5 netadata describes the features of multinedia
content used to enable selection of and access to nedia
sessions containing content. For exanple, netadata nmay consi st
of the URI, title, airtinme, bandwi dth needed, file size, text
summary, genre, and access restrictions.

| MG Delivery: The process of exchanging | MG netadata in ternms of both
| arge-scal e and atonic data transfers.

| MG Sender: An I M5 sender is a logical entity that sends | MG netadata
to one or nore | M5 receivers.

| MG Receiver: An IMsreceiver is a logical entity that receives | M5
netadata froman | M5 sender.

| MG Transcei ver: An | MG transcei ver conbi nes an | M5 recei ver and
sender. It may nodify received | MG nmetadata or nerge | MG
net adata recei ved from several different | MG senders.

| MG Qperation: An atonic operation of an | M5 transport protocol, used
bet ween | MG sender(s) and | MG receiver(s) for the delivery of
| MG netadata and for the control of |IMs sender(s)/receiver(s).

| MG Transport Protocol: A protocol that transports | M5 netadata from
an | M5 sender to I MG receiver(s).

Nomura, et al. I nf or mat i onal [ Page 5]



RFC 4473 Requirements for Internet Media Guides (I M=s) May 2006

3.

| MG Transport Session: An association between an | MG sender and one
or nore MG receivers within the scope of an | M5 transport
protocol. An IMS transport session involves a tinme-bound
series of I MG transport protocol interactions that provide
delivery of IMG netadata fromthe | M5 sender to the | MG
receiver(s).

Pr obl em St at enent

As we enunerate the requirenments for IMss, it will becone clear that
they are not fully addressed by the existing protocols. The
"Franework for the Usage of Internet Media Quides" [9] discusses
about these issues in nore detail.

The MMUSI C wor ki ng group has | ong been investigating content, nedia
and service information delivery mechani snms, and protocols, and has
itself produced the Session Announcenent Protocol (SAP), the Session
Description Protocol (SDP), and the Session Initiation Protoco

(SIP). SDP is capable of describing nultinmedia sessions (i.e.

content in a w der sense) by nmeans of limted descriptive information
i ntended for hunman perception plus transport, scheduling infornmation
and codecs and addresses for setting up nmedia sessions. SIP and SAP
are protocols to distribute these session descriptions.

However, we perceive a |lack of a standard solution for scalable | MG
delivery mechanismin the nunber of receivers with consistency of | M5
net adat a between an | MG sender and | MG receiver for both bi-
directional and unidirectional transport. Wth increased service
dynami cs and conplexity, there is an increased requirenent for
updates to these content descriptions.

HTTP [10] is a well-known information retrieval protocol using bi-
directional transport and is widely used to deliver web-based content
descriptions to many hosts. However, it has well-recognized
limtations of scalability in the nunber of HITP clients since it
relies on the polling mechanismto keep infornation consistent
between the server and client.

SAP [3] is an announcenent protocol that distributes session
descriptions via nulticast. |t does not support prioritization or
fine-grained netadata sel ection and update notifications, as it

pl aces restrictions on netadata payl oad size and al ways sends the
whol e netadata. It requires a wide-area nulticast infrastructure for
it to be deployabl e beyond a | ocal area network.
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4.

4,

4.

SIP [8] and Sl P-specific event notifications [11] can be used to
notify subscribers of the update of | MG netadata for bi-directiona
transport. However, it is necessary to define an event package for
| MGs.

We al so perceive a |ack of standard solution for flexible content
descriptions to support a nultitude of application-specific netadata
and associ ated data nodels with a different amount of detail and
different target audiences.

SDP [2] has a text-encoded syntax to specify multinmedia sessions for
announcenents and invitations. It is primarily intended to describe
client capability requirenents and enable client application
selection. Although SDP is extensible, it has Iinmitations such as
structured extensibility and capability to reference properties of a
mul ti medi a session fromthe description of another session

These can nostly be overcone by the XM.-based SDPng [7] -- which is
i ntended for both two-way negotiation and unidirectional delivery --
or simlar content description mechanisms. Since SDPng addresses
mul ti party nultinmedia conferences, it would be necessary to extend
the XML schema in order to describe general multinmedia content.

Use Cases Requiring | Mas
1. Connectivity-based Use Cases
1.1. | P Datacast to a Wrel ess Receiver

| P Datacast is the delivery of |P-based services over broadcast

radio. Internet content delivery is therefore unidirectional in this
case. However, there can be significant benefits frombeing able to
provide rich nmedia one-to-many services to such receivers

There are two main classes of receiver in this use case: fixed

mai ns- powered and nobile battery-powered. Both of these are affected
by radi o phenonena and so robust, or error-resilient, delivery is

i mportant. Carouselled netadata transfer (cyclically repeated with a
fi xed bandw dt h) provides a base | evel of robustness for an IP

dat acast - based announcenent system although the design of
carousel l ed transfer should enable battery-powered receivers to go

t hrough periods of sleep to extend their operational tine between
charges. Insertion of Forward Error Correction (FEC) data into

net adat a announcenents inproves error resilience, and reordering
(interleaving) data bl ocks further increases tol erance to burst
errors.
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To enabl e receivers to nore accurately specify the netadata they are
interested in, the unidirectional delivery may be distributed between
several logical channels. This is so that a receiver needs only
access the channel s of interest and thus can reduce the amount of
time, storage, and CPU resources needed for processing the IP data.

Al so, hierarchical channels enable receivers to subscribe to a

(possi bly well-known) root multicast channel/group and progressively
access only those additional channels based on nmetadata in parent
channel s.

In sone cases, the receiver may have nultiple access interfaces
addi ng bi-directional comunications capability. This enables a
mul titude of options, but nost inportant, it enabl es NACK-based
reliability and the individual retrieval of nissed or not-nulticast
sets of netadat a.

Thus, essential IMs features in this case include the follow ng:
robust unidirectional delivery (with optional levels of reliability
including "plug-in FEC' supported by a transport |ayer protocol),
which inplies easily identifiable segnentation of delivery data to
make FEC, carousel, interleaving, and other schemes possible;
effective identification of netadata sets (probably uniquely) to
enable nore efficient use of nmulticast and unicast retrieval over
nmul tiple access systens regardl ess of the parts of netadata and
application-specific extensions in use; and prioritization of

net adat a, which can (for instance) be achi eved by spreading it

bet ween channel s and al |l ocating/distributing bandw dth accordingly.

Furt hernore, sonme cases require | MG netadata authentication and some
group security/encryption and supporting security nessage exchanges
(out of band fromthe IMs nmulticast sessions).

4.1.2. Regular Fixed Dial-up Internet Connection

Di al -up connections tend to be reasonably slow (<56 kbps in any
case), and thus large data transfers are |l ess feasible, especially
during an active application session (such as a file transfer
described by | MG netadata). They can also be intermttent,
especially if a user is paying for the connected tine, or connected
through a less reliable exchange. Thus, this favors locally stored
| MG net adat a over web-based browsing, especially where parts of the
nmet adat a change i nfrequently. There nay be no service provider
preference over unicast and nulticast transport for snmall and nedi um
nunbers of users as the last-nile dial-up connection linits per-user
congestion, and a user may prefer the nore reliable option (unicast
unl ess reliable multicast is provided).
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4.1.3. Broadband Al ways-on Fi xed |Internet Connection

Typically, bandwidth is less of an issue to a broadband user and

uni cast transport, such as using query-response methods, may be
typical for a PCuser. |If a systemwere only used in this context,
with content providers, |ISPs, and users having no other requirenents,
t hen web-based browsi ng may be equally suitable. However, broadband
users sharing a local area network, especially wireless, may benefit
nore fromlocal storage features than on-line browsing, especially if
they have intermttent |Internet access.

Sonme services on broadband, such as |ive nedia broadcasting, benefit
frommulticast transport for stream ng nedi a because of scalability.
In the cases where multicast transport is already available, it is
convenient for a sender and receiver to retrieve | MG netadata over

mul ticast transport. Thus, broadband users may be forced to retrieve
| MG net adata over nulticast if backbone operators require this to
keep systemw de bandw dth usage feasible.

4.2. Content-orientated Use Cases

IM will be able to support a very wi de range of use cases for
enabl i ng content/nedia delivery. The follow ng few sections just
touch the surface of what is possible and are intended to provide an
under st andi ng of the scope and type of | MG usage. Many nore exanpl es
may be relevant, for instance, those detailed in [12]. There are
several unique features of I M3 that set themapart fromrel ated
application areas such as Service Location Protocol (SLP) based
service location discovery, Lightweight Directory Access Protoco
(LDAP) based i ndexing services, and search engi nes such as Googl e.
Feat ures unique to I Mz include the foll ow ng:

o IMsnetadata is generally tinme-rel ated

o0 There are tinmeliness requirenments in the delivery of | MG
net adat a

0o |Ms netadata may be updated as tinme el apses or when an event
ari ses

4.2.1. TV and Radi o Program Delivery

A sender of audi o/video streanm ng content can use the I MG netadata to
descri be the scheduling and other properties of audio/video sessions
and events within those sessions, such as individual TV and radio
prograns and segnments within those prograns. | M5 nmetadata describing
audi o/ vi deo streanmi ng content could be represented in a format

Nomura, et al. I nf or mat i onal [ Page 9]



RFC 4473 Requirements for Internet Media Guides (I M=s) May 2006

simlar to that of a TV guide in newspapers, or an El ectronic Program
Gui de available on digital TV receivers

TV and radi o prograns can be selected for reception either manually
by the end-user or automatically based on the content descriptions
and the preferences of the user. The received TV and radi o content
can be either presented in real tine or recorded for |ater
consunption. There may be changes in the scheduling of a TV or a
radi o program possibly affecting the transmission tinmes of

subsequent prograns. | MG netadata can be used to notify receivers of
such changes, enabling users to be pronpted or recording tines to be
adj ust ed.

4.2.2. Media Coverage of a Live Event

The nmedi a coverage of a live event such as a rock concert or a sports
event is a special case of regular TV/radi o programr ng. There may
be unexpected changes in the scheduling of a live event, or the event
may be unscheduled to start with (such as breaking news). In
addition to audio/video streans, textual information relevant to the
event (e.g., statistics of the players during a football match) may
be sent to user termnals. Different transport nodes or even

di fferent access technol ogi es can be used for the different nmedi a:
for exanple, a unidirectional datacast transport could be used for

t he audi o/video streans and an interactive cellular connection for
the textual data. | MG netadata should enable ternminals to discover
the availability of different nmedia used to cover a live event.

4.2.3. Distance Learning

| MG net adata coul d descri be conpound sessions or services enabling
several alternative interaction nodes between the participants. For
exanpl e, the conbination of one-to-nmany nedia stream ng, unicast
nmessagi ng, and downl oadi ng of presentation material could be useful
for distance | earning.

4.2.4. Miltiplayer Ganing

Mul ti pl ayer games are an exanple of real-time nultiparty

communi cati on sessions that could be advertised using | M. A ganing
session could be advertised either by a dedicated server or by the
term nals of individual users. A user could use IMs to | earn of
active nultiplayer gami ng sessions, or advertise the user’'s interest
in establishing such a session
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4.2.5. File Distribution

4.

5.

5.

5.

| M3 support the communication of file delivery session properties,
enabl i ng the schedul ed delivery or synchronization of files between a
nunber of hosts. The received | MG netadata coul d be subsequently
used by any application (also outside the scope of | Mss), for

exanple, to dowload a file with a software update. |M5 netadata can
provide a description to each file in a file delivery session
assisting users or receiving software in selecting individual files
for reception.

For exanple, when a content provider wants to distribute a |large
amount of data in file format to thousands of clients, the content
provider can use | MG netadata to schedule the delivery effectively.

Since | M5 nmetadata can describe tinme-related data for each receiver,
the content provider can schedule delivery tine for each receiver
This can save network bandwi dth and delivery capacity of senders. In
addition, I MG netadata can be used to consistency check, and thus
synchroni ze, a set of files between a sender host and receiver host,
when those files change as tine el apses.

2.6. Coming-rel ease and Pre-rel eased Content

| MG net adata can be used to describe itens of content before the
details of their final release are known. A user may be interested
in coming content (a new novie or software title where some aspects
of the content description are known in advance) and so subscribe to
an information service that notifies the user of changes to netadata
describing that content. Thus, as the com ng rel ease (or pre-

rel eases, e.g., as novie trailers or software denobs) becone
avai l abl e, the I MG netadata changes and the user is notified of this
change. For exanple, the user could see an announcenent of a novie
that will be released sonetine in the next few nmonths, and configure
the user’s termnal to receive and record any trailers or pronotiona
materi al as they becone avail abl e.

Requi renment s
1. Ceneral Requirenents
1.1. Independence of | M5 Qperations from | MG Met adat a
REQ GEN-1: Carrying different kinds of |IMs netadata format and

different | MG netadata formats in the | MG nmessage body MJIST be
al | oned.
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REQ GEN-2: Delivery mechani sms SHOULD support many different
applications’ specific metadata formats to keep the system
i nteroperable with existing applications.

This provides flexibility in selecting/designing an | M5 transport
protocol suited to various scenarios.

5.1.2. Miltiple I M5 Senders

REQ GEN-3: | MG receivers MJST be allowed to comunicate with any
nunber of | MG senders simnultaneously.

This might |ead to receiving redundant | M netadata describing the
sane items; however, it enables the | MG receiver access to nore | MG
nmet adata than may be available froma single | MG sender. This also
provides flexibility for the I M5 transport protocols and does not
precl ude a nmechanismto solve inconsistency anong | MG netadata due to
multiple | MG senders. This docunent assunes that a typical | MG
environnment will involve nany nore | MG receivers than | MG senders and
that | Mc senders are continually connected for the duration of
interest (rather than intermittently connected).

5.1.3. Modularity

REQ GEN-4: The | M5 delivery mechani sms MUST al |l ow t he conbi nation of
several | MG operations.

This is for the purpose of extending functionality (e.g., several or
one protocol (s) to provide all the needed operations). Applications
can sel ect an appropriate operation set to fulfill their purpose.

5.2. Delivery Properties

This section describes general perfornmance requirenents based on the
assunption that the range of | M5 usage shall be inportant. However,
note that requirenents for delivery properties nmay vary based on the
usage scenario, and thus sone linited-use inplenentations place |ess
i mportance on sone requiremnments.

For exanple, it is clear that a multicast transport nay provide nore
scal abl e delivery than a unicast transport; however, scalability
requi renents do not preclude the unicast transport nechanisns. In
this sense, scalability is always inportant for the protocols
irrespective of transport mechani sms.
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5.2.1. Scalability

REQ DEL-1: The | M5 system MUST be scal able to | arge nunbers of
nmessages, so as to all ow design and use of delivery nmechani sns that
will not fail in delivering up-to-date information under huge nunbers
of transactions and nmassive quantities of | M5 netadata.

REQ DEL-2: | M3 SHOULD provide a nmethod to prevent an | M5 sender from
sendi ng unnecessary | MG netadata that have been stored or deleted in
| MG receivers.

REQ DEL-3: The protocol MJST be scalable to very |arge audi ence sizes
requiring | MG delivery.

5.2.2. Support for Intermittent Connectivity

REQ DEL-4: The system MJST enable I MG receivers with intermttent
access to network resources (connectivity) to receive and adequately
mai ntai n sufficient | M5 netadata.

This allows internmttent access to save power where there is no need
to keep comunications |inks powered up while they are sitting idle.
For instance, in this situation, periodic bursts of notifies or a
fast cycling update carousel allow hosts to wake up for short periods
of time and still be kept up-to-date. This can be beneficial for IM5
receivers with sporadic connections to the fixed Internet, but is
critical in the battery-powered wireless Internet.

The inplication of intermttent connectivity is that inmmediate
di stribution of changes becones infeasible and so nmanagi ng data
consi stency should be focused on the tinely delivery of data.

5.2.3. Congestion Control

REQ DEL-5: Internet-friendly congestion control MJST be provided for
use on the public Internet.

REQ DEL-6: An I MG entity SHOULD invalidate the | M5 nmetadata item when
an | MG netadata itemhas lifetime information and its lifetinme is
over. This will lessen the need for notifications of updates from
the I MG sender to the MG receiver to invalidate the item and may

hel p in reducing | oad.

5.2.4. Sender- and Receiver-Driven Delivery

REQ DEL-7: The system MJST be fl exible in choosing sender-driven,
recei ver-driven, or both delivery schenes.
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Sender -driven delivery achieves high scalability without interaction
bet ween the | M5 sender and receiver.

In contrast, receiver-driven delivery provides on-denand delivery for
| MG receivers. Since an | M5 sender’s conplete | MG nmetadata may be a
very large anount of data, the | M5 receiver needs to be able to
access the gui de when convenient (e.g., when sufficient network
bandwi dth is available to the | M5 receiver).

5.3. Custom zed | M3
REQ CUS-1: The system MJST al |l ow delivery of custonized | MG netadata.

The | MG receiver may require a subset of all the I M5 netadata
avai l abl e according to their preferences (type of content, nedia
description, appropriate age group, etc.) and configuration.

The I MG receiver mght send its preferences in the | MG operations
that can specify user-specific | Mc netadata to be delivered. These
preferences could consist of filtering rules. Wen receiving these
nmessages, the | M5 sender mi ght respond with appropriate nessages
carrying a subset of | M5 netadata that matches the | MG receiver’s
pr ef er ences.

Thi s nechani sm can reduce the anount of | MS netadata delivered from
the I MG sender to | M receiver, and consequently it can save the
resource consunption on the IMGentities and networks. It is
typically useful in unicast cases and al so beneficial in multicast
cases where an | MG sender distributes the same | MG netadata to
interested | MG receivers at the sane tine.

For multicast and uni cast cases where the | MG sender does not provide
custom zed | MG netadata, the | M5 receiver could receive all | M5
nmetadata transmitted on the channels that the | M5 receiver has
joined. However, it may select and filter the I M5 netadata to get
custonmi zed | MG netadata by its preferences, and thus drop unwanted
nmet adata i nmedi ately upon reception.

Cust omi zi ng nmetadata mi ght be achi eved by changing the I MG
descriptions sent and | MG receivers and/ or changing the delivery
properties (channels used).

Not e that custom zation and scalability are only sonewhat excl usive.
Systens providing an | MG receiver to an | M5 sender request-based
custom zation will be generally less scalable to nassive | MG receiver
popul ati ons than those without this return signaling technique.

Thus, custom zation, as with any feature that affects scalability,
shoul d be carefully designed for the intended application, and it may
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not be possible that a one-size-fits-all solution for custom zation
woul d neet the scalability requirenents for all applications and
depl oynent cases.

5.4. Reliability
5.4.1. Managi ng Consi stency

| MG net adata tends to change as tine el apses; as new content is
added, the old I MG netadata stored in the | M5 receiver becones
unavail abl e, and the paraneters of the existing | Mc netadata are
changed.

REQ REL-1: The system MJST nmanage | MG net adata consi st ency.

Either the I MG sender can sinply make updates avail abl e
(unsynchroni zed), or the I M5 sender and receiver can interact to keep
their copies of the | MG netadata synchroni zed.

In the unsynchroni zed nodel, the | M5 sender does not know whether a
particular | M5 receiver has an up-to-date copy of the | M5 netadata

In the synchroni zed nodel, updating a cached copy of the I M5 netadata
is necessary to control consistency when the | MG sender or receiver
coul d not conmmunicate for a while. |In this case, the | M5 sender or
receiver may need to confirmits consistency by | M5 operations.

REQ REL-2: Since | M5 netadata can change at any tine, | Msreceivers
SHOULD be notified of such changes.

Fulfilling this requirenent needs to be conpatible with the
scalability requirenents for the nunber of | MG receivers and the
consi stency of netadata.

Dependi ng on the size of the | MG netadata, the interested party may
want to defer retrieving the actual information. The change
notification should be addressed to a |ogical user (or user group),
rather than a host, since users nmay change devi ces.

Not e that dependi ng on the depl oyment environment and application
specifics, the I evel of acceptable inconsistency varies. Thus, this
docunent does not define inconsistency as specific tine and state

di fferences between | MG netadata stored in an | M5 sender and | MG

net adata stored in an | MG recei ver.

In general, the consistency of netadata for content and nmedia is nore

important imediately prior to and during the nmedia s session(s).
Hosts that forward (or otherw se resend) netadata nmay not tolerate
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i nconsi stenci es because delivering out-of-date data is both
m sl eadi ng and bandwi dth inefficient.

5.4.2. Reliable Message Exchange

REQ REL-4: An | MG transport protocol MJST support reliable nessage
exchange.

The extent to which this could result in 100%error-free delivery to
100% of I MG receivers is a statistical characteristic of the
protocol s used. Usage of reliable | M5 delivery nmechanisns is
expected to depend on the extent to which underlying networks provide
reliability and, conversely, introduce errors. Note that sone

depl oynents of | MG transport protocols nmay not aimto provide perfect
reception to all IMGreceivers in all possible cases

5.5. I M5 Descriptions

REQ DES-1: | MG netadata MJST be interoperable over any | MG transport
protocol, such that an application receiving the same netadata over
any one (or nore) of several network connections and/or | MG transport
protocols will interpret the nmetadata in exactly the same way. (This
al so relates to the ’'I ndependence of | M5 Operations from I MG

Met adata’ requirenents.)

REQ DES-2: | MG delivery MJUST enable the carriage of any format of
application-specific netadata.

Thus, the systemw || support the description of many ki nds of
nmul ti medi a content, without the need for a single honbgeneous

nmet adata syntax for all uses (which would be infeasible anyway).
This is essential for environnents using | MG systens to support nany
kinds of multinmedia content and to achieve wide applicability.

REQ DES- 3: Wereas specific applications relying on IMa will need to
sel ect one or nore specific application-specific netadata formats
(standard, syntax, etc.), the | M5 system MIUST be independent of this
(it my be aware, but it will operate in the sane way for all).

Thus, a netadata transfer envel ope format that is uniform across al
different application-specific IMs netadata formats is needed. The
envel ope woul d reference (point to) or carry (as payl oad) sone
application-specific netadata, and the envel ope woul d support the
mai nt enance of the application-specific netadata, which may al so
serve the nmetadata rel ationshi ps deternined by the data nodel (s)
used. The envel ope would not need to be aware of the data nodel (s)
in use.
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REQ DES-4: | MG netadata MJST be structured to enable fragnentation
for efficient delivery.

This is intended to ensure that an I MG sender with nore than a
trivial know edge of netadata is able to deliver only part of its
(and the global) conplete | MG netadata know edge. (For instance, a
trivial quantity of know edge could be a single SDP description.) In
general, the resolution of this fragmentation will be very nuch
dependent on the optinmal delivery of a deploynent, although some

nmet adata syntaxes will inherently affect the sensible lower linit for
a single elenent/fragment.

REQ DES-5: A netadata transfer envel ope MJST be defined to include
essential paraneters.

Exanpl es of essential paraneters are those that allow the netadata in
question to be uniquely identified and updated by new versions of the
sanme net adat a.

REQ DES-6: It SHALL be possible to deduce the netadata format via the
net adata transfer envel ope.

REQ DES-7: | MG senders SHALL use a netadata transfer envel ope for
each | MG netadata transfer.

Thus, it will even be possible to describe relationships between
syntactically dissinilar application-specific formats within the sane
body of | MG netadata know edge. (For instance, a data nodel could be
instanti ated using both SDP and SDPng.)

REQ DES-8: | MG netadata SHOULD support the description of differences
bet ween an updated version and an old version of | MG nmetadata when
the | MG delivery nechanismcarries updated | MG netadata and those
differences are considerably little (e.g., by providing a 'delta’ of
the two versions; this also relates the delivery property
requirenents for congestion control in Section 5.2.3).

6. Security Considerations

Internet Media CGuides are used to convey information about multinmedia
resources fromone or nore | M5 senders across one or nore
internediaries to one or nore | MG receivers. |Ms netadata may be
pushed to the IMcreceivers or interactively retrieved by them |Mss
provi de nmetadata as well as scheduling and rendezvous information
about nultimedia resources, and so on, and requests for | MG netadata
may contain information about the requesting users.
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The information contained in | MG netadata as well as the operations
related to | Mes should be secured to avoid forged information,

m sdirected users, and spoofed | MG senders, for exanple, and to
protect user privacy.

The renai nder of this section addresses the security requirenments for
| MGs.

6.1. |IM5 Authentication and Integrity

| MG netadata and its parts need to be protected agai nst unauthorized
alteration/addition/deletion on the way. Their originator needs to
be aut henti cat ed.

REQ AUT-1: It MJST be possible to authenticate the originator of a
set of | MG netadat a.

REQ AUT-2: It MJST be possible to authenticate the originator of a
subpart of IMs netadata (e.g., a delta or a subset of the
i nformation).

REQ AUT-3: It MJST be possible to validate the integrity of IM5
nmet adat a.

REQ AUT-4: It MJST be possible to validate the integrity of a subpart
of IMsc netadata (e.g., a delta or a subset of the information).

REQ AUT-5: It MJST be possible to separate or conbine individually
aut henti cated pieces of | M5 netadata (e.g., in an | M5 transceiver)
wi t hout invalidating the authentication.

REQ AUT-6: It MJST be possible to validate the integrity of an

i ndi vidually authenticated piece of | M5 netadata even after this
pi ece has been separated from ot her pieces of | M5 nmetadata and
conmbi ned with other pieces to form new | MG net adat a.

REQ AUT-7: It MJST be possible to authenticate the originator of an
| MG operation.

REQ AUT-8: It MJST be possible to validate the integrity of any

contents of an I MG operation (e.g., the subscription or inquiry
i nformation).
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6.2. Privacy

Customi zed | MG netadata and | MG netadata delivered by notification to
i ndi vi dual users may reveal information about the habits and
preferences of a user and may thus deserve confidentiality
protection, even though the information itself is public.

REQ PRI -1: It MJST be possible to keep user requests to subscribe to
or retrieve certain (parts of) |IMs netadata confidential.

REQ PRI -2: It MJST be possible to keep I MG net adata, pieces of I MG
nmet adata, or pointers to | MG netadata delivered to individual users
or groups of users confidential.

REQ PRI -3: It SHOULD be possible to ensure this confidentiality end-
to-end, that is, to prevent internediaries (such as | M5 transceivers)
from accessing the contained information.

6.3. Access Control for | Mz

Some | MG netadata nmay be freely avail able, while access to other | M5
nmet adata may be restricted to closed user groups (e.g., paying
subscribers). Also, different parts of | M5 nmetadata may be protected
at different levels: for exanple, netadata describing a nedia session
may be freely accessible, while rendezvous information to actually
access the nedia session nay require authorization.

REQ ACC-1: It MJST be possible to authorize user access to | MG
nmet adat a.

REQ ACC-2: It MJST be possible to authorize access of users to pieces
of M5 netadata (delta information, subparts, pointers).

REQ ACC-3: It MJST be possible to require different authorization for
different parts of the sanme | MG netadat a.

REQ ACC-4: It MJST be possible to access sel ected | MG netadata
anonynousl y.

REQ ACC-5: It MJST be possible for an | Mc receiver to choose not to
receive (parts of) IMs netadata in order to avoid being identified by
the | MG sender.

REQ ACC-6: It SHOULD be possible for an I M5 transceiver to sel ect

sui tabl e authori zati on nmethods that are conpatibl e between both | M5
senders and | MG receivers it interacts with.
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REQ ACC-7: It MAY be possible for I MG senders to require certain
aut hori zation that cannot be nodified by internediaries.

6.4. Denial-of-Service (DOS) Attacks

Retrieving or distributing | MG netadata may require state in the I MG
senders, transceivers, and/or receivers for the respective | MG
transport sessions. Attackers may create |arge nunbers of sessions
with any of the above IMs entities to disrupt regul ar operation.

REQ DOS-1: | MG operations SHOULD be aut henti cat ed.

REQ DOS-2: It SHOULD be possible to avoid DoS attacks that build up
session state in IMGentities to exhaust their resources.

REQ DOS-3: It SHOULD be possible to avoid DoS attacks that exhaust
resources of IMG entities by flooding themw th | Mc net adat a.

As an exanple, two potential solutions that may be considered are
running an MG entity in stateless node or identification and
di scardi ng of nalicious packets by an I MG entity.

6.5. Replay Attacks

| MG net adata di ssem nated by an | MG sender or an | M5 transcei ver nmay
be updated, be deleted, or lose validity over tinme for sone other
reasons. Replaying outdated | MG netadata needs to be prevented.

Furt hernmore, replay attacks may al so apply to | M5 operations (rather
than just their payload). Replaying operations also needs to be
prevent ed.

REQ REP-1: | MG netadata MJST be protected against partial or full
repl acenent of newer ("current") versions by ol der ones.

In a systemwith nultiple senders, it nmay not be feasible to prevent
sonme senders fromdelivering ol der versions of netadata than others -
as a result of inperfect sender-sender data consistency. Thus,
replay attacks and delivery of inconsistent data require that an I MG
receiver verifies that the M5 netadata is valid and reliable by

usi ng some security nechanisn(s) (e.g., authorization,

aut hentication, or integrity).

REQ REP-2: Mechani sns MJST be provided to nitigate replay attacks on
the | MG operati ons.
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The | evel of threat fromreplay attacks varies very nuch dependi ng on
system scal e and how wel | defined or open it is. Thus, mitigating
replay attacks may lead to different solutions for different systens,
i ndependent of the basic delivery nethod and netadata definitions. A
systemwi th nultiple senders presents a nore chall enging scenario for
handl i ng replay attacks. As an exanple, bundling netadata with a
security nechanismis one potential solution.
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