Net wor k Wor ki ng Group B. Harris
Request for Comments: 4432 March 2006
Cat egory: Standards Track

RSA Key Exchange for the Secure Shell (SSH)
Transport Layer Protoco

Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2006).
Abstract

This meno descri bes a key-exchange nethod for the Secure Shell (SSH)
protocol based on Rivest-Shanir-Adl eman (RSA) public-key encryption
It uses nuch less client CPUtinme than the Diffie-Hellman al gorithm
specified as part of the core protocol, and hence is particularly
suitable for slow client systens.

1. Introduction

Secure Shell (SSH) [RFC4251] is a secure renote-login protocol. The
core protocol uses Diffie-Hellnman key exchange. On slow CPUs, this
key exchange can take tens of seconds to conplete, which can be
irritating for the user. A previous version of the SSH protocol
described in [SSHl], uses a key-exchange net hod based on

Ri vest - Shami r- Adl eman (RSA) public-key encryption, which consumes an
order of magnitude less CPU tine on the client, and hence is
particularly suitable for slow client systems such as nobil e devices.
This meno descri bes a key-exchange nechani smfor the version of SSH
described in [RFC4251] that is simlar to that used by the ol der
version, and about as fast, while retaining the security advantages
of the newer protocol
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2.

Conventions Used in This Docunment

The key words "MJST" and "SHOULD' in this docunent are to be
interpreted as described in [ RFC2119].

The data types "byte", "string", and "npint" are defined in Section 5
of [ RFC4251].

O her term nol ogy and synbol s have the same neaning as in [ RFC4253].
Overvi ew

The RSA key-exchange nethod consists of three nessages. The server
sends to the client an RSA public key, KT, to which the server holds
the private key. This may be a transient key generated solely for
this SSH connection, or it may be re-used for several connections.
The client generates a string of random bytes, K, encrypts it using

K T, and sends the result back to the server, which decrypts it. The
client and server each hash K, K T, and the various key-exchange
paraneters to generate the exchange hash, H, which is used to
generate the encryption keys for the session, and the server signs H
with its host key and sends the signature to the client. The client
then verifies the host key as described in Section 8 of [RFC4253].

This method provides explicit server identification as defined in
Section 7 of [RFC4253]. It requires a signature-capable host key.

Detail s
The RSA key-exchange nethod has the foll ow ng paraneters:
HASH hash al gorithm for cal cul ati ng exchange hash, etc.
HLEN output length of HASH in bits
M NKLEN mini num transi ent RSA nodulus length in bits

Their values are defined in Section 5 and Section 6 for the two
met hods defined by this docunent.

The met hod uses the foll ow ng nessages.
First, the server sends:
byt e SSH_MSG_KEXRSA_PUBKEY

string server public host key and certificates (K S)
string K_T, transient RSA public key
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The key K T is encoded according to the "ssh-rsa" schene described in
Section 6.6 of [RFC4253]. Note that unlike an "ssh-rsa" host key,

K T is used only for encryption, and not for signature. The nodul us
of K. T MJST be at |least M NKLEN bits |ong

The client generates a randominteger, K, in the range
0 <= K < 2"(KLEN-2*HLEN-49), where KLEN is the length of the nodul us
of KT, in bits. The client then uses K T to encrypt:

npi nt K, the shared secret

The encryption is perfornmed according to the RSAES- OAEP schene of

[ RFC3447], with a nmask generation function of M31-w th-HASH, a hash
of HASH, and an enpty |abel. See Appendix A for a proof that the
encodi ng of Kis always short enough to be thus encrypted. Having
performed the encryption, the client sends:

byt e SSH_MSG_KEXRSA_SECRET
string RSAES- OAEP- ENCRYPT(K_T, K)

Note that the | ast stage of RSAES- OAEP- ENCRYPT is to encode an
integer as an octet string using the 120SP primtive of [RFC3447].
This, conbined with encoding the result as an SSH "string", gives a
result that is simlar, but not identical, to the SSH "npint"
encoding applied to that integer. This is the sane encoding as is
used by "ssh-rsa" signatures in [ RFC4253].

The server decrypts K. If a decryption error occurs, the server
SHOULD send SSH MESSACE DI SCONNECT with a reason code of

SSH DI SCONNECT_KEY_EXCHANGE FAI LED and MJST di sconnect. O herw se,
the server responds with:

byte SSH_MSG_KEXRSA DONE
string signature of Hw th host key

The hash His conputed as the HASH hash of the concatenation of the

fol | owi ng:
string V_C, the client’s identification string
(CR and LF excl uded)
string V_S, the server’s identification string
(CR and LF excl uded)
string I C, the payload of the client’'s SSH MSG KEXINI T
string | S, the payload of the server’'s SSH MSG KEXINI T
string K_S, the host key
string K T, the transient RSA key
string RSAES_OAEP_ENCRYPT(K T, K), the encrypted secret
npi nt K, the shared secret
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This value is called the exchange hash, and it is used to
aut henticate the key exchange. The exchange hash SHOULD be kept
secret.

The signature algorithm MJUST be applied over H not the origina

data. Most signature al gorithns include hashing and additiona

paddi ng. For exanple, "ssh-dss" specifies SHA-1 hashing. In such
cases, the data is first hashed with HASH to conpute H, and His then
hashed again as part of the signing operation

5. rsal024-shal

The "rsal024-shal" nethod specifies RSA key exchange as descri bed
above with the foll ow ng paraneters

HASH SHA-1, as defined in [ RFC3174]
HLEN 160
M NKLEN 1024

6. rsa2048-sha256

The "rsa2048-sha256" nethod specifies RSA key exchange as descri bed
above with the follow ng paraneters:

HASH SHA- 256, as defined in [FIPS-180-2]
HLEN 256
M NKLEN 2048

7. Message Nunbers
The foll owi ng nessage nunbers are defi ned:

SSH_MSG_KEXRSA_PUBKEY 30
SSH_MSG_KEXRSA_SECRET 31
SSH_MSG_KEXRSA_DONE 32

8. Security Considerations
The security considerations in [RFC4251] apply.

If the RSA private key generated by the server is revealed, then the
session key is revealed. The server should thus arrange to erase
this fromnmenory as soon as it is no longer required. |If the same
RSA key is used for nultiple SSH connections, an attacker who can
find the private key (either by factorising the public key or by
other neans) will gain access to all of the sessions that used that
key. As a result, servers SHOULD use each RSA key for as few key
exchanges as possi bl e.
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[ RFC3447] recomends that RSA keys used with RSAES- QAEP not be used
with other schenes, or with RSAES- QAEP using a different hash
function. In particular, this nmeans that K T should not be used as a
host key, or as a server key in earlier versions of the SSH protocol

Li ke all key-exchange nechani sns, this one depends for its security
on the randommess of the secrets generated by the client (the random
number K) and the server (the transient RSA private key). In
particular, it is essential that the client use a high-quality

crypt ographi ¢ pseudo-random nunber generator to generate K Using a
bad random nunber generator will allow an attacker to break all the
encryption and integrity protection of the Secure Shell transport

| ayer. See [ RFC4086] for recomendati ons on random nunber
generati on.

The size of transient key used should be sufficient to protect the
encryption and integrity keys generated by the key-exchange net hod.
For reconmendations on this, see [RFC3766]. The strength of

RSAES- QAEP is in part dependent on the hash function it uses.

[ RFC3447] suggests using a hash with an output |ength of tw ce the
security level required, so SHA-1 is appropriate for applications
requiring up to 80 bits of security, and SHA-256 for those requiring
up to 128 bits.

Unlike the Diffie-Hellman key-exchange net hod defined by [ RFC4253],
this method allows the client to fully deternmine the shared secret,

K. This is believed not to be significant, since Kis only ever used
when hashed with data provided in part by the server (usually in the
formof the exchange hash, H). |If an extension to SSH were to use K
directly and to assune that it had been generated by Diffie-Hell nman
key exchange, this could produce a security weakness. Protoco
extensions using K directly should be viewed with extreme suspicion

Thi s key-exchange nmethod is designed to be resistant to collision
attacks on the exchange hash, by ensuring that neither side is able
to freely choose its input to the hash after seeing all of the other
side’s input. The server’'s last input is in SSH MSG KEXRSA PUBKEY
before it has seen the client’s choice of K The client’s last input
is Kand its RSA encryption, and the one-way nature of RSA encryption
shoul d ensure that the client cannot choose K so as to cause a
col l'i sion.

9. | ANA Consi derati ons

| ANA has assigned the nanes "rsal024-shal" and "rsa2048-sha256" as
Key Exchange Met hod Names in accordance with [ RFC4250].
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Appendix AL On the Size of K

The requirements on the size of Kare intended to ensure that it is
al ways possible to encrypt it under K T. The npint encoding of K
requires a leading zero bit, padding to a whole nunber of bytes, and
a four-byte length field, giving a maxi num |l ength in bytes,

B = (KLEN-2*HLEN-49+1+7)/8 + 4 = (KLEN-2*HLEN-9)/8 (where "/" denotes
i nteger division rounding down).

The maxi mum | ength of nmessage that can be encrypted usi ng RSAEP- OAEP
is defined by [RFC3447] in ternms of the key length in bytes, which is
(KLEN+7)/8. The maximumlength is thus L = (KLEN+7-2*HLEN-16)/8 =
(KLEN-2*HLEN-9)/8. Thus, the encoded version of Kis always snall
enough to be encrypted under K T.
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Intell ectual Property
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pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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