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Char geabl e User ldentity

Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).

Abstract
Thi s docunent describes a new Renpote Authentication Dial-In User
Service (RADIUS) attribute, Chargeable-User-ldentity. This attribute
can be used by a hone network to identify a user for the purpose of

roam ng transactions that occur outside of the hone network.
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1. Introduction

Sone aut henticati on methods, including EAP- PEAP, EAP-TTLS, EAP-SIM
and EAP- AKA, can hide the true identity of the user from RADH US
servers outside of the user’s honme network. In these nethods, the
User-Nanme(1l) attribute contains an anonynous identity (e.qg.

@xanpl e.con) sufficient to route the RADI US packets to the hone
network but otherw se insufficient to identify the user. Wiile this
nmechani smis good practice in sone circunstances, there are problens
if local and internediate networks require a surrogate identity to
bi nd the current session.

Thi s docunent introduces an attribute that serves as an alias or
handl e (hereafter, it is called Chargeabl e-User-ldentity) to the rea
user’s identity. Chargeable-User-ldentity can be used outside the
hone network in scenarios that traditionally relied on User-Nane(1)
to correlate a session to a user

For exanple, local or internmediate networks may linit the nunber of
si nul t aneous sessions for specific users; they may require a
Chargeabl e-User-ldentity in order to denonstrate w llingness to pay
or otherwise limt the potential for fraud.

This inplies that a unique identity provided by the hone network
shoul d be able to be conveyed to all parties involved in the roaning
transaction for correlating the authentication and accounting
packets.

Providing a unique identity, Chargeable-User-ldentity (CU), to
internediaries, is necessary to fulfill certain business needs. This
shoul d not undermi ne the anonynity of the user. The nechanism
provided by this docunent allows the hone operator to neet these

busi ness requirenents by providing a tenporary identity representing
the user and at the sane tine protecting the anonynmity of the user.

When the hone network assigns a value to the CUl, it asserts that
this value represents a user in the home network. The assertion
shoul d be tenporary -- | ong enough to be useful for the externa
applications and not too long such that it can be used to identify
t he user.

Several organizations, including WSPr, GSMA, 3GPP, W-Fi Alliance
and | RAP, have been studyi ng mechani sns to provide roam ng services
using RADIUS. M ssing elenments include mechanisnms for billing and
fraud prevention.
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The CU attribute is intended to close operational |oopholes in
RADI US specifications that have inpacted roam ng sol utions
negatively. Use of the CU is geared toward EAP net hods supporting
privacy (such as PEAP and EAP-TTLS), which are, for the nost part,
recent deploynments. A chargeable identity reflecting the user
profile by the honme network is needed in such roam ng scenari os.

1.1. Mbdtivation

Some ot her mechani sns have been proposed in place of the CU
attribute. These nechanisns are insufficient or cause other
problens. |t has been suggested that standard RADI US O ass(25) or
User-Nanme(1l) attributes could be used to indicate the CU. However,
in a conplex global roaning environnent where there could be one or
nore intermedi ari es between the NAS [ RFC4282] and the hone RADI US
server, the use of aforenmentioned attributes could | ead to problens
as described bel ow.

- On the use of RADIUS C ass(25) attribute:

[ RFC2865] states: "This Attribute is available to be sent by the
server to the client in an Access-Accept packet and SHOULD be sent
unnodi fied by the client to the accounting server as part of the
Account i ng- Request packet if accounting is supported. The client
MUST NOT interpret the attribute locally.” So RADIUS clients or

i nternmedi aries MUST NOT interpret the Cass(25) attribute, which
precl udes determ ning whether it contains a CU. Additionally,
there could be multiple class attributes in a RAD US packet, and
since the contents of Cass(25) attribute is not to be interpreted
by clients, this makes it hard for the entities outside the hone
network to deternine which one contains the CU.

- On the use of RADIUS User-Nane(1) attribute:

The User-Nane(1l) attribute included in the Access-Request packet
may be used for the purpose of routing the Access- Request packet,
and in the process may be rewitten by internediaries. As a
result, a RADIUS server receiving an Access- Request packet rel ayed
by a proxy cannot assunme that the User-Nane(l) attribute remained
unnodi fi ed.

On the other hand, rewiting of a User-Name(1l) attribute sent
within an Access-Accept packet occurs nore rarely, since a
Proxy-State(33) attribute can be used to route the Access-Accept
packet wi thout parsing the User-Name(1l) attribute. As a result, a
RADI US server cannot assume that a proxy stripping routing
information froma User-Nanme(1l) attribute within an Access- Request
packet will add this information to a User-Nanme(1l) attribute
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i ncluded within an Access-Accept packet. The result is that when
a User-Nane(1l) attribute is sent in an Access-Accept packet, it is
possi bl e that the Access- Request packet and Accounti ng- Request
packets will follow different paths. Were this outcone is
undesirable, the RADIUS client should use the origina

User-Nanme(1l) in accounting packets. Therefore, another nechani sm
is required to convey a CU within an Access-Accept packet to the
RADI US client, so that the CU can be included in the accounting
packets.

The CUl attribute provides a solution to the above probl ens and
avoi ds overl oadi ng RADI US User-Nane(1l) attribute or changing the
usage of existing RADIUS C ass(25) attribute. The CU therefore

provi des a standard approach to billing and fraud preventi on when EAP
nmet hods supporting privacy are used. |t does not solve all related
probl ens, but does provide for billing and fraud prevention

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The followi ng acronyns are used:

3GPP - Third Generation Partnership Project

AAA - Aut hentication, Authorization, and Accounting
AKA - Authentication and Key Agreenent

CU - Chargeabl e-User-ldentity

GSMA - GSM Associ ation

| RAP - International Roanmi ng Access Protocols Program
NAS - Network Access Server

PEAP - Protected Extensible Authentication Protoco
SIM - Subscriber Identity Mdul es

TTLS - Tunnel ed Transport Layer Security

WSPr - Wreless | SP Roani ng

WPA - W-Fi Protected Access
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2. Operation

Thi s docunent assumes that the RADIUS protocol operates as specified
in [ RFC2865] and [ RFC2866], dynami c authorization as specified in
[ RFC3576], and the Dianeter protocol as specified in [ RFC3588].

2.1. Chargeabl e-User-ldentity (CU) Attribute

The CUl attribute serves as an alias to the user’'s real identity,
representing a chargeable identity as defined and provided by the
hone network as a supplemental or alternative information to
User-Nanme(1l). Typically, the CU represents the identity of the
actual user, but it nay also indicate other chargeable identities
such as a group of users. RADIUS clients (proxy or NAS) outside the
hone network MJST NOT nodify the CU attribute.

The RADI US server (a RADIUS proxy, hone RADI US server) may include
the CU attribute in the Access-Accept packet destined to a roam ng
partner. The CU support by RADIUS infrastructure is driven by the
busi ness requirenents between roam ng entities. Therefore, a RADI US
server supporting this specification my choose not to send the CU
in response to an Access- Request packet froma given NAS, even if the
NAS has indicated that it supports CU

I f an Access-Accept packet without the CU attribute was received by
a RADIUS client that requested the CU attribute, then the
Access- Accept packet MAY be treated as an Access-Reject.

If the CU was included in an Access-Accept packet, RADI US clients
supporting the CU attribute MJST ensure that the CU attribute
appears in the RAD US Accounting-Request (Start, Interim and Stop).
Thi s requirement applies regardl ess of whether the RAD US client
requested the CU attribute.

RFC 2865 includes the follow ng statenments about behaviors of RADIUS
client and server with respect to unsupported attributes:

"A RADIUS client MAY ignore Attributes with an unknown Type."
"A RADI US server MAY ignore Attributes with an unknown Type."

Therefore, RADIUS clients or servers that do not support the CU rmay
ignore the attribute.

A RADIUS client requesting the CU attribute in an Access-Accept
packet MUST include within the Access- Request packet a CU attribute.
For the initial authentication, the CU attribute will include a
single NUL character (referred to as a nul CUl). And, during
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re-aut hentication, the CU attribute will include a previously
received CUl value (referred to as a non-nul CU value) in the
Access- Accept .

Upon receiving a non-nul CU value in an Access-Request, the hone
RADI US server MAY verify that the value of CU matches the CU from
the previous Access-Accept. |If the verification fails, then the
RADI US server SHOULD respond with an Access- Rej ect nessage

If a home RADIUS server that supports the CU attribute receives an
Access- Request packet containing a CU (set to nul or otherw se), it
MUST include the CU attribute in the Access-Accept packet.

O herwi se, if the Access-Request packet does not contain a CU, the
home RADI US server SHOULD NOT include the CU attribute in the
Access- Accept packet. The Access-Request may be sent either in the
initial authentication or during re-authentication

A NAS that requested the CU during re-authentication by including
the CU in the Access-Request will receive the CU in the
Access-Accept. The NAS MUST include the value of that CU in al
Accounti ng Messages.

2.2. CU Attribute
A summary of the RADIUS CU attribute is given bel ow
012345678901
B s i i e
+ + e o T S e e i i e
Type: 89 for Chargeabl e-User-ldentity.
Length: >= 3
String:
The string identifies the CU of the end-user. This string value
is areference to a particular user. The format and content of
the string value are determ ned by the Home RADI US server. The
binding lifetine of the reference to the user is determ ned based
on busi ness agreenents. For exanple, the lifetine can be set to
one billing period. RADIUS entities other than the Hone RADI US
server MJUST treat the CU content as an opaque token, and SHOULD

NOT perform operations on its content other than a binary equality
compari son test, between two instances of CU. In cases where the
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3.

attribute is used to indicate the NAS support for the CU, the
string value contains a nul character

Attribute Table

The following table provides a guide to which attribute(s) nmay be
found in which kinds of packets, and in what quantity.

Request Accept Reject Chall enge Accounting # Attribute
Request
0-1 0-1 0 0 0-1 89 Chargeabl e-User-Identity

Note: If the Access-Accept packet contains CU, then the NAS MJST
include the CU in Accounting Requests (Start, Interim and Stop)
packets.

D anet er Consi derati on

D aneter needs to define an identical attribute with the same Type
value. The CU should be avail able as part of the NASREQ application
[ RFC4005] .

| ANA Consi derations

Thi s docunent uses the RADI US [ RFC2865] nanespace; see
http://ww. i ana. org/ assi gnment s/ radi us-types. The | ANA has assigned
a new RADIUS attribute nunber for the CU attribute

CU 89
Security Considerations

It is strongly recormmended that the CU format used is such that the
real user identity is not revealed. Furthernore, where a reference
is used to a real user identity, it is recomended that the binding
lifetinme of that reference to the real user be kept as short as
possi bl e.

The RADI US entities (RADIUS proxies and clients) outside the hone
networ k MJUST NOT nodify the CU or insert a CU in an Access-Accept.
However, there is no way to detect or prevent this.

Attenpting theft of service, a man-in-the-mddle may try to insert,
nmodi fy, or renove the CU in the Access-Accept packets and Accounting
packets. However, RADI US Access-Accept and Accounting packets

al ready provide integrity protection
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8.

8.

8.

If the NAS includes CU in an Access-Request packet, a
man-in-the-nmddle may renove it. This will cause the Access-Accept
packet to not include a CU attribute, which may cause the NAS to
reject the session. To prevent such a denial of service (DoS)
attack, the NAS SHOULD include a Message- Aut henticator(80) attribute
wi thin Access- Request packets containing a CU attribute.
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