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Abstract
Thi s docunent defines a portion of the Managenent |nfornmation Base
(MB) for use with network managenent protocols in the Internet
community. In particular, it describes managed objects related to
the forwarding of Internet Protocol (IP) packets in an |IP version-

i ndependent manner. This docunent obsol etes RFC 2096.
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1.

I ntroduction

Thi s docunent defines a portion of the Managenent |nformati on Base
(MB) for use in managi ng objects related to the forwardi ng of
Internet Protocol (1P) packets in an |IP version-independent nanner.

It should be noted that the M B definition described herein does not
support multiple instances based on the sane address family type.
However, it does support an instance of the MB per address famly.

Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

The I nternet-Standard Managenent Framewor k

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNVP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew
The M B consists of one current table and two current gl obal objects.

1. The object inetC drRouteNunber indicates the nunber of current
routes. This is primarily to avoid having to read the table in
order to determ ne this nunber.

2. The object inetC drRoutebi scards counts the nunber of valid
routes that were discarded frominetC dr RouteTabl e for any
reason. This object replaces the ipRoutingDbi scards and
i pv6Di scar dedRout es obj ect s.

3. The inetCidrRouteTabl e provides the ability to display IP
versi on-i ndependent rmultipath CI DR routes.
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4.1. Relationship to Gher MBs

This M B definition contains several deprecated and obsol ete tables
and objects. The follow ng subsections describe the relationship
bet ween these objects and other M B nodul es.

4.1.1. RFC 1213

The i pRouteTabl e object was originally defined in RFC 1213 [ RFC1213].
It was updated by ipForwardTable in RFC 1354 [ RFC1354].

4.1.2. RFC 1354

The i pForwardTabl e obj ect replaced the i pRouteTabl e object from RFC
1213. It was in turn obsoleted by the i pC drRouteTabl e defined in
RFC 2096 [ RFC2096].

In addition, RFC 1354 introduced i pForwardNunber. This object
reflects the nunber of entries found in i pForwardTable. It was
obsol eted by i pC dr Rout eNunber, defined in RFC 2096.

4.1.3. RFC 2096

In RFC 2096, the ipC drRouteTabl e and i pC dr Rout eNunber were

i ntroduced. The ipC drRouteTabl e object supports nmultipath IP routes
havi ng the same network number but differing network masks. The
nunber of entries in that table is reflected in ipC dr Rout eNunber
These objects are deprecated by the definitions contained in this MB
definition.

4.1. 4. RFC 2011 and 2465

RFC 2011 [ RFC2011] contains the ipRoutingDi scards object, which
counts the nunber of valid routes that have been renoved fromthe
i pC dr Rout eTabl e object. The correspondi ng i pv6Di scar dedRout es
object is defined in RFC 2465 [ RFC2465]. These objects are
deprecated in favor of the version-independent object

i net G dr Rout eDi scards defined in this MB.

5. Definitions
| P- FORWARD- M B DEFI NI TIONS ::= BEA N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE
| pAddr ess, |Integer32, Gauge32,

Count er 32 FROM SNWPv2- SM
RowSt at us FROM SNWPv2-TC

Haber man St andards Track [ Page 3]



RFC 4292

| P Forwardi ng Table M B April 2006

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF

I'p

I nterfacel ndexOr Zer o FROM | F-M B
i FROM | P-M B
I ANAI pRout ePr ot ocol FROM | ANA- RTPROTO- M B

| net Addr ess, | net AddressType,
| net Addr essPrefi xLengt h,
| net Aut ononousSyst emNunber FROM | NET- ADDRESS- M B;

i pForward MODULE- | DENTI TY
LAST- UPDATED "200602010000Z"
ORGANI ZATI ON

"I ETF | Pv6 Worki ng G oup
http://ww.ietf.org/htm.charters/ipv6-charter.htm"”

CONTACT- | NFO

"Editor:

Bri an Haber man

Johns Hopkins University - Applied Physics Laboratory
Mai | stop 17-S442

11100 Johns Hopki ns Road

Laurel MD, 20723-6099 USA

Phone: +1-443-778-1319
Emai |l : brian@ nnovati onsl ab. net

Send comments to <ipve@etf.org>"

DESCRI PTI ON

"The M B nodul e for the managenent of CIDR nultipath IP
Rout es.

Copyright (C The Internet Society (2006). This version
of this MB nodule is a part of RFC 4292; see the RFC
itself for full legal notices."

REVI SI ON "200602010000Z"
DESCRI PTI ON

Haber man

"I Pv4/ v6 version-independent revision. M ninmal changes
were made to the original RFC 2096 M B to all ow easy
upgrade of existing | Pv4 inplenentations to the
ver si on-i ndependent M B. These changes i ncl ude:

Addi ng i net G dr RouteDi scards as a replacenent for the
deprecat ed i pRouti ngDi scards and i pv6Di scar dedRout es
obj ect s.

Addi ng a new confornance statenent to support the

i mpl ementation of the P Forwarding MB in a
read-only node.
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The inet G dr RouteTabl e repl aces the | Pv4-specific
i pG drRouteTable, its related objects, and rel ated
conf ormance statenents.

Publ i shed as RFC 4292."

REVI SI ON "199609190000Z"
DESCRI PTI ON
"Revised to support CI DR routes.
Publ i shed as RFC 2096."

REVI SI ON "199207022156Z"
DESCRI PTI ON

“Initial version, published as RFC 1354."
:={ip 24}

i net G dr Rout eNunber OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunmber of current inetCi drRouteTable entries that
are not invalid."
;= { ipForward 6 }

i net G dr Rout eDi scards OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of valid route entries discarded fromthe
i net G dr Rout eTable. Discarded route entries do not
appear in the inetC drRouteTable. One possible reason
for discarding an entry would be to free-up buffer space
for other route table entries."”

.= { ipForward 8 }

-- Inet CIDR Route Tabl e

-- The Inet CIDR Route Tabl e deprecates and repl aces the

-- ipGdrRoute Table currently in the I P Forwardi ng Table M B.
-- It adds IP protocol independence.

i net G dr Rout eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | net G dr Rout eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"This entity’'s IP Routing table."
REFERENCE

"RFC 1213 Section 6.6, The IP G oup"
c:={ ipForward 7 }

i net G dr Rout eEntry OBJECT- TYPE
SYNTAX I net G dr Rout eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A particular route to a particul ar destination, under a
particular policy (as reflected in the
i net G dr Rout ePol i cy object).

Dynanmically created rows will survive an agent reboot.

| mpl enenters need to be aware that if the total nunber
of elenents (octets or sub-identifiers) in
i net G dr Rout eDest, inetCi drRoutePolicy, and
i net G dr Rout eNext Hop exceeds 111, then O Ds of colum
instances in this table will have nore than 128 sub-
identifiers and cannot be accessed using SNWPv1,
SNMPv2c, or SNWPv3."

| NDEX {

i net G dr Rout eDest Type,

net G dr Rout eDest ,

net C dr Rout ePf xLen,

net C dr Rout ePol i cy,

net C dr Rout eNext HopType,

net G dr Rout eNext Hop

;= { inetCGdrRouteTable 1 }
I net G drRout eEntry ::= SEQUENCE {
i net G dr Rout eDest Type I net Addr essType,
i net G dr Rout eDest | net Addr ess,
i net G dr Rout ePf xLen | net Addr essPrefi xLengt h,
i net G dr Rout ePol i cy OBJECT | DENTI FI ER,
i net G dr Rout eNext HopType | net Addr essType,
i net G dr Rout eNext Hop | net Addr ess,
i net G dr Rout el f | ndex I nterfacel ndexOr Zer o,
i net G dr Rout eType | NTEGER,
i net G dr Rout ePr ot o | ANAI pRout ePr ot ocol ,
i net G dr Rout eAge Gauge32,
i net G dr Rout eNext HopAS | net Aut ononousSyst emNunber ,
i net G dr RouteMetricl I nt eger 32,
i net G dr Rout eMetric2 I nt eger 32,
i net G dr RouteMetric3 I nt eger 32,
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i net G dr RouteMetric4 I nt eger 32,
i net G dr RouteMetri c5 I nt eger 32,
i net G dr Rout eSt at us RowsSt at us

}

i net G dr Rout eDest Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The type of the inetC drRout eDest address, as defined
in the Inet Address M B.

Only those address types that nay appear in an actual
routing table are allowed as values of this object."
REFERENCE " RFC 4001"
:={ inetCGdrRouteEntry 1 }

i net G dr Rout eDest OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The destination |IP address of this route.

The type of this address is determ ned by the val ue of
t he i net G dr Rout eDest Type obj ect.

The val ues for the index objects inetC dr RouteDest and
i net G dr Rout ePf xLen nust be consistent. Wen the val ue
of inetC drRouteDest (excluding the zone index, if one
is present) is x, then the bitwi se |ogical-AND

of x with the value of the mask forned fromthe
correspondi ng i ndex object inetC drRoutePfxLen MIST be
equal to x. If not, then the index pair is not

consi stent and an inconsistent Name error nust be
returned on SET or CREATE requests."

c:={ inetCdrRouteEntry 2 }

i net G dr Rout ePf xLen OBJECT- TYPE

SYNTAX | net Addr essPrefi xLength

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"I ndi cates the nunber of |eading one bits that formthe

mask to be | ogical-ANDed with the destination address
bef ore being conpared to the value in the
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i net C dr Rout eDest fi el d.

The val ues for the index objects inetG dr RouteDest and
i net G dr Rout ePf xLen nust be consistent. \Wen the val ue
of inetCi drRouteDest (excluding the zone index, if one
is present) is x, then the bitwi se | ogical -AND

of x with the value of the mask formed fromthe
correspondi ng i ndex object inetC drRoutePfxLen MJUST be
equal to x. If not, then the index pair is not

consi stent and an inconsistent Name error nust be
returned on SET or CREATE requests.”

::={ inetCGdrRouteEntry 3 }

i net G dr Rout ePol i cy OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This object is an opaque object without any defined
semantics. Its purpose is to serve as an additiona

i ndex that may delineate between nultiple entries to
the sane destination. The value { 0 0 } shall be used
as the default value for this object."”

::={ inetCGdrRouteEntry 4 }

i net G dr Rout eNext HopType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The type of the inetCi dr Rout eNext Hop address, as
defined in the Inet Address M B.

Val ue should be set to unknown(0) for non-renote
routes.

Only those address types that nay appear in an actua
routing table are allowed as values of this object."
REFERENCE " RFC 4001"
:={ inetGdrRouteEntry 5 }

i net G dr Rout eNext Hop OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"On renote routes, the address of the next systemen
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route. For non-renbte routes, a zero length string.

The type of this address is determ ned by the val ue of
t he i net G dr Rout eNext HopType obj ect."
:={ inetGdrRouteEntry 6 }

i net G dr Rout el f I ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The iflndex value that identifies the local interface
t hrough which the next hop of this route should be
reached. A value of 0 is valid and represents the
scenario where no interface is specified."
:={ inetGdrRouteEntry 7 }

i net G dr Rout eType OBJECT- TYPE

SYNTAX | NTEGER {

ot her (1), -- not specified by this MB

rej ect (2), -- route that discards traffic and
-- returns 1 CVP notification

| ocal (3), -- local interface

renote (4), -- renote destination

bl ackhol e(5) -- route that discards traffic
-- silently

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The type of route. Note that local (3) refers to a

route for which the next hop is the final destination
renote(4) refers to a route for which the next hop is
not the final destination

Routes that do not result in traffic forwarding or
rejection should not be displayed, even if the
i mpl enent ati on keeps them stored internally.

reject(2) refers to a route that, if matched, discards
the message as unreachabl e and returns a notification

(e.g., ICWP error) to the nmessage sender. This is used
in sone protocols as a neans of correctly aggregating
routes.

bl ackhol e(5) refers to a route that, if matched
di scards the nessage silently."
::={ inetCGdrRouteEntry 8 }
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i net G dr Rout eProt o OBJECT- TYPE

SYNTAX I ANAI pRout ePr ot ocol

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The routing nechanismvia which this route was | earned.

I nclusi on of values for gateway routing protocols is
not intended to inply that hosts shoul d support those
protocol s. "

:={ inetGdrRouteEntry 9 }

i net G dr Rout eAge OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of seconds since this route was | ast updated
or otherw se deternmined to be correct. Note that no
semantics of "too old can be inplied, except through
know edge of the routing protocol by which the route
was | earned. "

::={ inetCGdrRouteEntry 10 }

i net G dr Rout eNext HopAS OBJECT- TYPE

SYNTAX | net Aut ononousSyst emNunber

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The Aut ononpus System Nunber of the Next Hop. The
semantics of this object are determined by the routing-
protocol specified in the route’s inetCi drRouteProto
val ue. When this object is unknown or not relevant, its
val ue should be set to zero."

DEFVAL { 0 }

::={ inetCdrRouteEntry 11 }

i net G dr RouteMetricl OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The primary routing netric for this route. The
semantics of this netric are deternined by the routing-
protocol specified in the route’'s inetGCi drRouteProto
value. If this netric is not used, its value should be
set to -1."

DEFVAL { -1}
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::={ inetCGdrRouteEntry 12 }

i net Gi dr Rout eMetri c2 OBJECT- TYPE

SYNTAX | nt eger 32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are deternined by the routing-
protocol specified in the route’s inetC drRouteProto
value. If this netric is not used, its value should be
set to -1."

DEFVAL { -1}

::={ inetGdrRouteEntry 13 }

i net G dr Rout eMetri c3 OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this nmetric are determined by the routing-
protocol specified in the route’s inetC drRouteProto
value. If this metric is not used, its value should be
set to -1."

DEFVAL { -1}

c:={ inetCdrRouteEntry 14 }

i net G dr Rout eMetri c4 OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this metric are determned by the routing-
protocol specified in the route’s inetCi drRouteProto
value. If this metric is not used, its value should be
set to -1."

DEFVAL { -1}

::={ inetGdrRouteEntry 15 }

i net G dr Rout eMetri c5 OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS r ead- create
STATUS current
DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are determined by the routing-
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protocol specified in the route’s inetC drRouteProto
value. If this netric is not used, its value should be
set to -1."

VAL { -1}
{ inetCidrRouteEntry 16 }

i net C dr Rout eSt at us OBJECT- TYPE

SYNTAX

RowsSt at us

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

"The row status variable, used according to row
installation and renpval conventions.

A row entry cannot be nodified when the status is
mar ked as active(l)."

{ inetCdrRouteEntry 17 }

-- Conformance information

i pFor war dConf or mance

OBJECT | DENTI FI ER ::

{ ipForward 5 }

i pFor war dG oups

OBJECT | DENTI FI ER ::

{ ipForwardConformance 1 }

i pFor war dConpl i ances

OBJECT | DENTI FI ER ::

{ i pForwardConformance 2 }

-- Conpliance statenents

i pFor war dFul | Conpl i ance MODULE- COVPLI ANCE

STATUS

current

DESCRI PTI ON

Haber man

"When this MB is inplemented for read-create, the
i npl ementation can claimfull conpliance.

There are a nunber of |NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,

expressed in OBJECT clause formin this description:

-- OBJECT i net G dr Rout eDest Type

-- SYNTAX | net Addr essType (ipv4(1l), ipv6(2),
-- i pv4z(3), ipv6z(4))
-- DESCRI PTI ON

-- This M B requires support for global and

-- non- gl obal ipv4 and i pv6 addresses.
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-- OBJECT i net C dr Rout eDest
- - SYNTAX I net Address (SIZE (4 | 8 | 16 | 20))
-- DESCRI PTI ON

-- This M B requires support for global and
-- non- gl obal |1 Pv4 and | Pv6 addresses.

-- OBJECT i net G dr Rout eNext HopType

-- SYNTAX | net Addr essType (unknown(0), ipv4(1l),
-- i pv6(2), ipvdz(3)

-- i pv6z(4))

-- DESCRI PTI ON

-- This M B requires support for global and
-- non- gl obal ipv4 and ipv6 addresses.

-- OBJECT i net G dr Rout eNext Hop
- - SYNTAX I net Address (SIZE (0| 4| 8| 16 | 20))
-- DESCRI PTI ON

-- This M B requires support for global and
-- non- gl obal |1 Pv4 and | Pv6 addresses.

MODULE -- this nodul e
MANDATORY- GROUPS { i net Forwar dC dr Rout eG oup }

OBJECT i net Ci dr Rout eSt at us

SYNTAX RowSt atus { active(l), notlnService (2) }

VWRI TE- SYNTAX RowStatus { active(l), notlnService (2),
creat eAndGo(4), destroy(6) }

DESCRI PTI ON " Support for createAndWait is not required.”

::={ ipForwardConpliances 3}

i pFor war dReadOnl yConpl i ance MODULE- COMPLI ANCE

STATUS current

DESCRI PTI ON
"When this MB is inplenmented without support for read-
create (i.e., in read-only node), the inplenentation can

clai mread-only conpliance."”
MODULE -- this nodul e
MANDATORY- GROUPS { i net Forwar dCi dr Rout eG oup }

OBJECT i net C dr Rout el f | ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT i net G dr Rout eType
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M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT i net G dr Rout eNext HopAS
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i net G dr RouteMetricl
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT i net Ci dr Rout eMetric2
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT i net G dr Rout eMetri c3
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i net G dr Rout eMetri c4
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT i net G dr Rout eMetrich
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT i net G dr Rout eSt at us
SYNTAX RowSt atus { active(1l) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
::={ ipForwardConpliances 4 }
-- units of conformance
i net Forwar dCi dr Rout eG oup OBJECT- GROUP
OBJECTS { inetCi dr Rout eDi scards,

i net G dr Rout el f I ndex, inetC drRouteType,
i net G dr Rout eProt o, inetC drRout eAge,
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i net G dr Rout eNext HopAS, inetCidrRouteMetricl,
i net Ci dr RouteMetric2, inetCi drRouteMetric3,

i net Ci dr RouteMetric4, inetC drRouteMetrich,

i net G dr Rout eSt at us, i net G dr Rout eNunber

}
STATUS current
DESCRI PTI ON
"The | P version-independent CIDR Route Table."
::={ ipForwardG oups 4 }

-- Deprecated bjects

i pG dr Rout eNunber OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-onl y
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of current ipCidrRouteTable entries that are
not invalid. This object is deprecated in favor of
i net G dr Rout eNunber and the inet G drRout eTabl e. "
c:={ ipForward 3}

-- | P CIDR Route Tabl e

-- The I P CIDR Route Tabl e obsol etes and replaces the i pRoute

-- Table current in MB-1 and MB-11 and the I P Forwardi ng Tabl e.
-- It adds know edge of the autononbus system of the next hop,

-- nultiple next hops, policy routing, and O assl ess

-- Inter-Domai n Routing.

i pC dr Rout eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pGi dr Rout eEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"This entity’'s IP Routing table. This table has been
deprecated in favor of the I P version neutral
i net G dr Rout eTabl e. "
REFERENCE
"RFC 1213 Section 6.6, The IP G oup"
:={ ipForward 4 }

i pCi dr Rout eEntry OBJECT- TYPE
SYNTAX | pC dr Rout eEnt ry
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"A particular route to a particular destination, under a
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particular policy."
| NDEX {
i pG dr Rout eDest ,
i pG dr Rout eMask,
i pCG dr Rout eTos,
i pCG dr Rout eNext Hop

}
;= { ipCGdrRouteTable 1 }

| pGi dr Rout eEntry ::= SEQUENCE {

i pCG dr Rout eDest | pAddr ess,
i pG dr Rout eMask | pAddr ess,
i pC dr Rout eTos I nt eger 32,
i pG dr Rout eNext Hop | pAddr ess,
i pGi dr Rout el f | ndex I nt eger 32,
i pG dr Rout eType | NTEGER,
i pCGi dr Rout eProt o | NTEGER,
i pCi dr Rout eAge I nt eger 32,
i pGi dr Rout el nfo OBJECT | DENTI Fl ER,
i pG dr Rout eNext HOpAS | nt eger 32,
i pG dr RouteMetricl I nt eger 32,
i pG dr RouteMetric2 I nt eger 32,
i pG dr RouteMetric3 I nt eger 32,
i pG dr RouteMetric4 I nt eger 32,
i pG dr RouteMetrich I nt eger 32,
i pG dr Rout eSt at us RowsSt at us

}

i pCG dr Rout eDest OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead- onl y

STATUS deprecat ed

DESCRI PTI ON

"The destination | P address of this route.

This object may not take a Multicast (O ass D) address
val ue.

Any assignnment (inplicit or otherw se) of an instance
of this object to a value x nmust be rejected if the
bitw se | ogical-AND of x with the value of the
correspondi ng i nstance of the ipC dr RouteMask object is
not equal to x."

o= { ipGdrRouteEntry 1}

i pG dr Rout eMask OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS r ead-onl y
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STATUS deprecat ed

DESCRI PTI ON
"Indicate the mask to be | ogical -ANDed with the
destinati on address before being conpared to the val ue
in the i pGdrRouteDest field. For those systens that
do not support arbitrary subnet masks, an agent
constructs the value of the ipG dr RouteMask by
reference to the | P Address O ass.

Any assignnment (inplicit or otherw se) of an instance
of this object to a value x nmust be rejected if the
bitw se | ogical-AND of x with the value of the
correspondi ng i nstance of the ipG dr RouteDest object is
not equal to ipG drRouteDest."

c:={ ipGdrRouteEntry 2}

-- The followi ng convention is included for specification

-- of TOS Field contents. At this time, the Host Requirenents
-- and the Router Requirenents docunents di sagree on the w dth
-- of the TOS field. This mapping describes the Router

-- Requi renents mapping, and | eaves roomto w den the TOS field
-- without inpact to fielded systens.

i pG dr Rout eTos OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS deprecat ed

DESCRI PTI ON

"The policy specifier is the |IP TOS Field. The encodi ng

of P TOS is as specified by the foll owi ng convention.
Zero indicates the default path if no nore specific
policy applies.

+----- +----- +----- +----- +----- +----- +----- +----- +
|
| PRECEDENCE | TYPE OF SERVI CE | O

| | | |

+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +
IP TGS IP TGS
Field Pol i cy Field Pol i cy
Cont ent s Code Cont ent s Code
0000 == 0 0001 ==> 2
0010 ==> 4 0011 ==> 6
0100 == 8 0101 ==> 10
0110 ==> 12 0111 ==> 14
1000 ==> 16 1001 ==> 18
1010 ==> 20 1011 ==> 22
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==> 26

1100 ==> 24 1
1 ==> 30"

1110 ==> 28
c:={ ipGdrRouteEntry 3}

(BN
o
(BN

i pC dr Rout eNext Hop OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead- onl y
STATUS deprecat ed
DESCRI PTI ON
"On renote routes, the address of the next systemen
route; Gtherwi se, 0.0.0.0."
;= { ipCdrRouteEntry 4 }

i pG dr Rout el f1 ndex OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The iflndex value that identifies the local interface
t hrough which the next hop of this route should be
reached. "
DEFVAL { 0 }
::={ ipCdrRouteEntry 5 }

i pC dr Rout eType OBJECT- TYPE

SYNTAX | NTEGER {
ot her (1), -- not specified by this MB
reject (2), -- route that discards traffic
| ocal (3), -- local interface
renote (4) -- renote destination

}

MAX- ACCESS r ead- create

STATUS deprecat ed

DESCRI PTI ON

"The type of route. Note that |ocal (3) refers to a

route for which the next hop is the final destination
renote(4) refers to a route for which the next hop is
not the final destination

Routes that do not result in traffic forwarding or
rejection should not be displayed, even if the
i mpl enent ati on keeps them stored internally.

reject (2) refers to a route that, if matched
di scards the nessage as unreachable. This is used in
some protocols as a neans of correctly aggregating
routes.”

::={ ipCdrRouteEntry 6 }
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i pG dr Rout eProt o OBJECT- TYPE

Table M B April

not specified

|l ocal interface

static route

result of |ICMP Redirect

-- the following are all dynamic
-- routing protocols

SYNTAX | NTEGER {
ot her (1), --
| ocal (2), --
net ngnt (3), --
i cnp (4), --
egp (5), -
ggp (6), -
hel |l o (7), -
rip (8), -
isls (9), -
esls (10), -

ciscolgrp (11), -
bbnSpflgp (12), -

ospf (13), -
bgp (14), -
i dpr (15), -

ciscoEigrp (16) -

}
MAX- ACCESS r ead-onl y
STATUS deprecat ed
DESCRI PTI ON

Exteri or Gateway Protocol
Gat eway- Gat eway Pr ot ocol
FuzzBal | Hel | oSpeak
Berkeley RIP or RIP-11
Dual IS IS

| SO 9542

Cisco IGRP

BBN SPF | GP

Open Shortest Path First
Bor der Gat eway Protocol

I nt er Domai n Policy Routing
Cisco ElIGRP

2006

"The routing nmechani smvia which this route was | earned.

I nclusi on of values for gateway routing protocols is
not intended to inply that hosts shoul d support those

protocols."”
::={ ipCdrRouteEntry 7 }

i pG dr Rout eAge OBJECT- TYPE
SYNTAX | nt eger 32
MAX- ACCESS r ead-onl y
STATUS deprecat ed
DESCRI PTI ON

"The nunber of seconds since this route was |ast updated

or otherwi se deternined to be correct.
can be inplied, except through
by which the route

semantics of ‘too old’

know edge of the routing protocol

was | earned. "
DEFVAL { 0}
c:={ ipGdrRouteEntry 8 }

i pG dr Rout el nfo OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS r ead-create
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STATUS deprecat ed
DESCRI PTI ON
"Areference to MB definitions specific to the
particul ar routing protocol that is responsible for
this route, as determ ned by the value specified in the
route’s i pCidrRouteProto value. |If this information is
not present, its value should be set to the OBJECT
IDENTIFIER { 0 0 }, which is a syntactically valid
object identifier, and any inplenmentation conformng to
ASN. 1 and the Basic Encodi ng Rul es nmust be able to
generate and recogni ze this value.”
::={ ipCdrRouteEntry 9 }

i pG dr Rout eNext HopAS OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The Aut ononmpus System Nunber of the Next Hop. The
semantics of this object are determined by the routing-
protocol specified in the route’s ipCidrRouteProto
value. When this object is unknown or not relevant, its
val ue should be set to zero."
DEFVAL { O }
::={ ipCdrRouteEntry 10 }

i pG dr RouteMetricl OBJECT- TYPE

SYNTAX | nt eger 32

MAX- ACCESS r ead-create

STATUS deprecat ed

DESCRI PTI ON
"The primary routing nmetric for this route. The
semantics of this netric are deternined by the routing-
protocol specified in the route’s ipC drRouteProto
value. If this metric is not used, its value should be
set to -1."

DEFVAL { -1}

o= { ipGdrRouteEntry 11 }

i pG dr Rout eMetri c2 OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON

"An alternate routing netric for this route. The

semantics of this nmetric are determned by the routing-
protocol specified in the route’s ipC drRouteProto
value. If this metric is not used, its value should be
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set to -1."
DEFVAL { -1}
o= { ipGdrRouteEntry 12 }

i pG dr RouteMetri c3 OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS r ead- create

STATUS deprecat ed

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this metric are determned by the routing-
protocol specified in the route's ipC drRouteProto
value. If this metric is not used, its value should be
set to -1."

DEFVAL { -1}

::={ ipCGdrRouteEntry 13 }

i pGi dr RouteMetri c4 OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS r ead- create

STATUS deprecat ed

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are determned by the routing-
protocol specified in the route's ipC drRouteProto
value. If this netric is not used, its value should be
set to -1."

DEFVAL { -1}

:={ ipCdrRouteEntry 14 }

i pCi dr RouteMetri c5 OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS r ead- create

STATUS depr ecat ed

DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are determnmined by the routing-
protocol specified in the route’s ipC drRouteProto
value. If this metric is not used, its value should be
set to -1."

DEFVAL { -1}

;.= { ipCdrRouteEntry 15 }

i pG dr Rout eSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
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"The row status variable, used according to row
installation and renoval conventions."
c:={ ipGdrRouteEntry 16 }

-- conmpliance statenents

i pForwar dConpl i ance MODULE- COVPLI ANCE
STATUS deprecat ed
DESCRI PTI ON
"The conpliance statenment for SNVMPv2 entities that
i npl enment the i pForward M B.

This conpliance statenent has been deprecated and
replaced w th i pForwardFul | Conpliance and
i pFor war dReadOnl yConpl i ance. "

MODULE -- this nodule
MANDATORY- GROUPS { i pForwar dCi dr Rout eGroup }

::={ ipForwardConpliances 1 }
-- units of conformance

i pFor war dCi dr Rout eGr oup OBJECT- GROUP
OBJECTS { i pCi dr Rout eNunber,

i pG dr Rout eDest, i pCi dr Rout eMask, i pC dr Rout eTos,
i pG dr Rout eNext Hop, i pGi dr Rout el f I ndex,
i pG dr Rout eType, i pCi drRouteProto, ipC drRouteAge,
i pCG dr Rout el nf o, i pC dr Rout eNext HopAS,
i pCi dr RouteMetricl, ipCi drRouteMetric2,
i pCi dr RouteMetric3, ipCG drRouteMetricd,
i pG dr RouteMetrich, ipGi drRouteStatus

}
STATUS depr ecat ed
DESCRI PTI ON
"The ClIDR Route Tabl e.

Thi s group has been deprecated and replaced with
i net Forwar dCi dr Rout eGr oup. "
::={ ipForwardG oups 3}

-- Cbsoleted Definitions - Objects

i pFor war dNunber OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-onl y
STATUS obsol ete
DESCRI PTI ON

Haber man St andards Track [ Page 22]



RFC 4292 | P Forwardi ng Table M B April 2006

"The nunber of current ipForwardTable entries that are
not invalid."
= { ipForward 1 }

| P Forwardi ng Tabl e

The | P Forwardi ng Tabl e obsol etes and replaces the i pRoute
Table current in MB-1 and MB-11. It adds know edge of

t he aut ononobus system of the next hop, multiple next hop
support, and policy routing support.

i pForwar dTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pForwardEntry
MAX- ACCESS not - accessi bl e
STATUS obsol ete
DESCRI PTI ON

"This entity’'s IP Routing table.”
REFERENCE

"RFC 1213 Section 6.6, The IP G oup"
o= { ipForward 2 }

i pForwar dEnt ry OBJECT- TYPE

SYNTAX | pForwar dEnt ry
MAX- ACCESS not - accessi bl e
STATUS obsol ete
DESCRI PTI ON
"A particular route to a particular destination, under a
particul ar policy."

| NDEX {

i pFor war dDest ,

i pForwar dPr ot o,

i pForwar dPol i cy,

i pFor war dNext Hop

}
::={ ipForwardTable 1 }

| pForwardEntry ::= SEQUENCE {

i pFor war dDest | pAddr ess,
i pFor war dMask | pAddr ess,
i pForwar dPol i cy I nt eger 32,
i pFor war dNext Hop | pAddr ess,
i pForwar dl f | ndex I nt eger 32,
i pForwar dType | NTEGER,

i pForwar dPr ot o | NTEGER,

i pFor war dAge I nt eger 32,
i pForwar dl nf o OBJECT | DENTI FI ER,
i pFor war dNext HOpAS | nt eger 32,
i pForwardMetricl I nt eger 32,
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i pForwardMetric2 I nt eger 32,
i pForwardMetric3 I nt eger 32,
i pForwar dMetri c4 I nt eger 32,
i pForwar dMetri c5 I nt eger 32

}

i pFor war dDest OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead-onl y

STATUS obsol ete

DESCRI PTI ON

"The destination |IP address of this route. An entry
with a value of 0.0.0.0 is considered a default route.

This object may not take a Multicast (O ass D) address
val ue.

Any assignnment (inplicit or otherw se) of an instance
of this object to a value x nust be rejected if the
bitwi se | ogical -AND of x with the value of the
correspondi ng i nstance of the ipForwardVask object is
not equal to x."

::={ ipForwardEntry 1 }

i pFor war dMask OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead-create

STATUS obsol et e

DESCRI PTI ON
"Indicate the mask to be | ogical -ANDed with the
destinati on address before being conpared to the val ue
in the ipForwardDest field. For those systens that do
not support arbitrary subnet masks, an agent constructs
the val ue of the ipForwardMvask by reference to the IP
Address d ass.

Any assignnment (inplicit or otherw se) of an instance
of this object to a value x nmust be rejected if the
bi twi se | ogical -AND of x with the val ue of the
correspondi ng i nstance of the ipForwardDest object is
not equal to ipForwardDest."

DEFVAL { ' 00000000 H } -- 0.0.0.0

::={ ipForwardEntry 2 }

-- The followi ng convention is included for specification

-- of TOS Field contents. At this time, the Host Requirenents
-- and the Router Requirenents docunents disagree on the width
-- of the TOS field. This mapping describes the Router
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-- Requi renments mappi ng, and | eaves roomto widen the TCS field

-- W t hout

i npact to fielded systens.

i pForwar dPol i cy OBJECT- TYPE

SYNTAX

I nteger 32 (0. .2147483647)

MAX- ACCESS r ead-onl y

STATUS

obsol ete

DESCRI PTI ON

"The general set of conditions that woul d cause
the selection of one nultipath route (set of
next hops for a given destination) is referred
to as 'policy’.

Unl ess the nmechani sm i ndi cated by i pForwardProto
specifies otherwise, the policy specifier is

the IP TOS Field. The encoding of IP TOS is as
specified by the foll owi ng convention. Zero

i ndi cates the default path if no nore specific
policy applies.

+-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +
|
| PRECEDENCE | TYPE COF SERVI CE | O

L ----- +--m - - +--m - - L ----- +--m - - +--m - - +--m - - L ----- L
IP TOS IP TOS
Field Pol i cy Field Pol i cy
Cont ent s Code Cont ent s Code
0000 == 0 0001 ==> 2
0010 == 4 0011 ==> 6
0100 == 8 0101 ==> 10
0110 ==> 12 0111 ==> 14
1000 ==> 16 1001 ==> 18
1010 ==> 20 1011 ==> 22
1100 == 24 1101 ==> 26
1110 ==> 28 1111 == 30

Protocol s defining ’policy’ otherw se nust either
define a set of values that are valid for

this object or nust inplenent an integer-instanced
policy table for which this object’s

val ue acts as an index."

{ ipForwardEntry 3 }

i pFor war dNext Hop OBJECT- TYPE
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SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS obsol ete
DESCRI PTI ON
"On renote routes, the address of the next systemen
route; otherwise, 0.0.0.0."
::={ ipForwardEntry 4 }

i pForwardl fl ndex OBJECT- TYPE
SYNTAX | nt eger 32
MAX- ACCESS read-create
STATUS obsol ete
DESCRI PTI ON
"The iflndex value that identifies the local interface
t hrough which the next hop of this route should be
reached. "
DEFVAL { 0 }
::={ ipForwardEntry 5 }

i pForwar dType OBJECT- TYPE

SYNTAX | NTEGER {
ot her (1), -- not specified by this MB
invalid (2), -- logically deleted
| ocal (3), -- local interface
renote (4) -- renote destination

}

MAX- ACCESS read-create

STATUS obsol ete

DESCRI PTI ON

"The type of route. Note that local (3) refers to a

route for which the next hop is the final destination
renote(4) refers to a route for which the next hop is
not the final destination

Setting this object to the value invalid(2) has the
effect of invalidating the corresponding entry in the
i pForwardTabl e object. That is, it effectively
di sassoci ates the destination identified with said
entry fromthe route identified with said entry. It is
an inplenmentation-specific matter as to whether the
agent renoves an invalidated entry fromthe table.
Accordi ngly, managenent stations nust be prepared to
recei ve tabular information fromagents that
corresponds to entries not currently in use. Proper
interpretation of such entries requires exam nation of
the rel evant ipForwardType object."”

DEFVAL { invalid }

::={ ipForwardEntry 6 }
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i pForwar dProt o OBJECT- TYPE

SYNTAX | NTEGER {
ot her (1), -- not specified
| ocal (2), =-- local interface
net ngnt (3), ~-- static route
i cnp (4), ~-- result of |ICVWP Redirect
-- the following are all dynamic
-- routing protocols
egp (5), -- Exterior Gateway Protocol
agp (6), -- Gateway-Gateway Protocol
hel | o (7), ~-- FuzzBall Hell oSpeak
rip (8), -- Berkeley RIP or RIP-11
is-is (9), -- Dual IS-1S
es-is (10), -- 1SO 9542
ciscolgrp (11), -- G sco ICGRP
bbnSpflgp (12), -- BBN SPF I GP
ospf (13), -- Open Shortest Path First
bgp (14), -- Border Gateway Protocol
i dpr (15) -- InterDomain Policy Routing
}
MAX- ACCESS r ead-onl y
STATUS obsol ete
DESCRI PTI ON

"The routing nmechanismvia which this route was | earned.
I nclusi on of values for gateway routing protocols is
not intended to inply that hosts shoul d support those
protocol s. "
;.= { ipForwardEntry 7 }

i pFor war dAge OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS r ead-onl y

STATUS obsol ete

DESCRI PTI ON
"The nunber of seconds since this route was |ast updated
or otherw se determined to be correct. Note that no
semantics of ‘too old can be inplied except through
know edge of the routing protocol by which the route
was | earned.”

DEFVAL { 0}

::={ ipForwardEntry 8 }

i pForwar dl nfo OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS obsol ete
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DESCRI PTI ON
"A reference to MB definitions specific to the
particul ar routing protocol that is responsible for
this route, as determ ned by the value specified in the
route’s i pForwardProto value. If this information is
not present, its value should be set to the OBJECT
IDENTIFIER { 0 0 }, which is a syntactically valid
object identifier, and any inplenmentation conformng to
ASN. 1 and the Basic Encodi ng Rul es nmust be able to
generate and recogni ze this value."
::={ ipForwardEntry 9 }

i pFor war dNext HopAS OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS r ead-create
STATUS obsol ete
DESCRI PTI ON

"The Aut ononous System Nunber of the Next Hop. When

this is unknown or not relevant to the protoco

i ndi cated by i pForwardProto, zero."

DEFVAL { 0 }
::={ ipForwardEntry 10 }

i pForwardMetri cl OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS r ead- create

STATUS obsol ete

DESCRI PTI ON

"The primary routing nmetric for this route. The

semantics of this netric are determined by the routing-
protocol specified in the route’'s ipForwardProto val ue.
If this netric is not used, its value should be set to
-1

DEFVAL { -1}

::={ ipForwardEntry 11 }

i pForwar dMetri c2 OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS obsol et e
DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are determnmined by the routing-
protocol specified in the route’'s ipForwardProto val ue.
If this netric is not used, its value should be set to
-1
DEFVAL { -1}
.= { ipForwardEntry 12 }
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i pForwar dMetri c3 OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS obsol ete
DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are deternined by the routing-
protocol specified in the route’s ipForwardProto val ue.
If this nmetric is not used, its value should be set to
-1."
DEFVAL { -1}
.= { ipForwardEntry 13 }

i pForwar dMetri c4 OBJECT- TYPE
SYNTAX | nt eger 32
MAX- ACCESS r ead-create
STATUS obsol ete
DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this netric are deternined by the routing-
protocol specified in the route’s ipForwardProto val ue.
If this netric is not used, its value should be set to
-1
DEFVAL { -1}
c:={ ipForwardEntry 14 }

i pForwar dMetri c5 OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS obsol ete
DESCRI PTI ON
"An alternate routing netric for this route. The
semantics of this nmetric are determined by the routing-
protocol specified in the route’s ipForwardProto val ue.
If this netric is not used, its value should be set to
-1."
DEFVAL { -1}
c:={ ipForwardEntry 15 }

-- Cbsoleted Definitions - G oups
-- conpliance statenents

i pFor war dd dConpl i ance MODULE- COVPLI ANCE
STATUS obsol ete
DESCRI PTI ON
"The conpliance statenent for SNWP entities that
i npl enent the i pForward MB. "

Haber man St andards Track [ Page 29]



RFC 4292 | P Forwardi ng Table M B April 2006

MODULE -- this nodule
MANDATORY- GROUPS { i pForwardMul ti Pat hGroup }

::={ ipForwardConpliances 2 }

i pForwar dMul ti Pat hGroup OBJECT- GROUP
OBJECTS { i pForwar dNunber,

i pFor war dDest, i pForwardMask, i pForwardPolicy
i pFor war dNext Hop, i pForwardl fl ndex, ipForwardType,
i pForwar dProt o, i pForwardAge, i pForwardl nfo,
i pFor war dNext HopAS,
i pForwardMetricl, ipForwardMetric2, ipForwardMetric3,
i pForwar dMetric4, ipForwardMetrich

}
STATUS obsol ete
DESCRI PTI ON
"IP Multipath Route Table."
.= { ipForwardG oups 2 }

END
6. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnments. The support for SET operations in a non-secure
environment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

1. The inetC drRouteTabl e contains routing and forwardi ng
information that is critical to the operation of the network
node (especially routers). Allow ng unauthenticated wite
access to this table can conprom se the validity of the
forwardi ng infornmation.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

1. The inetC drRouteTabl e contains routing and forwarding
i nformati on that can be used to conpromi se a network.
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Specifically, this table can be used to construct a map of the
network in preparation for a denial-of-service attack on the
network infrastructure.

2. The inetCidrRouteProto object identifies the routing protocols
in use within a network. This information can be used to
deternmi ne how a deni al -of-service attack should be | aunched.

SNMP versions prior to SNVMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using I PSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 crypt ographi c nechani sns (for
aut henti cation and privacy).

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNVMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmate
rights to indeed GET or SET (change/create/ del ete) them

7. Changes from RFC 2096
Thi s docunent obsol etes RFC 2096 in the foll owi ng ways:

1. Replaces ipCi drRouteTable with inetCG drRouteTable. This
applies to correspondi ng objects and confornance statenents.

2. Uilizes the I net Address TC to support |P version-independent
i npl enentations of the forwarding MB. This gives comon
forwardi ng M B support for |Pv4 and | Pv6.

3. Creates a read-only conformance statement to support
i npl ementations that only wish to retrieve data

4. Creates the inetCidrRouteDi scards object to replace the
deprecat ed i pRouti ngDi scards and i pv6Di scardedRout es obj ect s.

The inet G dr RouteTabl e retains the logical structure of the

i pC dr RouteTable in order to allow the easy upgrade of existing |Pv4
i npl ementations to the version-independent M B.
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is provided by the | ETF
Admini strative Support Activity (IASA)

Haber man St andards Track [ Page 34]



