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Abstract

The | ETF Standards Process requires that all nornative references for
a docunent be at the same or higher |evel of standardization. RFC
2026 section 9.1 allows the IESGto grant a variance to the standard
practices of the IETF. This docunent explains why the IESGis

consi dering doing so for the revised version of the BGP-4
specification, which refers nornmatively to RFC 2385, "Protection of
BGP Sessions via the TCP MD5 Signature Option". RFC 2385 will renmain
at the Proposed Standard | evel

1. I nt roducti on

The | ETF Standards Process [ RFC2026] requires that all nornmative
references for a docunent be at the sane or higher |evel of
standardi zati on. RFC 2026 section 9.1 allows the IESGto grant a
variance to the standard practices of the IETF. Pursuant to that, it
i s considering publishing the updated BGP-4 specification [ RFC4271]
as Draft Standard, despite the normative reference to [ RFC2385],
"Protection of BGP Sessions via the TCP MD5 Signature Option". RFC
2385 will remain a Proposed Standard. (Note that although the title
of [RFC2385] includes the word "signature", the technol ogy descri bed
init is conmonly known as a Message Authentication Code or MAC, and
shoul d not be confused with digital signature technol ogies.)

[ RFC2385], which is widely inplenented, is the only transm ssion

security nechani sm defined for BGP-4. Oher possible nechanisns,
such as | Psec [ RFC2401] and TLS [ RFC2246], are rarely, if ever, used
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for this purpose. Gven the |ong-standing requirenent for security
features in protocols, it is not possible to advance BGP-4 without a
mandat ed security nmechani sm

The conflict of maturity | evels between specifications would normally
be resol ved by advancing the specification being referred to al ong
the standards track, to the level of nmaturity that the referring
speci fication needs to achieve. However, in the particular case
consi dered here, the | ESG believes that [ RFC2385], though adequate
for BGP deploynents at this nmoment, is not strong enough for genera
use, and thus should not be progressed along the standards track. In
this situation, the | ESG believes that variance procedure should be
used to allow the updated BGP-4 specification to be published as
Draft Standard.

The follow ng sections of the docunent give detail ed expl anati ons of
the statenents above.

2. Draft Standard Requirenents

The requirenents for Proposed Standards and Draft Standards are given
in [RFC2026]. For Proposed Standards, [RFC2026] warns that:

| mpl enentors should treat Proposed Standards as i mature
specifications. It is desirable to inplement themin order to
gai n experience and to validate, test, and clarify the
specification. However, since the content of Proposed Standards
may be changed if problenms are found or better solutions are
identified, deploying inplenentations of such standards into a
di sruption-sensitive environnent is not reconmended.

In other words, it is considered reasonable for flaws to be
di scovered in Proposed Standards.

The requirenents for Draft Standards are higher
A Draft Standard nust be well-understood and known to be quite
stable, both in its semantics and as a basis for devel oping an
i mpl enent ati on.

In other words, any docunent that has known deficiencies should not
be pronoted to Draft Standard.
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3.

The TCP MD5 Signature Option

[ RFC2385], despite its 1998 publication date, describes a Message

Aut henti cation Code (MAC) that is considerably older. It utilizes a
techni que known as a "keyed hash function", using MD5 [ RFC1321] as
the hash function. Wen the original code was devel oped, this was
bel i eved to be a reasonabl e techni que, especially if the key was
appended (rather than prepended) to the data being protected. But
crypt ographi ¢ hash functions were never intended for use as MACs, and
| ater cryptanalytic results showed that the construct was not as
strong as originally believed [PV1, PV2]. Wrse yet, the underlying
hash function, MD5, has shown signs of weakness [Dobbertin, Wang].
Accordingly, the I ETF comunity has adopted Hashed Message

Aut henti cati on Code (HVAC) [ RFC2104], a schenme with provable security
properties, as its standard MAC

Beyond that, [RFC2385] does not include any sort of key managenent
techni que. Conmon practice is to use a password as a shared secret
between pairs of sites, but this is not a good idea [ RFC3562].

O her problens are docunented in [ RFC2385] itself, including the |ack
of a type code or version nunber, and the inability of systens using
this schenme to accept certain TCP resets.

Despite the wi despread depl oynent of [RFC2385] in BGP depl oynents,
the 1 ESG has thus concluded that it is not appropriate for use in
other contexts. [RFC2385] is not suitable for advancement to Draft
St andar d.

Usage Patterns for RFC 2385

G ven the above analysis, it is reasonable to ask why [ RFC2385] is
still used for BGP. The answer lies in the deploynment patterns
peculiar to BGP

BGP connections inherently tend to travel over short paths. |ndeed,
nost external BGP |inks are one hop. Although internal BGP sessions
are usually multi-hop, the Iinks involved are generally inhabited
only by routers rather than general -purpose conputers; general -

pur pose conputers are easier for attackers to use as TCP hijacking
tool s [Joncheray].

Al so, BGP peering associations tend to be long-lived and static. By
contrast, many other security situations are nore dynanic

This is not to say that such attacks cannot happen. (If they
couldn’t happen at all, there would be no point to any security
nmeasures.) Attackers could divert links at layers 1 or 2, or they
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could (in sone situations) use Address Resol ution Protocol (ARP)

spoofi ng at Ethernet-based exchange points. Still, on bal ance, BGP
is enployed in an environment that is |ess susceptible to this sort
of attack.

There is another class of attack against which BGP is extrenely

vul nerable: false route advertisenents from nore than one autononous
system (AS) hop away. However, neither [RFC2385] nor any other
transm ssion security nmechani smcan bl ock such attacks. Rather, a
schene such as S-BGP [Kent] woul d be needed.

5. LDP

The Label Distribution Protocol (LDP) [RFC3036] al so uses [RFC2385].
Depl oyment practices for LDP are very sinmilar to those of BGP: LDP
connections are usually confined within a single autononous system
and nost frequently span a single link between two routers. This
makes the LDP threat environnent very simlar to BGPs. Gven this
and a considerable installed base of LDP in service provider

networ ks, we are not deprecating [ RFC2385] for use with LDP

6. Security Considerations

The |1 ESG bel i eves that the variance described here will not adversely
affect the security of the Internet.

7. Concl usi ons

G ven the above analysis, the |ESGis persuaded that waiving the
prerequisite requirenent is the appropriate thing to do. [RFC2385]
is clearly not suitable for Draft Standard. Oher existing

nmechani snms, such as | Psec, would do its job better. However, given
the current operational practices in service provider networks at the
monent -- and in particular the common use of |ong-lived standard
keys, [RFC3562] notw thstanding -- the marginal benefit of such
schenmes in this situation would be low, and not worth the transition
effort. W would prefer to wait for a security nechanismtailored to
the major threat environnent for BGP
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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