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Abstract

This docunent provides details of the Voice Profile for Internet Mil
(VPIM directory service. The service provides the enail address of
the recipient that is given a tel ephone nunber. It optionally

provi des the spoken nanme of the recipient and the nmedia capabilities
of the recipient.

The VPIM directory Schena provides essential additional attributes to
recreate the voice nail user experience using standardized
directories. This user experience provides, at the tine of

addr essi ng, basic assurances that the nessage will be delivered as

i ntended. This docunent conbines two earlier docunents, one from
Anne Brown and one from Greg Vaudreuil, that define a voice nessaging
schena into a single working group subni ssion
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1. Scope
1.1. Design Goals

The VPIM directory Schema (VPIMDIR) is accessed from outside the
enterprise or service provider donmain using the recipient’s tel ephone
nunber .

1. 2. Per f ormance Constraints

Once the identity of the VPIMdirectory server is known, the enil
address, capabilities, and spoken nanme confirmation information can
be retrieved. This query is expected to use LDAP [LDAP], a
connection-oriented protocol. The protocol transaction includes
mul ti pl e packet round-trips to execute the query and retrieval and is
considered to be the highest |atency el enent of the nessagi ng
service. Further, retrieval of the confirmation infornmation may
require the return of a spoken nane segnent of up to 20kbytes (5
seconds at 4kbytes/second). Over a sufficiently engineered |Internet
connection, a 1250 nms response tine is believed to be achi evabl e over
the Internet at |arge.
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1.3. Scaling Constraints

A service provider’s nanespace is expected to include entries for
tens of mllions of subscribers in a flat namespace based on the VPI M
i nter-domain address form tel ephone_nunber @onmai n_nane. A large
corporation nmay have a hundred-thousand entries, while a large
service provider nay have tens of millions of entries in a single
domain. It is expected that there will be a single public address
validation service for a given service provider’'s network. It is
bel i eved that existing directory technol ogy, including horizonta
scalability through replication, will provide sufficient transaction
throughput within the required latency requirenents to address this
need. The only fundanmental, new requirenent this application inposes
on directory servers, beyond sinilar existing services, is the
ability to return the recipient’s spoken name. Prelimnary

i nvestigation suggests that storage and retrieval of a spoken nane

wi |l not add appreciable |atency; however, it will add to the need
for storage capacity.

1.4. Reliability Constraints

DNS provi des wel | -docunent ed redundancy and | oad- bal anci ng
capabilities for the VPIMD R  However, the | atency requirenents to
the end-user may not permt client-side fail-over to a secondary
server and may require the directory server to be inplenented as a
hi gh-availability service

2. The VPI MJser Directory Schema

(1 ANA- ASSI GNED- O D. 1 NAME ' vPI MJser’

SUP ’top’

AUXI LI ARY

MUST ( vPI MRf c822Mai | box $
vPI Mrel ephoneNunber )

MAY ( vPI MSpokenNanme $
vPI MBuppor t edUABehavi ors $
vPI MSuppor t edAudi oMedi aTypes $
vPI MSupport edMessageCont ext $
vPl MText Narme $
vPlI MExt endedAbsenceSt atus $
vPl MVaxMessageSi ze $
vPI MsubMai | boxes ) )

When present, the vPI MJser object contains information useful for
verifying that the dial ed tel ephone nunber corresponds to the

i ntended recipient. This object also provides capability information
and mail box status information useful for guiding conmposition by the
sender and for setting delivery expectations at sending tine.

Vaudr eui | St andards Track [ Page 3]



RFC 4237 Voi ce Messaging Directory Service Cct ober 2005

2.1. vPI Mrel ephoneNunber

The attribute vPI Mrel ephoneNunber is the full E 164 form of the
t el ephone number [E164], including any sub-addressing portion. The
normal search will be for this attribute.

(1 ANA- ASSI GNED- O D. 2. 1 NAME ' vPI Mrel ephoneNunber’
EQUALI TY casel gnoreMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 44{ 20} )

Exanpl e: A North Anerican tel ephone nunber with the sub address of 12
woul d be represented as "+12145551212+12"

Not e that vPI Mrel ephoneNunber is, by default, a multi-val ued
attribute. But if an entry has nultiple values for this attribute,

t hose val ues MJUST be distinct fromeach other in the tel ephone nunber
portion. 1t is expected that each submail box of a single tel ephone
nunber will have its own vPl MJser entry.

The vPI Mrel ephoneNunber differs fromtel ephoneNunber in [LDAP] in its
support for sub-addressing information and its use as a voice
messagi ng address. In npbst cases, these values will be the sane.

The tel ephone nunber is stored with no parenthesis, spaces, dots, or
hyphens. The leading '+ and the '+ delineating the subnail box are
requi red markup.

2.2. VvPIMRf c822Mhai | box

The attribute vPI MRf c822Mai | box stores the inter-donmain SMIP address
of the voice nmil box associated with a given tel ephone nunber. It is
defined as a distinct attribute to distinguish it fromthe
rfc822Mai |l box attribute that may be used for other purposes.

Al 't hough it would be preferable to define vPI MRf c822Mai | box as a
subtype of rfc822Mailbox, it is defined here as an entirely new
attribute because sone directory inplenentati ons do not support sub-

typi ng.

(1 ANA- ASSI GNED- O D. 2. 2 NAME ' vPI MRf ¢822Mhi | box’
EQUALI TY casel gnor el A5Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

2.3. vPI MspokenName
The vPI MSpokenNanme attribute is an octet string and MJST be encoded
in 32 kbit/s ADPCM exactly, as defined by [32KADPCM . vPI MSpokenNane

shal |l contain the spoken nane of the user in the voice of the user
The | ength of the spoken nane segnent MJST NOT exceed five seconds.
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Private or additional encoding types are outside the scope of this
versi on.

(1 ANA- ASSI GNED- O D. 2. 3 NAME ' vPI MspokenNane’
EQUALI TY octet Stri nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 40{ 20000}
S| NGLE- VALUE )

2.4. vPlI Mlext Name

The text nane is designed to be consistent with the unstructured
text nane dat abases used for calling nane delivery service of
caller ID

(1 ANA- ASSI GNED- O D. 2. 4 NAME '’ vPI Mlext Nane’
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 20}
S| NGLE- VALUE )

2.5. vPI Msupport edAudi oMedi aTypes

The vPI MSupport edAudi oMedi aTypes attribute indicates the type(s) of
audi o encodi ngs that can be received at the address specified in
vPI MRf c822Mai | box.

(1 ANA- ASSI GNED- O D. 2. 5 NAME ' vPI Msupport edAudi oMedi aTypes’
EQUALI TY casel gnor el A5Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

This is a nulti-value attribute. The allowable values for this
attribute are the M ME audi 0 subtypes registered with 1 ANA.  Non-
standard and private encoding types nust be indicated by prepending
the new type name with either "X-" or "x-".

Because ADPCMis a required format, the audi o032kadpcm val ue nust be
listed if this attribute is present.

2.6. VPl Msupport edMessageCont ext

The message context provides guidance to the sender about the nmessage
contexts the recipient is likely to accept. Message context provides
| ess precise informati on about a given recipient’s capabilities than
a list of nmedia types. However, given the growing role of nedia-
conversi on gateways, the context indicator provides nore usefu

gui dance to a sender in a "unified nessaging" environment.
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(1 ANA- ASSI GNED- O D. 2. 6 NAME ' vPI Msupport edMessageCont ext’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

This is a nmulti-value attribute. The set of valid nessage context
val ues is defined in [ CONTEXT].

2.7. vPlI MExt endedAbsenceSt at us

It is conmon to have an attribute that indicates to the subscriber
whet her the recipient is accepting nessages during his absence. This

feature -- called "extended absence" -- provides an advi sory nessage
at sending tine. It is sinmlar in concept to "vacation notices"
comon for textual email, but has its own cultural and operationa
nuances.

(1 ANA- ASSI GNED- O D. 2. 7 NAME ’ vPI MExt endedAbsenceSt at us’
EQUALI TY casel gnor el A5SMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26
SI NGLE- VALUE )

The three val ues defined are:
"ofrf", "On", "MsgBl ocked"

"OFf" indicates that the recipient either does not support extended
absence or has not set such an indicator. "Of" is the default
condition if this attribute is not returned.

"On" indicates that the recipient has set an extended absence
i ndicator, but the nailbox is still accepting nessages for review at
an unspecified future tine.

"MsgBl ocked" indicates that the recipient has set an extended absence
i ndi cator and the mailbox is currently configured to reject incom ng

messages. Messages SHOULD NOT be sent to the recipient if this value
is returned in the vPl MExt endedAbsenceStatus attri bute.

2.8. vPI Msupport edUABehavi or s

Internet mail does not provide facilities for the sender to know

whet her the recipient supports a nunber of optional features that can
be requested or indicated in the RFC822 headers. This attribute
provides a list of the attributes, considered optional by VPIMand

ot her vendor-specific attributes, that nmay be supported by the
recipient. |If this attribute is not supported, only those attributes
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listed as nandatory in VPIMare assuned to be supported. Undi scl osed
behavi ors may be indicated in the RFC822 nmessage; however, there is
no assurance by the receiving systemof their support.

(1 ANA- ASSI GNED- O D. 2. 8 NAME ' vPI Msuppor t edUABehavi or s’
EQUALI TY casel gnor el A5SMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 26 )

The foll owi ng behaviors are defined:

MessageDi spositionNotification
MessageSensitivity
Messagel nport ance

The presence of the MessageDi spositionNotification value indicates
that the recipient will send an MDN in response to an NMDN request.

MessageSensitivity indicates that the recipient fully supports the
sensitivity indication as defined in VPIM][VPI W2].

Messagel nportance indicates that the recipient fully supports the
i mportance indication as defined in VPIM[VPI W2].

These nay be further extended w thout standardization to include
proprietary user interface functional extensions. These proprietary
ext ensi on val ues nust be prefixed with an "X-" or "x-

2.9. VPl MMaxMessageSi ze

At the time of conposition, the nessage can be checked for acceptable
| ength using the maxi num nessage size attribute. Maxi num nessage
size is an attribute usually configured by policy of the receiving
system typically in units of minutes. While ESMIP provides a
mechanismto deternmine if a nessage is too long in bytes, it is an
unreliabl e guide for the conmposer when multiple encodings, nultiple
medi a, or variable bit-rate encodings are supported.

(1 ANA- ASSI GNED- O D. 2. 9 NAME ' vPI MVaxMessageSi ze’
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 27
S| NGLE- VALUE )

The attribute indicates the nmaxi num nessage |length in seconds that
the receiving mail box may receive.
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2.10. vPI MSubMai | boxes

This attribute indicates the presence of sub-nail boxes for the
queried tel ephone nunber. This information may be used to provide a
post -di al sub-addressing nenu to the sender

(1 ANA- ASSI GNED- O D. 2. 10 NAME ' vPI MsubMai | boxes’
EQUALI TY nuneri cStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 36{4} )

The al | owabl e val ues include a list of sub-mail box nunbers with a
nuneric range of 1-9999. The user interface nmay use this information
to pronpt the sender to select a sub-nmil box. Spoken nanes

associ ated with each sub-nail box nay be individually retrieved by
subsequent queries to the recipient’s VPIMIR service.

3. Security Considerations
The followi ng are known security issues.

1) Service provider custonmer information is very sensitive,
especially in this time of |ocal phone conpetition. Service
providers require maximum flexibility to protect this data.
Because of the dense nature of tel ephone nunber assignnents, this
data is subject to "go fish" queries via repeated LDAP queries to
determine a conplete list of current or active messagi ng
subscribers. To reduce the value of this retrieved data, service
providers may limt disclosure of data that is useful for
tel emarketing, such as the textual nane, and may disclose only
i nformati on useful to the sender, such as the recipient’s spoken
nane, a data elenment that is much harder to auto-process

2) In many countries, there are privacy |laws or regul ations that
prohi bit disclosure of certain kinds of descriptive information
(e.g., text nanes). Hence, server inplenentors are encouraged to
support DI T structural rules and nane forns [ LDAPMODELS] as these
provide a nechanismfor adninistrators to select appropriate
namng attributes for entries. Administrators are encouraged to
use these mechani sms, access controls, and other administrative
controls, which may be available to restrict use of attributes
contai ning sensitive informati on when naming entries.

3) The LDAP directory service needs to be secured properly for this
i ntended use. [LDAPAUTH] describes a nunber of considerations
that apply in this use. |In particular, this service provides
unaut henti cated, public access to directory data, and as such, it
is vulnerable to attacks that redirect the query to a rogue server
and of fer malicious data.
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4. | ANA Consi derations
Ref erence RFC 3383 "Internet Assigned Nunbers Authority (1 ANA)
Consi derations for the Lightweight Directory Access Protocol (LDAP)"
[ LDAPREG .

4.1. Object ldentifiers

| ANA has registered an LDAP Cbject ldentifier for use in this
techni cal specification, according to the follow ng tenpl ate:

Subj ect: Request for LDAP O D Registration

Person & email address to contact for further information:
Greg Vaudreuil (gregv@ eee.org)

Speci fication: RFC 4237

Aut hor/ Change Controller: |ESG

Comment s:

The assigned O D wll be used as a base for identifying a nunber of
schena el enents defined in this docunent.

4.2. Object ldentifier Descriptors

| ANA has registered the LDAP Descriptors used in this technical
specification, as detailed in the follow ng tenplate:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (vPIM: see coment

bj ect ldentifier: see conment

Person & email address to contact for further information:
G egV@ eee. org

Usage: see conment

Speci fication: RFC 4237

Aut hor/ Change Controller: |ESG

Comment s:
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The followi ng descriptors have been added:

NANVE Type ab
vPl MJser O | ANA- ASSIGNED-AO D. 1.1
vPI MRf c822Mai | box A | ANA- ASSIGNED-Q D. 2. 1
vPI Mrel ephoneNunber A | ANA- ASSI GNED-Q D. 2. 2
vPI MSpokenNane A | ANA- ASSI GNED-AO D. 2. 3
vPI MBuppor t edUABehavi or s A | ANA- ASSI GNED- A D. 2. 4
vPI Msuppor t edAudi oMedi aTypes A | ANA- ASSI GNED-AO D. 2.5
vPI Msuppor t edMessageCont ext A | ANA- ASSI GNED-A D. 2. 6
vPlI MText Name A | ANA- ASSI GNED- A D. 2. 7
vPI MExt endedAbsencesSt at us A | ANA- ASSI GNED-Q D. 2. 8
vPI MVaxMessageSi ze A | ANA- ASSI GNED-A D. 2. 9
vPI MSubMai | boxes A | ANA- ASSI GNED- A D. 2. 10
VWhere Type Ais Attribute and Type Ois Objectd ass

5. References

5.1. Normative References
[ LDAP] Hodges, J. and R Mdrgan, "Lightweight Directory Access

Protocol (v3): Technical Specification", RFC 3377,
Sept enber 2002.

[ 32KADPCM Vaudreuil, G and G Parsons, "Toll Quality Voice - 32
kbit/s Adaptive Differential Pulse Code Mdul ation
(ADPCM M ME Sub-type Registration”, RFC 3802, June

2004.

[ CONTEXT] Burger, E., Candell, E., Eliot, C., and G Klyne,
"Message Context for Internet Mail", RFC 3458, January
2003.

[ E164] CClI TT Reconmendation E. 164 (1991), Tel ephone Network and

| SDN Operation, Nunbering, Routing and Mbile Service -
Nunmbering Plan for the | SDN Era.

5.2. Informative References
[ VPI W2] Vaudreuil, G and G Parsons, "Voice Profile for
Internet Mail - version 2 (VPIMW2)", RFC 3801, June
2004.

Vaudr eui | St andards Track [ Page 10]



RFC 4237 Voi ce Messaging Directory Service Cct ober 2005

[ LDAPREG Zeilenga, K., "Internet Assigned Nunbers Authority
(1 ANA) Considerations for the Lightweight Directory
Access Protocol (LDAP)", BCP 64, RFC 3383, Septenber
2002.

[ LDAPAUTH] Wwahl, M, Alvestrand, H , Hodges, J., and R Mbrgan,
"Aut hentication Methods for LDAP', RFC 2829, My 2000.

[ LDAPMCDELS] Zeil enga, K., "LDAP: Directory Information Mdels" Wrk
in Progress, February 2005.

Acknowl edgenent s

This directory schema builds upon the earlier work of Carl Mal anud
and Marshall Rose in their TPC. INT renote printing experinment and the
work | ead by Anne Brown as part of the EMA voi ce nessagi ng
committee’s directory effort. Anne Brown has provided inportant

| eadership and was a co-author of the original version of this
docunent .

Bernhard Elliot, working with the TM A, has provided nost of the
organi zational inpetus to get this project noving, which was a
substantial task given the sonetinmes slow and bureaucratic nature of
the voice mail industry and regul atory environnent.

Thanks to Dave Dudl ey and the Messaging Alliance (TMA) for their
early work in pioneering a shared directory service for voice
messagi ng and their continuing efforts to apply that work to this
effort.

Geg Wite and Jeff Bouis, both of Lucent Technol ogi es, provided
i nval uabl e assistance in reviewi ng and sanity checking. Countless
errors and inconsistencies were corrected with their diligent review

As chai rman of the VPIM working group, denn Parsons has provided

essential support over the many years this docunent has been in
devel opnent.

Vaudr eui | St andards Track [ Page 11]



RFC 4237 Voi ce Messaging Directory Service Cct ober 2005

Aut hor’ s Addr ess

Pl ease send comments on this docunent to the VPIM working group
mailing list <vpim@etf.org>.

Gregory M Vaudreui l

Lucent Technol ogi es

9489 Bartgis C

Frederick, MD 21702

EMai |l : GregV@eee.org

Vaudr eui | St andards Track [ Page 12]



RFC 4237 Voi ce Messaging Directory Service Cct ober 2005

Ful I Copyright Statenent
Copyright (C The Internet Society (2005).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Vaudr eui | St andards Track [ Page 13]



