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Abstr act

To inprove scalability of Generalized Miulti-Protocol Label Switching
(GWLS) it may be useful to aggregate Label Sw tched Paths (LSPs) by
creating a hierarchy of such LSPs. A way to create such a hierarchy
is by (a) a Label Switching Router (LSR) creating a Traffic

Engi neering Label Switched Path (TE LSP), (b) the LSR formng a
forwardi ng adj acency (FA) out of that LSP (by advertising this LSP as
a Traffic Engineering (TE) link into the same instance of ISl S/ OSPF
as the one that was used to create the LSP), (c) allow ng other LSRs
to use FAs for their path conputation, and (d) nesting of LSPs
originated by other LSRs into that LSP (by using the |abel stack
construct).

Thi s docunent describes the mechani snms to acconplish this.
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1. Overview

An LSR uses Generalized MPLS (GWLS) TE procedures to create and

mai ntain an LSP. The LSR then may (under |ocal configuration
control) announce this LSP as a Traffic Engineering (TE) link into
the sane instance of the GWLS control plane (or, nore precisely, its
| SI S/ OSPF conponent) as the one that was used to create the LSP. W
call such a link a "forwardi ng adj acency" (FA). W refer to the LSP
as the "forwardi ng adj acency LSP", or just FA-LSP. Note that an FA-
LSP is both created and used as a TE link by exactly the sane

i nstance of the GWLS control plane. Thus, the concept of an FA is
applicable only when an LSP is both created and used as a TE |ink by
exactly the sane instance of the GWLS control plane. Note al so that
an FAis a TE link between two GWLS nodes whose path transits zero
or nore (G MPLS nodes in the sane instance of the GVWPLS control

pl ane.
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The nodes connected by a "basic’ TE link may have a routing

adj acency; however, the nodes connected by an FA woul d not usually
have a routing adjacency. A TE link of any kind (either 'basic’ or
FA) woul d have to have a signaling adjacency in order for it to be
used to establish an LSP across it.

In general, the creation/termination of an FA and its FA-LSP could be
driven either by nechani sns outside of GWLS (e.g., via configuration
control on the LSR at the head-end of the adjacency), or by
mechani sms within GWLS (e.g., as a result of the LSR at the head-end
of the adjacency receiving LSP setup requests originated by some

ot her LSRs).

| SIS/ OSPF fl oods the information about FAs just as it floods the

i nformation about any other links. As a result of this flooding, an
LSR has in its TE link state database the information about not just
basic TE |inks, but FAs as well.

An LSR, when perforning path conputation, uses not just basic TE
links, but FAs as well. Once a path is conputed, the LSR uses
RSVP/ CR- LDP [ RSVP-TE, CR-LDP] for establishing | abel binding along
t he pat h.

In this docunent we define nechani sns/ procedures to acconplish the
above. These nechani sns/ procedures cover both the routing
(1Sl SICSPF) and the signalling (RSVP/ CR-LDP) aspects

Note that an LSP nmay be advertised as a point-to-point link into ISIS
or OSPF, to be used in normal SPF by nodes other than the head-end.
VWhile this is simlar in spirit to an FA, this is beyond the scope of
thi s docunent.

Scenarios where an LSP is created (and mai ntai ned) by one instance of
the GWLS control plane, and is used as a (TE) link by another

i nstance of the GWLS control plane, are outside the scope of this
docunent .

2. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] .
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3.

3.

Rout i ng Aspects

In this section we describe procedures for constructing FAs out of
LSPs, and handling of FAs by I1SIS/ CSPF. Specifically, this section
descri bes how to construct the informati on needed to advertise LSPs
as links into I SI SIOSPF. Procedures for creation/term nation of such
LSPs are defined in Section 5, "Controlling FA-LSPs boundari es"

FAs may be represented as either unnunbered or nunbered links. |f
FAs are nunbered with | Pv4 addresses, the local and renote | Pv4
addresses cone out of a /31 that is allocated by the LSR that
originates the FA-LSP; the head-end address of the FA-LSP is the one
specified as the | Pv4 tunnel sender address; the renote (tail-end)
address can then be inferred. |If the LSP is bidirectional, the
tail-end can thus know the addresses to assign to the reverse FA

If there are nultiple LSPs that all originate on one LSR and al

term nate on another LSR, then at one end of the spectrumall these
LSPs coul d be nerged (under control of the head-end LSR) into a
single FA using the concept of Link Bundling (see [BUNDLE]); while at
the other end of the spectrum each such LSP could be advertised as
its own adjacency.

When an FA is created under administrative control (static
provisioning), the attributes of the FA-LSP have to be provided via
configuration. Specifically, the following attributes nmay be
configured for the FA-LSP: the head-end address (if left
unconfigured, this defaults to the head-end LSR s Router ID); the
tail -end address; bandwi dth and resource colors constraints. The
path taken by the FA-LSP may be either conputed by the LSR at the
head- end of the FA-LSP, or specified by explicit configuration; this
choice is deternined by configuration

When an FA is created dynamically, the attributes of its FA-LSP are
inherited fromthe LSP that induced its creation. Note that the
bandwi dth of the FA-LSP nust be at least as big as the LSP that

i nduced it, but may be bigger if only discrete bandw dths are

avail able for the FA-LSP. In general, for dynamically provisioned
FAs, a policy-based nmechani sm may be needed to associate attributes
to the FA-LSPs.

1. Traffic Engineering Paraneters

In this section, the Traffic Engineering paraneters (see [ OSPF-TE]
and [I1SIS-TE]) for FAs are descri bed.
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3.1.1. Link Type (OSPF Only)
The Link Type of an FA is set to "point-to-point".

3.1.2. Link ID (CSPF Only)
The Link IDis set to the Router ID of the tail-end of FA-LSP.

3.1.3. Local and Renote Interface |P Address
If the FAis to be nunbered, the local interface |IP address (OSPF) or
IPv4 interface address (1SIS) is set to the head-end address of the
FA-LSP. The renpote interface | P address (OSPF) or | Pv4 nei ghbor
address (ISIS) is set to the tail-end address of the FA-LSP.

3.1.4. Local and Renpte Link Identifiers

For an unnunbered FA, the assignnment and handling of the |ocal and
renote link identifiers is specified in [ UNNUM RSVP], [ UNNUM CRLDP].

3.1.5. Traffic Engineering Metric

By default the TE netric on the FAis set to max(1, (the TE netric of
the FA-LSP path) - 1) so that it attracts traffic in preference to
setting up a new LSP. This nay be overridden via configuration at

t he head-end of the FA

3.1.6. Maxi nrum Bandwi dt h
By default, the Maxi mum Reservabl e Bandwi dth and the initial Maxi num
LSP Bandwi dth for all priorities of the FAis set to the bandw dth of
the FA-LSP. These may be overridden via configuration at the head-
end of the FA (note that the Maxi mum LSP Bandw dth at any one
priority should be no nore than the bandw dth of the FA-LSP).

3.1.7. Unreserved Bandw dth

The initial unreserved bandwidth for all priority levels of the FAis
set to the bandwi dth of the FA-LSP.

3.1.8. Resource d ass/Col or
By default, an FA does not have resource colors (adnministrative

groups). This may be overridden by configuration at the head-end of
t he FA.
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3.1.9. Interface Switching Capability

The (near-end) Interface Switching Capability associated with the FA
is the (near end) Interface Switching Capability of the first link in
t he FA-LSP.

When the (near-end) Interface Switching Capability field is PSC 1,
PSC-2, PSC-3, or PSC-4, the specific information includes Interface
MIU and M ni mrum LSP Bandwi dth. The Interface MIU is the m ni nrum MIu
al ong the path of the FA-LSP; the M ninmum LSP Bandwi dth is the
bandwi dth of the LSP.

3.1.10. SRLG Information

An FA advertisenment could contain the information about the Shared

Ri sk Link Goups (SRLG for the path taken by the FA-LSP associ at ed
with that FA. This information may be used for path cal cul ati on by
other LSRs. The information carried is the union of the SRLGs of the
underlying TE links that nake up the FA-LSP path; it is carried in
the SRLG TLV in IS 1S or the SRLG sub-TLV of the TE Link TLV in OSPF.
See [GWLS-1SIS, GWLS-CSPF] for details on the format of this

i nformation.

It is possible that the underlying path informati on m ght change over
time, via configuration updates or dynam c route nodifications,
resulting in the change of the SRLG TLV.

If FAs are bundled (via link bundling), and if the resulting bundl ed

link carries an SRLG TLV, it MJST be the case that the list of SRLGs

in the underlying path, followed by each of the FA-LSPs that formthe
conmponent links, is the sane (note that the exact paths need not be

t he sane).

4. O her Considerations

It is expected that FAs will not be used for establishing |ISIS/ CSPF
peering relation between the routers at the ends of the adjacency.

It may be desired in sonme cases to use FAs only in Traffic

Engi neering path conputations. 1In IS 1S this can be acconplished by
setting the default metric of the extended IS reachability TLV for
the FAto the maximumlink netric (2%24 - 1). |In OSPF, this can be
acconpl i shed by not advertising the link as a regular LSA, but only
as a TE opaque LSA.
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5. Controlling FA-LSPs Boundaries

To facilitate controlling the boundaries of FA-LSPs, this docunent
i ntroduces two new nmechani sns: Interface Switching Capability (see
[GWLS-I SIS, GWLS-OSPF], and "LSP region” (or just "region").

5.1. LSP Regions

The information carried in the Interface Switching Capabilities is
used to construct LSP regions and to determ ne regi ons’ boundaries as
fol | ows.

Define an ordering anong interface switching capabilities as foll ows:
PSC-1 < PSC-2 < PSC-3 < PSC-4 < TDM< LSC < FSC. G ven two
interfaces if-1 and if-2 with interface switching capabilities isc-1
and isc-2 respectively, say that if-1 < if-2 iff isc-1 <isc-2 or
isc-1 == isc-2 == TDM and if-1's max LSP bandwidth is less than if-
2’s max LSP bandwi dth

Suppose an LSP's path is as follows: node-0, link-1, node-1, |ink-2,
node-2, ..., link-n, node-n. Moreover, for link-i denote by [link-i
node-(i-1)] the interface that connects link-i to node-(i-1), and by
[link-i, node-i] the interface that connects link-i to node-i

If [link-(i+1), node-i)] < [link-(i+1), node-(i+1)], we say that the
LSP has crossed a region boundary at node-i; with respect to that LSP
path, the LSR at node-i is an edge LSR. The ’'other edge’ of the
region with respect to the LSP path is node-k, where k is the
smal | est nunmber greater than i such that [link-(i+1), node-(i+1)]
equal [link-k, node-(k-1)], and [link-k, node-(k-1)] > [link-k
node- K] .

Pat h conmputation nmay take region boundaries into account when
conmputing a path for an LSP. For exanple, path conmputation may
restrict the path taken by an LSP to only the |inks whose Interface
Swi tching Capability is PSC 1.

Note that an interface may have nultiple Interface Switching
Capabilities. In such a case, the test is whether if-i < if-]
depends on the Interface Switching Capabilities chosen for if-i and
if-j, which in turn determ nes whether or not there is a region
boundary at node-i
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6.

6.

6.

Signal li ng Aspects

In this section we describe procedures that an LSR at the head-end of
an FA uses for handling LSP setup originated by other LSR

As we nentioned before, establishnent/ternination of FA-LSPs nay be
triggered either by nechani sns outside of GWLS (e.g., via

adm ni strative control), or by nmechanisns within GWLS (e.g., as a
result of the LSR at the edge of an aggregate LSP receiving LSP setup
requests originated by sone other LSRs beyond LSP aggregate and its
edges). Procedures described in Section 6.1, "Common Procedures”
apply to both cases. Procedures described in Section 6.2, "Specific
Procedures", apply only to the latter case.

1. Common Procedures

For the purpose of processing the ERO in a Pat h/ Request message of an
LSP that is to be tunneled over an FA, an LSR at the head-end of the
FA-LSP views the LSR at the tail of that FA-LSP as adjacent (one IP
hop away) .

How this is to be achieved for RSVP-TE and CR-LDP is described in the
foll owi ng subsecti ons.

In either case (RSVP-TE or CR-LDP), when an LSP is tunnel ed through
an FA-LSP, the LSR at the head-end of the FA-LSP subtracts the LSP' s
bandwi dth from the unreserved bandw dth of the FA

In the presence of link bundling (when link bundling is applied to
FAs), when an LSP is tunneled through an FA-LSP, the LSR at the
head- end of the FA-LSP al so needs to adjust Max LSP bandwi dth of the
FA.

1.1. RSVP-TE

If one uses RSVP-TE to signal an LSP to be tunnel ed over an FA-LSP
then the Path nessage MJUST contain an |F_|I D RSVP_HOP obj ect
[GRSVP-TE, GSI G instead of an RSVP_HOP object; and the data
interface identification MIST identify the FA-LSP

The preferred nethod of sending the Path message is to set the
destination |IP address of the Path nessage to the conputed NHOP for
that Path nessage. This NHOP address nust be a routabl e address; in
the case of separate control and data planes, this nmust be a contro
pl ane address.
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Furthernmore, the | P header for the Path nmessage MJST NOT have the
Router Alert option. The Path message is intended to be IP-routed to
the tail-end of the FA-LSP without being intercepted and processed as
an RSVP nessage by any of the internediate nodes.

Finally, the IP TTL vs. RSVP TTL check MJUST NOT be nmde. 1n general,
if the IF_ID RSVP_HOP object is used, this check nust be disabled, as
t he nunber of hops over the control plane may be greater than one.
Instead, the follow ng check is done by the receiver Y of the IF_ID
RSVP_HOP obj ect :

1. Make sure that the data interface identified in the I F_|I D RSVP_HOP
obj ect actually term nates on Y.

2. Find the "other end" of the above data interface, say X  Mke
sure that the PHOP in the I F_ID RSVP_HOP object is a control
channel address that belongs to the sane node as X

How check #2 is carried out is beyond the scope of this docunent;
suffice it to say that it nmay require a Traffic Engi neering Dat abase,
or the use of LMP [LMP], or yet other neans.

An alternative nmethod is to encapsulate the Path nessage in an I P
tunnel (or, in the case that the Interface Switching Capability of
the FA-LSP is PSC[1-4], in the FA-LSP itself), and unicast the
message to the tail-end of the FA-LSP, without the Router Alert
option. This option may be needed if internediate nodes process RSVP
nmessages regardl ess of whether the Router Alert option is present.

A PathErr sent in response to a Path nessage with an | F_I D RSVP_HOP
obj ect SHOULD contain an IF_ID HOP object. (Note: a PathErr does not
normal ly carry an RSVP_HOP object, but in the case of separated
control and data, it is necessary to identify the data channel in the
Pat hErr nessage.)

The Resv nessage back to the head-end of the FA-LSP (PHOP) is I P-
routed to the PHOP in the Path nessage. |f necessary, Resv Messages
MAY be encapsul ated in another |P header whose destination |P address
is the PHOP of the received Path nessage.

6.1.2. CRLDP
If one uses CR-LDP to signal an LSP to be tunnel ed over an FA-LSP,

then the Request nessage MJUST contain an I F_ID TLV [ GCR-LDP] obj ect,
and the data interface identification MIST identify the FA-LSP.
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Furt hernmore, the head-end LSR nust create a targeted LDP session with
the tail-end LSR. The Request (Mapping) nessage is unicast fromthe
head-end (tail-end) to the tail-end (head-end).

6.2. Specific Procedures

When an LSR recei ves a Path/ Request nessage, the LSR determ nes
whether it is at the edge of a region with respect to the ERO carried
in the nessage. The LSR does this by looking up the interface

swi tching capabilities of the previous hop and the next hop inits

| GP dat abase, and conparing themusing the relation defined in this
section. If the LSRis not at the edge of a region, the procedures
in this section do not apply.

If the LSRis at the edge of a region, it nust then determ ne the
other edge of the region with respect to the ERO, again using the |IGP
dat abase. The LSR then extracts (fromthe ERO the subsequence of
hops fromitself to the other end of the region.

The LSR then conpares the subsequence of hops with all existing FA
LSPs originated by the LSR If a match is found, that FA-LSP has
enough unreserved bandwi dth for the LSP being signaled, the L3PID of
the FA-LSP is conpatible with the L3PID of the LSP being signal ed,
and the LSR uses that FA-LSP as follows. The Path/Request nessage
for the original LSP is sent to the egress of the FA-LSP, not to the
next hop along the FA-LSP's path. The PHOP in the nessage is the
address of the LSR at the head-end of the FA-LSP. Before sending the
Pat h/ Request nessage, the ERO in that nessage is adjusted by renoving
t he subsequence of the EROthat lies in the FA-LSP, and replacing it
with just the end point of the FA-LSP.

O herwise (if no existing FA-LSP is found), the LSR sets up a new
FA-LSP. That is, it initiates a new LSP setup just for the FA-LSP.
Note that the new LSP may traverse either 'basic’ TE links or FAs.

After the LSR establishes the new FA-LSP, the LSR announces this LSP
into | S-1S/ OSPF as an FA

The unreserved bandwi dth of the FA is conputed by subtracting the
bandwi dt h of sessions pending the establishnent of the FA-LSP
associ ated fromthe bandw dth of the FA-LSP.

An FA-LSP could be torn down by the LSR at the head-end of the FA-LSP
as a matter of policy local to the LSR It is expected that the FA-
LSP woul d be torn down once there are no nore LSPs carried by the
FA-LSP. Wen the FA-LSP is torn down, the FA associated with the
FA-LSP is no | onger advertised into | S-1S/ GSPF.
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6.3. FA-LSP Holding Priority

The value of the holding priority of an FA-LSP nust be the mnini num of
the configured holding priority of the FA-LSP and the hol di ng
priorities of the LSPs tunneling through the FA-LSP (note that

smal ler priority values denote higher priority). Thus, if an LSP of
hi gher priority than the FA-LSP tunnels through the FA-LSP, the FA-
LSP is itself pronoted to the higher priority. However, if the
tunneled LSP is torn down, the FA-LSP need not drop its priority to
its old value right away; it may be advisable to apply hysteresis in
this case.

If the holding priority of an FA-LSP is configured, this docunent
restricts it to O.

7. Security Considerations

Froma security point of view, the prinmary change introduced in this
docunent is that the inplicit assunption of a binding between data
interfaces and the interface over which a control nessage is sent is
no | onger valid.

This means that the "sending interface” or "receiving interface" is
no |l onger well-defined, as the interface over which an RSVP nessage
is sent may change as routing changes. Therefore, nechanisns that
depend on these concepts (for exanple, the definition of a security
associ ation) need a clearer definition.

[ RFC2747] provides a solution: in Section 2.1, under "Key
Identifier", an IP address is a valid identifier for the sending (and
by anal ogy, receiving) interface. Since RSVP nessages for a given
LSP are sent to an | P address that identifies the next/previous hop
for the LSP, one can replace all occurrences of ’'sending [receivVing]
interface’ with 'receiver’s [sender’s] |P address’ (respectively).

For exanple, in Section 4, third paragraph, instead of:

"Each sender SHOULD have distinct security associations (and keys)
per secured sending interface (or LIH. ... At the sender
security association selection is based on the interface through
whi ch the nessage is sent."

it should read:
"Each sender SHOULD have distinct security associations (and keys)
per secured receiver’s IP address. ... At the sender, security

associ ation selection is based on the | P address to which the
message i s sent.”
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Note that CR-LDP does not have this issue, as CR-LDP nessages are
sent over TCP sessions, and no assunption is made that these sessions
are to direct neighbors. The recommended nechani sm for

aut hentication and integrity of LDP nmessage exchange is to use the
TCP MD5 option [LDP].

Anot her consequence (relevant to RSVP) of the changes proposed in
this docunent is that |IP destination address of Path nessages be set
to the receiver’s address, not to the session destination. Thus, the
objections raised in Section 1.2 of [RFC2747] should be revisited to
see if IPSec AH is now a viable neans of securing RSVP-TE nessages.
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